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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security. 

Features IPv6

Structure

The structure of an IPv6 address consists of a total of 128 bits which get divided into eight 16-bit blocks. Every single one of these blocks will then be converted into a 4-digit hexadecimal numbers that are separated into colon symbols. These numbers get converted into a series of ones and zeros. The second half of the address is the interfaces ID. The MAC address is a system made up of a composed 48 bits and they get represented as a hexadecimal number. A link local address is an auto configured IPv6 address. The Link local addresses are made for a communication between an IPv6 host on a link only. These addresses will never be sent outside of the link due to them not being tor router able. [1]

Address Type

IPv6 addresses are set into three different types Unicast Address, Anycast Address and Multicast Address. A unicast IP address identifies the single network interface. Once an IPv6 packet is sent it will only go to the single interface when using the unicast. The anycast IP address is an identifier which is a set of different interfaces that belong on multiple nodes. A node is a physical item that gets inserted into the network allowing you to send and receive information. The IPv6 packet that gets sent to the anycast will then be delivered to a node then to the sender identified which is found through the routing’s algorithm. A multicast IP address will identifier the set of interfaces which should belong in different allocated nodes. The IPv6 packet will be sent to all the interfaces which have been identified by the multicast. The IPv6 will not implement the broadcast address. Instead of doing this it will implement the multicast address for it to send all the packets to a selected group in order to avoid all the distributing nodes in the network. IPv6 will select the certain parts of the networks address which are unique and available. [2]
 
Advanced Functionalities

Headers put all the unwanted information at the very end of the header. All the information that is contained at the start of the header is for the router in order to make decisions making it very quickly as your priorities the main information. IPv6 also allows you to be mobile. You can enable hosts for your phone no matter where you are in the world at the same time keeping the same IP address. IPv6 headers can add more information in the options port. For example, IPv4 can only have up to 40 bytes whereas IPv6 is able to have a much large size IPv6 packet itself. All of the functions of IPv6 have been made for the Anycast mode to do packet rounding. Within this type of mode, you can use multiple interfaces across the internet as there assigned the same type of IP addresses. Whilst the routers are turned on it will simultaneously send the packets to the closet destination possible. The huge IP address scheme will allow the IPv6 to choose a specific device which is globally unique for its selected IP addresses. This will save the IP address and will make it so you wouldn’t need a NAT. NAT stands for Network Address Translation. This means the device will be allowed to send and receive data for one another. This means streaming services such as YouTube and Twitch can be used much more efficiently. The router will also be allowed to take certain decisions and proceed them to the uses as quickly the information gets sent, they will come straight to the user and they will be able to see it instantly. IPv6’s headers have been simplified in order to move all of the unwanted information and the options to end the IPv6 headers. IPv6 headers are only twice the size of IPv4 even do that IPv6 address are four times the amount. [3]

Security

[bookmark: _GoBack]IPv6 can run an end to end encryption whilst the technology was made into IPv4 it remains an option that doesn’t get used very often. These encryptions are used for todays VPNs these are the standard components in an IPv6. All available for a connection and they are compatible devices and systems. A large spread of adoptions of IPv6 will make it extremely difficult for the person trying to get there information extremely difficult. IPv6 also is supported by more secure name resolutions. A protocol called SEND which stands for Secure Neighbor Discovery allows you to crypto confirmation which makes the host who claims to be said person it is to be on at a specific time. This makes it more difficult for people to gain access to your account information. With the older model of IPv4 it is very easy for some to gain access to the conversation by either changing document of possible just being able to read it. Whereas an IPv6 makes it very difficult for an intruder to gain access to your documents. [4]

Differences and Similarities

The IPv4 and IPv6 both share similarities and they both will until IPv6 makes IPv4 obsolete. IPv4 is made with 32 bits but IPv6 is made up of a total of 128 bits which is four times the amount. This means overall IPv4 can only have a total of 4.3 billion address available whereas IPv6 can have up to 340 trillion address. IPv4 has 4 groups with a 2-hexadecimal digit. But IPv6 is split across 8 groups which each contain 4 hexadecimal digits. This makes IPv6 so much better as very single smartphone and tablets each require an IP address and with the increase of device being sold and the amount of people getting devices means IPv6 is the best and only usable one for the future. [5]
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B – 2000
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D – 500
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F – 180
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E – 60
	172.16.13.0
	155.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A – 16
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C – 6 
	172.16.13.95
	255.255.255.248
	172.16.13.96
	172.16.13.101
	172.16.13.103

	R1-R2
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2-R3
	172.16.2.108
	255.255.255.252
	172.16.2.109
	172.16.2.110
	172.16.2.111
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