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[bookmark: _Toc223354465]Task 1 
[bookmark: _Toc223354466]Introduction
The following report details the research, design and implementation of a virtualised enterprise network for NOSS2026 Inc. This section evaluates the foundations of the network including a critical overview of Type 1 and Type 2 Hypervisors, IP addressing, routing protocols and essential network services such as VPNS and Active Directory. 
[bookmark: _Toc223354467][image: The diagram illustrates a computer architecture where the Type 1 Hypervisor manages two guest virtual machines, and the hardware is depicted as a central component.

AI-generated content may be incorrect.]Hypervisor Selection & Reflection
Hypervisors are categorised by their relationship with host hardware. According to Rao & Chakravarthy [1] Type 1 hypervisors, such as VMware ESXI, run directly on hardware to provide low-latency access to CPU and memory resources. 
Figure 1 – Type 1 Hypervisor Architecture 
Conversely, Type 2 hypervisors run above a standard operating system, using it for hardware abstraction and drivers as suggested by Bahri & Shadman Et Al [2]. While hosted architectures introduce performance limitations due to longer communication paths, they offer superior convenience and faster installation [2]. 
[image: The diagram illustrates a Type 2 Hypervisor architecture, featuring two guest operating systems (Guest 1 and Guest 2) running on shared hardware managed by a host OS.

AI-generated content may be incorrect.]
Figure 2 – Type 2 Hypervisor Architecture
For NOSS2026 Inc, a Type 2 hypervisor is the most practical choice. Specifically, Oracle VirtualBox allows Windows Server and Debian Linux to operate simultaneously on a single machine as suggested by Rittinghouse & Ransome [3]. A significant advantage is the use of Snapshots, which capture the VMs complete state; allowing users to revert instantly if routing errors occur during configuration changes states Nicholson [4]. This setup is particularly effective for the enhanced topology as VirtualBox supports rapid scalability and cloning. As the network expands, administrators can quickly provision additional clients or redundant servers which significantly reduces deployment time. Furthermore, manual RAM allocation optimizes varied workloads, such as assigning 8GB to the Windows Server whilst maintaining 1GB to the Debain CLI [4]. Security is prioritised through Internal Networking by creating a sandboxed environment that isolates the SWANSEA.ACCA domain from external exposure. 
[bookmark: _Toc223354468]IP Addressing: IPv4 & IPv6
IP addresses provide a unique logical identifier for every device on a network. As stated by Rooney [5] IPv4 is a 32-bit address represented in dotted decimal notation as shown in Figure 3 consisting of a network and host portion. In the NOSS2026 Inc Topology, this allows the Windows Server to target the Debian L-CD regardless of physical hardware. 
[image: The image displays a network configuration with IPv4 address 192.168.10.110, showing the division of network and host portions.

AI-generated content may be incorrect.]
Figure 3 – IPv4 Structure 
[image: The image displays a network configuration with an IPv4 address (192.168.10.11000000.10101000.00001010) and a subnet mask (255.255.255.0) on a network segment.

AI-generated content may be incorrect.]As stated by Cisco Networking Academy [6] the bits within the network portion must be identical for all devices in the same network whereas host bits must be unique. The IPv4 subnet mask differentiates these portions to determine the network address. The NOSS2026 Inc Topology strategically utilizes subnet masks of /24 for 254 usable hosts and /30 for 2 usable hosts. The implementation of subnetting is critical to network effectiveness, allowing for the division of IP space into smaller, manageable sub-networks as suggested by Nivethika, Pandian & Jenath Et Al [7].
Figure 4 – IPv4 Structure & Subnet Mask 


IPv4 addressing provides the logical framework necessary for end-to-end connectivity and definitive routing. By segmenting the NOSS 2026 Inc network into distinct IPv4 subnets, the organisation achieves better traffic management, enhanced security through isolation and a scalable network architecture capable of supporting diverse operating systems. 
In comparison to IPv4, IPv6 addresses are 128 bits in length and written as hexadecimal values as stated by Cisco Networking Academy [8] and shown in Figure 5. 
[image: The text provided appears to be a series of hexadecimal numbers separated by colons, which are typically used to represent MAC (Media Access Control) addresses. Each line seems to be a different MAC address.

AI-generated content may be incorrect.]
Figure 5 – IPv6 Structure 
Whereas IPv4 masks vary, the standard size for almost every IPv6 network is /64. This is due to SLAAC (Stateless Address Autoconfiguring) using 64 bits for the Interface ID, making subnetting easier to create and manage [8]. 
[image: The image displays a visual representation of a network configuration, highlighting a 64-bit prefix and an interface ID example in IPv6 notation.

AI-generated content may be incorrect.]
Figure 6 – IPv6 Prefix & Interface ID
IPv6 enhances network effectiveness by restoring end-to-end transparency and eliminating processing overhead associated with NAT and broadcast traffic. Through SLAAC, IPv6 provides a highly scalable, self-configuring framework superior to IPv4 for modern enterprise environments. 


[bookmark: _Toc223354469]Routing 
The purpose of routing protocols is to connect nodes through links so traffic can move from the original node to the destination. For traffic to reach its destination, nodes must provide directions according to Medhi & Ramasamy [9]. Routers use these protocols to build and maintain a routing table featuring a Next Hop column; this is the next step for a data packet as shown in Table 1. 
[image: The routing table displays how each router (Alpha, Bravo, Charlie) directs traffic to different networks, using next hop addresses and masks.

AI-generated content may be incorrect.]
Table 1 – Image of Routing Table 
This tells the router which device should receive the packet next, so the current router does not need to calculate the entire path to the end [9]. For example, in Table 1, the address 192.168.3 /24 in Alpha has a next hop destination of 192.168.1.2. When Alpha receives a packet for that network, it identifies the destination is not directly connected and forwards it to 192.168.1.2. 
[bookmark: _Toc223354470]Static Routing
As suggested by Brightwood [10], static routing involves manual configuration where routers are explicitly defined by administrators, creating a consistent path. This is suited to stable topologies where the design remains unchanged, its main advantages are simplicity and low overhead [10]. 
[bookmark: _Toc223354471]Dynamic Routing 
In contrast, dynamic routing uses protocols to automatically calculate the best path. As connectivity changes, protocols like BGP and OSPF update routing tables in real time, enhancing flexibility and resilience [10]. 
[bookmark: _Toc223354472]Key Differences Between Static & Dynamic Routing
According to Jacobs [11] there are clear differences in computation and security between these approaches. Static consumes negligible bandwidth and computational overhead by not exchanging the routing paths. Furthermore, it offers better security as routes are not shared across the network, there is no risk of external parties intercepting. In contrast, dynamic protocols such as BGP require more CPU cycles and bandwidth to process continuous updates from automated path selection. This data exchange also increases the security risk as entire routing tables are sent across the network. 



Routing Approach 
For NOSS2026 Inc, static routing is most suitable, ensuring an unchanged path between the Windows Server and L-CD for domain stability.
[bookmark: _Toc223354473]Network Services 
The functionality of the SWANSEA.ACCA domain relies on four critical services. As stated by Berkouwer [12], Active Directory allows administrators to automate network, security and access management. A primary best practice for AD is the Principle of Least Privilege, ensuring users only access necessary resources to minimise security risks as suggested by Motiee, Hawkey & Beznosov [13]. To support this, DHCP automates IP management. For this topology, the Debian DHCP Relay allows a single central server to provide dynamic addressing across multiple subnets. 
To secure data, Virtual Private Networks and Certificate Authorities are essential. As stated by Liu [14] a VPN allows a private connection over the Internet through encryption and tunnelling. Best practices include Multi-Factor Authentication to prevent unauthorised access via compromised credentials. Additionally, a CA issues digital certificates that verify the domain and the organisation behind it as suggested by Coclin [15]. A best practice is to ensure certificates are issued only to legitimate entities following strict industry standards. 
[bookmark: _Toc223354474]Conclusion 
In summary, the NOSS2026 Inc. network architecture can successfully integrate virtualization via Type 2 hypervisors. By prioritizing static routing for stability and implementing essential services like AD, DS and VPNs, the design ensures a secure, high-performance environment.











[bookmark: _Toc223354475]Task 2
[bookmark: _Toc223354476]Chosen Hypervisor 
As discussed in Task 1, the choice of a Type 2 hypervisor over a Type 1 hypervisor is driven by the need for accessibility and rapid iteration within a development environment. 
Oracle VirtualBox allows the Windows Server and Debian Linux nodes to operate simultaneously on a single physical machine. 
A definitive factor is the Snapshot feature, which captures the virtual machine’s complete state, including hardware and disk data. This provides an essential safety net should a configuration error occur while setting up Active Directory or complex routing, the system can be reverted instantly to a good working state. 
In addition, VirtualBox provides control over hardware allocation. By manually assigning 8GB of RAM to the Windows Server and 1GB to the Debian CLI, the host’s system resources are optimized to handle specific workloads without crashing the underlying operating system. 
As Coursework 2 builds upon this foundation, the ability of a Type 2 Hypervisor to run on standard hardware ensures that the topology can be maintained and modified consistently across different locations. 
[bookmark: _Toc223354477]Network Set Up
The Oracle VirtualBox Manager was initialized as the primary Type 2 hypervisor. Figure 1 shows the baseline state of the hypervisor interface before the virtual machines were created. 

[image: The Oracle VM VirtualBox Manager interface displays a welcome message, global tools, and options to manage virtual machines, with a help section and a link to the Oracle website.

AI-generated content may be incorrect.]
Figure 1 – Image of VirtualBox Manager Interface 
[image: A screenshot of a computer

Description automatically generated]To optimize the host’s physical hardware, manual RAM allocation was performed for each machine. As per the brief, 8GB of RAM was assigned to the Windows Server and 4GB of RAM was assigned to the Windows Client.
Figure 2 – Image of RAM Allocation to Windows Server
[image: A screenshot of a computer

Description automatically generated]
Figure 3 – Image of RAM Allocation to Windows Client

To maintain industry-standard security and stability, the operating system images were sourced directly from Microsoft’s website. Using an authentic ISO ensures that the deployment is free from third-party modifications and includes the latest security patches. 
[image: A screenshot of a computer

Description automatically generated]
Figure 4 – Image of Microsoft Website where ISO was downloaded. 
[image: A screenshot of a computer

Description automatically generated]
Figure 5 – Image of ISO details for Windows. 

[image: A screenshot of a computer

Description automatically generated]Figures 6 and 7 show the same process for the Linux Server, the ISO was downloaded directly from Debian’s website. 
Figure 6 – Image of Debian Website where ISO was downloaded.
[image: A screenshot of a computer

Description automatically generated]
Figure 7 – Image of ISO details for Linux. 




Figures 8 & 9 show that the third NAT Adapter has been created and named IntExt for both the Windows and Linux environments. 
[image: A computer screen shot of a network

Description automatically generated][image: A screenshot of a computer

Description automatically generated]
Figure 8 – Image of Internal Network being added to Windows Server














Figure 9 – Image of Internal Network being added to Linux Server

Once the resources were allocated, the operating systems were initialised. The following evidence confirms the successful installation of the Windows and Linux environments, showing the unique login screens.  
[image: A screenshot of a computer
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Figure 10 – Image of Login Screen for Windows Server
[image: A screenshot of a computer

Description automatically generated]
Figure 11 – Image of Login Screen for Windows Client 

[image: A screenshot of a computer

Description automatically generated]
Figure 12 – Image of Login Screen for L-CD 
[image: The image displays a black background with a running Oracle VM VirtualBox interface, featuring a user account named Tash Halley.

AI-generated content may be incorrect.]
Figure 13 – Image of Login Screen for L-1 

[bookmark: _Toc223354478]IP Address Configuration  
As set out in the NOSS2026 Inc Topology, the below VLSM addressing table shows the IP addresses for each interface along with the subnet masks. 
	Device Name
	Interface
	IPv4 Address
	Subnet Mask

	Windows Server
	Internal (LAN 1)
	192.168.1.1
	255.255.255.0

	Windows NAT
	WAN (Adapter 3)
	20.0.0.1
	255.255.255.252

	Windows Client
	Internal (LAN 1)
	192.168.1.10
	255.255.255.0

	L-CD
	Internal (LAN 2)
	192.168.2.1
	255.255.255.0

	Linux NAT
	WAN (Adapter 3)
	20.0.0.2
	255.255.255.252

	L-1
	Internal (LAN 2)
	192.168.2.10
	255.255.255.0



[image: The image shows the Network and Sharing Center window in Windows, displaying various network settings and connection options.

AI-generated content may be incorrect.]
Figure 14 - Image of Windows Server IPv4 Address Configuration
Figure 14 shows the IPv4 address 192.168.1.1 being added to the Windows Server along with the subnet mask of 255.255.255.0 




[image: A screenshot of a computer

Description automatically generated]
Figure 15 - Image of Windows Server NAT Adapter IPv4 Address Configuration 
Figure 15 shows the IPv4 address 20.0.0.1 being added to the Windows Server NAT adapter along with the subnet mask 255.255.255.252. 
[image: The image shows a user interface on a Windows 10 virtual machine, specifically the Network Connections section where IP settings are being configured.

AI-generated content may be incorrect.]
Figure 16 - Image of Windows Client IPv4 Address Configuration 
Figure 16 shows the IPv4 address 192.168.1.10 being added to the Windows Client along with the subnet mask of 255.255.255.0. The client also has a default gateway of 192.168.1.1 which is the IP address of the Windows Server. 
[image: The image displays a terminal session displaying network interface configuration, specifically for an Ethernet interface named 'enp0s8' with IPv4 and IPv6 addresses.

AI-generated content may be incorrect.][image: A screenshot of a computer

Description automatically generated]
Figure 17 - Image of L-CD IPv4 Address Configuration 
Figure 17 shows the IPv4 address 192.168.2.1 being added to the L-CD (Linux Server) along with the subnet mask 255.255.255.0. 

[image: A computer screen shot of a black screen

Description automatically generated]
Figure 18 - Image of L-CD NAT Adapter IPv4 Address Configuration
[image: A screenshot of a computer

Description automatically generated]Figure 18 shows the IPv4 address 20.0.0.2 being added to the L-CD NAT Adapter along with the subnet mask 255.255.255.252 
Figure 19 - Image of L-1 IPv4 Address Configuration 
Figure 19 shows the IPv4 address 192.168.2.10 being added to the L-1 along with subnet mask 255.255.255.0. This also has a default gateway of 192.168.2.1 which is the IP address of the Linux Server (L-CD).
[bookmark: _Toc223354479]Naming Conventions 
[image: A screenshot of a computer

Description automatically generated]To maintain an organised and manageable VirtualBox environment, a consistent naming convention was applied to each machine. By assigning clear and functional identifiers, the server and client can be quickly distinguished during routing and IP configuration tasks. 
 Figure 20 – Image of Server & Client Naming Conventions for Windows & Linux. 
[bookmark: _Toc223354480]Network Connectivity 
To validate the integrity of the NOSS2026 Inc Topology, a series of ping tests were conducted. These tests confirm that the VSLM addressing scheme is correctly implemented and that the static routes configured on the Windows and Debian gateways are functional. 
[bookmark: _Toc223354481]Windows Connectivity 
The following screenshots demonstrate successful connectivity between the Windows Server and Windows Client. This verifies that the Windows Server and Windows Client can communicate over the VirtualBox Internal Network. 
[image: The image shows a Windows Server 2022 Datacenter Evaluation window, with an administrator command prompt displaying a ping statistics result for the IP address 192.168.1.10, indicating successful communication with the target device.

AI-generated content may be incorrect.]
Figure 21- Image of Successful Ping from Windows Server to Windows Client
[image: The image shows a command prompt window in the Oracle VM VirtualBox, executing a ping command to the IP address 192.168.1.1, indicating a successful connection with a round trip time of 0ms.

AI-generated content may be incorrect.]











Figure 22 - Image of Successful Ping from Windows Client to Windows Server
[bookmark: _Toc223354482]Linux Connectivity 
The tests below show that the connectivity between the Linux Server and Linux Client is isolated and functional. The successful pings between L-CD and L-1 also prove that the Debian gateway is reachable. 
[image: A screenshot of a computer

Description automatically generated][image: A computer screen shot of a black screen
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Figure 23 - Image of Successful Ping from L-CD to L-1 
Figure 24 - Image of Successful Ping from L-1 to L-CD 
[bookmark: _Toc223354483]Connectivity Between NAT Adapters / WAN Link
The final set of figures show that there is end-to-end connectivity between the Windows Server and Linux Server. The successful pings between the Windows Server and L-CD show that the Next Hop logic is correctly routing traffic. 
[image: A computer screen with a black screen

Description automatically generated]
Figure 25 - Image of Successful Ping from Windows Server to L-CD 

[image: A screen shot of a computer

Description automatically generated]
Figure 26 - Image of Successful Ping from L-CD to Windows Server





[bookmark: _Toc223354484]Troubleshooting Unsuccessful Ping 
An initial connectivity test was performed between the Windows Server and the Windows Client. As shown in the following evidence, the initial ping test resulted in a failure. Upon diagnosis, the target Windows Client was powered off during the test. Once the Client was initialised, the pings were successful confirming that the internal network adapters were correctly mapped. 
[image: A computer screen shot of a computer screen

Description automatically generated]
Figure 27 – Image of Failed & Successful Ping After Troubleshooting













[bookmark: _Toc223354485]Task 3

[bookmark: _Toc223354486]Personal & Technical Reflection 
The deployment of NOSS2026 Inc required a systematic transition from logical design to physical implementation within the VirtualBox environment. Whilst the VLSM plan provided a roadmap, the testing phase revelated a few critical configuration hurdles. 
Initially, connectivity between the Windows Server and Windows Client failed. Diagnosis revealed the client was powered off; however, upon startup, pings remained unsuccessful until the Windows Firewall settings were addressed. By turning this off, connectivity was established. Furthermore, a connectivity issue between the Linux NAT adapter and the Windows Server was traced to a syntax error in the /etc/network/interfaces folder. Correcting the command from ipface to iface resolved the communication break across networks. 
This process highlighted the importance of Snapshots. After a misconfiguration of the NAT adapter, a proactive Snapshot was utilized to revert the VM instantly, confirming that backups are as vital as the configurations themselves. Whilst there was prior theoretical knowledge of subnetting and IP address configuration, applying those concepts especially within the Linux CLI provided critical practical skills in interface management. 
In conclusion, the successful deployment and testing of the NOSS2026 Inc, infrastructure confirm that the virtualised environment is technically sound and ready for production. The verification of end-end connectivity across the Windows and Linux subnet proves that the VLSM addressing and static routing logic are correctly implemented. In addition, the diagnosis of firewall barriers and syntax errors prove that successful deployment relies as much on active troubleshooting as it does on initial planning. 
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