B Sc. – Level 5

Installing an Open-Source NOS.

	Fedora Core 4 – Installation Procedure.
(NB: Note these Screenshots have not been taken from this installation, they are from a live installation, but not this particular one.  

Therefore please ensure that you ‘read’ the accompanying instructions in the steps, in order to install Fedora Core 4 correctly).


	Step 1: Go into BIOS – Under Boot Menu – Choose Boot Device Priority (Menu options and Titles may vary depending on the BIOS vendor – The eventual aim is to set the CD-ROM drive as the first drive BIOS program checks for Bootable Media.

Step 2: Insert Fedora Core Disk into CD-ROM drive, you will soon be faced with the following screen.

[image: image1.png]Fegqrq

©

- To install or upgrade in graphical mode, press the ENTER> key.

- To install or upgrade in text node, type: linux text CENTER>

Use the function keys listed below for more infornation

(Fi-Hain] (F2-Options) (F3-Generall (F4-Kernel] [FS-Rescuel
boot




Step 3:  We will be installing in Graphical mode (also known as ‘run level 5’ – we’ll see why later on). 
We could also choose to install by decompressing kernel image files in text mode (run level 3) – press the ENTER key.




	NB:  You have been provided with disks so you can install Fedora Core 4 on your home machines, the installation works fine here, in the labs but this is not always the case.  To check system requirements visit http://fedora.redhat.com/docs/release-notes/; or alternatively in the ‘root directory’ of Fedora Core CD 1.


	Step 4: You will see the Media test screen (below) skip this screen (we will assume our CD’s are free from errors!) by choosing Skip.
Some important startup files are copied over to the Hard Disk in your pc at this stage.  

[image: image2.png]Helcome to Fedora Core

CTEMAASAIE-THIY Stnse SIAMNNA || £I9ADA} SRIAGES: I LPI2S MEM SOROAR




Step 5: We should now see a splash screen appear as the graphical environment initializes (X server).  Choose Next

The next screen is the System Locale settings – from the available list of options choose English - then Next
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Choose the United Kingdom Keyboard configuration – click Next 
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Step 6: Upgrade/New Install Examination.
If any existing versions of Linux Fedora Core are installed you will be asked if you wish to update, we will choose Install Fedora Core as we are performing a clean installation.
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Step 8: Choosing the type of Fedora Core Installation you require.
You will be faced with the following screen, which gives you various installation modes depending on your preferences and application.  
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Choose Server – then Next.  It is important to Note that as we will be configuring and hosting various network services (e.g. FTP, HTTP, SSH, Firewalls) that will need the applications/services offered through this type of install.  

Note by default for a Server installation, no graphical environment is configured (unless you choose one – X windows, GNOME, KDE etc).

Step 8: Partitioning the Disk Drive ready for Fedora Core 4 installation.

The Installer now asks us about how we wish to partition our drives to host the Linux OS.  
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Here we will use the Installation utility/program for managing our Disk partitioning.  Choose Automatically Partition from the Menu (shown in the step below) and Next
The next option you choose depends on your Systems existing O/S environment. 

Remove all Linux partitions on this system – Removes only Linux partitions that already exist.

Keep all partitions and use existing free space - If you already have a Windows (NTFS) partition hosting an O/S then you would need to keep these existing partitions and use free space.  Similarly, if you have an existing Linux Partition installed you may wish to keep these.  
· Choose Remove all partitions on this system -   For now we are going to create a new instance of Linux; so we will wipe everything on the existing drive.  If you are doing this on your own computers at home and are installing Linux on an additional drive; this is also the right option to choose as it leaves data on other drives untouched.  Make sure though that you choose the correct drive!

Notice under ‘Select the drives to use for this installation’ – we see the option hda (Disk Size in MB).  This is how linux represents the physical hard disk drive in your system.  

There are various disk drive types supported by Linux; which it refers to in a number of different ways, some of the more common hard disk device names, are shown in Fig A: 

Fig A:  Common Hard Disk Drives and associated Linux names. 
Linux Name                Disk type                          Disk Controller    Unit

/dev/hda                       Parallel ATA (IDE)         Primary                Master

/dev/hdb                       Parallel ATA (IDE)         Primary                Slave

/dev/hdc                        Parallel ATA (IDE)         Secondary            Master

/dev/sda                        Serial ATA (SATA)         Primary                Master
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Choose the Drive you wish to install Linux on and click Next.

The next screen you are faced with is shown below.  This provides us with information about partition management. 

[image: image9.png]Disk Setup

Choose where you would like
Fedora Core to be installed.

Ifyou do notknow how to
partition your system or ifydL
need help with using the
manual partitioning tools, refer
to the product documentation.

Ifyou used automatic
partitioning, you can either
accept the current partition
settings (click Next), or modify
the setup using the manual
partitioning tool.

Ifyou are manually partiioning
your system, you can see your
current hard drive(s) and

Drive /dev/hda (16379 MB) (odel: Virtual HD)

||| [reaz
16275 w5
New Edit Delete | Reset RAID
boe  [amrent o romal s
¥ LVM Volume Groups
¥ VolGroup00 16224
LogVolo1 swap 512
LogVol0o ! ext3 15712
¥ Hard Drives
¥ [dev/hda
/dev/hdal /boot ext3 102

(€I

ide RAID device/LVM Volume Group members|





In the right hand side of the window, at the bottom half of the screen you will see two sections; one for LVM (Local Volume Management) and one for Hard Disks.  

The default layout (which is the option we have chosen with Automatic Partitioning) creates a 100MB boot partition and then takes the remainder of disk space and places it into a single volume called VolGroup00.

This is then further divided into LogVol00 for the root filesystem and LogVol01 for Swap Space (Virtual Memory).

We can make a few changes that improve the default partition options on our Linux System.

· Resizing partitions so that space is not wasted – Linux uses the ext3 file system; this file system can only be increased (when it is in use; it cannot be decreased in size).  To save disk space and to enable us to perform other ‘Security Housekeeping’ operations; Double click on VolGroup00.
· The edit LVM Volume Group window appears.  Select the entry which has a mount point of / and click Edit.  
· Change the Logical Volume Name to root – 
· Click on the Size (MB) field – Assign a value that utilizes 50 – 75% of the total available disk space.  (This obviously frees up some space for our /home user directories; hence should the operating system become corrupt these remain unaffected.
· Choose Ok.
· Storing Users /home directories away from OS files: Double click on the line in the table that says ‘VolGroup00’.  

· Click the Add Button

· The Make Logical Volume dialog window appears – Set the Mount Point to /home 

· Accept the default size (MB) and choose Ok. 

Choose Ok again to return to the Disk Setup window.  Now choose Next.
Step 9: Installing the Bootloader program.

The bootloader is a utility that reads and launches the Operating System files in order for the Linux Distribution to initialise.   The screen below shows how to install the default bootloader program for Linux ‘Grub’.  

[image: image10.png]Boot Loader
Configuration

By defaul the GRUB boot
loaders insalled on the
system. fyou do notwant o
install GRUB 25 your boot
loader, select Change boot
load

You can also choose which S
(ifyou have more than one)
should boot by defaut. Select
Defaultbeside the prefered
boot parion o choose your
default booable 05, You
cannot move forward nthe
installaon unless you choose
3 defauitbootimage.

Youmay add, edt, and delete

o GRUR ot st o (Gt ]

ou can conure th o oder 9 oot e cpraing syt 1 il o o
st amoprsing syt 0ok o e . To 00wl opesing
Systems, ich r o aamtclydeecied, ek A Tochnge e oy
Syt boted by k. Slct DAt by e dsted cprang sysem.

foctast b owve
B Fedoa Coe deveGropaniogieiod

X oot adepasword e ses o <hangigcpons assed o kel
o et syt secon, 41 ecommanded o 3 RSOt

s 2 oo st paswo-

0 Conure athancd oo scr sons.

=) = e




Accept Grub as the Default Bootloader by simply choosing Next.

Step 10: Network Adapter Configuration.

As we are installing the Web Server (internet.sihe.ac.uk.) we will be using the assigned ip address structure according to our logical network diagrams provided.    

Note:  We will not be hosting a DNS (Domain Name System) Server or a DHCP (Dynamic Host Configuration Protocol Server) so we will be assigning IP addresses to adapters manually.
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Choose Edit – and then assign the following manual ip address.

195.1.1.21

Choose Ok
Back at the Network Configuration screen, we will enter the following parameters to enable us to communicate within our pre-configured Network Infrastructure;

Gateway: 195.1.1.20
Choose Next.
Step 11:  Security Configuration.

Here we can administer our system using a built in firewall (administered through the GUI) and secure technologies such as SELinux.
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· We are hosting our own dedicated Firewall server in our network, this Firewall will run powerful Layer 7 IPTables programs that offer us much tighter/configurable security controls – so for now choose No Firewall.
· The services we intend to use are SSH, HTTP HTTPS, AND FTP so ensure these are checked on.

· At the bottom prompt for SELinux ensure that SELinux is Disabled.
Choose Next.

Step 12: Timezone configuration.
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This allows the O/S to identify which timezone we are presently in, to ensure that accurate dates/times are displayed.  Choose British/London from the list of available time zones, choose Next.
Step 13: Setting the ‘root’ password.
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The ‘root’ user account; is the master system account, it is not subject to the restrictions placed on all other user accounts on the system.  

System administration (checking processes, installing software/hardware, changing environment settings) is all done; only by possessing ‘root’ level permissions (if you are using SELinux things are a little more constrained e.g. each service has an associated ‘administrative account’).

The root account is created by default here, it is vitally important that you select a suitable password that (a) meets complexity requirements and (b) is one that you will remember.

Select a suitable password (check notes from the worksheet on suitable password choices), confirm this password and choose Next.
Step 14: Package Selection.

This is really at your discretion, for the purpose of demonstration and to ensure that the necessary tools/packages/services are available when completing tasks in the worksheets, we will install the following list of options (available from the various Categories in the list).

With regards to a choice of Desktop Environment the two main environments offered with Linux are GNOME (GNU Object Model Environment) and KDE (K Desktop Environment).  It is important to note however that your options are not limited; the X Window system will work with an endless variety of windows managers, whilst there are many alternative complete gui environments that have a range of specially designed applications GNOME AND KDE are generally regarded as the most polished article so it generally comes down to which of these a user prefers.
Many industry reviews regard GNOME as the preferred choice for business solutions (KDE no longer targets this area) whilst home users prefer the more extensive range of applications that are bundled with KDE (although GNOME offers an extensive range to, so there is little between them really!).

We will install both and simply choose which environment we would like to run at boot time.

Desktop Environments:  KDE, X Windows and GNOME (Check them all on)

Applications:  Editors, Text Based Internet, Office Productivity
Servers:  Web Server, Database MySQL Server, FTP
Development:  Tools for php, perl cgi etc.
NB:  You can choose to install other components such as Sound and Video; bare in mind the more programs you choose to install; the longer the installation takes.
Step 15:  Confirmation of proceed to Install.
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Once you choose Next – The Installation environment options you have selected previously in the Anaconda program will all be applied to the installation.

The next screen you are faced with is the Installation progress screen, during this time; you will be prompted to insert the various disks needed to complete the installation.
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Step 16: Post Installation/First Boot Fedora Core 4.
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There are a few more steps here needed to complete the installation process;

· License Agreement – Read through and choose Yes I agree to the license agreement.  Next
· Date and Time – From the GUI calendar select the current date and time, Next.
If you have an always connected internet connection; you can click the Enable Network Protocol Time checkbox on; by enabling this you can synchronize your system date and time with timeservers on the internet; useful for date/time stamps within a networked environment.
· Display – This would usually depend on your monitors visual specifications (800 x 600, 1024 x 768), drivers etc, choose Next to accept the defaults in this instance.  
· System User – Here you are given the opportunity to create a general non-administrative user, we will create a user called lcobley and assign a password (we will perform system administration tasks that permit the creation of system users in a later worksheet). Next
· Sound Card – Again you could test for sound compatibility, we are not concerned with sound here, so choose Next.
· Additional CDS – Next
At the end of these steps you will be faced with the Finish screen as shown below, you will now need to login to Fedora with a valid account (albeit the all powerful ‘root’ or a non-administrative system user account).
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The installation is complete.
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