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Abstract

Unauthorised vehicle access in designated parking zones is a persistent problem for
small organisations such as universities, GP surgeries, and residential communities.
Passive signage is routinely ineffective because drivers can ignore it without facing
any real consequence. Commercial barrier systems physically solve the problem but
cost between £8,000 and £15,000 per installation and require permanent ground
modification, which puts them out of reach for most small sites. Low-cost academic
prototypes exist in the literature but consistently fail to address practical needs:
they either lack reliable access authentication, do not track vehicle occupancy, or are

not designed for users without technical knowledge.

This project designs, builds, and tests a low-cost Arduino-based smart parking barrier
prototype. The system uses an RC522 NFC module for contactless access control,
allowing only users with pre-registered cards to open the barrier. Two IR proximity
sensors detect vehicle presence at the entry and exit points, providing real-time
occupancy tracking. A servo motor operates the physical barrier arm, and a 16x2
LCD display with 12C interface shows the current zone status to approaching users.
All components are connected on a small adhesive breadboard using jumper wires,

keeping the total build cost to approximately £.40.

The project follows a Design Science Research Methodology (DSRM) framework,
developing the prototype across three iterative two-week sprints and evaluating
it through 30 controlled access simulations — 20 authorised and 10 unauthorised
attempts. The system achieved a 97% success rate with a mean response time of
1.8 seconds, exceeding the 95% target. Statistical analysis using an independent
t-test (o = 0.05) confirmed that the difference in outcomes between authorised and
unauthorised credential groups was highly significant (p < 0.001). An open-source
implementation guide was also produced to allow others to replicate the system

without specialist skills.

Keywords: Arduino, NFC, RC522, IR proximity sensor, servo motor, parking access
control, embedded systems, DSRM.
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Chapter 1

Introduction

1.1 Background

Unauthorised parking in restricted zones is a common and frustrating problem for
small organisations. At universities, staff car parks are regularly used by students
who park in the closest available space regardless of the rules. On residential streets
near stadiums or event venues, visitors block residents’ spaces. At small businesses,
delivery bays and staff-only zones are routinely blocked by customers who either do

not see the signs or choose to ignore them.

The motivation for this project came directly from an observation made at the
UWTSD Birmingham campus. On the first day of term, a member of staff whose
role was to welcome and guide new students was instead spending time standing at
the entrance to the staff car park, turning away cars that had no valid permit. This
was not an isolated event but a recurring problem, caused entirely by the lack of a

physical barrier. A sign was present; it was simply not working.

Research confirms that this experience is not unusual. Zulfiqar et al. [1] conducted
a detailed survey of smart parking systems in urban settings and found that the
absence of physical enforcement mechanisms is the single most consistent driver of
unauthorised parking behaviour, particularly in educational and small commercial
environments. Alam et al. [2] identified in their systematic review of IoT-driven
parking management systems that demand for affordable, low-complexity access
control solutions is growing rapidly, particularly among small institutions that cannot

afford commercial installations.

1.2 Problem Statement

Unauthorised parking continues because the cost of non-compliance is very low.
Ignoring a sign rarely has any consequence. A physical barrier solves this by making
it physically impossible to enter without permission. However, commercial barriers
typically cost between £8,000 and £15,000 per single-lane installation and require

specialist engineers, concrete groundworks, and permanent infrastructure changes [2].
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This puts them out of reach for most small sites.

Existing academic research on low-cost access control using Arduino and RFID or
NFC technology [3], [4] demonstrates that the technology is affordable and capable.
However, these prototype systems consistently share the same weaknesses: they do
not integrate authentication with occupancy tracking, and they are not designed with
non-technical users in mind. The gap between a proof-of-concept in a laboratory and
a system that can actually be used outside has not been addressed in the existing

literature [5], [6]. This project aims to fill that gap.

1.3 Objectives

The four objectives below were written to be specific, measurable, achievable, relevant,
and time-bound (SMART), and together they define how the project aim was

achieved.

O1. To review current unauthorised parking challenges through direct site
observation and a critical review of existing low-cost access control literature,

identifying what gaps remain in current solutions for small-site deployments.
Completed: Weeks 1-4.

02. To design and build a prototype barrier system using an Arduino
Uno, integrating RC522 NFC authentication, real-time vehicle counting via IR
proximity sensors, a servo motor for barrier operation, and an 12C LCD display
for user feedback. Completed: Weeks 1-7.

03. To test the reliability of the prototype through 30 controlled access
simulations (20 authorised and 10 unauthorised), measuring success rate and

response time against a target of at least 95% success. Completed: Weeks 6-9.

0O4. To produce an open-source implementation guide including full circuit
diagrams, source code, a bill of materials, and step-by-step assembly instructions,

detailed enough for a person without specialist knowledge to replicate the system.
Completed: Weeks 9-12.

1.4 Scope of the Project

This project covers the design, construction, and controlled testing of a single-lane
parking access control prototype intended for low to moderate traffic volumes. It

does not cover multi-lane configurations, network connectivity, remote management,
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or long-term outdoor deployment. Vehicle authentication is based on pre-registered
NFC card UIDs only. The system does not perform number plate recognition or any

form of visual identification.

Testing was conducted in a controlled indoor environment by a single researcher using
pre-registered test cards. The prototype is a functional demonstrator designed to
validate the core concept and component choices, not a finished commercial product.
These constraints are acknowledged throughout and their implications discussed in
Chapters 5 and 6.

1.5 Dissertation Structure

The remainder of this report is structured as follows. Chapter 2 reviews relevant
literature covering the unauthorised parking problem, existing solutions, NFC au-
thentication, IR-based vehicle detection, servo motor control, I2C LCD displays,
and DSRM. Chapter 3 explains the research methodology and how DSRM was
applied. Chapter 4 documents the system design and development in detail. Chapter
5 presents the test results and evaluation against objectives. Chapter 6 draws conclu-
sions and makes recommendations for future work. Chapter 7 reflects on the project

experience. References and appendices follow.



Chapter 2

Literature Review

2.1 Review of Existing Research and Related Works

2.1.1 The Unauthorised Parking Problem

Parking management is a well-documented problem for universities and small organ-
isations. Zulfiqar et al. [1] surveyed smart parking systems across urban settings and
found that the absence of physical enforcement is the primary driver of unauthorised
parking, confirming that passive signage alone does not change driver behaviour

when the perceived risk of non-compliance is low.

Alam et al. [2] conducted a comprehensive survey of IoT-driven parking systems and
confirmed that demand for affordable, automated access control is growing fastest
in small institutional settings, precisely where commercial systems are most out of
reach. Their review found that the most underserved segment is small organisations
with budgets well below the typical £8,000-4£15,000 cost of a commercial barrier
installation. Raj and Shetty [6] reached similar conclusions in their survey of smart
parking technologies, noting that the gap between technically capable low-cost

solutions and real-world deployable systems has not been fully addressed.

2.1.2 Commercial Solutions and Their Limitations

The commercial vehicle access control market is dominated by boom barrier systems
for high-throughput permanent installations. A typical single-lane commercial system
costs between £.8,000 and £15,000 for hardware alone, with installation requiring
civil engineering groundworks that can add a further £2,000-£5,000 [2]. Ongoing
maintenance requires specialist engineers. Automatic Number Plate Recognition
(ANPR) offers a deterrence-based alternative at lower cost, but it does not physically
block entry and carries reputational risks for organisations where the users are

students, patients, or visitors [1].
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2.1.3 Academic Prototypes: Low-Cost Access Control

A significant body of academic work addresses low-cost parking access control using
microcontrollers. Rouan et al. [4] built an RFID-based parking access system
on a NodeMCU platform that successfully restricted access to registered vehicles
but required mains power, had no occupancy tracking, and was only tested in
controlled indoor conditions. Dixit et al. [3] developed an Arduino-based smart
parking system using IR sensors and an LCD display for slot monitoring, confirming
the suitability of these components for parking applications but without integrating
NFC authentication.

Jabbar et al. [7] built an IoT parking management system using Arduino Uno and
LoRaWAN for remote monitoring. Their system achieved reliable vehicle detection
and data transmission but was more complex and costly than required for the present
project, and the authors acknowledged that a simpler microcontroller approach would

be sufficient for single-lane applications.

Abdulsaheb et al. [5] presented an IoT-based smart parking system using IR sensors
and servo motors for gate control with an LCD display for availability updates,
demonstrating that this hardware combination is reliable and suitable for a prototype-
scale parking management system. This work most closely mirrors the approach
taken in the present project and provides direct validation for the hardware choices

made here.

Agarwal et al. [8] and GokulKrishna et al. [9] both developed IoT-based parking
systems with sensor arrays and automated gate control, confirming that Arduino-
based architectures are well suited to this problem domain. Avinash et al. [10]
extended this approach with an e-ticketing module, demonstrating the extensibility
of the platform. Sathya et al. [11] and Veeramanickam et al. [12] further validated
the use of IR sensors and servo-controlled gates for parking management in different

institutional contexts.

Rahmaddani and Azhar [13] built a systematic smart parking system using Arduino,
IR sensors, a servo motor, and a 16x2 [12C LCD display — the exact hardware
combination used in this project — and confirmed that the components work together
reliably to provide real-time slot management. Their results provide the most direct

precedent for the technical approach taken here.

2.1.4 NFC and RFID Authentication

Near-field communication (NFC) operates at 13.56 MHz and follows the ISO/IEC
14443 standard. Compared with older 125 kHz RFID systems, NFC offers a shorter
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read range of approximately 1-10 cm, which reduces the risk of accidentally reading
unintended cards, and is compatible with modern smartphones and institutional

access cards [14].

El Gaabouri et al. [14] conducted a systematic literature review of authentication
and security challenges in NFC and RFID applications and confirmed that UID-
based whitelisting — reading only the unique identifier of the card and checking it
against a stored list — is the most widely used and reliable approach for low-stakes
access control applications such as building entry or parking barriers. This is the
authentication model used in the present project. Guerrero-Ulloa et al. [15] applied
this same model in an IoT-based classroom access control system and reported

reliable operation with no false positives.

The RC522 module used in this project implements the MIFARE standard and
communicates with the Arduino via the SPI protocol [16]. MIFARE credentials
are widely used in university and institutional access systems, meaning that exist-
ing institutional cards are likely compatible with the RC522 module without any

modification.

2.1.5 IR Proximity Sensors for Vehicle Detection

Infrared proximity sensors emit an infrared beam and detect whether it is reflected
back by an object within range. When a vehicle enters the detection zone, the output
pin changes state, sending a digital signal to the microcontroller. This makes IR
sensors simple to interface, inexpensive, and well suited to detecting the presence or

absence of a vehicle at a defined point.

Abdulsaheb et al. [5] specifically validated IR sensors for vehicle entry and exit
detection in a parking context and confirmed accurate occupancy counting. Rah-
maddani and Azhar [13] used the same sensor configuration and reported consistent
detection performance. Kumar et al. [17] compared IR and ultrasonic sensors for
indoor parking detection and found that IR sensors respond faster and are better
suited to controlled environments where sound reflections from walls and surfaces

can cause false readings with ultrasonic alternatives.

2.1.6 Servo Motor Barrier Control

A servo motor rotates to a precise angle in response to a PWM signal from a
microcontroller. Servo motors are widely used in prototype gate and barrier systems
because they are inexpensive, straightforward to control using the Arduino Servo

library, and require no additional driver hardware [18].
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Rahmaddani and Azhar [13] used a servo motor to operate the barrier arm in their
Arduino parking system and confirmed that a standard SG90 servo provides sufficient
torque for a lightweight prototype barrier arm. Abdulsaheb et al. [5] and Sudhakar et
al. [19] both used servo motors at entry and exit gates and reported reliable operation
across all test cycles. The servo is controlled by writing a target angle: 0° for closed

and 90° for open. The Arduino Servo library handles all PWM timing automatically.

2.1.7 LCD Display with I12C Interface

A 16x2 LCD display with an 12C module allows the Arduino to communicate with
the display using only two signal pins (SDA and SCL), rather than the six or more
pins required by a parallel LCD connection. This frees up the additional Arduino

pins needed for the NFC module, IR sensors, and servo.

Abdulsaheb et al. [5] and Rahmaddani and Azhar [13] both used 12C LCD displays
in their parking systems to show real-time slot availability to approaching users,
confirming that the display provides effective user feedback without additional

hardware complexity.

2.1.8 Design Science Research Methodology

Design Science Research Methodology (DSRM), formalised by Peffers et al. [20], is a
six-phase framework for computing research where the primary output is a built and
evaluated artefact. Johannessen and Flak [21] reviewed the application of DSRM
in government and information systems projects and highlighted that its explicit
evaluation phase — where the artefact is tested against pre-defined criteria — makes
it particularly well suited to engineering projects where informal demonstration is

not sufficient to establish reliability.

Sein et al. [22] confirmed that action-oriented design research frameworks of this
type are applicable to embedded technology and IoT projects, where the iterative
build-test-revise cycle is fundamental to the development process. The DSRM
framework is therefore a natural fit for this project and provides a rigorous structure

for documenting both the design decisions and the evaluation outcomes.

2.2 Rationale and Research Gap

The literature reviewed leads to four clear conclusions. First, unauthorised parking is
a documented problem for small organisations where passive signage alone does not
work [1], [2]. Second, commercial barriers are effective but prohibitively expensive [2].

Third, low-cost academic prototypes confirm the technical viability of Arduino-based
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access control but do not combine NFC authentication, IR occupancy tracking, and
user-friendly display output in a single system designed for non-technical users [3], [4],
[5]. Fourth, the specific hardware combination of RC522 NFC, IR proximity sensors,
servo motor, and I12C LCD has been individually validated by recent work [5], [13],

[15] but has not been integrated into a complete, tested access control system. This
project directly addresses that gap.



Chapter 3

Methodology

3.1 System Development Approach

This project adopts Design Science Research Methodology (DSRM) [20] as applied in
recent embedded systems research by Johannessen and Flak [21] and Sein et al. [22].
DSRM is appropriate because the primary output is a working prototype artefact,
it requires formal evaluation against defined criteria, and it is explicitly iterative —
matching the realities of hardware development where testing reveals problems that

require design changes. The six phases of DSRM as applied to this project are:

1. Problem Identification: Site observation at UWTSD Birmingham campus
and a literature review of 28 verified sources confirmed the problem context
and identified the research gap (Chapter 2).

2. Objectives Definition: Four SMART objectives were defined from the

problem characterisation, including functional and non-functional requirements.

3. Design and Development: The prototype was built across three iterative

two-week sprints, each with functional testing after subsystem integration.

4. Demonstration: The complete integrated system was demonstrated in a

controlled indoor setting.

5. Evaluation: Formal testing using 30 controlled access attempts was conducted

and analysed statistically.
6. Communication: Findings are shared through this report, an exhibition
poster, and an open-source implementation guide (Appendix B).

The philosophical approach is pragmatist: the most important question is whether
the system works in practice. Objective measurements (success rate and response
time) are used to evaluate performance, and statistical tests are applied to confirm

that results are not due to chance.

Figure 3.1 shows the project timeline across the 12-week development period, map-

10
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ping each DSRM phase to its corresponding weeks and highlighting the three key

milestones: prototype completion, testing completion, and final submission.

Project Gantt Chart (12 Weeks)

Phase w1 w2 w3 w4 W5 wé w7 ws w9 w10 w11 w12
2revent | o | | | | - - -
3. Testing & Evaluation - - - -
B | | | | | | | | | .

M1: Prototype Complete (End W7) M2: Testing Complete (End W9) M3: Final Submission (End W12)

Figure 3.1: Project Gantt chart showing the 12-week development schedule and milestones

3.2 Tools and Technologies

Table 3.1: Tools and technologies used in the project

Tool / Technology Purpose

Arduino IDE v2.3.2 Writing, compiling, and uploading code to the
Arduino Uno

MFRC522 Library [16]  SPI communication with the RC522 NFC mod-
ule

Arduino Servo Library PWDM-based angle control of the servo motor

18

[Li(juidCrystal_IQC Lib- I2C communication with the 16x2 LCD module
rary

Fritzing Circuit diagram and breadboard layout design
Microsoft Excel Recording and analysing test results

GitHub Version control for source code

3.3 System Requirements

Requirements were derived from the problem characterisation developed during
DSRM Phase 1.

Functional requirements:

e The system shall only allow vehicles with pre-registered NFC card UIDs to

open the barrier.
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The system shall detect vehicle presence at entry and exit points using IR

proximity sensors.

The system shall track real-time zone occupancy and update the count on each

entry and exit event.

The system shall display the current occupancy status on the LCD at all times.

The system shall block entry when the zone has reached its maximum capacity,

even for registered users.

Non-functional requirements:

The total cost of all components shall not exceed £50.

The system shall respond to an authorised NFC scan within 3 seconds.

The system shall not store or process any personal data, in compliance with
UK GDPR [23].

All components shall be assembled on a breadboard without soldering to allow

easy replacement.

A non-technical user shall be able to understand the system status from the
LCD display alone.

3.4 System Architecture and Design

The system is built around an Arduino Uno microcontroller, which acts as the central
processing unit coordinating all subsystems. The RC522 NFC module communicates
via SPI using five digital pins. The two IR proximity sensors connect to digital input
pins and provide a digital HIGH or LOW signal depending on whether an object
is detected. The servo motor is controlled via a PWM signal on a digital output
pin. The LCD module communicates via 12C using the Arduino’s A4 (SDA) and A5
(SCL) analogue pins.

Table 3.2 summarises the hardware components, their roles, and approximate costs.
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Table 3.2: Hardware components, roles, and approximate costs

Component Role Cost (ap-
prox.)

Arduino Uno R3 Central microcontroller £18

RC522 NFC Module Reads card UlIDs for authentic- £4
ation

IR Proximity Sensor x 2 Detects vehicle presence at £3
entry and exit

Servo Motor (SG90) Raises and lowers the barrier £4
arm

16x2 LCD + I2C Module Displays zone occupancy status 4£5
to the user

Small Adhesive Bread- Component connections £3

board without soldering

Jumper Wires (M-M / M- Electrical connections between 4£3

F) components

Total £40

The system logic operates as follows. The entry IR sensor monitors the approach
zone continuously. When a vehicle is detected, the LCD prompts the user to scan
their NFC card. The RC522 reads the card UID and the Arduino compares it against

an authorised list stored in EEPROM. If the UID matches and the zone is not full,

the servo rotates to 90° (open position), the LCD shows Access Granted, and the

occupancy counter increments. After a five-second delay, the servo returns to 0°

(closed). If the card is not in the authorised list, or if the zone is at capacity, the
barrier stays closed and the LCD displays the appropriate message. At the exit, the

exit IR sensor detects the departing vehicle and the occupancy counter decrements

automatically without requiring a card scan.
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Vehicle Arrives at Gate

NFC Badge Scanned

Read Badge ID

1D Authorised

Barrer Closed - Full Barrier Opens - Access Granted

Update Occupancy +1

Vehicle Parks

Vehicle Ready to Exit

NFC Badge Scanned at Exit?

Read Badge ID

D Authorised

Yes

Barrier Opens - Exit Allowed Barrier Closed - Access Denied

Update Occupancy -1

Figure 3.2: System logic flow diagram: NFC scan — UID check — occupancy check —
servo control — LCD update
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Circuit Wiring Diagram — Arduino-Based Smart Parking Barrier

Arduino Uno - RC522 NFC Module - 2x IR Proximity Sensors - SG90 Servo Motor - 16x2 12C LCD Display

16x2 LCD

Figure 3.3: Circuit wiring diagram showing all component connections

3.5 Data Collection and Processing

Data was collected during the formal testing phase described in Chapter 5. For each
of the 30 test attempts, the following information was recorded in a spreadsheet:
attempt number, credential type (authorised or unauthorised), expected outcome,
actual outcome, and response time in seconds (for authorised attempts only, measured
from the completion of the card scan to the barrier arm reaching the fully open

position).

No personal data was collected at any point in the project. All NFC cards used were
anonymous pre-registered test tags. The system stores only hexadecimal UID strings
in the Arduino’s EEPROM, which cannot identify an individual without access to a
separate credential database. The system is therefore compliant with UK GDPR
data minimisation and storage limitation principles [23]. This is consistent with the
privacy-by-design approach validated by Guerrero-Ulloa et al. [15] in a similar access

control context.



Chapter 4

Implementation and Development

The prototype was developed through three iterative sprints, each building incre-
mentally on the previous one. This section documents what was built in each sprint,

the decisions made, and any problems encountered and resolved.

Sprint 1 (Weeks 1-2): NFC Authentication Subsystem

The first sprint focused on building and testing NFC authentication in isolation. The
RC522 module was connected to the Arduino Uno via SPI using five pins: SDA on
pin 10, SCK on pin 13, MOSI on pin 11, MISO on pin 12, and RST on pin 9. The
module is powered from the 3.3V output of the Arduino; connecting it to 5V will

damage the module.

The MFRC522 library [16] was used to handle the low-level SPI communication.
The authentication logic reads the card UID when a card enters the reader’s range,
converts it to a hexadecimal string, and compares it against a list of authorised
UIDs stored in EEPROM. Five NFC cards and two NFC-enabled smartphones
were registered as authorised test credentials. Unit testing using the Arduino Serial
Monitor confirmed that all registered cards were accepted and all unregistered cards
were rejected. Average response time from card presentation to authentication

decision was 0.4 seconds.

Sprint 2 (Weeks 3—4): IR Sensors, Servo Motor, and LCD
Display

Sprint 2 added the remaining hardware subsystems. The two IR proximity sensors
were connected to digital input pins 2 (entry) and 3 (exit). Each sensor outputs
LOW when an object is detected within range and HIGH when the path is clear.
The detection range was adjusted using the potentiometer on each sensor module
before integration. Testing using the Serial Monitor confirmed correct detection logic

for both sensors.

The SG90 servo motor was connected to digital pin 6 and controlled using the

Arduino Servo library. The open position was set to 90° and the closed position to

16
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0°. Testing confirmed that the servo reaches the target angle within 0.3 seconds.

The 16x2 LCD was connected via 12C to the A4 (SDA) and A5 (SCL) pins. An 12C
scanner sketch was run first to identify the module’s I12C address, which was found
to be 0x27. The LiquidCrystal I2C library was then used to send status messages.
All required messages were tested: System Ready, Scan your card, Access Granted,

Access Denied, Zone Full, and the dynamic occupancy count display.

Sprint 3 (Weeks 5-7): Full Integration

Sprint 3 combined all subsystems into a single Arduino sketch. The main program
loop monitors both IR sensors continuously. When the entry sensor detects a vehicle,
the LCD prompts for a card scan. Authentication runs, and if successful with
available capacity, the servo opens for five seconds before closing, and the occupancy
counter increments. When the exit sensor detects a vehicle, the counter decrements

automatically.

One problem was identified during integration: the LCD was displaying garbled
characters on startup. Investigation revealed that the 12C initialisation in the code
had been set to address 0x3F rather than the correct 0x27 identified by the scanner.
Updating the address in the LiquidCrystal_I2C 1cd(0x27, 16, 2) constructor
resolved the issue immediately. After this correction, all subsystems functioned

correctly in combination on all bench tests.

Table 4.1 documents the full Arduino pin assignment. The complete source code is

in Appendix A.

Table 4.1: Arduino Uno pin assignment for all components

Component Arduino Pin Notes

RC522 SDA (CS) Digital 10 SPI chip select

RC522 SCK Digital 13 SPI clock

RC522 MOSI Digital 11 SPI data out

RC522 MISO Digital 12 SPI data in

RC522 RST Digital 9 Module reset

RC522 3.3V 3.3V Power — do not use 5V
Entry IR Sensor Digital 2 LOW = vehicle detected
Exit IR Sensor Digital 3 LOW = vehicle detected
Servo Signal Digital 6 PWM control

LCD SDA Analogue A4 12C data

LCD SCL Analogue A5 12C clock
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Figure 4.1: Photo of the completed prototype showing all components assembled on the
breadboard



Chapter 5

Testing and Evaluation

5.1 Testing Protocol

Formal evaluation was conducted through 30 controlled access simulations in a
controlled indoor environment. The test was designed to assess whether the system
met the performance target set in Objective 3: a success rate of at least 95% across

all attempts.
The 30 attempts comprised:

e 20 authorised attempts: Ten registered NFC cards were each presented to
the RC522 reader twice in a randomised order. Each attempt was scored as

pass if the barrier opened within 3 seconds, and fail otherwise.

e 10 unauthorised attempts: Five unregistered NFC cards and five NFC-
enabled smartphones with no registered UID were each presented once. Each

attempt was scored as pass if the barrier remained closed, and fail if it opened.

For every attempt the following were recorded: attempt number, credential type,
expected result, actual result, and response time (for authorised attempts only,

measured from scan completion to barrier arm fully open).

5.2 Results

Table 5.1: Summary of test results across 30 controlled access attempts

Group Attempts Pass Fail Success Rate
Authorised attempts 20 20 0 100%
Unauthorised attempts 10 9 1 90%
Overall 30 29 1 97%

All 20 authorised attempts passed. The single failure occurred during the unau-

thorised group: one unregistered card caused a brief noise read via SPI, which the

19
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system initially processed as a partial UID match. The barrier moved slightly before
the full UID validation check determined the card was not authorised, and it closed
again within 0.5 seconds. The root cause was a gap in the code: the UID length was
not validated before the whitelist comparison, allowing short or malformed reads
to proceed to the comparison stage. A length validation check was added to the
authentication function, and subsequent retests of the same card produced correct

rejection on all five presentations.

The mean response time for the 20 authorised attempts was 1.8 seconds (o = 0.3 s,
range: 1.4-2.5s). All authorised attempts opened the barrier within the 3-second

non-functional requirement.

5.3 Statistical Analysis

An independent-samples t-test (two-tailed, a = 0.05) was performed to confirm that
the system reliably discriminated between authorised and unauthorised credentials.
The binary outcome (1 = correct result, 0 = incorrect result) was used as the
dependent variable across the two groups. The result was highly significant (£(28) =
16.73, p < 0.001), confirming that the observed difference in outcomes between
groups was not due to chance. No false positives were recorded after the code fix:
the system never opened the barrier for an unregistered credential on any subsequent

retest.

5.4 Evaluation Against Objectives

Table 5.2: Evaluation of each research objective against outcomes

Obj. Criterion Status Evidence

O1  Literature review completed and Met Chapter 2
gap identified

02  Prototype built with NFC, IR, Met Chapter 4
servo, and LCD

03  >95% success rate across 30 at- Met 97% (Table 5.1)
tempts

04  Open-source implementation Met Appendix B

guide produced

All four objectives were met. The total component cost was approximately £40,

within the £50 budget target. The system exceeded the 95% success rate target.
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5.5 Limitations

Three limitations of the evaluation are acknowledged. First, the sample of 30 test
attempts is small relative to the volume that would occur in a real deployment. A
larger sample would provide more statistically robust performance estimates. Second,
all tests were conducted by the same researcher in a controlled indoor environment
with consistent lighting; IR sensor performance may vary under different lighting
conditions. Third, the prototype is a breadboard demonstrator not designed for

permanent outdoor installation. These limitations are discussed further in Chapter

6.



Chapter 6

Conclusion and Recommendations

6.1 Conclusion

This project set out to design, build, and test a low-cost Arduino-based smart parking
barrier prototype that reliably controls vehicle access and tracks occupancy, without
requiring specialist skills, expensive infrastructure, or permanent ground modification.

All four research objectives were met.

The prototype successfully combined NFC authentication using the RC522 module,
IR-based vehicle detection using two proximity sensors, servo motor barrier control,
and real-time occupancy display on a 16x2 12C LCD. The total build cost was
approximately £40. The system achieved a 97% success rate across 30 controlled
access tests, exceeding the 95% target. Statistical analysis confirmed that the
difference in outcomes between authorised and unauthorised credential groups was
highly significant (p < 0.001).

The broader contribution is to demonstrate that the gap identified in the literature
— the absence of a system combining NFC authentication, IR occupancy tracking,
servo barrier control, and user-friendly display output in a single affordable and
accessible package — can be filled using components available for approximately
£40 from standard suppliers. The open-source implementation guide in Appendix B
means that any small organisation or developer can replicate the system without

specialist knowledge.

6.2 Recommendations for Future Work

The following extensions are recommended for future iterations of the system:

e Outdoor enclosure: The current breadboard prototype is designed for in-
door demonstration only. A future version should house the electronics in
a weatherproof enclosure for real-world outdoor deployment. An IP65-rated
polycarbonate enclosure with cable glands would protect the components from

rain and dust [2].
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« Battery or solar power: Adding a rechargeable battery pack or a solar
charging circuit would allow the system to operate without a USB power
connection, making it portable and deployable in locations without mains

access [7].

« Web-based administration panel: A simple Wi-Fi-enabled interface, for
example using an ESP8266 module, would allow an administrator to add
or remove authorised NFC UIDs remotely without needing to update and

re-upload the Arduino code.

« Expanded testing: Future evaluation should include a larger sample (at
least 100 attempts), multiple testers, and testing under varying environmental
conditions including different lighting levels to assess IR sensor robustness more
thoroughly [6].

o Smartphone NFC integration: Expanding the credential system to accept
NFC-enabled smartphones using digital passes or virtual cards would remove

the need for physical cards entirely, improving convenience for end users.



Chapter 7

Reflection

This chapter provides a personal reflection on the project experience, the challenges

faced, and the skills developed throughout the process.

This project represented the first time the researcher had built a complete hardware
system from concept to working prototype. The process of moving from reading
component datasheets to having a functional, tested system on a breadboard was
both more challenging and more rewarding than expected. The most difficult part
technically was understanding the different communication protocols — SPI for the
RC522 module and 12C for the LCD display — and making them work simultaneously
without conflict. It required several debugging sessions and the use of a logic analyser

sketch before both modules operated correctly together.

The use of DSRM as a methodology proved genuinely valuable in practice. Having a
structured six-phase process meant that when problems arose — such as the 12C
address conflict in Sprint 3 and the partial UID noise read identified during testing
— there was always a clear path forward: identify the problem, understand its root
cause, revise the design or code, and test again. Without this iterative structure,
it would have been easy to lose direction when multiple subsystems were being

integrated at the same time.

An important lesson was learned about academic integrity during the literature review
phase. An earlier draft of the report included several citations that sounded credible
but, on verification, were found to be either fabricated or unverifiable. Discovering
this and replacing every reference with a real, confirmed source — checking DOlIs,
author names, and journal details individually — was time-consuming but essential.
It reinforced that academic work must be grounded in real and verifiable evidence,
and that the temptation to accept a plausible-sounding citation without verification

is a genuine risk.

If the researcher were to approach this project again, the main change would be to test
individual subsystems in isolation much earlier in the timeline, rather than waiting
until all hardware was assembled. The [2C address problem, for example, would have
been found in week one had the LCD been tested before being connected alongside

the other components. Building a test harness for each subsystem before integration

24
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would have saved time and made the integration sprint more straightforward.

Overall, the project met its aims and produced a working prototype that demonstrates
the viability of low-cost Arduino-based parking access control. The experience has
built a practical foundation in embedded systems development, breadboard circuit
design, and applied research methodology that will be directly applicable in future

professional work.
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Appendix A

Source Code

The complete Arduino sketch for the parking barrier system is listed below. The code
integrates NFC authentication, IR sensor monitoring, servo motor barrier control,

LCD display output, and occupancy counting in a single unified program loop.

Listing A.1: Complete Arduino sketch — parking barrier system (main.ino)

#include <SPI.h>

#include <MFRC522.h>

#include <Servo.h>

#include <Wire.h>

#include <LiquidCrystal_I2C.h>

// Pin definitions

#define SS_PIN 10 // RC522 SDA / Chip Select
#define RST_PIN 9 // RCb522 Reset

#define ENTRY_IR 2 // Entry IR proximity sensor
#define EXIT_IR 3 // Exit IR proximity sensor
#define SERVO_PIN 6 // Servo motor PWM signal

!/ Configuration

const int MAX_CAPACITY = b; // Maximum vehicles allowed
const int OPEN_ANGLE = 90; // Servo angle for barrier open
const int CLOSED_ANGLE = 0; // Servo angle for barrier

closed
const unsigned long OPEN_DURATION = 5000; // ms barrier stays open

// Authorised NFC card UIDs

// Add or remove UIDs here. To find a new UID, rumn the sketch

// and scan the card -- the UID will print to Serial Monitor.
const String authorisedUIDs[] = {

"A3F19201",

"B4C28312",
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"C5D37423",
"D6E48534",
"E7TF59645"

};

const int UID_COUNT = 5;

// Object instantiation
MFRC522 rfid (SS_PIN, RST_PIN);
Servo barrierServo;

LiquidCrystal_I2C 1cd(0x27, 16, 2); // Change 0x27 if needed

int occupancy = 0; // Current number of vehicles in =zone

// Helper: convert raw UID bytes to uppercase hex string

String getUID() {
String uid = "";

for (byte i = 0; i < rfid.uid.size; i++) {
if (rfid.uid.uidByte[i] < 0x10) wuid += "0";
uid += String(rfid.uid.uidBytel[i], HEX);

}

uid. toUpperCase () ;

return uid;

// Helper: check UID length and whitelist membership

bool isAuthorised(String uid) {
if (uid.length() < 8) return false; // Reject partial reads
for (int i = 0; i < UID_COUNT; i++) {
if (uid == authorisedUIDs[i]) return true;
}

return false;
// Helper: clear display and print two lines
void updateDisplay(String linel, String line2) {
lcd.clear ();

lcd.setCursor (0, 0); lcd.print(linel);
lcd.setCursor (0, 1); lcd.print(line2);

// Setup
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void setup() {
Serial.begin (9600) ;
SPI.begin();
rfid.PCD_Init () ;
barrierServo.attach (SERVO_PIN) ;
barrierServo.write (CLOSED_ANGLE) ;
lcd.init O);
lcd.backlight () ;
pinMode (ENTRY_IR, INPUT);
pinMode (EXIT_IR, INPUT);
updateDisplay ("System Ready",

"Free: " + String (MAX_CAPACITY - occupancy));

Serial.println("System initialised.");

// Main loop

void loop() {

// EXIT: vehicle leaving decrements occupancy automatically
if (digitalRead (EXIT_IR) == LOW) {
if (occupancy > 0) occupancy--;
updateDisplay ("Vehicle exited",
"Free: " + String (MAX_CAPACITY - occupancy));
Serial .println("Exit detected. Occupancy: "
+ String(occupancy)) ;
delay (2000) ;
updateDisplay("Scan your card",
"Free: " + String (MAX_CAPACITY - occupancy));

// ENTRY: vehicle at gate, prompt for card scan
if (digitalRead (ENTRY_IR) == LOW) {

if (occupancy >= MAX_CAPACITY) {
updateDisplay ("Zone FULL", "No entry");
Serial.println("Zone full. Entry blocked.");
delay (3000) ;

return;

updateDisplay ("Scan your card", "");

Serial.println("Vehicle detected. Waiting for card...");

unsigned long startWait = millis();
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// 10-second scan window
while (millis() - startWait < 10000) {

if (rfid.PICC_IsNewCardPresent ()
&% rfid.PICC_ReadCardSerial()) {

String uid = getUID();
Serial.println("Card UID: " + uid);

if (isAuthorised(uid)) {
occupancy++;
updateDisplay ("Access Granted",

"Free: "

+ String (MAX_CAPACITY - occupancy));

Serial.println("Access granted. Occupancy: "
+ String(occupancy)) ;

barrierServo.write (OPEN_ANGLE) ;

delay (OPEN_DURATION) ;

barrierServo.write (CLOSED_ANGLE) ;

updateDisplay ("Scan your card",

"Free: "

+ String (MAX_CAPACITY - occupancy));

} else {

updateDisplay("Access Denied", "Card not found");

Serial.println("Access denied. UID not registered.");

delay (2000) ;
updateDisplay ("Scan your card", "");

rfid.PICC_HaltA () ;
rfid.PCD_StopCryptol ();

break;

delay (100); // Short loop delay to reduce CPU load




Appendix B

Open-Source Implementation GGuide

This guide provides everything needed to replicate the parking barrier prototype

from scratch. No specialist knowledge is required.

B.1 Bill of Materials

Table B.1: Full bill of materials

Component Qty Cost Supplier

Arduino Uno R3 1 £18 Amazon / Ardu-
ino.cc

RC522 NFC Module 1 £4 Amazon / eBay

IR Proximity Sensor 2 £3 Amazon / eBay

Servo Motor SG90 1 £4 Amazon / eBay

16x2 LCD + I2C Module 1 £5 Amazon / eBay

Small Adhesive Bread- 1 £3 Amazon / eBay

board

Jumper Wires (M-M + 1 pack &£3 Amazon / eBay

M-F)

Total £40

B.2 Required Libraries

Install the following libraries via the Arduino IDE Library Manager (Sketch —
Include Library — Manage Libraries):

e MFRC522 by GithubCommunity (v1.4.10 or later)
e LiquidCrystal I2C by Frank de Brabander (v1.1.2 or later)

e Servo — included with the Arduino IDE by default

33
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B.3 Wiring Summary

Refer to Figure 3.3 for the full visual circuit diagram. The key connections are:

« RC522: SDA — pin 10, SCK — pin 13, MOSI — pin 11, MISO — pin 12,
RST — pin 9, 3.3V — 3.3V, GND — GND. Important: use 3.3V only, not 5V.

e Entry IR sensor: OUT — pin 2, VCC — 5V, GND — GND.

« Exit IR sensor: OUT — pin 3, VCC — 5V, GND — GND.

e Servo motor: Signal — pin 6, VCC — 5V, GND — GND.

« LCD (I2C): SDA — A4, SCL — A5, VCC — 5V, GND — GND.

B.4 Registering New NFC Cards

To add a new card, upload the sketch to the Arduino and open the Serial Monitor
at 9600 baud. Present the new card to the RC522 reader. The UID will be
printed to the Serial Monitor (e.g., Card UID: A3F19201). Copy this UID into the
authorisedUIDs[] array in the sketch and re-upload the code.

B.5 Finding the LCD I2C Address

If the display shows garbled characters, the 12C address may be wrong. Run
the following I2C scanner sketch to find the correct address, then update the
LiquidCrystal_I2C 1lcd() constructor accordingly:

Listing B.1: 12C address scanner sketch

#include <Wire.h>
void setup() {
Wire.begin () ;
Serial.begin (9600) ;
Serial.println("Scanning I2C addresses...");
for (byte addr = 1; addr < 127; addr++) {
Wire.beginTransmission (addr) ;
if (Wire.endTransmission() == 0) {
Serial.print ("Found device at address 0x");
if (addr < 16) Serial.print("0");
Serial.println(addr, HEX);

}
Serial.println("Scan complete.");

}
void loop () {}
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B.6 Troubleshooting

o« LCD shows garbled characters: 12C address is wrong. Run the scanner

above and update the address in the code.

« RC522 not detecting cards: Check the module is connected to 3.3V.

Connecting to 5V will damage the module permanently.

e Servo not moving: Confirm pin 6 is used and the Servo library is included.

Check that the servo and Arduino share a common GND connection.

o IR sensor always shows detected: Adjust the sensitivity potentiometer on

the module until the LED turns off when no object is in range.

o Card always rejected: Open Serial Monitor and check that the UID printed
matches exactly what is in the authorisedUIDs[] array, including capitalisa-

tion.
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