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[bookmark: _Toc198017801]ICMP and Firewalls

Firstly, ICMP and firewall rules were altered, further fine tuning the Virtual machine from course work 1.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
This involve going into fire wall setting, and with the correct networking set up, ICMP echo request were allowed in the fire wall rules of all clients. [image: A screenshot of a computer

AI-generated content may be incorrect.][image: ][image: ]
By setting up specific firewall rules to allow certain traffic, the network remains secure against threats while also carrying out efficient communication between devices
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[bookmark: _Toc198017803]Remote Access and Routing

The next stage was ensuring that the devices were able to communicate effectively between different operating systems and networks. Therefore Remote access and routing services were added.[image: ]
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The use of Routing Information protocol allowed for the individual networks to be configured with how the interacted , and the routes that the packets could take to communicate with other devices on different networks.
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[bookmark: _Toc198017804]DNS and Domain

The next stage to address in the topology was the creation of the DNS server. [image: ]

The Domain Name System is required to resolve the ip addresses into user friendly information, such as Googl.com (8.8.8.8).[image: ]

As such, this also required setting up of the domain, rachid.acca. To achieve this it was necessary to create forward look up zone, as well as reverse look up zone. This allows any queries coming to the DNS server to direct to the correct IP address.

[image: ]
Acca is the root domain and rachid is the domain/forest that it belongs to. This allows users and devices to be managed and grouped together by Active directory domain services to organise and manage permissions and access the groups.
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Pointer records are needed for a DNS to be accurately identified by client devices in a domain.

[image: ]
There was a bit of trouble adding the client device to the domain that required additional configuration of the DNS server to resolve.[image: ]
Certain pointer and forward lookup records were not being created by the DNS service, therefore it was necessary to manually reset and register the domain DNS files.
[image: ]

[bookmark: _Toc198017805]DHCP

As there would be very many devices operating within the domain, it would be needed to automatically assign IP addresses to those devices on t he network.
[image: A screenshot of a computer

AI-generated content may be incorrect.][image: ]

A scope of IPV$ addresses in range for multiple devices was created as a dynamic register for the IP addresses. Devices will be assigned IPv4 addresses automatically. The IP address of the domain controller was exclude so that there are no mistakes in routing.
[image: ][image: ]

[bookmark: _Toc198017806]VPN – Wireguard

The decision to use wireguard was taken due to the ease of use and access on both servers.[image: ]

A secure site to site (or point -to point) connection was established between both servers, with a virtual IP address used.[image: ]

This therefore allowed the two server machines to communicate directly with each other.
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The VPN connection was made persistent altering the start up configuration of the connection in both servers, as well as ensuring that the connection will be re-established if the network goes down for whatever reason.
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A rachid@ubuntu-desktop:

A ufw-before-output -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
A ufw-before-forward -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

# drop INVALID packets (logs these in loglevel medium and higher)
A ufw-before-input -n conntrack --ctstate INVALID -3 ufw-logging-deny
A ufw-before-input -m conntrack --ctstate INVALID -3 DROP

# ok icnp codes for INPUT
A ufw-before-input -p icmp --icmp-type destination-unreachable -3 ACCEPT
A ufw-before-input -p icmp --icmp-type time-exceeded - ACCEPT

A ufw-before-input -p icnp --icmp-type parameter-problem -j ACCEPT

A ufw-before-input -p icmp --icnp-type echo-request - ACCEPT

# ok icnp code for FORWARD
A ufw-before-forward -p icmp --icnp-type destination-unreachable -j ACCEPT
A ufw-before-forward -p icnp --icnp-type time-exceeded -j ACCEPT

A ufw-before-forward -p icmp --icmp-type parameter-problen -j ACCEPT

A ufw-before-forward -p icmp --icmp-type echo-request -j ACCEPT

# allow dhep client to work
A ufw-before-input -p udp --sport 67 --dport 68 -3 ACCEPT

#
# ufw-not-local.
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Domain Name System (DNS) provides a standard method for associating names with numeric Internet
‘addresses. This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
‘ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:
* DN server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain

Services Installation Wizard by selecting the Active Directory Domain Services role.
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rachideu-server:™$ sudo cat /etc/wireguard/uge.conf
[Interface]

Local Server

ssh
Tunnels Log

c: \users\vboxuser>
Osite c: \Users\vboxuser>ping

pinging 10.10.
llreply from 10.
Reply from 16.
Reply from 16.
Reply from 16.

16.16.1
16.16.1
16.16.1
16.16.1
Deactivate
ping statistics for 16.
Packets: Sent = 4
Approximate round trip
Publ
Allowed P
C: \Users\vboxuser>,
Endpoint

e AddTumnel +

Minimum = @ms, Maximum = ems, Average =

@1V Monage Took  view

[Version 16.6.26348.587]
(c) Microsoft Corporation. All rights reserved

c: \Users\vboxuser>ssh rachidg172.16.1.2
connect to host 172.16.1.2 port 22: Connection timed out

10.10.10.1

16.1 with 32 bytes of data

bytes=32 time<ims
bytes=32 time<ims
bytes=32 time<ims
bytes=32 time<ims

RRRXR

16.16.1
Received = 4, Lost = @ (6% loss),
times in milli-seconds

ens

[PrivateKey = +NTh2za8 1G0BUTSY/roT2TTohe+X ixg YK/ Hez2 jhYFa=
lAddress = 10.10.10.1/24
ListenPort = 51820

[Peer]
Fublickey

DF500/aUhED a jf TeBaekBGzZ 1 TEC+afURTP3Rr 73
AllowedIPs = 10.10.10.2/32

[Endpoint = 172.16.1.1:51820

Persistentkeepalive = 25

rachideu-server:™s ping 10.10.10.2

PING 10.16.10.2 (18.10.10.2) 56(84) bytes of data

e

--- 16.10.10.2 ping statistics ---

l28 packets transmitted, o received, 100% packet loss, time 27625ms

rachideu-server:™s sudo ufuw status

Status: active
[T Action

le2/tcn ALLON Anyuhere
l22/tcp (v6) ALLOK Anyuhere (v6)

rachideu-server:~$ sudo ufu allow 51820/udp
Rule added

Rule added (v6)

rachideu-server:™s ping 10.10.10.2

PING 10.16.10.2 (18.10.10.2) 56(84) butes of data

64 bytes from 10.10.10.2: icmp_se 658 ms
64 bytes from 10.10.10.2: icmp_se 422 ms
64 butes from 10.18. icmp_se: 526 ms
64 bytes from 10.10.10.2: icmp_se 437 ms
64 bytes from 10.10.10.2: icmp_se 480 ms
54 bytes from 19.10.10.2: icmp_se: 566 ms

10.16.10.2 ping statistics --
6 packets transmitted, 6 received, 0% packet loss, time
rtt min/ave/max/mdev = .422/0.524/0.658/0.073 ns
rachideu-server:~s _

5152ms

Bondo  BRIGHw

& 12°C Mostly cloudy.

~

Boe 2 B





image23.png
 Server Manager i

& Services - o x

File Action View Help

Routing and Remote Access Propertes (Local Computer) x I~

Goneral e
Routing oo ey Status  StetupType  Log A
epthese | SEETSTE:  Renctehcces Manus! Loc
Stop the ser
Bousethese|  Displayname:  Routing and Remals Access Manual Ner
Restartthe. - = Manual Loci

Descrpton gmm“ o busneses Rumning  Automatic  Nev
etk emionmen Manual Nev

o IS Path to executable: Automatic (T.. Loci |

Ao C\Windows\System32\svchost exe  netsves Loc
=l Remote ot Running Loci
Atwdd Running Nev
Loc
Running Loc
Senvsstatus: Rurming Running Loc;
St Sop Pause Rooume
You can specty the st parameter that sppy when you st he senics L
fromhere S .
unring oc
Start parameters: Loa)
2 Windows PowerShelISE
Extended /(Standard

s0C 12 Waming Microsoft-Windows- 3/26/2025 202
on 3/25/2025 11:1

s-DC 1050 Error  Microsoft-Windows- 13/25/2025 1027

s0C 8193 Emor  VSS




image1.png
@ Windows Defender Fiewall with Advanced Securty

Fie Acion View Help
LA 7

& Windows Defender Frewall vl [ 0]

B3 Inbound Rules
Outbound Rules
Connection Security Rules || € Allioyn Router (CP-In)
@ Alloyn Router (UDP-In)

Name

5. Monitoring

 Castto Device strear
 Castto Device strear

 Castto Device strear

 Castto Device strear

 Castto Device strear
COM+ Network Access

© Core Networking - Dest

9 Core Networking - Inten
© Core Networking - IPv6

€3 Core Networkina -

9 Cast to Device streaming server (RTSP-St
€ Castto Device streaming server (RTSP-Str

9 Core Networking - Multicast Listener Do

BranchCache Content Retreval (HTTP-In)
BranchCache Hosted Cache Server (HTTP...
BranchCache Peer Discovery (WSD-In)

9 Cast to Device functionality (qWave-TCP.

€ Cast to Device functionalty (qWave-UDP.

9 Castto Device SSDP Discovery (UDP-In)

server (HTTP-St.

© Castto Devicestreaming server (HTTP-St.

9 Castto Devicestreaming server (RICP-St

server (RTCP-Sir

server (RTSP-Str

9 Castto Device UPnP Events (TCP-In)

(DCOM-In)

COM+ Remote Administration (DCOM-In)

ination Unreacha.

1 Core Networking - Dynamic Host Config
9 Core Networking - Dynamic Host Config
et Group Mana...
9 Core Networking - IPHTTPS (TCP-In)

(Pv6-In)

icact | itener

Group

Allioyn Router
Allioyn Router

BranchCache - Content Retr...

BranchCache - Hosted Cach,
BranchCache - Peer Discove.
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality

. Castto Device functionality
. Castto Device functionality
. Castto Device functionality

Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
COM+ Network Access

COM+ Remote Administrati

Profile

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

BEE

Inbound Rules
@
v
v
v

NewRule...
Fite by Profle
Fiter by State
Fiter by Group
View

Refresh

Export List..
Help

B OHLE O B G @@rostcrl

C Partly sunny




image2.png
-7 ufu-before-foruard -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

J# drop INVALID packets (logs these in loglevel medium and higher.
-A ufu-before-input -m conntrack --ctstate INVALID -j ufu-logging-deny
-A ufu-before-input -m conntrack --ctstate INVALID - DROP

j# ok icmp codes for INPUT

-A ufu-before-input -p icmp --icmp-type destination-unreachable -j ACCEPT
-A ufu-before-input -p icmo --icmo-tupe time-exceeded -j ACCEPT

-A ufu-before-input -p icmp --icmp-type parameter-problem -j ACCEPT

-A ufu-before-input -p icmp --icmp-tupe echo-reguest -j ACCEPT

J# ok icmp code for FORWARD

-A ufu-before-foruard -p icmp --icmp-tupe destination-unreachable -j ACCEPT
-A ufu-before-foruard -p icmp --icmp-tupe time-exceeded -j ACCEPT

-A ufu-before-foruard -p icmp --icmp-tupe parameter-problem -j ACCEPT

-A ufu-before-foruard -p icmp --icmp-tupe echo-reguest -j ACCEPT

J# allow dhcp client to work
-A ufu-before-input -p udp --sport 67 --dport 68 -j ACCEPT

a3
J# ufu-not-local

3

-A ufu-before-input - ufu-not-local

J# if LocAL, RETURN
-4 ufu-not-local -m addrtype --dst-type LOCAL - RETURN

[+ 1f MULTICAST, RETURN
-A ufu-not-local -m addrtype --dst-tupe MULTICAST -j RETURN

[# if BROADCAST, RETURN
-A ufu-not-local -m addrtype --dst-tupe BROADCAST -j RETURN

J# all other non-local packets are dropped
-A ufw-not-local -m limit --limit 3/min --limit-burst 10 -j ufu-logging-deny
-A ufw-not-local -j DROP

J# allow MULTICAST mONS for service discovery (be sure the MULTICAST line above
j# is uncommented)
-A ufu-before-input -p udp -d 224.0.0.251 --dport 5353 - ACCEPT

J# allow MULTICAST UPNP for service discovery (be sure the MULTICAST line above
j# is uncommented)
-A ufu-before-input -p udp -d 239.255.255.250 --dport 1908 -j ACCEPT

I don't delete the 'COMMIT' line or these rules won't be processed
JComHIT
rachideu-server:~s

oo BiRes
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