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[bookmark: _Toc237447032]Abstract

The increase in the adoption of Industry 4.0 technologies has revolutionised the manufacturing sector by increasing operational efficiency, automation and data-driven decision-making. These innovations have made organisations susceptible to additional cyber threats, including ransomware, phishing attacks, insider threats and supply chain attacks. SteelForm Manufacturing Ltd (SFM), a medium-sized company in the automotive and aerospace industry has recently experienced a series of cyber-attacks that have affected its production operations and the protection of its data. The report develops a comprehensive cybersecurity and data governance policy that seeks to increase the resiliency of the organisation to both external and internal cyber threats. It defines the key risks to SFM, suggests security policies that are based on the internationally recognised frameworks, such as ISO/IEC 27001:2022 and the NIST Cybersecurity Framework 2.0, considers the technical and administrative mitigation options, drafts an ongoing monitoring and incident response plan, and creates a staff awareness program. 


[bookmark: _Toc237447033]1.Introduction

1.1. [bookmark: _Toc237447034]Background     

The manufacturing industry has been revolutionised by technologies such as the Internet of Things (IoT), cloud computing, Artificial Intelligence (AI), and automated manufacturing systems for designing and managing manufacturing processes, which have made the manufacturing industry a digital industry. But as manufacturing organisations become more connected with digital technologies, the cyberattack surface has grown, making organisations vulnerable to cybercriminal attacks. According to the latest reports on cybersecurity, ransomware attacks on manufacturing organisations have been increasing, as these organisations often find themselves in a financial crisis due to production downtime.

1.2. [bookmark: _Toc237447035]Company Overview

SteelForm Manufacturing Ltd (SFM) is an automotive and aerospace medium-sized steel manufacturing company that has been victim of several cyberattacks recently. The company has invested in the Internet-of-Things (IoT) based sensors, automated production machines, distant monitoring, and a production management platform in the cloud. The technologies help strengthen its connectivity at all levels of its operations, making it essential to have a strong cybersecurity control and data governance policy in place [1].

1.3. [bookmark: _Toc237447036]Aim of the Report

This report will attempt to ensure that a comprehensive cybersecurity and data governance policy is discussed that would protect SteelForm Manufacturing Ltd against internal and external cyber threats. Security policy recommendations, technical controls, monitoring plans, incident response plans, and employee awareness programs also discussed in the report, based on identified standards and best practices in cybersecurity.
     
                               Figure 1: Industry 4.0 Manufacturing Environment
                                                     (Source: Author, 2026)

2. [bookmark: _Toc237447037]Identification of Internal and External Threats

Both internal and external factors pose cyber threats to manufacturing organisations. Awareness of these threats can help SteelForm Manufacturing Ltd to put suitable preventative and remedial security controls in place.

2.1. [bookmark: _Toc237447038]Internal Threat
 			 
Employees, contractors or trusted users who have authorised access to organisational resources cause internal threats. Employees may access malicious email attachments, use weak passwords, or accidentally disclose confidential information to unauthorised people. One of the most common causes of cybersecurity incidents is human error.
Insider threats are a high risk, as well. Dissatisfied employees may either steal intellectual information intentionally or misrepresent production data or even leak confidential information of customers [2]. Weak authentication practices are another issue. The use of reused passwords in various systems or the inability to use multi-factor authentication by employees enhances the chances of compromising an account.
There are additional vulnerabilities due to the absence of access control. If systems are compromised, these can be that much more impactful, as inappropriate privileges given to employees and contractors can enable them to gain access to system and information far beyond the scope of their employment.
Another risk that USB devices pose for manufacturing organisations is that they can add malware to running operational technology (OT) systems. In line with this, unprotected industrial control systems that are old, poorly configured systems pose their own security vulnerabilities. 
Finally, the absence of adequate cybersecurity awareness would predispose employees to circumvent security operations, which would leave attackers with opportunities to intrude into organisational systems without their awareness.

2.2. [bookmark: _Toc237447039]External Threats

An external threat to manufacturing organisations include cybercriminals, hacktivists, organised crime groups, and nation-state actors who benefit financially or engage in industrial espionage. Industrial espionage is a pressing concern, as there is a chance of proprietary engineering designs, manufacturing processes, and customer contracts being stolen by competitors or state-sponsored attackers.
The most frequent initial attack vector is phishing attacks. The attackers utilise the names of well-known organisations to deceive the employees into giving credentials or installing malicious programs. Ransomware is one of the greatest threats to manufacturing companies, as coded production systems can bring manufacturing processes to a standstill, causing colossal loss of money.
Malware that contains spyware, Trojans, and keyloggers could control not only industrial systems but also steal confidential data or provide permanent access to the organisational networks [3]. DDoS attacks can congest the online services such that the customers, suppliers and employees are unable to access the systems they need.
Supply chain attacks are an increasingly popular risk to manufacturers, where hackers achieve indirect access to the target organisation by targeting trusted vendors or software providers. Breach of cloud security, utilisation of zero-day vulnerabilities and Advanced Persistent Threats (APTs) that maintain unauthorised access in the long run to collect intelligence are other risks.


2.3. [bookmark: _Toc237447040]Critical Evaluation

For SteelForm Manufacturing Ltd, the most likely threats are ransomware, phishing and supply chain threats, as they are likely to have the highest impact on the company’s operations. For manufacturing businesses, a brief loss of production can prove to be extremely costly due to lost revenue and opportunities, contractual penalties, and reputation loss. Positive cybersecurity measures are required in safeguarding professional continuity.


 
                                             Figure 2: Cyber Threat Classification
                                                        (Source: Author, 2026)





3. [bookmark: _Toc237447041]Security Policies

A detailed set of security policies should be established that will help boost the security of SteelFrom Manufacturing Ltd (SFM). Clear policies should give direction as to how the organisational property is to be protected and how to reduce cyber risk while keeping it to internationally accepted standards. The recommended policies are ISO/IEC 27001:2022, NIST Cybersecurity Framework (CSF) 2.0 and the CIA Triad (Confidentiality, Integrity, and Availability), which provides a better structured approach to information security management. 



                                             Figure 3: CIA Triad
                                           (Source: Author, 2026)

3.1. [bookmark: _Toc237447042]Access Control Policy

SteelForm Manufacturing Ltd needs to adopt the approach of Role-Based Access Control (RBAC) policy to enable employees to have access to systems and information necessary to fulfil their job duties. Limited access is provided for permissions to reduce insider threats by implementing the principle of least privilege. Multi-Factor Authentication (MFA) is required for all administrative accounts, cloud services, and remote access services. It is advisable to regularly audit privileged accounts and to deactivate idle or inactive accounts [4].

3.2. [bookmark: _Toc237447043]Password Policy

A good password policy is also essential in protecting user accounts against credential-based attacks. There must be a minimum of 12 characters in the passwords, which consist of characters in both upper and lower case, numbers and special symbols. No reuse of passwords on other systems, and the workers should be instructed to store passwords in approved password systems. Three failed login attempts should automatically lock the accounts, and password should be changed in case of possible compromise.

3.3. [bookmark: _Toc237447044]Data Governance Policy

The data governance policies will ensure safety in the organisational information management throughout its lifecycle. SteelForm Manufacturing Ltd ought to categorise information as Public, Internal, Confidential and Highly Confidential based on the sensitivity of the business. The data on sensitive production, engineering drawings, customer data and financial records must be encrypted when stored as well as when being passed across the network with industry-standard encryption algorithms like AEA-256 and TLS. Automated back-up should be done daily, and offline copies should be stored in a safe place to facilitate protection against ransomware attacks.

3.4. [bookmark: _Toc237447045]Acceptable Use Policy
 
The Acceptable Use Policy should be enacted concerning the usage of the company devices, network and internet services. Limiting personal USBs should be done because they are capable of introducing malware to the production systems. Access to the organisational security should be restricted to only devices that meet the organisational security standards and have endpoint security software.



3.5. [bookmark: _Toc237447046]Remote Access Policy

As remote monitoring and cloud services are components of the work of SteelForm Manufacturing Ltd, remote access to devices should be granted in the form of Virtual Private Networks (VPNs) with Multi-Factor Authentication. The sessions via the remote access are to be encrypted, monitored continuously and automatically disconnected after a certain amount of inactivity.
The proposed security policies are all in favour of the five main functions of the NIST Cybersecurity Framework: Identify, Protect, Detect, Respond, Recover, and they meet ISO/IEC 27001 requirements on information security. And more to the point, they strengthen trustworthiness to the CIA Triad, which provides confidentiality, integrity and availability of the vital manufacturing systems and organisational information [5].
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                                Figure 4: Security Policy Framework
                                           (Source: Author, 2026)

4. [bookmark: _Toc237447047]Mitigation Measures


                                             Figure 5: Cybersecurity Controls
                                              (Source: Author, 2026)

To have effective cybersecurity policy, the trio of preventive, detective, and corrective controls is required. SteelForm Manufacturing Ltd should adopt layered security controls that would reduce the risk and impact of cyber-attacks without impairing business. The proposed controls include administrative procedures, common controls, and continuous monitoring to protect both information technology (IT) and operational technology (OT) spaces.
 










	Threat
	Mitigation Measure
	Implementation



	Phishing
	Email filtering and anti-phishing 

protection


	Microsoft Defender for Office 365


	Malware
	Endpoint Detection and 

Response (EDR)


	Microsoft Defender Endpoint

	Insider 

Threat
	RBAC and Multi-Factor 

Authentication


	Microsoft Entra ID

	Ransomware
	Offline and immutable 

backups


	Daily backup schedule with periodic 

recovery testing



	Network 

Intrusion


	Firewalls with IDS/IPS
	Cisco Next-Generation Firewall

	Supply Chain 

Attack


	Vendor security 

Assessments

	Third-party risk management program


	Cloud Attack



	Secure cloud configuration
	Microsoft Azure Security Centre



	Data Breach
	Encryption
	AES-256 encryption and TLS 

communication





              Table 1: Threats, Mitigation Measures, and Implementation
                                  
Phishing attacks can be significantly reduced by installing secure email gateways, which can detect unsafe attachments, suspicious links and spoofed email addresses. Regularly conducting phishing tests should help prepare for fraudulent communications, make employees more aware of them and improve their ability to identify them and take action.
Antivirus software that combines Endpoint Detection and Response (EDR) technology should be used to protect endpoint devices. Unlike traditional antivirus software, EDR actively monitors endpoint behaviour, detects suspicious activity, and enables quick isolation of compromised devices prior to the malware spreading across the network.
Role-Based Access Control (RBAC), Multi-Factor Authentication (MFA) and the Principle of Least Privilege should be applied to reduce insider threats. Administrative privilege should never be granted unnecessarily but must be reviewed at regular intervals [6].
The reduce the effect of ransomware attacks, SteelForm Manufacturing Ltd should keep an encrypted offline backup which cannot be altered by attackers. Stress testing and backup restoration practice should be carried out regularly to ensure that the process of data recovery works and that the downtime after cyber-attacks is minimised.
To enhance network security, there should be Next-Generation Firewalls, Intrusion Detection Systems (IDS), and Intrusion Prevention Systems (IPS). These technologies are used to monitor network traffic and detect, as well as automatically block suspicious connections before they cause harm.
Patches are regularly required in the presence of software flaws that have been discovered. Operating systems, industrial control systems, cloud services, and applications need to be secured by applying security updates in a planned maintenance period. Additionally, regular vulnerability assessment and penetration testing should be conducted to be proactive and identify vulnerabilities that can be exploited by attackers.
Last but not least, SteelForm Manufacturing Ltd should have the ability to segment the network and isolate production systems from the corporate IT network. This can limit the ability to move laterally within an environment in the case of cyberattack and can reduce the risk of sharing malware across environments. Other tools that might improve the organisation’s ability to respond to cyber threats are sensitive data encryption, routine configurations audits, or secure cloud configurations.  



  Figure 6: Defence-in Depth Strategy
               (Source: Author, 2026)

5. [bookmark: _Toc237447048]Network Monitoring

5.1. [bookmark: _Toc237447049]Continuous Monitoring

In addition, to guarantee the speed at which cyber threats can be detected and acted upon before derailing the manufacturing processes, one will have to maintain non-stop visibility into the network activity. SteelForm Manufacturing Ltd (SFM) should consider using a Security Information and Event Management (SIEM) to collect, correlate, and analyses security logs of servers, network devices, cloud services, industrial control systems, and endpoint devices. SIEM platform enables real-time detection of threats by detecting suspicious activities, abnormal logins, privilege escalation and abnormal network traffic.
Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are recommended to be installed at strategic network points to enhance network security. IPS blocks malicious traffic before it reaches critical systems, unlike IDS, which offers constant monitoring of the traffic and a set of alerts on potentially suspicious behaviour. Continuous vulnerability scanning should also be conducted to identify old software, weak settings and missing security patches. The application of log monitoring and endpoint detection software should enable security analysts to have a comprehensive overview of the Information Technology (IT) and Operational Technology (OT) environments [7].



 
                                    Figure 7: Continuous Security Monitoring
                                               (Source: Author, 2006)

5.2. [bookmark: _Toc237447050]Incident Response Plan

SteelForm Manufacturing Ltd is recommended follow the NIST Incident Response guideline for systematic handling of incidents in the world of cybersecurity. The security policies, security response procedures, communication plan, response teams, and the like should be identified during the preparation phase. Detection and Analysis is the stage in which company can identify potential security events using SIEM alerts, IDS notifications and employee reporting, and determine the severity and impact. The affected devices should be isolated during the containment phase to stop malware from spreading or unauthorised access from continuing. The phase eliminates malicious code, provides seals to exploited vulnerabilities and makes systems stronger. The Recovery phase focuses on restoring business functions from authenticated backups while verifying system integrity before returning services to production. Lessons Learned phase should review the incident or factors that contributed to the incident and identify any changes that need to be made to policies on staff training and security. This systematic approach minimises disrupting operations, enhances resiliency, and help continuously improve cybersecurity practices [8].

                                 Figure 8: NIST Incident Response Lifecycle
                                                 (Source: Author, 2026)

6. [bookmark: _Toc237447051]Staff Training and Awareness Program

Cybersecurity is a part of organisational security and the first line of defence against cyber threats. SteelForm Manufacturing Ltd should consider devising a systematic security awareness program to reduce human error and to create a strong culture of cybersecurity. Induction and annual refresher training should be provided for all staff, contractors all other temporary working staff on cybersecurity issues.
The training will include the following: Phishing Awareness, Password Safety, Social Engineering, Data Protection Responsibility, Safe Internet Browsing, Sound Management of Confidential Information, Remote Working, and Incident Reporting Procedure. Individuals in the production environments would have gained additional knowledge of the security of Industrial Internet of Things (IIoT) devices, Industrial Control Systems (ICS) and the way technology systems work [9].


 


 			   Figure 9: Cybersecurity Awareness Cycle
                                                   (Source: Author, 2026)

There should be a range of different methods of training to achieve maximum engagement and knowledge retention. Workshops should be held in the routine of the trainers, new cyber threats and new organisational security policies should be introduced. At least part of the training material available online must be accessible, and there must be simulated phishing attacks to test employees and remind them of what to do when they encounter phishing attacks. The latest threats, valuable security tips and organisational policy updates should be communicated via newsletters containing monthly cybersecurity updates. The level of understanding that employees have every year should be measured by knowledge testing and indicate areas that require more reinforcement.  
The effectiveness of the awareness program should be measured using Key Performance Indicators (KPIs), which include the rate of success of phishing simulations, training completion rate, rate of reporting incidents, and reduction of policy violations. Through continuous learning and awareness, SteelForm Manufacturing Ltd can easily reduce the amount of insider risks, improve compliance with the organisational policies and foster a proactive security culture, which will assist in achieving long-term cyber resilience [10].
7. [bookmark: _Toc237447052]Conclusion

The growing implementation of Industry 4.0 technologies has posed serious cybersecurity risks to SteelForm Manufacturing Ltd internal threats, including employee negligence, poor access controls, and insider abuse, along with external threats, such as phishing, ransomware, malware, attacks in the supply chain, as well as industrial espionage, which can disrupt production and risk sensitive information. This report proposes an elaborate model of cybersecurity and data management with the support of the ISO/IEC 27001:2022, the NIST Cybersecurity Framework 2.0, and the CIA Triad. The suggested access control, password, data governance, acceptable use and remote access policies are quite effective in safeguarding organisational assets. This will build organisational resilience through ongoing monitoring using SIEM, IDS/IPS and a systematic incident response procedure and regular employee cybersecurity awareness training. These recommendations will improve the business continuity, regulatory, and business cybersecurity posture of SteelForm Manufacturing Ltd.
 

 
                         Figure 10: Cybersecurity Improvement Framework
                                             (Source: Author, 2026)
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SteelForm Manufacturing Ltd is a medium-sized production company that sells parts to the automotive and aerospace industries. Industry 4.0 technologies, such as internet operated machines, IoT sensors, and cloud-based production management systems, have been implemented in the company. These networks are used for increasing efficiency and instantaneously monitoring the production processes. However, the more digitally interconnected the organisations are, the more exposed they have been to phishing attacks, malware attacks, unauthorised access and interference with their operations. These problems prove that more effective cybersecurity measures and data governance are required.
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There are both external and internal sources of cybersecurity threats to manufacturing organisations. Employee errors, weak passwords, weak access controls and/or intentional abuse of trusted users are common causes of internal attacks. External threats are phishing emails, ransomware, malware, industrial espionage, and cloud environment attacks. The threats can interfere with the business operations, violate business-sensitive data, and cause losses. Being aware of such risk assists the organisation in putting in place appropriate preventive measures and enhance overall resilience against cyber threats.
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Effective security policies offer a definite structure for how to safeguard the systems and information of the organisation. The purpose of using Access Control Policies is to make sure that the employees can access only the information they require. Password Policies promote the security of accounts, and Data Governance Policies control the handling of organisational data safely. Acceptable Use Policies refer to policies that are put in place to indicate what individuals should use the company systems, and Remote Access Policies are used to enforce individuals who may be accessing the company outside the organisation. The ISO/IEC 27001:2022, NIST Cybersecurity Framework 2.0 and the CIA Triad are the underpinning of such policies to improve the confidentiality, integrity, and availability.
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Proper mitigation strategies will also minimise the chance of cyberattacks and enhance business survivability. Multi-Factor Authentication is a security option that offers extra protection for the account, and EDR continuously scan devices for suspicious activity. The attackers are not allowed to cross the business systems as a result of network segmentation. Patching can also be done periodically to remove the known vulnerabilities in the software before they can be exploited. Confidential data stored and transferred is secured by encryption. Firewalls, intrusion detection, vulnerability assessment and secure backups in combination is used to provide multiple levels of protection against the bulk cyber threats.
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This can be achieved by constantly tracking and identifying cyber threats before they can affect the business operations. SIEM system collects and analyses security data within the organisation. IDPSs are used to monitor network traffic and prevent suspicious applications. Periodic reviews of logs and vulnerability assessments point out problems and threats that need to be addressed. Incident response process is designed through preparation, detection, containment, eradication, recovery and lessons learned, it can be effectively handled to reduce the disturbance of the operations.
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One of the best defences against cyber threats is employee awareness. Frequent training is used to help the staff detect phishing emails, develop secure passwords, detect social engineering attacks and guard confidential business information. The employees should also be informed of the need to report any suspicious activities as soon as possible. The training needs to be conducted as workshops, internet-based training, phishing simulation training, distributing awareness newsletter and annual testing. Constant training boosts security practices in cybersecurity, reduces fallacy on the human part and promotes a positive security culture in the organisation.
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SteelFrom Manufacturing Ltd should also consider the laid-down cybersecurity measures that will result in improved security. ISO/IEC 27001 controls help in the development of an organised information security management system. Zero Trust principles make sure that each user and device undergoes validation prior to being granted access. A high level of periodic security audit and continuous monitoring improve security against the current cyber threats. Regular penetration testing, supplier security and secure cloud and periodic review of policy promote continuous improvements and help maintain the sustainability of the overall business.
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The work is based on secure digital solutions that provide effective and trustworthy processes. Good policies on cybersecurity, technical guidelines, constant monitoring, and periodic training of the employees work together to curb cyber risks. Both the use of global standards like ISO/IEC 27001 and the NIST Cybersecurity Framework enhance the protection of information and operational resilience. Frequent security audits, constant upgrading, and good governance can assist SteelForm Manufacturing Ltd to protect important business information, customer trust and assist in secure digital transformation.
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