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ABSTRACT

The disruption of access to IT systems and patient data within a healthcare environment is a major concern to IT security professionals. Losing access to a clinical IT system is not only an inconvenience but has potentially life changing consequences for the patient themselves. 

As such, IT security professionals are constantly evaluating the security level of their environment and searching for ways to integrate new tools that offer added protection.

This report researches what an IDPS is, before investigating the various types, alongside where best they are implemented and their associated benefits and weaknesses.

An IDPS is then deployed within a live healthcare environment before being tested and evaluated to determine its ability to protect against vulnerabilities. These results are analysed to determine whether the deployment of the IDPS has had any positive effect on the level of security within the environment and whether a wider scale rollout of such software would provide any benefits to the environment.
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1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc109743607]Introduction

Cyber-security is a constantly evolving landscape. New vulnerabilities are being discovered daily, and as such, having the ability to mitigate these issues quickly and efficiently becomes increasingly vital. Whilst there are numerous security products available to help prevent exploitation such as anti-virus software or firewalls, these alone may not be enough to provide total protection from vulnerabilities. 

[bookmark: _Hlk97464748][bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525]Another of these products are IPS (IPS). An IPS can be either a hardware or software appliance that “detects, blocks and reports” on malicious network traffic that passes through them [1]. Although similar to their counterpart, intrusion detections systems (IDS), an IPS goes further than simply monitoring for malicious traffic and has the ability to enforce rules to stop incidents from occurring [2]. 

Within healthcare, cyber-security incidents and their consequences can be severe. The wannacry outbreak of 2017 resulted in the cancellation of 7000 outpatient appointments and delayed 139 urgent cancer referals [3]. A recent study by the Ponemon institute found that a quarter of healthcare providers in the United States witnessed a rise in mortality rates after ransomware attack [4]. 

Enforcing strong, layered defence is key to protecting critical systems.

This report aims to investigate the use of IPS and determine their ability to complement existing security products as well as plug security gaps to help prevent cyber incidents.


	



1.2 [bookmark: _Toc266447526][bookmark: _Toc109743608]Objectives

To successfully conduct this investigation, the following objectives must be met:
· [bookmark: _Hlk107907425]Perform research into IPS, their benefits and potential downsides
· Research the types of IPS and where each of these are best deployed
· Research IPS vendors and analyse some of these product’s whitepapers
· Configure an environment to run a test against an IPS, analysing its ability to detect and prevent threats and record how it effects the security level of the environment
· Collate the analysis and evaluate the findings to determine if the IPS is beneficial to the environment’s security


1.3 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc109743609]Structure Of The Project

This project will consist of three parts.  Research, design and implementation and the results.

Chapter one introduces the report and its aims and objectives. 

Chapter two focuses on the literature underpinning the research topic and will provide an overview of IPS technologies, along with an investigation of some IPS products. 

Chapter three will then look at the various types of research methodology. This will conclude the research section of the report.
	
Chapter four will begin the design section of the report. Here, the problem will be formulated and an implementation to investigate this problem will be designed.

Chapter five will document the implementation of the testing and will gather and evaluate the results. This will complete the design and implementation stage.

Chapter six will contain a conclusion, summarising the information gathered and stating any recommendations for the future.

[bookmark: _Toc266447540][bookmark: _Toc121041584][bookmark: _Toc202288061][bookmark: _Toc266447528]


[bookmark: _Toc109743610]Chapter 2 - RESEARCH & REVIEW OF LITERATURE

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc97624180][bookmark: _Toc97624230][bookmark: _Toc97637437][bookmark: _Toc98138465][bookmark: _Toc100065386][bookmark: _Toc100065474][bookmark: _Toc100065524][bookmark: _Toc100661619][bookmark: _Toc101607258][bookmark: _Toc101607366][bookmark: _Toc101613346][bookmark: _Toc101613396][bookmark: _Toc101614032][bookmark: _Toc101616187][bookmark: _Toc101616382][bookmark: _Toc101617094][bookmark: _Toc101694687][bookmark: _Toc101694736][bookmark: _Toc101695113][bookmark: _Toc101697300][bookmark: _Toc101697366][bookmark: _Toc101697412][bookmark: _Toc104276752][bookmark: _Toc104295541][bookmark: _Toc106092608][bookmark: _Toc107913305][bookmark: _Toc107913366][bookmark: _Toc109122959][bookmark: _Toc109123875][bookmark: _Toc109126175][bookmark: _Toc202288068][bookmark: _Toc266447541][bookmark: _Toc109743553][bookmark: _Toc109743611]
2.1 [bookmark: _Toc109743612]IPS – An Overview

To understand what an IPS does in terms of network security, it is important to understand how it behaves and how it differs to other security products, such as anti-virus or firewalls. 

First, the term intrusion must be defined. An intrusion occurs when:
 
“an attacker attempts to gain access to an organisation’s information security systems or disrupt their normal operations….they are almost always instigated by someone whose purpose is to harm an organisation” [5]

Intrusion prevention can be any activity that deters, or stops, an intrusion. These activities can include:

· Writing good information security policies
· Installing effective technology-based information security countermeasures
· Running employee training sessions [5]


One of these technology-based countermeasures are intrusion detection systems (IDS). Commercially available since the late 1990’s, an IDS is a software or hardware appliance capable of automating the intrusion detection process [6]. An IDS is capable of monitoring network traffic and identifying suspicious behaviour. However, other than alerting administrators to these events, an IDS is not capable of undertaking any preventative measures and is unable to stop the attack itself.

IPS (IPS) contain all the capabilities of IDS but can enact countermeasures to automatically attempt to stop an intrusion [7]. An IPS may do this by:

· Terminating a network connection being used to carry out the attack
· Blocking access to attack targets, such as an account with compromised user credentials or an inbound I.P address
· An IPS may be able to dynamically modify its environment. For example, modifying a firewall ruleset or directing another network device to close communications with the attacker [5]

An IPS differs from a rule-based firewall in that it analyses traffic flow and the content of that traffic. A firewall analyses only the endpoints of the traffic flow, and the traffic direction [2]. Both can work in conjunction with each other and implementing an IPS along with rule-based firewalls can add an extra layer of defence to an organisation’s information security. 

As IPS’s almost always contain the capabilities of an IDS, these systems can be referred to as IDPS’s (Intrusion detection and prevention systems)

2.2 [bookmark: _Toc109743613]Types of IDPS

IDPS technologies can be categorised into four classes that vary upon their area of deployment and the types of events they can detect [6]. These classes are:
· Host-Based IDPS (HIDPS)
· Network-Based IDPS (NIDPS)
· Wireless IDPS (WIDPS)
· Mixed IDPS (MIDPS) [8]

These technologies contain a typical set of components, each responsible for different tasks. These are:

· Sensor/Agent – These monitor and analyse the network activity. The term sensor is often used for NIDPS, whereas the term agent tends to refer to HIDPS
· Management Server – Responsible for collating data gathered by the agents into a central repository, sometimes performing analysis on event information
· Database Server – A server containing event information recorded by both agents and/or management servers
· Console – An interface for administrators to monitor, analyse and configure the IDPS [2]

[bookmark: _Toc109743614]2.2.1 Host-based IDPS (HIDPS)

HIDPS monitor and analyse events on a single host. The HIDPS monitors a range of different parameters, but only ones specific to the machine the HIDPS is installed on. These parameters may include network traffic, the processes running on the machine and changes to both files, or system and application configurations. [2]

For a HIDPS, detection software called agents will often be installed directly on to a host, monitoring for suspicious activity isolated only to that device. These agents will then forward data to management servers, and possibly to database servers for storage, allowing administrators to manage and monitor events that have been detected from a central console. In some cases, a HIDPS will use its own appliance, monitoring network traffic to and from a host, but not installing software directly on to the machine of interest. 

An agent will often be configured to protect one of the following:
· A server – The agent will monitor the OS, as well as some of the installed applications
· A client – As with the server agent, a client agent will monitor the OS, as well as some common applications utilised by users such as email
· An application – Some agents may only monitor specific applications, such as database software like Microsoft SQL [2]

The network architecture of HIDPS are simple. As agents will be installed on hosts already on the organisations network, these agents will communicate securely with the management server, sending encrypted traffic across the organisation without the need for any additional management networks. Below, a typical architecture for a HIDPS can be seen:

[image: ]
[bookmark: _Toc109126229]Figure 1 - Host-based IDPS architecture [2]

A HIDPS provides several security capabilities, the first of these being the ability to log vast amounts of data related to events detected on the host. An agent will log the time and date of an event, as well as a range of information such as IP addresses, file/folder names, user logon information and the potential severity. This data will then be sent to a central repository and correlated, or even fed into security information and event management (SIEM) software, allowing administrators to quickly view events across their organisation.

HIDPS can detect several different events, depending on the product. These may include:
· Network analysis – The agent may be able to analyse wireless and wired network traffic, specific to the host the agent is installed on. The agent may also be able to monitor common traffic, such as those associated with email or web browsing, and check it for malware or other suspicious behaviour, such as connections to known command-and-control servers or known malicious URL’s/IP’s. A HIDPS could automatically drop this malicious traffic and protect against the exfiltration of data, as well as the downloading of malware 
· Filesystem monitoring – A HIDPS will often be able to perform a range of detections on the filesystem of its host. These detections may be able to detect changes to the integrity of a file by regularly checking the checksums of files and comparing them to known values. Changes to the ownership or the permissions of files, along with unauthorised attempts to access files may all be detected and logged by the HIDPS [9]. A HIDPS may be able to automatically stop files from being accessed or modified which could help prevent the installation of malware
· Code Analysis – A HIDPS may be able to execute code within a sandbox before it is run on the host itself, allowing its behaviour to be analysed. This can prevent potentially malicious activities such as elevation of privileges. A HIDPS agent may also be able to block malicious applications by analysing processes and preventing them from calling other processes or applications within the system [10]
· Log analysis – A HIDPS can monitor and analyse log information on the host device for suspicious or malicious activity, such as the stopping, starting or creation of services, failed authentication attempts, or the shutting down of applications or operating systems

There are limitations to consider with HIDPS. Firstly, the agent installed on the host may only check for events on a schedule, perhaps every few hours. These alerts may also only be transferred to the central management server on a schedule. The longer these delays, the longer it takes for events to be identified and remediated. Automated prevention rules can alleviate time delays by automating remediation processes, but some actions may require manual interventions and the longer the delay, the more likely it is the intrusion may be able to cause damage. 

HIDPS agents can often consume host resources, such as memory, storage or processing power. This can lead to a degradation of performance on the host machine. HIDPS agents can also conflict with security controls that are already installed, such as personal firewalls [2]. Whilst this doesn’t necessarily mean 
problems will arise, appropriate testing and configuration needs to be completed prior to deployment.


[bookmark: _Toc109743615]2.2.2 Network-based IDPS

A NIDPS differs from HIDPS as it monitors network traffic, not events on a single host. A NIDPS does this by analysing “network, transport and application protocols for suspicious behaviour” [2]

Similarly to a HIDPS, a NIDPS will often consist of a management server, management consoles and a database server to store events. Where a HIDPS utilises an agent installed on a host machine, a NIDPS will use sensors to gather data. These sensors come in two types:

· Appliance – Hardware that’s configured and optimized for the purpose of efficiently gathering data packets and performing analysis
· Software only – Sensor software that can be installed on to a host already owned by the organisation [2]

An organisation must also decide where these sensors are to be located. There are two options:
· Inline – This option forces network traffic to flow through the IDPS. This enables the IDPS to block malicious network traffic and prevent attacks from occurring. An inline sensor would often be deployed where other network security devices are, such as firewalls. Many vendors now incorporate IDPS into their firewall, removing the need for having two separate appliances. If the firewall within the environment is not already a hybrid IDPS, then the IDPS will often be installed on the more secure side of the network, so they have less traffic to process [2]

[image: ]
[bookmark: _Toc109126230]Figure 2 – Inline Network-Based IDPS Sensor Architecture [2]
· Passive – A passive sensor copies network traffic, but no traffic flows directly through the sensor. Whilst useful for monitoring key network locations, passive sensors have no way of reacting to malicious traffic and are unable to prevent attacks.

[image: ]
[bookmark: _Toc109126231]Figure 3 - Passive Network-Based IDPS Sensor Architecture [2]
A NIDPS can identify a wide range of information across on organisation’s network. By detecting IP addresses or MAC addresses, a NIDPS can provide a list of hosts across an environment. This is particularly useful for identifying unmanaged machines on the network, or for monitoring the addition or removal of hosts. By monitoring the types of network ports and traffic in use, a NIDPS can also build a picture of the current operating systems and applications used across the environment, as well as network data such as hop count between hosts. Identifying this baseline data allows administrators to monitor for changes to configurations, which may alert them to suspicious or malicious behaviour.

A NIDPS can log a wider variety of information compared to a HIDPS. Fundamental data such as date and time of an event, it’s severity and type are complimented by a vast amount of network related information such as:
· Source/destination IP addresses
· Source/destination network port information
· Types of protocols used
· Size of data transferred across a connection [11]

Being able to monitor and analyse this kind of network data allows a NIDPS to detect and prevent many attacks across several network layers, including:
· Application layer – a NIDPS will often analyse a vast number of commonly used protocols including DHPC, HTTP, DNS, SMTP and SNMP [2]
· Transport layer – Monitoring TCP and UDP protocols can alert administrators to threats such as port scanning
· Network layer – Monitoring of IPv4, IPv6, ICMP and IGMP allows for detection of attack methods such as IP spoofing. 

By monitoring this kind of information, NIDPS can also monitor applications for suspect behaviour, such as backdoors, by analysing connections and services run by the software and determining whether their use is consistent with the software’s intended use. 

Despite these positive security benefits, NIDPS have limitations of their own. They are unable to detect attacks or analyse traffic over encrypted connections, such as VPN or HTTPS. This can be negated by using NIDPS to carry out investigation on unencrypted data flows and using HIDPS to analyse events on the source and destination hosts. 

Another limitation occurs when a NIDPS is overloaded with network traffic, whether this be from legitimate use of the network, or from malicious behaviour such as distributed denial of service attacks (DDoS). If a NIDPS becomes overloaded, then it will drop packets. If the NIDPS is configured passively, packet loss could cause events to go undetected. When configured inline, this packet loss will cause high latency and network unavailability. Some products mitigate against this by offering configuration options that allow the NIDPS to recognise high network load. When this occurs, the NIDPS can be configured to pass certain types of traffic through the appliance with no analysis. Whilst this may help with the network load issue, it is important to bear in mind that passing data through with no analysis is less secure. 

[bookmark: _Toc109743616]2.2.3 Wireless IDPS

WIDPS protect networks from many threats associated with wired networks such as network intrusions and DDoS attacks. The difference lies in how these attacks are often perpetrated against wireless networks. To attack a wireless network, the attacker will often need to be in close physical proximity to the WLAN. To understand how a WIDPS protects against this, an understanding of how wireless networks work is required. 

According to the IEEE 802.11 standards, a WLAN has two fundamental components:

· Station (STA) – This is a device with wireless capability, that will connect to the WLAN, such as a PC or laptop
· Access Point (AP) – An AP connects a station to a distribution system (DS). A DS is often an organisation’s wired network and is responsible for facilitating a station’s communications with the wired LAN and external networks such as the internet [13]
[image: ]
[bookmark: _Toc109126232]Figure 4 - Wireless LAN architecture [13]

As with NIDPS, a WIDPS utilises sensors to carry out the detection and analysis of network traffic. However, unlike a NIDPS where the sensor is deployed near other network security equipment and is able to monitor all network traffic, due to the complexities of wireless networks, a WIDPS is only capable of “sampling traffic” [2].

Wireless networks use radio waves to transmit information across two bands, 2.4 gigahertz and 5 gigahertz. Each of these bands contains several separate channels. For instance, the 2.4ghz band has 14 separate channels [14]. A WIDPS sensor is incapable of monitoring each channel simultaneously, so to monitor all the radio signals, the sensor must shut down its radio, reconfigure itself to the new channel and then power itself back on. [14] The longer the sensor stays on one channel, the more chance it has of missing malicious behaviour on another, so it will regularly move between channels, scanning each channel up to a few times a second. [2]

A wireless IDPS sensor comes in several types:

· Dedicated – These are sensors that perform the sole IDPS functions. They do not pass traffic between source and destination and are often completely passive. They either analyse traffic themselves, of forward traffic to a server that performs this analysis. They are either fixed, which are deployed to areas within an organisation, or mobile, which could allow a network administrator to carry the sensor around a building hunting for rogue access points
· Bundled – Some product vendors now bundle in IDPS functions with their access points or switches. Whilst these bundled offerings provide weaker capabilities than a dedicated sensor, they are often cheaper to purchase and easier to deploy, which means they are often chosen by smaller organisations as a means of providing some form of additional protection [2]

As with other IDPS products, the placement of the sensors is a key consideration, but when it comes to a WIDPS, there are different factors to consider. These include:
· Physical location – Sensors are often deployed to open spaces, such as corridors or large rooms, as opposed to hidden away in networking cabinets to help the sensors cover a larger range. This opens them up to the possibility of being tampered with, so further deterrents need to be considered, such as deploying them in the view of CCTV [2]
· Sensor range – A wireless IDPS is only as good as the data it collects, so accounting for the range of the sensors is important to provide optimal coverage. Walls, doors or other obstructions will cause a sensor’s range to drop. [15]


Below, a typical WIDPS architecture can be found:
[image: ]
[bookmark: _Toc109126233]Figure 5 - Wireless IDPS Architecture [2]

WIDPS offer several security capabilities. They can log a variety of information about the types of devices using the wireless network, including access points and clients. They can also identify the WLAN’s themselves, allowing administrators to monitor for rogue WLAN SSID’s broadcast by rogue access points. 

A WIDPS will detect several different events. First, they will identify unauthorised devices on the WLAN. These unauthorised devices can range from end-user clients, such as laptops or mobile phones, to rogue access points and WLAN SSID’s. Once identified, a WIDPS can terminate connections between these unauthorised devices and bar them from initiating new ones. 

WIDPS also monitor behaviour patterns on the WLAN for events that may indicate malicious behaviour, such as unusually high traffic being passed through a sensor, or an abnormally high number of clients connected to a single access point. 

Aside from preventing malicious behaviour, WIDPS are also able to analyse legitimate wireless devices for misconfigurations. These misconfigurations could be related to encryption, authentication or the use of deprecated protocols such as WEP. Identifying these misconfigurations allows administrators to proactively resolve issues.

Whilst these capabilities increase the security of an organisation’s WLAN, WIDPS do have limitations of their own. If an attacker is passively monitoring wireless traffic, then this is something that a WIDPS cannot detect. Whilst this isn’t an issue if proper security protocols are in use, if weak protocols are in use then it is possible for an attacker to gather this traffic and analyse it offline. From this, it may be possible to determine encryption keys, and with these keys, go on to decrypt other traffic across the WLAN. WIDPS, due to often being in the open, are also a target for tampering, whether this be in the form of physical damage or from disruption from devices such as RF jammers. [2]



[bookmark: _Toc109743617]2.2.4 Mixed IDPS

Each of the above technologies have their strengths but deploying only one type of IDPS to a network will leave other areas of an organisation open to exploitation.

To deploy a secure IDPS solution across an environment, often a minimum of HIDPS and NIDPS products need to be installed. For larger organisations, or organisations concerned with their exposure on their WLAN, a WIDPS should also be considered. 

Some organisations, particularly financial institutions or the military may even choose to purchase and deploy several different versions of an IDPS from separate vendors.

Cost is a major prohibitive factor when trying to build a comprehensive coverage of IDPS across an environment. IDPS can be expensive and organisations often must make a choice between which area of their network they want to prioritise for protection. Aside from the financial cost, there is also a large time cost associated with deploying and configuring these products. Rushing a deployment of an IDPS can not only open up the potential for malicious events to be missed by the system itself, but a misconfigured IDPS can also negatively affect business operations by interfering with legitimate network behaviour.

There is no doubt that a properly configured, multi-layered IDPS solution in an environment offers multiple benefits, but the limitations need to be appropriately considered before an organisation purchases and deploys a product.



 



2.3 [bookmark: _Toc109743618]Product analysis – SolarWinds Security Event Manager

[bookmark: _Toc109743619]2.3.1 Overview

The first HIDPS considered for evaluation is the Security Event Manager (SEM) from SolarWinds. SEM is not only an intrusion and prevention platform, but a SIEM that encompasses the following features:

· Centralized log collection
· Automated threat detection and response
· Integrated compliance reporting tools
· Intuitive User Interface (UI)
· Built-in file integrity monitoring [16]

SEM can gather and logs from over 100 types of appliances and software platforms. These include applications such as PowerShell and Hyper-V, as well as the main anti-virus platforms. SEM can also gather logs from hardware appliances, such as switches, firewalls and other stand-alone IDS/IPS solutions to provide a centralised platform for log collection. [17]

SEM works by deploying agents to end-user devices. These devices report into a database server where logs are stored. A management server then reads the database and monitors, analyses and displays the log information to the administrator through the UI. 
[image: ]
[bookmark: _Toc109126234]Figure 6 - SolarWinds SEM - Dashboard [18]

The types of devices that can be protected are servers, domain controllers and workstations, running either Linux/Unix, MacOS or Windows [19].

[bookmark: _Toc109743620]2.3.2 Intrusion Prevention Capabilities

The focus of this research relates to how IPS can benefit a healthcare environment, so these capabilities must be properly analysed.

SEM gathers logs from various applications and appliances and parses the data before displaying it in a readable format to an administrator through the UI. Manually reading such a vast number of logs from separate applications and devices would be impossible, so automation and centralisation of this task increases efficiency for IT administrators.

Merely gathering this data however offers no protection against malicious events. Administrators may be alerted to suspicious detections, but they would still be required to undertake manual remediation actions to resolve the problem. This manual response is open to mistake and delay. Furthermore, without the ability to carry out these tasks from a centralised location, an administrator may need to log on to several individual devices to carry out remediation. 

SEM resolves this issue by incorporating an automated threat response module into its security product. Rules can be created that run an action, or series of actions, when conditions are triggered. 

These rules can include disabling active directory accounts, blocking IP’s or detaching USB devices from PC’s [18]
[image: ]
[bookmark: _Toc109126235]Figure 7 - SolarWinds SEM - Automated Rules [18]

By configuring these rules, administrators can be confident that when certain conditions are triggered, automatic remediation will take place, minimising any potential time delays.



[bookmark: _Toc109743621]2.3.3 Independent Analysis

Gartner are a well-established technological research and consulting firm based in Connecticut. Aside from providing consultancy services to businesses, Gartner are also responsible for carrying out detailed research into a variety of IT and technology related fields. Their “Magic quadrants” are recognised across the industry as the benchmark measurement of how vendors are positioned within major technology markets [20].

Gartner’s peer insight page for SolarWinds SEM rates the product at a 4/5 overall with the following ratings for product capabilities below [21]:
[image: ]
[bookmark: _Toc109126236]Figure 8 - SolarWinds SEM - Reviews

Whilst many of the ratings for its real-time monitoring are high, it’s ratings for threat intelligence and behaviour profiling are much lower and these two categories would be of concern when identifying an IPS solution. If the platform is unable to identify threats, then it will be unable to enact preventative measures to mitigate against them. 

A common theme within the reviews for the product are the time it takes to configure, the slowness in response to potential threats and the attention needed to properly monitor the system [21].

There are positive reviews, but many relate to the intuitive feel of its UI. Positive reviews regarding the platforms ability to efficiently identify and remediate threats are limited. 

 
[bookmark: _Toc109743622]2.3.4 Conclusion

SolarWinds SEM platform offers various benefits when compared against having no IDPS solution in place. Millions of logs can be gathered and correlated to provide real-time monitoring of events across applications and devices within a network.

No specialist hardware is required, only the installation of management software on servers and agents on end devices. Automated rules can be configured which allow IT administrators to enforce IPS rules that are carried out upon the triggering of certain conditions.

However, after analysing numerous reviews from users of the software, it became clear there where limitations in how effective this analysis was. Doubts were raised about whether all potentially malicious events were being recognised.

A decision to analyse a second IPS was undertaken as the SolarWinds SEM was felt to not meet the stated requirements.



[bookmark: _Toc109743623]2.4 Product Analysis – TrendMicro Cloud One – Workload Security

[bookmark: _Toc109743624]2.4.1 Overview

TrendMicro’s CloudOne workload-security is an all-in-one cloud solution providing a variety of security modules in one all-encompassing suite. These modules include:
[image: ]
Figure 9 - Workload-security Modules 

These modules are included within the workload-security software suite and can be activated/deactivated at will.

[bookmark: _Toc109743625]2.4.2 Intrusion Prevention Capabilities

For the purposes of the report, only the IPS module will be analysed. 

TrendMicro’s IPS module works in a more conventional way when compared to SolarWinds SEM. Where custom rules must be configured within SEM, the TrendMicro product manages the creation and deployment of these rules.

TrendMicro themselves partner with a Zero-Day initiative (ZDI) program that has been the largest bug bounty program for the past 10 years in a row. In 2019 alone, TrendMicro’s ZDI discovered over half of all disclosed zero-day vulnerabilities, three and a half times more than their nearest competitor. Since 2005 TrendMicro have paid out over $25million in bug bounties [23].

This puts TrendMicro’s software in the unique position of being able to protect devices and networks against vulnerabilities faster than other vendors.

TrendMicro’s IPS rules provide several benefits for IT administrators when protecting their systems. Firstly, their IPS rules (called virtual patches) are often deployed before exploit of a vulnerability has taken place. A case study undertaken by TrendMicro related to an Oracle vulnerability, CVE-2020-2555, highlights this:

[image: ]
[bookmark: _Toc109126237]Figure 10 - Timeline of CVE-2020-2555 discovery and patching [24]

The timeline above shows the date of the vulnerability disclosure to the ZDI. Virtual patches are then published by the ZDI almost a month before the official patch is released by the vendor. The original virtual patch is published over three months before the first exploit detection. Even the final virtual patch is published 2 days before initial detection. This shows that implementing this solution would have protected the endpoint before the first date of exploitation.

It is important to note too, that these are virtual patches. A virtual patch differs from a conventional software patch. Virtual patches prevent malicious behaviour by analysing specific threats and identifying how these threats are leveraged. The virtual patch then counteracts this threat by layering “security policies and rules that prevent and intercept an exploit from taking network paths to and from a vulnerability” [25]. The benefits of virtual patches are numerous. These include:

· Additional time gained to patch systems – Virtual patches can be deployed immediately. This means that administrators can deploy software patches in a methodical manner, properly testing them and arranging potential downtime for critical systems, all while being protected from the vulnerability in question
· Prevents downtime – Virtual patches can be deployed without the need to reboot systems
· Legacy OS patching – TrendMicro continue to write virtual patches for legacy operating systems. Whilst the use of in-support operating systems should always be the aim, some applications are dependent on older operating systems. TrendMicro’s workload-security protects these in the same way as any other operating system
· Regulatory compliance – Regulatory frameworks, such as cyber essentials plus, require critical patches to be deployed within a 14-day period. For large organisations with numerous critical servers, hitting this deadline can be near impossible. Virtual patching is deemed comparable to standard software patching and can be deployed instantaneously, meaning organisations can meet their regulatory obligations

The above points relating to regulatory compliance and downtime are highlighted again by TrendMicro’s case study:
[image: ]
[bookmark: _Toc109126238]Figure 11 - CVE-2020-1350 Timeline [24]

Here, the virtual patch has been written and published on the same day as Microsoft release a standard software patch. By deploying the virtual patch, a system administrator can protect their system immediately, prior to the date of first exploitation the day after, without the need for rebooting any of their servers. Testing of the software patch can then be carried out, and downtime for rebooting servers scheduled for a convenient time, all the while being protected from the vulnerability.

Workload-security can be configured to automatically deploy patches upon publication, meaning that regardless of whether a patch is deployed on the weekend or in the early hours of the morning, an organisation can be protected against a vulnerability within hours of disclosure.

[bookmark: _Toc109743626]2.4.3 Independent Analysis

Using Gartner to analyse the TrendMicro CloudOne product, an overall score of 4.8/5 was received, with a 97% recommendation from users of the software [26]. The ratings for the product’s capabilities are below:
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[bookmark: _Toc109126239]Figure 12 - TrendMicro Cloud One – Reviews [26]

Here it can be seen that all the separate categories rate highly. Whereas SEM’s categories relate more to log gathering and inspection, CloudOne focuses more on the hardening of the protected systems and how exploits are prevented. This again highlights that SEM seems to focus more on being a log gathering platform with IPS capabilities, whereas CloudOne is focused on the active protection of systems through IPS rules. 

These ratings are re-enforced by the reviews from customers. The vast number are positive, highlighting the product’s ability to be deployed and configured quickly, its ability to identify threats and its ease of use through the UI. Negative reviews are low in number and relate more to the cost of the system, as opposed to any concerns with how the system behaves or its capabilities [26].

[bookmark: _Toc109743627]2.4.4 Conclusion

The IPS product from TrendMicro comes highly rated, not just from the vendor’s literature but from independent analysis provided by Gartner and from hundreds of reviews compiled by IT administrators currently using the software.

It’s ability to protect even out-of-support operating systems from not only known threats, but recently disclosed zero-day vulnerabilities, puts this product at the forefront of HIDPS software. The product requires no specialist hardware and since it is cloud based, only requires the installation of agents on the hosts that are to be protected.

[bookmark: _Toc202288079][bookmark: _Toc266447547]After initial research, it appears that this product meets the specifications and is chosen to be further evaluated by trialling the software within a live environment.



[bookmark: _Toc202288080]
[bookmark: _Toc109743628]Chapter 3 - RESEARCH METHODOLOGY
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3.1 [bookmark: _Toc109743631]Introduction

This chapter outlines the methodology to be used in investigating the objectives posed as the beginning of the report. The reasons for the chosen methodology, as well as the justification for the methods of data collection, the research process and the philosophy will be outlined, and a hypothesis formed.

3.2 [bookmark: _Toc266447530][bookmark: _Toc109743632] Research Overview

To investigate the objectives posed at the beginning of the report and to formulate an implementation design to investigate the aims, a research methodology needs to be chosen.

There are different methodologies that can be chosen, each with their own advantages and disadvantages. The four phases of research that need to be considered are:
· Research Process – This can be classed as the ‘style’ of reasoning [27]
· Research Philosophy – The chosen philosophy determines the type of data the researcher intends to gather 
· Methodology – The methodology is the plan for “specifying the methods and procedures for collecting and analysing the information needed” [27]
· Data Collection – The approaches used to gather this information
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The above overview details the planned approach:
· Deductive research – A hypothesis will be formed from a theory. This hypothesis will be tested, its outcomes examined and then the hypothesis will be either confirmed or rejected [28]
· Quantitative research – The data gathered will be quantitative in nature. Quantitative data is based on statistics that can be measured and as such often are providing more accurate results [29]
· Research method – The chosen method will be an experiment, where a test environment will be configured to test the use of an IDPS
· [bookmark: _Toc266447533]Data collection – The data collected from this experiment will gathered by observing test data and documenting the results, allowing them to be analysed. 

[bookmark: _Toc109743633]3.2.1 Research Methodologies

A quantitative approach will be used to develop an understanding of how an IDPS may benefit the security posture within a healthcare environment. To aid in this outcome a literature review was conducted. 

As part of this research, different types of IDPS were identified and their strengths and weaknesses examined. During the research into IDPS it became apparent that some types of IDPS would be more difficult to configure than others, so a decision was taken to focus on testing a HIDPS on a limited number of host machines.

As the aim of the project is to measure any security improvements after installation of an IDPS, it is important that a baseline measurement is taken before any IDPS installation. The quantitative data measured here will be the number of exploitable vulnerabilities found prior to IDPS installation and the number still exploitable once the IDPS has been deployed.


[bookmark: _Toc109743634]3.2.2 Approach

A mono-method will be used. Several hosts will be chosen as part of the test group. These hosts will first be inventoried to determine what applications are already in use. Once an inventory is built, a vulnerability scan will be run against these machines to identify any vulnerabilities. This will provide the baseline vulnerability measurement. Once complete, a HIDPS will be installed on the host machine. Initially in a passive mode, the vulnerability scan will be run again, allowing the IDPS to monitor the scan and provide logging information, before the IDPS is moved into an active mode. Running the same vulnerability scan a third time with the IDPS in a mode that actively prevents threats will allow a comparison between the initial security baseline and the current level of protection. An assessment of these results can then be undertaken to determine what effect the deployment of the HIDPS had on increasing the security posture of the device

[bookmark: _Toc109743635]3.2.3 Strategies

To achieve the project aim, an action plan needs to be developed. This plan involves in-depth research into what IDPS are, the various types of IDPS and what each of these IDPS can do.

A variety of literature will be reviewed, from academic journals to papers published by official standards bodies. 

[bookmark: _Toc109743636]3.2.4 Choices

This project will use a small number of virtual servers which are currently being used in a live healthcare environment to carry out its research. IDPS systems can be difficult to properly configure and a large-scale deployment within the time frame would not be possible. As such, two virtual servers will initially be chosen with a view of broadening the research group in future. 

Vulnerability scans will be run against these servers to first determine a baseline security posture. An IDPS will then be installed on the host server, before further scans are run, first to gather logging data before finally allowing the IDPS to actively prevent and mitigate threats. Reports from each of these scans will be generated and data from the IDPS exported. These outcomes will then be analysed.

The analysis will provide information of the number of vulnerabilities found prior to the installation of the IDPS and the number of exploitable vulnerabilities found once the IDPS has opportunity to prevent them. 


3.3 [bookmark: _Toc266447539][bookmark: _Toc109743637]Conclusion

This chapter outlined the research process and design that is to be undertaken, and the thought process for the decisions made. 

A deductive approach will be taken:
[image: Deductive Approach Deductive Reasoning]
[bookmark: _Toc109126240]Figure 13 - Deductive approach [30]

The proposed theory for this report is that the deployment of an IDPS would improve the security of the network within a healthcare environment by providing additional protection not found within traditional security products and by automating protection tasks. This then develops the hypothesis that: 

“An IDPS will increase security levels within a healthcare environment”

An experiment will be undertaken to test this hypothesis. A trial group of virtual servers will be chosen to take part in the research study. Due to the complexity of IDPS configuration and the possibility of false positives negatively affecting legitimate behaviour, a small number of non-critical servers will be chosen. A vulnerability scanning tool is then utilised to measure any exploitable vulnerabilities on these servers. This vulnerability number will develop a baseline with which further testing can be gauged against. 

Once the initial scan has been completed, a HIDPS solution will be installed, initially in a passive mode to only allow logging capability. The same vulnerability scan will be run again, this time allowing the IDPS to log any detected actions caused by the vulnerability scanner, which will now be posing as a malicious actor.

Finally, the IDPS will be turned to active and will now be able to prevent any actions deemed as suspicious or malicious. 

Data from all three scans will then be evaluated and compared to determine the outcome.

The final scan should allow the HIDPS opportunity to prevent vulnerabilities from being exploited. If the number of vulnerabilities drops, or the HIDPS successfully prevents a vulnerability being exploited, the security of the environment will have improved. 



[bookmark: _Toc341174544][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548][bookmark: _Toc109743638]Chapter 4 - DESIGN & IMPLEMENTATION

[bookmark: _Toc109743639]4.1 Introduction

In order to test the hypothesis outlined at the beginning of this report, there are several factors that must be tested and proven. The most important factor to prove is whether the IPS has a beneficial impact on the security within the test environment.

To do this, a baseline must be established of the environment prior to the installation of the IPS, in order to compare any possible changes afterwards. Once this baseline is taken, comparisons can then be analysed. Aside from only measuring improvements in security, other factors such as improvements in logging capability and time efficiency can be measured.


[bookmark: _Toc109743640]4.2 Problem Formulation

Tools will be used to perform this analysis. TrendMicro’s virtual patching will itself be used to run recommendation scans, highlighting found vulnerabilities and issues on servers in our test environment after installation of the IPS agent.

This will highlight the IPS’s ability to identify threats. Other tools within the TrendMicro IPS will also be used to gather information, such as their logging and alert functionalities.

To properly test the IPS’ ability to prevent threats, a vulnerability scanner will be used called Nessus. This vulnerability scanner will behave as a malicious actor, probing the server as if it was a genuine threat. From this scanner, various scans can be run. Firstly, a reconnaissance scan will be run to view how the IPS deals with an information gathering scan, then a scan will be run attempting to leverage a known vulnerability, providing the IDPS with an opportunity to actively prevent the threat.


[bookmark: _Toc109743641]4.3 Design

There are several phases to this investigation. Firstly, a scan will be run using Nessus on a server that has no IPS installed. A reconnaissance scan will be run first, before a scan imitating a known vulnerability. This will establish the baseline.

[image: ]
[bookmark: _Toc109126241]Figure 14 - Design Overview - Stage One

Next, the IPS agent will be installed on to the server. Once the agent is installed, it will be configured to run in a passive mode, allowing it to log information but not act on any threats. The same scan will then be run as in phase one. Whilst the IPS will not be able to enact any preventative measures, this will allow for analysis of its detection and logging capabilities. 

[image: ]
[bookmark: _Toc109126242]Figure 15 - Design Overview - Stage Two

Finally, the IPS will be configured in an active state, allowing it to undertake actions to mitigate threats. The same scans will be run a third time. From these last scans, analysis of the IPS preventative measures can be undertaken.

[image: ]
[bookmark: _Toc109126243]Figure 16 - Design Overview - Stage Three

[bookmark: _Toc109743642]4.4 Implementation

There are several required steps to configure the test environment before experimentation and analysis of results can begin. The first is to configure the vulnerability scanner itself by creating the scans used to test the IDPS.

[image: ]
[bookmark: _Toc109126244]Figure 17 – Nessus Reconnaissance Scan Creation - General Settings
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[bookmark: _Toc109126245]Figure 18 – Nessus Reconnaissance Scan Creation - Further Settings
[image: ]
[bookmark: _Toc109126246]Figure 19 – Nessus Reconnaissance Scan Creation - Host Targeting
The three images above outline the creation of the initial reconnaissance scan used to scan the test servers for vulnerabilities.

A further scan is then created, which will attempt to scan for and leverage the log4j vulnerability.

[image: ]
[bookmark: _Toc109126247]Figure 20 - Nessus Log4j Scan - General Settings

Once the scans have been created, and initial baseline scan run against the test server, the IDPS needs to be installed so experimentation can begin.

A deployment script needs to be executed on the test server, which is provided by TrendMicro through the CloudOne portal.

[image: ]
[bookmark: _Toc109126248]Figure 21 - Deployment Script

The script creates a PowerShell script and makes it available for download. The script is then copied to the test server, before being run as administrator through PowerShell. 

[image: ]
[bookmark: _Toc109126249]Figure 22 – PowerShell Deployment
Once complete, the Trend Micro agent will install on the server. Installation and connectivity can be verified through the agent.

[image: ]
[bookmark: _Toc109126250]Figure 23 – Connectivity verification




[bookmark: _Toc109743643]4.5 Conclusion

This approach should allow for a thorough analysis of the IPS. Establishing a baseline prior to IPS installation provides a measurement to compare against and performing scans with the IPS in both passive and active states allows for analysis of its detection and logging capabilities, as well as how it responds to threats. 

[bookmark: _Toc341174561]

[bookmark: _Toc109743644]Chapter 5 – Testing and Evaluation  

[bookmark: _Toc109743645]5.1 Establishing A Baseline

To properly measure the effects of introducing an IPS into a healthcare environment, a baseline needs to be established for comparison. To do this, a vulnerability scan will be run with the scanning tool ‘Nessus’. 

A basic network scan is run against the host within our test environment, hostname ‘7A5B3SRVTOPCON1’. Despite being named “basic network scan”, this scan returns all the required information needed to identify vulnerabilities on the host device. [31]

This host was chosen as it currently runs an out-of-support operating system. This will allow the report to analyse not only the IPS’s normal functions, but how it manages protection for operating systems no longer receiving security patches.
[image: ]
[bookmark: _Toc109126251]Figure 24 - Test server specifications - 7A5B3SRVTOPCON1

The scan returns 168 identified vulnerabilities, found at appendix I. Some of these can be seen below:

[image: ]
[bookmark: _Toc109126252]Figure 25 - Vulnerabilities from Nessus scan

Now that a baseline has been established, any effects of installing an IPS product can be analysed.

[bookmark: _Toc109743646]5.2 IPS Installation and Configuration

The TrendMicro IPS product works on an agent/server basis. The agent is installed on the host machine and reports back into a centralised cloud console. 

To install the agent, a PowerShell script is run on the host. This script identifies the host architecture then downloads and installs the appropriate agent for the operating system. Part of the script can be seen below:

[image: ]
[bookmark: _Toc109126253]Figure 26 - PowerShell installation script
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[bookmark: _Toc109126254]Figure 27 - Installed and activated agent
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[bookmark: _Toc109126255]Figure 28 - Server reporting into central console

The policy is then configured to allow the IPS to run in a passive state, only logging for IPS events but not taking any measures to mitigate threats.

A recommendation scan is then run against the host to determine which vulnerabilities the agent needs to protect against. These IPS rules are configured to automatically apply to the host machine. The recommendation scan is also configured to re-run every day, allowing new IPS rules to be automatically applied.

[image: ]
[bookmark: _Toc109126256]Figure 29 - Passive policy 1
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[bookmark: _Toc109126257]Figure 30 - Passive policy 2

[bookmark: _Toc109743647]5.3 Vulnerability Scanning – Passive State

Now that the agent has been installed and properly configured to log for IPS events, a further scan can be run. This scan will be identical to the scan used to establish a baseline. A highlight of the displayed events can be seen below, with a full of export of the detected IPS events found at appendix II.
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[bookmark: _Toc109126258]Figure 31 - Detected IPS events - Passive mode

By simply installing the agent into a passive state, a range of valuable logging information is now accessible to the administrator. Beforehand, no logging or alerting capability was present. Now a variety of information is available that would allow an IT administrator to be alerted to a potential intrusion. 


These alerts are all configured to display within the central console’s dashboard and can also be configured to alert to an email address, ensuring that IT administrators are quickly alerted to any potential intrusion. 

[bookmark: _Toc109743648]5.4 Vulnerability Scanning – Active State

The next stage of investigation is to analyse how the IPS deals with the Nessus scanner attempting to leverage a specific vulnerability. A Nessus scan is first run to identify instances of potential vulnerability to CVE-2021-44228, commonly referred to as ‘Log4J’. This particularly severe vulnerability was first discovered in December of 2021 and is thought to affect potentially thousands of separate pieces of software from hundreds of vendors. 

The scan identifies the test server as being vulnerable to this vulnerability. 
[image: ]
[bookmark: _Toc109126259]Figure 32 - 7A5B3SRVTOPCON1 Log4J scan

With the IPS currently in a logging state, the above scan can be seen within the IPS solution, alerting the administrator to a potential issue. The full logging information can be found at appendix III.
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[bookmark: _Toc109126260]Figure 33 - Log4j alert - passive mode


Next, a recommendation scan is run to apply the IPS protection rules to the host machine. After the scan is run, the IPS agent identifies the vulnerability and automatically applies the IPS rule to the host.

[image: ]
[bookmark: _Toc109126261]Figure 34 - Log4J IPS rule

Finally, the agent needs to be reconfigured to run in an active state. 

[image: ]
[bookmark: _Toc109126262]Figure 35 - IPS active state

Now that the IPS is actively mitigating against identified threats, the vulnerability can once again be leveraged. 

This time, upon running of the Nessus Log4J scan, the IPS stops the vulnerability from being exploited. Full information can be found at appendix IV.
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[bookmark: _Toc109126263]Figure 36 - IPS protecting against Log4J

Here the IPS can be seen resetting the network connection initiated by the Nessus scanner as it attempts to leverage the Log4J vulnerability.

This demonstrates the IPS’s ability to protect against a critical vulnerability. Protecting against this vulnerability is particularly impressive. Normal remediation for this vulnerability would mean updating every affected piece of software to a compliant version. Software affected by Log4j is estimated to be in the tens of thousands, meaning a remediation plan could take months, if not years to complete. By implementing just one IPS rule, this vulnerability is now mitigated, providing the host full protection from the vulnerability.

[bookmark: _Toc109743649]5.5 Product Analysis – IPS Rules

To understand how the IPS protects the server an understanding of how the IPS rules are written is required. Upon disclosure of a vulnerability, TrendMicro write an IPS rule, aimed at protecting against that vulnerability. This rule may be written to identify source/destination IP’s addresses, protocols, ports or other types of network behaviour indicative of this vulnerability being exploited. These rules allow the TrendMicro agent to protect network traffic in network layers 2-7, whilst never actually applying or installing a software patch to the server itself. [32]

Depending upon the configuration of the environment, the central console will run a recommendation scan on a schedule, normally once a day. This scan checks the server’s operating system, service pack, applied patches and installed applications. These are then checked against the latest list of published IPS rules. If the server itself, or any of its installed applications, are vulnerable and have an IPS rule written to protect them against this vulnerability, the IPS rule is applied to the server. 

The TrendMicro agent performs deep packet inspection on the server, analysing network traffic and waiting for behaviour that triggers the IPS rule. If a rule is triggered, the mitigation is applied, normally by resetting the connection or dropping network traffic.

At the time of writing, there are 8198 IPS rules available for deployment within the TrendMicro console, covering not only operating systems, but 3rd party applications too. The recommendation scans ensure that only applicable rules are applied to servers.

For administrators, being able to immediately patch vulnerabilities without the need to test and install software patches is invaluable. Whereas hundreds of instances of software would sometimes need to be updated, the TrendMicro console allows an IPS rule to be applied immediately to any server with an installed agent, providing instant protection against the vulnerability and allowing administrators time to properly test and install software patches on an agreed schedule. Once the software patch has been applied, and the vulnerability mitigated, the next TrendMicro recommendation scan identifies this and removes the IPS rule from the server. 

In the rare case that the IPS rule interferes with legitimate behaviour, the rule can be instantly unassigned from the server. This differs from instances where rogue software patches cause unforeseen issues. In these cases, software patches need to be rolled back and uninstalled. These software removals may require the rebooting of the system in question, something that may have been required to install the software initially. Being able to instantaneously apply and remove IPS rules from multiple servers at once with no reboot and minimal delay is a valuable tool for an IT administrator to have. 

[bookmark: _Toc109743650]5.6 Product Analysis – Time and Efficiency Savings

To evaluate how much time can be saved by employing the IPS solution, a baseline must be gathered. 

If, for example, an assumption is made that a zero-day vulnerability has been disclosed with a critical severity, affecting all in support versions of the Windows Server operating system. Within CTM, there are approximately 375 servers.

Of these 375 servers, 30 of them are on out-of-support operating systems, meaning they will remain susceptible to the discovered vulnerability. This leaves around 340 servers that require urgent security patching.

The average time between vulnerability disclosure and patch availability is around nine days [33]. Working on this average, the time period of vulnerability already stands at over a week.

After nine days, it can be assumed a patch has become available. The patch now needs to be downloaded and tested. This could take another day. The period since disclosure now stands at ten days.

If the patch causes no issues, the patch can then be deployed across the server estate. Even with automated patching tools, this can be a lengthy process, as servers will need to be rebooted. Within settings such as health care, this disruption to service needs to be clearly communicated and agreed with the relevant stake holders. To patch the most severe of vulnerabilities, it is feasible that patching a server estate consisting of approximately 350 servers would take anywhere between another 7-14 days. 

In some cases, the patch will cause unforeseen issues, requiring even more work to rollback patches to return the server to a working state. IT administrators are then left with the problem of having to leave servers vulnerable to a critical vulnerability, while they wait for the bug within the patch to be updated and fixed.

The period since zero-day disclosure now stands at between 17-24 days. 

Between Q1 of 2018 and Q3 of 2019, 42% of all vulnerabilities exploited occurred after a patch became available. Of this 42%, 12% were exploited within one week of a patch being issued, and a further 15% were exploited in the period between one week and one month. [33] 

This initial period between vulnerability disclosure and patch deployment is a key period in determining whether a system will be exploited. 

Now the period between vulnerability disclosure and IPS rule deployment within TrendMicro’s platform can be analysed using the example of CVE-2021-44228, known as Log4j. 

Log4j was publicly disclosed on December 9th, 2021. By December 13th, four days later, an intermediate patch was developed, mitigating against known elements of the vulnerability [34]. By December 15th, two days after this and six days since the vulnerability was disclosed, a full patch had been written and then deployed. For organisations following best practice, this IPS rule would have automatically deployed to any server utilising the TrendMicro protection agent. 

If the entirety of the CTM server estate was protected by TrendMicro during this time, every server would have been protected against this vulnerability within 4 days of disclosure. 

TrendMicro had no prior knowledge of this vulnerability and were able to write and deploy protection within 4 days of disclosure. However, through their extensive bug bounty program and partnership with the ZDI, TrendMicro are responsible for discovering thousands of these vulnerabilities themselves. Of these vulnerabilities, TrendMicro customers are protected on average 81 days before an official patch is released [24].

By utilising the TrendMicro platform, protecting entire server estates can be done in a fraction of the time, cutting weeks off a patch deployment program and in some cases, protecting the server before a patch even becomes available.



[bookmark: _Toc109743651]5.7 Product Analysis - Legacy OS Protection

Another benefit of the TrendMicro IPS product is its ability to protect servers running Legacy OS versions. For instance, Windows Server 2008’s extended support ended on 14th January 2020 [34]. This means that for the past 30 months, any vulnerabilities identified on these operating systems haven’t had patches written for them, leaving them vulnerable to exploitation.

TrendMicro still write patches for operating systems as old as Windows Server 2000 and Windows XP. This means that even though these operating systems were long ago abandoned by their developers, TrendMicro continues to protect these systems against exploitation. To highlight the added protection TrendMicro offers to legacy systems, the agent is installed on additional servers to compare the number of applicable rules:

[image: ]
[bookmark: _Toc109126264]Figure 37 - Server 2019 - IPS Rules
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[bookmark: _Toc109126265]Figure 38 - Server 2012 - IPS Rules
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[bookmark: _Toc109126266]Figure 39 - Server 2003 - IPS Rules

As can be seen above, the agent has identified applicable IPS rules on all the servers. Windows server 2019, which is still in support, has the lowest number of rules applied at 30. Windows server 2012, an older operating system but one that is still in support, has a slightly higher number, but one that is still relatively low at 60. For Windows Server 2003, an operating system that has been out-of-support since 2015, 373 rules are applied.  Of these 373 rules, 196 of them were either written or last updated in the years 2016-2022, a time period that the server would normally have received no security updates. A full list of these protections can be found at appendix V.

Whilst the priority should always be to remove these out-of-support systems, in the rare cases their use is still deemed critical, utilising TrendMicro’s IPS ensures they are protected against vulnerabilities discovered long after their official support has ended.
 
[bookmark: _Toc109743652]5.7 Conclusion

There is no doubt that utilising TrendMicro’s IPS solution offers substantial benefits to the security of servers it is used to protect.

Detailed logging of potential intrusions becomes available after installation of the protection agent, allowing IT administrators to build a picture of the traffic across their environment.

With the agent placed into an active protection mode, the security benefits are numerous. Servers are regularly scanned for software that may be susceptible to vulnerabilities. For servers that are vulnerable, IPS rules are written within days and then deployed with no manual intervention, allowing hundreds of servers to receive protection that would normally take weeks or months, all without the need for downtime or disruption. This initial period of protection allows IT administrators to carefully plan and deploy the official software patches on a more methodical schedule, minimising the risk of deploying software patches that cause adverse effects and disruption. 

In the rare case the IPS rule causes interference with legitimate network behaviour, the rule can be quickly unassigned from any or all servers, from a centralised console, with the click of one button. 

The TrendMicro IPS solution also offers continuing protection for out-of-support operating systems. This undoubtedly increases the security of the environment as these systems would not have received security patches for years in many cases.
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6.1 [bookmark: _Toc109743655]Summary

This report has conducted research in to IDPS technology and its associated benefits, with a view of determining whether deploying an IDPS solution within a healthcare environment can provide any security benefit. 

Beginning with investigation into the various forms of IDPS, these were analysed to determine where they are best implemented and their associated strengths and weaknesses. 

The CTM server estate was the environment chosen, and as such, a host based IDPS was decided as being the appropriate type of IDPS to deploy and evaluate. 

Before a specific IDPS was chosen an evaluation of two separate products was undertaken. The first being SolarWinds Security Event Manager and the second being TrendMicro’s CloudOne Workload-Security. After research, SolarWinds’s product was deemed to be lacking in certain key areas, but the offering from TrendMicro offered several interesting and potentially beneficial features, such as legacy OS protection. Their close partnership with the ZDI and its rapid response and rule creation to newly disclosed vulnerabilities was also a positive.

An investigation was then carried out into the TrendMicro workload-security platform with the software tested on servers within the CTM server environment. 

6.2 [bookmark: _Toc109743656]Conclusion

The research carried out on the TrendMicro platform highlighted several benefits. 

The first being the detail of the logging information available. A wide array of data could be viewed, including source/destination IP addresses, protocol and port information as well as behaviour deemed potentially suspicious or malicious.

Once the agent took an active role in protection, the security benefits became clearer. The IPS managed to actively prevent the exploitation of a critical vulnerability, a vulnerability that had been previously exploitable before the installation of the IPS agent. On the initial test server, 31 IPS rules were applied by TrendMicro, meaning the server now received protection against an additional 31 identified vulnerabilities.

Further investigation into the software highlighted how quickly TrendMicro wrote and deployed IPS for newly disclosed vulnerabilities. Using Log4j as an example, the entirety of the server estate could have been protected within 4 days from disclosure, as opposed to potentially weeks or months later in the case of a standard software patch. 

The investigation was then widened further to determine the software’s ability to protect servers running legacy operating systems. The agent was installed on to additional servers, including one running Windows Server 2019 and another running Windows Server 2003. The number of applicable IPS rules for the Windows Server 2003 operating system was considerably higher than the others, with the agent now protecting the server against 373 vulnerabilities. 196 of these IPS rules were either written or last updated between 2016-2022, a time period in which the server would have normally received no security updates. This highlights the increased security benefits of running the IPS software, particularly on older systems

The investigation proved beyond doubt that the security benefits of deploying this software across a server estate were high. Vulnerabilities were patched in a fraction of the time compared to normal software patching. This affords administrators time to properly test and deploy a rollout of a software patch on a more sensible schedule, helping to minimise potential disruption. Testing showed that the software was capable of not only identifying but mitigating against an exploit being leveraged. 





6.3 [bookmark: _Toc109743657]Recommendations for Further Research

Due to the success of the investigation and the insights gained whilst testing this software, the decision was taken by CTM to purchase the TrendMicro workload-security platform. The agent has since been deployed to 350 servers within the environment, with 150 of these currently running in an active protection mode and the other 200 running passively. The agents are being transitioned in stages and the entirety of the server estate is expected to come under the protection of TrendMicro’s HIDPS by the end of August 2022.

As the beginning of this report ascertains, running various IDPS solutions alongside each other is the best way to build a robust security posture that can identify and block intrusions by malicious actors. 

Further research is suggested to investigate another form of IDPS to test and deploy alongside the TrendMicro HIDPS. A NIDPS could be researched and tested. If both types of IDPS could be implemented side by side, then it stands to reason that the security of the environment would increase further. 
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[bookmark: _Toc109743658]Chapter 7 – Reflections 

This report set out to develop an understanding of how the various types of IDPS solutions work. The initial literature review investigated the main varieties of IDPS, where they are best utilised and their associated strengths and weaknesses. The aim of the report was to test the potential security benefits of deploying an IDPS into a healthcare environment and this initial review of the literature enabled the IDPS with the greatest chance of enhancing security to be chosen.

A HIDPS was then deployed to servers within the healthcare environment and its various capabilities tested and analysed, before these results were gathered and analysed. These results provided a clear observation that the deployment of the HIDPS had improved the security of the environment. The benefits identified during the testing of the software led to the purchase of the product to cover the entirety of the CTM server estate, with the HIDPS now protecting 350 servers.

To evaluate the effectiveness of this report, it must be determined to what extent the initial objectives were met. This report set out to:

· Perform research into IPS and their benefits and potential downsides/ Research the different types of IPS and where each of these are best deployed – This objective was met after thorough research into the various types of IDPS. Special publications from industry leading organisations such as NIST were analysed, with various other whitepapers, books and reports used to supplement the research to develop an understanding of how various types of IDPS work
· Research IDPS product vendors and analyse some of these product’s whitepapers – Two separate vendors’ products were researched. For both products, reports provided by both the vendor themselves and by 3rd parties were studied. The different characteristics of the products were compared, which led to a decision being made on which IDPS to test. With more time, a wider selection of IDPS products could have been analysed to ensure that the correct product was chosen
· Set up an environment to run a test for an IPS, analysing its ability to detect and prevent threats and record how it helps or hinders the current security level of the environment/Collate the analysis and evaluate the findings to determine if the IPS is beneficial to the environment’s security – The product was rolled out, initially to a single server to begin testing. The software’s capabilities were thoroughly tested, from its logging functionality through to how it manages active exploitation attempts. The security benefits were analysed by measuring how many additional vulnerabilities the server was now protected against compared to before the IDPS installation. The timeframe of how long it took to protect a server against a new vulnerability was also analysed, compared to historic methods such as software patching. The IDPS was then rolled out to additional servers running various operating systems to properly analyse how the IDPS was able to protect legacy operating systems. Servers running operating systems that were out-of-support were now protected against hundreds of vulnerabilities they were susceptible to before. The testing was thorough and highlighted numerous security benefits to deploying the IDPS

In summary, this report set out to achieve several objectives and through the research and testing within, was able to. The literature review developed an understanding of what IDPS are, and this research led to the correct choice of which type of IDPS to test and deploy. Ideally, with more time, a wider variety of vendor’s could have been analysed to ensure that the software tested was the best available. However, the decision to test and deploy TrendMicro’s product seems to have been the correct one. After thoroughly testing the product, the security benefits to the servers involved in testing were numerous, leading to the decision to purchase the product to cover the entire CTM server estate. The IDPS is now installed on 350 individual servers and provides a range of protection not before seen within the environment, providing an undoubted security improvement.
[bookmark: _Toc109743659]
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IPS – Intrusion Prevention System
IDPS – Intrusion Detection and Prevention System
HIDPS – Host-based Intrusion Detection and Prevention System
NIDPS – Network-based Intrusion Detection and Prevention System
WIDPS – Wireless Intrusion Detection and Prevention System
MIDPS – Mixed Intrusion Detection and Prevention System
CTM – Cwm Taf Morgannwg (University Health Board)
NBA – Network Behaviour Analysis
LAN – Local Area Network
WLAN – Wireless Local Area Network
UI – User interface
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@ SETTINGS
@ TARGETS
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@ POSTSCAN
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Deployment Scripts

Deep Security Agents can be deployed using tools such as RightScale, Chef, Puppet, or SSH. Use this deployment script generator to generate
the scripts required.

For platforms other than Windows and Linux, please see the installation guide.

Platform: Windows Agent Deployment -

Activate Agent automatically after installation. (Required if you want to assign a security policy)

Security Policy: Base Policy v
Computer Group: Computers -
Relay Group: Primary Tenant Relay Group v
Proxy to contact Workload Security

Select a proxy... v
Manager:
Proxy to contact Relay(s): Select a proxy... -

WoTE] Hostname, description, unique identifiers and other properties can also be set on agent-initiated activation. See the
Command-Line Instructions page in the online help for more information.

Validate Workload Security Manager TLS certificate. Learn More

O Validate the digital signature on the agent installer. Leam More

Copy to Clipboard Close
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Transcript started, output file is C:\Users\ctt_Th082572\AppData\Roaming\Trend Micro\Deep
11:20:19 AM - DSA download started

11:20:19 AM - Download Deep Security Agent Package
https://workload.gb-1.cloudone. trendmicro. com: 443/software/agent/Windows /x86_64/agent . msi
11:20:20 AM - Downloaded File Size:

120295424

11:20:20 AM - DSA iinstall started

11:20:20 AM - Installer Exit Code:

1603

11:20:27 AM - DSA activation started

HTTP Status: 200 - OK

2022-07-19 11:21:19.393679 [+0000]: Activation will be re-attempted 30 time(s) in case of
2022-07-19 11:21:19.394678 [+0000]: dsa_control

HTTP Status: 200 - OK

Response:

Attempting to connect to https://agents.workload.gb-1.cloudone. trendmicro.com:443/

SSL handshake completed successfully - initiating command session.

Security Agent\installer\dsa_deploy.log

failure

Connected with ECDHE-RSA-AES256-GCM-SHA384 to peer at agents.workload.gb-1.cloudone. trendmicro.com

Received a 'GetHostInfo' command from the manager.
Received a 'SetDSMCert’ command from the manager.
Received a 'SetAgentCredentials’ command from the manager.
Received a 'GetAgentEvents' command from the manager.
Received a 'SetAgentStatus' command from the manager.
Received a 'GetInterfaces' command from the manager.
Received a 'GetAgentEvents' command from the manager.
Received a 'GetCapabilities' command from the manager.
Received a 'GetAgentStatus' command from the manager.
Received a 'GetAgentEvents' command from the manager.
Received a 'GetDockerversion' command from the manager.
Received a 'GetCRIOVersion' command from the manager.
Received a 'SetXDRInformation' command from the manager.
Received a 'SetSecurityConfiguration’ command from the manager.
Received a 'GetAgentEvents' command from the manager.
Received a 'GetAgentStatus' command from the manager.
Received a 'GetIoT' command from the manager.

Received a 'SetDSMCACert’ command from the manager.

Command session completed.
Transcript stopped, output file is C:\Users\ctt_Th082572\AppData\Roaming\Trend Micro\Deep
11:21:21 AM - DSA Deployment Finished

Security Agent\installer\dsa_deploy.log
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10.62.160.180

Harddisk: = c: 05
1184 GiB free 07 89.6 GIB
= P: Logs
= 18276GBireeol1000GB
= Q: Data
e 132TiBfecol63TB

dyper-V guest name: & 7A5B3SRVTOPCON1





image29.png
Plugin

~ | Plugin Name

10107 HTTP Server Type and Version
10107 HTTP Server Type and Version
10107 HTTP Server Type and Version
10107 HTTP Server Type and Version

~ | Family
‘Web Servers
‘Web Servers
‘Web Servers
‘Web Servers

10114 ICMP Timestamp Request Remote Date General

10144 Microsoft SQL Server TCP/IP Listener De Service detection

10150 Windows NetBIOS / SMB Remote Host | Windows

10180 Ping the remote host
10287 Traceroute Information
10662 Web mirroring

10736 DCE Services Enumeration
10736 DCE Services Enumeration
10736 DCE Services Enumeration
10736 DCE Services Enumeration
10736 DCE Services Enumeration
10736 DCE Services Enumeration
10736 DCE Services Enumeration
10736 DCE Services Enumeration

Port scanners
General
Web Servers
‘Windows
‘Windows
‘Windows
‘Windows
‘Windows
‘Windows
‘Windows
‘Windows

10785 Microsoft Windows SMB NativeLanMan Windows

10863 SSL Certificate Information

10863 SSL Certificate Information

10863 SSL Certificate Information

10863 SSL Certificate Information

10919 Open Port Re-check

10940 Windows Terminal Services Enabled

General
General
General
General
General
‘Windows

11011 Microsoft Windows SMB Service Detect Windows

11011 Microsoft Windows SMB Service Detect Windows

~ | Severity ~ | VPR
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info

~ |IP Addr( - | NetBIOS Name
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
0 10.62.160. CYMRU\7ASB3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7AS5B3SRVTOPCON1
10.62.160. CYMRU\7A5B3SRVTOPCON1





image30.png
# This script detects platform and architecture. It then downloads and installs the relevant Deep Security Agent package

=1if (-NOT ([Security.Principal.windowsPrincipal] [Security.Principal.windowsIdentity]::GetCurrent()).IsInRole([Security.Principal.windowsBuiltInRole] “Administrator")) {

write-Warning "You are not running as an Administrator. Please try again with admin privileges.

exit 1

SmanagerUr1="https://workload. gb-1.cloudone. trendmicro. com:443/"

Senv:LogPath = "Senv:appdata\Trend Micro\Deep Security Agent\installer"
New-Item -path $env:LogPath -type directory

Start-Transcript -path "Senv:LogPath\dsa_deploy.log" -append

echo "$(Get-Date -format T) - DSA download started"

=1if ( [intptr]::Size -eq 8 ) {

$sourceurl=-join($managerur1, “software/agent/Windows/x86_64/agent.msi") }

clelse {
[ $sourceUrl=-join(Smanagerurl, "software/agent/Windows/i386/agent.msi") }

echo "$(Get-Date -format T) - Download Deep Security Agent Package" $sourceur
SACTIVATIONURL="dsm://agents.workload.gb-1.cloudone. trendmicro.com:443/"

SwebClient = New-Object System.Net.webClient
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WA - = cymrunhs.uk Microsoft Win... CTM_Windows_Prevent @ Managed (Online)
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B vooon *_.._ymru.nhs.uk Microsoft Win... CTM_Windows_DetectOnly @ Offline
[ ]

.cymru.nhs.uk Microsoft Win... CTM_Windows_DetectOnly Managed (Online)
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Plugin__Plugin Name 1P Address Protocol _Port Exploit? _Repository MAC Addr DNS Name.

156002 Apache Logd < 2.15.0 Remote Code Execution (Windows) 10.62.160.TCP. 445 No Individual :14:03:43:4 7a5b3topconl. cymru.nhs.uk
156002 Apache Logd; < 2.15.0 Remote Code Execution (Windows) 10.62.160. TCP 445 No Individual Scan

156002 Apache Logs < 2.15.0 Remote Code Execution (Windows) 10.62.160.TCP 445 No Individual Scan

156002 Apache Logd; < 2.15.0 Remote Code Execution (Windows) 10.62.160. TCP 445 No Individual Scan

156002 Apache Logd; < 2.15.0 Remote Code Execution (Windows) 10.62.160.TCP 445 No Individual :b0:26:28:4

156002 Apache Logd < 2.15.0 Remote Code Execution (Windows) 10.62.160.TCP 445 No Individual Scan

156002 Apache Logj < 2.15.0 Remote Code Execution (Windows)  Misc.  Critical  10.62.160.TCP 445 No Individual Scan

156002 Apache Logd; < 2.15.0 Remote Code Execution (Windows)  Misc.  Critical  10.62.160.TCP 445 No Individual Scan

156002 Apache Logj < 2.15.0 Remote Code Execution (Windows)  Misc. ical  10.62.160.TCP 445 No Individual Scan

156002 Apache Logdj < 2.15.0 Remote Code Execution (Windows)  Misc. ical  10.62.160.TCP 445 No Individual :14:18:77:¢]

156002 Apache Logs; < 2.15.0 Remote Code Execution (Windows)  Misc.
156002 Apache Logj < 2.15.0 Remote Code Execution (Windows)  Misc.
156002 Apache Logdj < 2.15.0 Remote Code Execution (Windows)  Misc.
156002 Apache Logd < 2.15.0 Remote Code Execution (Windows)  Misc.
156002 Apache Log < 2.15.0 Remote Code Execution (Windows)  Misc.

ical 10.62.160.TCP. 445 No Individual :14:18:77:¢]
ical  10.62.160.TCP 445 No Individual Scan
ical  10.62.160.TCP 445 No Individual Scan
ical  10.62.160.TCP. 445 No Individual Scan
ical  10.62.160.TCP 445 No Individual Scan

156002 Apache Logdj < 2.15.0 Remote Code Execution (Windows)  Misc. ical  10.62.161.TCP 445 No Individual Scan
156002 Apache Logj < 2.15.0 Remote Code Execution (Windows)  Misc.  Critical  10.62.161.TCP 445 No Individual Scan
156002 Apache Logj < 2.15.0 Remote Code Execution (Windows)  Misc.  Critical  10.62.161.TCP 445 No Individual Scan
156002 Apache Logdj < 2.15.0 Remote Code Execution (Windows)  Misc.  Critical  10.62.161.TCP 445 No Individual :00:0a:f7:c]|
156002 Apache Log < 2.15.0 Remote Code Execution (Windows)  Misc.  Critical  10.62.161.TCP 445 No Individual Scan
156002 Apache Logdj < 2.15.0 Remote Code Execution (Windows)  Misc. ical  10.62.161.TCP 445 No Individual :bc:97:e1:4|
156002 Apache Logd; < 2.15.0 Remote Code Execution (Windows) _ Misc. _ Critical _ 10.62.161.TCP 445 No Individual :18:66:da:7
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Time __[Time (micr Computer Reason  Tag(s) Applicatior Action

December 1.64E+15 7ASB3SRVTOPCON1.cymru.nhs. 1011242 - Apache Logdj Remote Code Execution Vulnerability (CVE-2 Web Serve Detect Only: Reset
December 1.64E+15 7ASB3SRVTOPCON1.cymru.nhs. 1011242 - Apache Logdj Remote Code Execution Vulnerability (CVE-2 Web Serve Detect Only: Reset
December 1.64E+15 7ASB3SRVTOPCON1.cymru.nhs. 1011242 - Apache Logdj Remote Code Execution Vulnerability (CVE-2 Web Serve Detect Only: Reset
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Appendix I.xlsx


Appendix I.xlsx
Sheet1

		Plugin		Plugin Name		Family		Severity		VPR		IP Address		NetBIOS Name		DNS Name		MAC Address		Repository

		10107		HTTP Server Type and Version		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10107		HTTP Server Type and Version		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10107		HTTP Server Type and Version		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10107		HTTP Server Type and Version		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10114		ICMP Timestamp Request Remote Date Disclosure		General		Info		0		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10144		Microsoft SQL Server TCP/IP Listener Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10150		Windows NetBIOS / SMB Remote Host Information Disclosure		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10180		Ping the remote host		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10287		Traceroute Information		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10662		Web mirroring		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10736		DCE Services Enumeration		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10785		Microsoft Windows SMB NativeLanManager Remote System Information Disclosure		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10863		SSL Certificate Information		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10863		SSL Certificate Information		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10863		SSL Certificate Information		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10863		SSL Certificate Information		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10919		Open Port Re-check		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		10940		Windows Terminal Services Enabled		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11011		Microsoft Windows SMB Service Detection		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11011		Microsoft Windows SMB Service Detection		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11032		Web Server Directory Enumeration		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11032		Web Server Directory Enumeration		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11153		Service Detection (HELP Request)		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11219		Nessus SYN scanner		Port scanners		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11422		Web Server Unconfigured - Default Install Page Present		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		11936		OS Identification		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		12053		Host Fully Qualified Domain Name (FQDN) Resolution		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		12295		Dell OpenManage Server Administrator Detection		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		15901		SSL Certificate Expiry		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		17975		Service Detection (GET request)		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		19506		Nessus Scan Information		Settings		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		20007		SSL Version 2 and 3 Protocol Detection		Service detection		High				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		20007		SSL Version 2 and 3 Protocol Detection		Service detection		High				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		20108		Web Server / Application favicon.ico Vendor Fingerprinting		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		20108		Web Server / Application favicon.ico Vendor Fingerprinting		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		21643		SSL Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		21643		SSL Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		21643		SSL Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		21643		SSL Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		22227		RMI Registry Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		22964		Service Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		22964		Service Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		22964		Service Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		22964		Service Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		22964		Service Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		24260		HyperText Transfer Protocol (HTTP) Information		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		24260		HyperText Transfer Protocol (HTTP) Information		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		24260		HyperText Transfer Protocol (HTTP) Information		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		25220		TCP/IP Timestamps Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		26917		Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		26928		SSL Weak Cipher Suites Supported		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		31644		Acronis Agent Detection (TCP)		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		32318		Web Site Cross-Domain Policy File Detection		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		34460		Unsupported Web Server Detection		Web Servers		High				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		35291		SSL Certificate Signed Using Weak Hashing Algorithm		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		35291		SSL Certificate Signed Using Weak Hashing Algorithm		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		35291		SSL Certificate Signed Using Weak Hashing Algorithm		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		39446		Apache Tomcat Detection		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		40665		Protected Web Page Detection		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		40665		Protected Web Page Detection		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		42410		Microsoft Windows NTLMSSP Authentication Request Remote Network Name Disclosure		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		42873		SSL Medium Strength Cipher Suites Supported (SWEET32)		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		42873		SSL Medium Strength Cipher Suites Supported (SWEET32)		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		42873		SSL Medium Strength Cipher Suites Supported (SWEET32)		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		42873		SSL Medium Strength Cipher Suites Supported (SWEET32)		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		43111		HTTP Methods Allowed (per directory)		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		43111		HTTP Methods Allowed (per directory)		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		43111		HTTP Methods Allowed (per directory)		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		43111		HTTP Methods Allowed (per directory)		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		45410		SSL Certificate 'commonName' Mismatch		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		45410		SSL Certificate 'commonName' Mismatch		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		45411		SSL Certificate with Wrong Hostname		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		45411		SSL Certificate with Wrong Hostname		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		45590		Common Platform Enumeration (CPE)		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		49704		External URLs		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		49704		External URLs		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		49704		External URLs		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50344		Missing or Permissive Content-Security-Policy frame-ancestors HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50344		Missing or Permissive Content-Security-Policy frame-ancestors HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50344		Missing or Permissive Content-Security-Policy frame-ancestors HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50344		Missing or Permissive Content-Security-Policy frame-ancestors HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50345		Missing or Permissive X-Frame-Options HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50345		Missing or Permissive X-Frame-Options HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50345		Missing or Permissive X-Frame-Options HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		50345		Missing or Permissive X-Frame-Options HTTP Response Header		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		51080		Web Server Uses Basic Authentication over HTTPS		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		51192		SSL Certificate Cannot Be Trusted		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		51192		SSL Certificate Cannot Be Trusted		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		51192		SSL Certificate Cannot Be Trusted		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		51192		SSL Certificate Cannot Be Trusted		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		51891		SSL Session Resume Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		51891		SSL Session Resume Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		54615		Device Type		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		56984		SSL / TLS Versions Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		56984		SSL / TLS Versions Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		56984		SSL / TLS Versions Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		56984		SSL / TLS Versions Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57041		SSL Perfect Forward Secrecy Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57041		SSL Perfect Forward Secrecy Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57041		SSL Perfect Forward Secrecy Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57041		SSL Perfect Forward Secrecy Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57582		SSL Self-Signed Certificate		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57582		SSL Self-Signed Certificate		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57582		SSL Self-Signed Certificate		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57582		SSL Self-Signed Certificate		General		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		57608		SMB Signing not required		Misc.		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		64814		Terminal Services Use SSL/TLS		Misc.		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		65821		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		65821		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		65821		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		General		Medium		4.4		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		69482		Microsoft SQL Server STARTTLS Support		Misc.		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		69551		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		General		Low				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		70544		SSL Cipher Block Chaining Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		70544		SSL Cipher Block Chaining Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		70544		SSL Cipher Block Chaining Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		70544		SSL Cipher Block Chaining Cipher Suites Supported		General		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		72427		Web Site Client Access Policy File Detection		CGI abuses		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		78479		SSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POODLE)		General		Medium		5.7		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		78479		SSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POODLE)		General		Medium		5.7		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		83738		SSL/TLS EXPORT_DHE <= 512-bit Export Cipher Suites Supported (Logjam)		Misc.		Low		3.9		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		83875		SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam)		Misc.		Low		3.9		10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		84502		HSTS Missing From HTTPS Server		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		84502		HSTS Missing From HTTPS Server		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		85582		Web Application Potentially Vulnerable to Clickjacking		Web Servers		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		85582		Web Application Potentially Vulnerable to Clickjacking		Web Servers		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		91815		Web Application Sitemap		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		91815		Web Application Sitemap		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		91815		Web Application Sitemap		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		91815		Web Application Sitemap		Web Servers		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		96982		Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed check)		Misc.		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		100871		Microsoft Windows SMB Versions Supported (remote check)		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		104743		TLS Version 1.0 Protocol Detection		Service detection		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		104743		TLS Version 1.0 Protocol Detection		Service detection		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		104743		TLS Version 1.0 Protocol Detection		Service detection		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		104743		TLS Version 1.0 Protocol Detection		Service detection		Medium				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		106716		Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		108761		MSSQL Host Information in NTLM SSP		Misc.		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		108797		Unsupported Windows OS (remote)		Windows		Critical				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		121010		TLS Version 1.1 Protocol Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		121010		TLS Version 1.1 Protocol Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		121010		TLS Version 1.1 Protocol Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		129585		HTTP Host Information via NTLM SSP over HTTP(S)		Misc.		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		135860		WMI Not Available		Windows		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		136318		TLS Version 1.2 Protocol Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan

		136318		TLS Version 1.2 Protocol Detection		Service detection		Info				10.62.160.180		CYMRU\7A5B3SRVTOPCON1		7a5b3srvtopcon1.cymru.nhs.uk				Individual Scan
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		Time		Time (microseconds)		Computer		Reason		Tag(s)		Application Type		Action		Rank		Direction		Flow		Interface		Protocol		Flags		Source IP		Source MAC		Source Port		Destination IP		Destination MAC		Destination Port		Packet Size		Note		Repeat Count		End Time		Position In Buffer		Position In Stream		Data Flags		Data Index		Data		Event Origin		Original IP (XFF)		Process ID		Thread ID		Process Name		Container ID		Container Name		RepoDigest		Image Name		Image ID		Pod ID		Interface Type

		May 5, 2022 10:47:47		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		00:15:5D:CE:B8:CB		33874		10.62.181.6		00:15:5D:A0:67:AA		5985		0				1				0		0		0						Agent																						0

		May 5, 2022 10:47:47		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		00:15:5D:CE:B8:CB		34394		10.62.181.6		00:15:5D:A0:67:AA		80		0				1				0		0		0						Agent																						0

		May 5, 2022 10:47:36		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow		00:15:5D:A0:67:AA		TCP		ACK PSH DF=1		10.62.181.110		00:15:5D:CE:B8:CB		57276		10.62.181.6		00:15:5D:A0:67:AA		5985		571		"uri-normalize"		1				199		199		8		1223				Agent																						0

		May 5, 2022 10:47:36		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow		00:15:5D:A0:67:AA		TCP		ACK PSH DF=1		10.62.181.110		A8:99:69:B9:B5:C3		57806		10.62.181.6		00:15:5D:A0:67:AA		80		576		"uri-normalize"		1				199		199		8		1222				Agent																						0

		May 5, 2022 10:37:53		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		00:15:5D:CE:B8:CB		39536		10.62.181.6		00:15:5D:A0:67:AA		5985		0				34		May 5, 2022 10:38:16		0		0		0						Agent																						0

		May 5, 2022 10:37:53		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow		00:15:5D:A0:67:AA		TCP		ACK PSH DF=1		10.62.181.110		A8:99:69:B9:B5:C3		55610		10.62.181.6		00:15:5D:A0:67:AA		5985		424		"uri-normalize"		1				8		8		8		1217				Agent																						0

		May 5, 2022 10:37:52		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		00:15:5D:CE:B8:CB		40068		10.62.181.6		00:15:5D:A0:67:AA		80		0				34		May 5, 2022 10:38:16		0		0		0						Agent																						0

		May 5, 2022 10:37:52		1.65E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		Invalid Traversal				N/A		Detect Only: Reset		100		Incoming		Connection Flow		00:15:5D:A0:67:AA		TCP		ACK PSH DF=1		10.62.181.110		00:15:5D:CE:B8:CB		55506		10.62.181.6		00:15:5D:A0:67:AA		80		424		"uri-normalize"		1				8		8		8		1216				Agent																						0






image46.emf
Appendix III.csv


Appendix III.csv
Appendix III

		Time		Time (microseconds)		Computer		Reason		Tag(s)		Application Type		Action		Rank		Direction		Flow		Interface		Protocol		Flags		Source IP		Source MAC		Source Port		Destination IP		Destination MAC		Destination Port		Packet Size		Note		Repeat Count		End Time		Position In Buffer		Position In Stream		Data Flags		Data Index		Data		Event Origin		Original IP (XFF)		Process ID		Thread ID		Process Name		Container ID		Container Name		RepoDigest		Image Name		Image ID		Pod ID		Interface Type

		December 13, 2021 14:19:52		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Detect Only: Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		36928		10.62.160.180		00:15:5D:CF:2F:6F		8080		0				3		December 13, 2021 14:20:17		0		0		0						Agent																						0

		December 13, 2021 14:19:47		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Detect Only: Reset		100		Incoming		Connection Flow		00:15:5D:CF:2F:6F		TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		48264		10.62.160.180		00:15:5D:CF:2F:6F		80		569		"CVE-2021-44228"		1				167		167		8		5289				Agent																						0

		December 13, 2021 14:19:47		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Detect Only: Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		48266		10.62.160.180		00:15:5D:CF:2F:6F		80		0				1				0		0		0						Agent																						0
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		Time		Time (microseconds)		Computer		Reason		Tag(s)		Application Type		Action		Rank		Direction		Flow		Interface		Protocol		Flags		Source IP		Source MAC		Source Port		Destination IP		Destination MAC		Destination Port		Packet Size		Note		Repeat Count		End Time		Position In Buffer		Position In Stream		Data Flags		Data Index		Data		Event Origin		Original IP (XFF)		Process ID		Thread ID		Process Name		Container ID		Container Name		RepoDigest		Image Name		Image ID		Pod ID		Interface Type

		December 16, 2021 13:48:20		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		34380		10.62.160.180		00:15:5D:CF:2F:6F		80		0				22		December 16, 2021 13:49:11		0		0		0						Agent																						0

		December 16, 2021 13:47:34		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		33888		10.62.160.180		00:15:5D:CF:2F:6F		80		0				18		December 16, 2021 13:48:15		0		0		0						Agent																						0

		December 16, 2021 13:46:33		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		33126		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:47:29		0		0		0						Agent																						0

		December 16, 2021 13:45:31		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		32776		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:46:28		0		0		0						Agent																						0

		December 16, 2021 13:44:30		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		60144		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:45:26		0		0		0						Agent																						0

		December 16, 2021 13:43:03		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		59502		10.62.160.180		00:15:5D:CF:2F:6F		80		0				34		December 16, 2021 13:44:25		0		0		0						Agent																						0

		December 16, 2021 13:42:01		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		59156		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:42:58		0		0		0						Agent																						0

		December 16, 2021 13:41:01		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		58836		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:41:56		0		0		0						Agent																						0

		December 16, 2021 13:39:59		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		58498		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:40:56		0		0		0						Agent																						0

		December 16, 2021 13:38:59		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		58052		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:39:54		0		0		0						Agent																						0

		December 16, 2021 13:38:54		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		58024		10.62.160.180		00:15:5D:CF:2F:6F		80		0				2		December 16, 2021 13:38:54		0		0		0						Agent																						0

		December 16, 2021 13:37:33		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		57510		10.62.160.180		00:15:5D:CF:2F:6F		80		0				32		December 16, 2021 13:38:49		0		0		0						Agent																						0

		December 16, 2021 13:36:32		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		56760		10.62.160.180		00:15:5D:CF:2F:6F		80		0				24		December 16, 2021 13:37:28		0		0		0						Agent																						0

		December 16, 2021 13:36:14		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		45238		10.62.160.180		00:15:5D:CF:2F:6F		8080		0				1				0		0		0						Agent																						0

		December 16, 2021 13:35:32		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		56024		10.62.160.180		00:15:5D:CF:2F:6F		80		0				26		December 16, 2021 13:36:27		0		0		0						Agent																						0

		December 16, 2021 13:35:03		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		44112		10.62.160.180		00:15:5D:CF:2F:6F		8080		0				2		December 16, 2021 13:35:13		0		0		0						Agent																						0

		December 16, 2021 13:34:16		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow		00:15:5D:CF:2F:6F		TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		53922		10.62.160.180		00:15:5D:CF:2F:6F		80		1312		"CVE-2021-44228_2"		1				130		130		8		811				Agent																						0

		December 16, 2021 13:34:16		1.64E+15		7A5B3SRVTOPCON1.cymru.nhs.uk		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)				Web Server Common		Reset		100		Incoming		Connection Flow				TCP		ACK PSH DF=1		10.62.181.110		A0:E0:AF:04:AE:40		53924		10.62.160.180		00:15:5D:CF:2F:6F		80		0				33		December 16, 2021 13:35:27		0		0		0						Agent																						0
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		Icon						Name		Application Type		Priority		Severity		Mode		Type		Category		CVE		CVSS Score		Last Updated

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB22-32 was found		1011482 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB22-32)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2022-34233, CVE-2022-34224, CVE-2022-34227, CVE-2022-34223, CVE-2022-34225, CVE-2022-34229		7.8		July 12, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0744 was found		1011444 - Microsoft Windows GDI Information Disclosure Vulnerability (CVE-2020-0744)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0744		2.1		July 5, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2022-26809 was found		1011459 - Microsoft Windows RPC Remote Code Execution Vulnerability Over TCP (CVE-2022-26809)		DCERPC Services - Client		2 - Normal		Critical		Detect Only		Exploit		Vulnerabilities and Exploits		CVE-2022-26809		10		June 21, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2022-26809 was found		1011436 - Microsoft Windows RPC Remote Code Execution Vulnerability Over SMB (CVE-2022-26809)		DCERPC Services - Client		2 - Normal		Critical		Detect Only		Exploit		Vulnerabilities and Exploits		CVE-2022-26809		10		June 21, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Vulnerable to CVE-2022-30190 was found		1011442 - Microsoft Windows Support Diagnostic Tool (MSDT) Remote Code Execution Vulnerability (Follina) (CVE-2022-30190)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2022-30190		9.3		June 7, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB22-16 was found		1011415 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB22-16) - 3		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2022-27796, CVE-2022-28242, CVE-2022-28241, CVE-2022-28243, CVE-2022-28838, CVE-2022-28250, CVE-2022-28837, CVE-2022-28256		9.3		May 17, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2022-21907 was found		1011274 - Microsoft Windows HTTP Protocol Stack Remote Code Execution Vulnerability (CVE-2022-21907)		Web Server Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2022-21907		10		May 17, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB22-16 was found		1011397 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB22-16) - 2		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2022-28239, CVE-2022-28268, CVE-2022-28249, CVE-2022-27800, CVE-2022-24103, CVE-2022-28235, CVE-2022-28246, CVE-2022-28248, CVE-2022-28238, CVE-2022-24102, CVE-2022-28237, CVE-2022-28236		7.5		May 17, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB22-16 was found		1011398 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB22-16) - 1		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2022-28230, CVE-2022-28269, CVE-2022-27802, CVE-2022-27801, CVE-2022-28232, CVE-2022-28233, CVE-2022-27797, CVE-2022-28240		7.2		May 17, 2022

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Apache Log4j vulnerable to CVE-2021-44228 was found		1011242 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)		Web Server Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-44228		9.3		April 5, 2022

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Apache Log4j vulnerable to CVE-2021-45046 was found		1011265 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-45046)		Web Server Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-45046		5.1		April 5, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-8543 was found		1008445 - Microsoft Windows Search Remote Code Execution Vulnerability (CVE-2017-8543)		DCERPC Services		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2017-8543		10		March 22, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Internet Explorer vulnerable to CVE-2022-24502 was found		1011323 - Microsoft Internet Explorer Security Feature Bypass Vulnerability (CVE-2022-24502)		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2022-24502		5		March 8, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB22-01 was found		1011277 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB22-01)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-44701, CVE-2021-45067, CVE-2021-44711		7.2		February 22, 2022

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Apache Log4j vulnerable to CVE-2021-44228 was found		1011270 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228) - 1		Web Server Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-44228		9.3		February 17, 2022

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Apache Log4j vulnerable to CVE-2021-45046 was found		1011279 - Apache Log4j Remote Code Execution Vulnerability (CVE-2021-45046) - 1		Web Server Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-45046		5.1		February 17, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Apache Log4j vulnerable to CVE-2021-45105 was found		1011249 - Apache Log4j Denial of Service Vulnerability (CVE-2021-45105)		Web Server Common		2 - Normal		Medium		Detect Only		Exploit		Vulnerabilities and Exploits		CVE-2021-45105		5		January 18, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to CVE-2021-44739 was found		1011275 - Adobe Acrobat And Reader Improper Input Validation Vulnerability (CVE-2021-44739)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-44739		2.6		January 18, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to CVE-2021-44702 was found		1011276 - Adobe Acrobat And Reader Improper Access Control Vulnerability (CVE-2021-44702)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-44702		2.6		January 18, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB21-51 was found		1011032 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-51)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-28640, CVE-2021-28635, CVE-2021-28639, CVE-2021-28638, CVE-2021-35986, CVE-2021-28643, CVE-2021-35983, CVE-2021-35981		9.3		January 11, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2021-42278 was found		1011251 - Microsoft Windows Active Directory Domain Services Elevation of Privilege Vulnerability Over SMB (CVE-2021-42278)		Windows SMB Server		2 - Normal		Medium		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2021-42278		6.5		January 11, 2022

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2021-42278 was found		1011246 - Microsoft Windows Active Directory Domain Services Elevation of Privilege Vulnerability Over LDAP (CVE-2021-42278)		Directory Server LDAP		2 - Normal		Medium		Detect Only		Vulnerability		Vulnerabilities and Exploits		CVE-2021-42278		6.5		December 21, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2021-40725 was found		1011217 - Adobe Acrobat And Reader Use After Free Vulnerability (CVE-2021-40725)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-40725		9.3		November 30, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2021-40726 was found		1011219 - Adobe Acrobat And Reader Use After Free Vulnerability (CVE-2021-40726)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-40726		6.8		November 30, 2021

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows or Samba was found		1007596 - Identified Possible Ransomware File Extension Rename Activity Over Network Share		DCERPC Services		2 - Normal		Critical		Detect Only		Smart		Suspicious Network Activity		N/A		N/A		November 23, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2020-24426 was found		1010619 - Adobe Acrobat Reader DC Out-Of-Bounds Read Information Disclosure Vulnerability (CVE-2020-24426)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-24426		4.3		November 23, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1020 or CVE-2020-0938 was found		1010207 - Microsoft Windows Multiple Type1 Font Parsing Remote Code Execution Vulnerabilities (CVE-2020-1020 and CVE-2020-0938)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1020, CVE-2020-0938		10		October 26, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB21-55 was found		1011127 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-55) - 2		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-39839, CVE-2021-39840		6.8		October 26, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2021-40730 was found		1011176 - Adobe Acrobat And Reader Use After Free Vulnerability (CVE-2021-40730)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-40730		10		October 19, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB21-104 was found		1011175 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-104) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-40729, CVE-2021-40731		10		October 19, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB21-55 was found		1011129 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-55) - 1		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-39836, CVE-2021-39837, CVE-2021-39838		6.8		October 5, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2021-40444 was found		1011126 - Microsoft MSHTML Remote Code Execution Vulnerability (CVE-2021-40444)		Web Client Common		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2021-40444		10		September 28, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB21-55 was found		1011130 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-55) - 3		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-39842, CVE-2021-39844, CVE-2021-39843, CVE-2021-39845, CVE-2021-39846, CVE-2021-39858		9.3		September 21, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2021-39841 was found		1011128 - Adobe Acrobat And Reader Type Confusion Vulnerability (CVE-2021-39841)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-39841		6.8		September 14, 2021

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: SSL client detected.		1006296 - Detected SSLv3 Response (ATT&CK T1573.002)		Web Client SSL		2 - Normal		Medium		Detect Only		Smart		Vulnerabilities and Exploits		CVE-2014-3568, CVE-2014-3566		4.3		August 17, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Windows Server vulnerable to PetitPotam was found		1011058 - Identified DCERPC EfsRpcOpenFileRaw Call Over SMB Protocol (PetitPotam)		Windows SMB Server		2 - Normal		Critical		Detect Only		Exploit		Vulnerabilities and Exploits		N/A		N/A		August 10, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Web Client was found.		1006740 - Identified SSL/TLS Diffie-Hellman Key Exchange Using Weak Parameters Client (ATT&CK T1573.002)		SSL Client		2 - Normal		Medium		Detect Only		Smart		Vulnerabilities and Exploits		CVE-2015-4000, CVE-2015-1716		5		August 10, 2021

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: This smart rule is always assigned to protect against unauthorized SSL certificates		1005040 - Identified Revoked Certificate Authority In SSL Traffic (ATT&CK T1573.002)		Web Client SSL		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		N/A		10		August 10, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was found		1008185 - Identified Suspicious Obfuscated PDF Document (ATT&CK T1027, T1204.002)		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2008-2992, CVE-2009-0927, CVE-2009-3459, CVE-2010-1240, CVE-2009-0658, CVE-2010-2201, CVE-2010-1285, CVE-2010-2202, CVE-2010-2168, CVE-2010-2203, CVE-2010-0188, CVE-2009-4324		9.3		August 10, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: A WebClient was found		1006561 - Identified Usage Of TLS/SSL EXPORT Cipher Suite In Response (ATT&CK T1573.002)		SSL Client		2 - Normal		Medium		Prevent		Smart		Vulnerabilities and Exploits		CVE-2015-1637, CVE-2015-4000, CVE-2015-0204, CVE-2015-0138		4.3		August 3, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2021-1675 or CVE-2021-34527 was found		1011016 - Identified DCERPC AddPrinterDriverEx Call Over TCP Protocol		Windows Server DCERPC		2 - Normal		Critical		Detect Only		Smart		Vulnerabilities and Exploits		CVE-2021-1675, CVE-2021-34527		9.3		July 13, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2021-1675 or CVE-2021-34527 was found		1011018 - Identified DCERPC AddPrinterDriverEx Call Over SMB Protocol		Windows SMB Server		2 - Normal		Critical		Detect Only		Smart		Vulnerabilities and Exploits		CVE-2021-1675, CVE-2021-34527		9.3		July 6, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable System was detected		1001033 - Windows Port Mapper Decoder		Port Mapper Windows		2 - Normal		High		Prevent		Smart		Vulnerabilities and Exploits		N/A		N/A		July 6, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB21-37 was found		1010974 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-37)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-28554, CVE-2021-28631, CVE-2021-28632, CVE-2021-28552		10		June 22, 2021

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2021-28325 was found		1010900 - Microsoft Windows SMB Information Disclosure Vulnerability (CVE-2021-28325)		DCERPC Services		2 - Normal		Critical		Detect Only		Smart		Vulnerabilities and Exploits		CVE-2021-28325		10		June 15, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2021-28560 was found		1010968 - Adobe Acrobat And Reader DC Heap Buffer Overflow Vulnerability (CVE-2021-28560)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-28560		10		May 25, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader And Acrobat vulnerable to CVE-2021-28550 was found		1010955 - Adobe Reader And Acrobat Use After Free Vulnerability (CVE-2021-28550)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-28550		10		May 25, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB21-09 was found		1010765 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-09) - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-21038, CVE-2021-21046, CVE-2021-21042, CVE-2021-21044, CVE-2021-21039, CVE-2021-21040, CVE-2021-21041		10		May 4, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-8461 was found		1010884 - Microsoft Windows RPC Remote Code Execution Vulnerability (CVE-2017-8461)		Windows SMB Server		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-8461		6.9		April 6, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB21-09 was found		1010877 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-09) - 4		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-21089, CVE-2021-21088		9.3		March 30, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB21-09 was found		1010760 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-09) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-21021, CVE-2021-21017, CVE-2021-21033, CVE-2021-21028, CVE-2021-21034, CVE-2021-21035, CVE-2021-21036, CVE-2021-21037		10		March 2, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB21-09 was found		1010790 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB21-09) - 3		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-21063, CVE-2021-21059, CVE-2021-21060, CVE-2021-21058, CVE-2021-21057, CVE-2021-21062, CVE-2021-21061		10		February 16, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2021-24083 was found		1010789 - Microsoft Windows WAB File Parsing Out-Of-Bounds Write Remote Code Execution Vulnerability (CVE-2021-24083)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-24083		7.2		February 16, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Vulnerable to CVE-2006-7210 was found		1010757 - Microsoft Windows Denial Of Service Vulnerability (CVE-2006-7210)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2006-7210		5		February 9, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0943 or CVE-2019-0984 or CVE-2019-0986 or CVE-2019-1017 or CVE-2019-1041 or CVE-2019-1064 or CVE-2019-1053 or CVE-2019-1069 was found		1009779 - Microsoft Windows Multiple Security Vulnerabilities (June-2019)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0986, CVE-2019-1053, CVE-2019-1064, CVE-2019-1041, CVE-2019-1069, CVE-2019-0943, CVE-2019-0984, CVE-2019-1017		10		January 19, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Defender vulnerable to CVE-2021-1647 was found		1010701 - Microsoft Windows Defender Remote Code Execution Vulnerability Over SMB (CVE-2021-1647)		Windows SMB Client		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-1647		9.3		January 12, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Defender vulnerable to CVE-2021-1647 was found		1010700 - Microsoft Windows Defender Remote Code Execution Vulnerability (CVE-2021-1647)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2021-1647		9.3		January 12, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows DirectWrite vulnerable to CVE-2019-1244 was found		1010710 - Microsoft Windows DirectWrite Information Disclosure Vulnerability (CVE-2019-1244)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1244		10		January 5, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows DirectWrite vulnerable to CVE-2019-1245 was found		1010703 - Microsoft Windows DirectWrite Information Disclosure Vulnerability (CVE-2019-1245)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1245		10		January 5, 2021

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2020-29075 was found		1010659 - Adobe Acrobat and Acrobat Reader Information Disclosure Vulnerability (CVE-2020-29075)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-29075		5		December 15, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Vulnerable to CVE-2019-1182 was found		1009961 - Microsoft Windows RDP Remote Code Execution Vulnerability (CVE-2019-1182)		Remote Desktop Protocol Server		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1182		10		December 15, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Vulnerable to CVE-2019-1181 was found		1009958 - Microsoft Windows RDP Remote Code Execution Vulnerability (CVE-2019-1181)		Remote Desktop Protocol Server		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1181		10		December 15, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-17047 was found		1010606 - Identified Out-Of-Sync RPCSEC_GSS_CONTINUE_INIT RPC Message		Port Mapper RPC		2 - Normal		High		Detect Only		Smart		Vulnerabilities and Exploits		CVE-2020-17047		7.8		December 15, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2020-24437 was found		1010646 - Adobe Acrobat And Reader Use After Free Vulnerability (CVE-2020-24437)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-24437		6.8		December 8, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1599 was found		1010657 - Microsoft Windows PE File Signature Spoofing Vulnerability (CVE-2020-1599)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1599		9.3		December 8, 2020

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows or Samba was found		1007913 - Identified Possible Ransomware File Extension Rename Activity Over Network Share - Client		DCERPC Services - Client		2 - Normal		Critical		Detect Only		Smart		Suspicious Network Activity		N/A		N/A		December 8, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Pro DC vulnerable to CVE-2020-24434 was found		1010622 - Adobe Acrobat Pro DC PDF Export Out-Of-Bounds Read Information Disclosure Vulnerability (CVE-2020-24434)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-24434		4.3		November 24, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Pro DC vulnerable to CVE-2020-24436 was found		1010618 - Adobe Acrobat Pro DC PDF Export Out-Of-Bounds Write Remote Code Execution Vulnerability (CVE-2020-24436)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-24436		6.8		November 24, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2020-24438 was found		1010620 - Adobe Acrobat Reader DC Use-After-Free Information Disclosure Vulnerability (CVE-2020-24438)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-24438		4.3		November 24, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-17087 was found		1010599 - Microsoft Windows Kernel Elevation Of Privilege Vulnerability (CVE-2020-17087)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-17087		10		November 10, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Pro DC vulnerable to CVE-2020-24435 was found		1010600 - Adobe Acrobat Pro DC URL Out Of Bounds Read Vulnerability (CVE-2020-24435)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-24435		6.8		November 10, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Pro DC vulnerable to CVE-2020-24430 was found		1010603 - Adobe Acrobat Pro DC FDF Object Use After Free Vulnerability (CVE-2020-24430)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-24430		6.8		November 10, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0888 was found		1009823 - Microsoft Windows ActiveX Data Objects (ADO) Remote Code Execution Vulnerability (CVE-2019-0888)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0888		9.3		November 3, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1074 was found		1010505 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-1074)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1074		9.3		November 3, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB20-48 was found		1010451 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-48) - 3		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-9716, CVE-2020-9715, CVE-2020-9717, CVE-2020-9720, CVE-2020-9721, CVE-2020-9711, CVE-2020-9723, CVE-2020-9722, CVE-2020-9713		10		October 20, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-16922 was found		1010554 - Microsoft Windows Spoofing Vulnerability (CVE-2020-16922)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-16922		10		October 13, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows or Samba vulnerable to CVE-2020-1472 was found		1010521 - Netlogon Elevation Of Privilege Vulnerability Over SMB (Zerologon) (CVE-2020-1472)		DCERPC Services		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1472		9.3		October 13, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows or Samba vulnerable to CVE-2020-1472 was found		1010539 - Identified NTLM Brute Force Attempt (ZeroLogon) (CVE-2020-1472)		Windows Services RPC Server DCERPC		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2020-1472		9.3		September 29, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows or Samba vulnerable to CVE-2020-1472 was found		1010519 - Netlogon Elevation Of Privilege Vulnerability (Zerologon) (CVE-2020-1472)		Windows Services RPC Server DCERPC		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1472		9.3		September 29, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1039 was found		1010506 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-1039)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1039		9.3		September 15, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0038 was found		1008171 - Microsoft Windows Graphics Component Information Disclosure Vulnerability (CVE-2017-0038)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0038		4.3		September 1, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Edge vulnerable to CVE-2017-11816 was found		1008702 - Microsoft Windows GDI Information Disclosure Vulnerability (CVE-2017-11816)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-11816		2.1		September 1, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1464 was found		1010476 - Microsoft Windows MSI File Signature Spoofing Vulnerability (CVE-2020-1464)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1464		2.1		August 25, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to CVE-2020-3741 or CVE-2020-3742  or CVE-2020-3743 or CVE-2020-3744 or CVE-2020-3745 or CVE-2020-3746 or CVE-2020-3747 was found		1010148 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-05) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-3741, CVE-2020-3742, CVE-2020-3743, CVE-2020-3744, CVE-2020-3745, CVE-2020-3746, CVE-2020-3747		10		August 25, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8174 was found		1009067 - Microsoft Windows VBScript Engine Remote Code Execution Vulnerability (CVE-2018-8174)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8174		7.6		August 25, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1520 was found		1010468 - Microsoft Windows Font Driver Host Remote Code Execution Vulnerability (CVE-2020-1520)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1520		6.8		August 25, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB20-48 was found		1010452 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-48) - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-9707, CVE-2020-9709, CVE-2020-9710, CVE-2020-9703, CVE-2020-9702, CVE-2020-9704, CVE-2020-9705, CVE-2020-9706, CVE-2020-9708		10		August 18, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB20-48 was found		1010456 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-48) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-9694, CVE-2020-9700, CVE-2020-9701, CVE-2020-9697, CVE-2020-9693, CVE-2020-9698, CVE-2020-9699, CVE-2020-9695		10		August 18, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1577 was found		1010455 - Microsoft Windows DirectWrite Information Disclosure Vulnerability (CVE-2020-1577)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1577		6.8		August 18, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft SharePoint Server vulnerable to CVE-2020-1147 was found		1010418 - Microsoft SharePoint Server Remote Code Execution Vulnerability (CVE-2020-1147)		Web Server Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1147		10		August 18, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Smart filter should be individually reviewed, configured and assigned		1004715 - HTTP Web Client Decoding		Web Client Common		1 - Low		Critical		Prevent		Smart		Vulnerabilities and Exploits		N/A		N/A		August 11, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1421 was found		1010394 - Microsoft Windows LNK Remote Code Execution Vulnerability Over SMB (CVE-2020-1421)		DCERPC Services - Client		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1421		10		July 28, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1421 was found		1010395 - Microsoft Windows LNK Remote Code Execution Vulnerability Over WebDAV (CVE-2020-1421)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1421		10		July 28, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1421 was found		1010424 - Microsoft Windows LNK Remote Code Execution Vulnerability Over HTTP (CVE-2020-1421)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1421		10		July 28, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB20-24 was found		1010261 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-24) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-9594, CVE-2020-9592, CVE-2020-9595, CVE-2020-9598, CVE-2020-9597, CVE-2020-9596, CVE-2020-9593		10		July 28, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1436 was found		1010404 - Microsoft Windows PFB Font File Out-Of-Bounds Write Privilege Escalation Vulnerability (CVE-2020-1436)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1436		10		July 14, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1400 was found		1010397 - Microsoft Windows JET Database Engine Remote Code Execution Vulnerability (CVE-2020-1400)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1400		9.3		July 14, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1301 was found		1010317 - Microsoft Windows SMB Remote Code Execution Vulnerability (CVE-2020-1301)		DCERPC Services		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2020-1301		10		July 7, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft .NET Framework vulnerable to CVE-2020-0646 was found		1010283 - Microsoft .NET Framework Remote Code Execution Injection Vulnerability (CVE-2020-0646)		Web Server Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0646		10		July 7, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1300 was found		1010381 - Microsoft Windows Cabinet File Remote Code Execution Vulnerability (CVE-2020-1300)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1300		10		July 7, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0605 was found		1010333 - Microsoft Windows .NET Core Remote Code Execution Vulnerability (CVE-2020-0605)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0605		9.3		June 23, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Media Player vulnerable to CVE-2020-1239 was found		1010331 - Microsoft Windows Media Player Remote Code Execution Vulnerability (CVE-2020-1239)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1239		10		June 16, 2020

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Smart filters should be individually reviewed, configured and assigned.		1000128 - HTTP Protocol Decoding		Web Server Common		1 - Low		Critical		Prevent		Smart		Web Application Protection		CVE-2004-1315, CVE-2018-1323, CVE-2010-3718, CVE-2000-1075, CVE-2008-6505, CVE-2008-6682, CVE-2013-3827, CVE-2015-1493, CVE-2007-1860, CVE-2015-8564, CVE-2008-2938, CVE-2015-5174, CVE-2012-3305, CVE-2009-1523, CVE-2006-2758, CVE-2015-5531, CVE-2001-0333, CVE-2001-0252, CVE-2014-7816, CVE-2015-8565, CVE-2015-1977, CVE-2012-6431, CVE-2016-8211		10		June 2, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0959 was found		1010285 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-0959)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0959		9.3		May 26, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0994 was found		1010289 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-0994)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0994		9.3		May 26, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0992 was found		1010288 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-0992)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0992		9.3		May 26, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0960 was found		1010286 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-0960)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0960		9.3		May 26, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0988 was found		1010287 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-0988)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0988		9.3		May 26, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1051 was found		1010273 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-1051)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1051		9.3		May 19, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1174 was found		1010274 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-1174)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1174		9.3		May 19, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0987 was found		1010279 - Microsoft Graphics Component Information Disclosure Vulnerability (CVE-2020-0987)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0987		10		May 19, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1175 was found		1010278 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-1175)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1175		9.3		May 19, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1176 was found		1010276 - Microsoft Windows Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-1176)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1176		9.3		May 19, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB20-13 was found		1010193 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-13)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-3806, CVE-2020-3803, CVE-2020-3795, CVE-2020-3801, CVE-2020-3804, CVE-2020-3805		10		May 19, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB20-24 was found		1010263 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-24) - 3		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-9612, CVE-2020-9608, CVE-2020-9609, CVE-2020-9607, CVE-2020-9610, CVE-2020-9611, CVE-2020-9606		9.3		May 12, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB20-24 was found		1010262 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-24) - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-9599, CVE-2020-9604, CVE-2020-9600, CVE-2020-9601, CVE-2020-9605, CVE-2020-9603, CVE-2020-9602		10		May 12, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-1153 was found		1010259 - Microsoft Windows Graphics Components Remote Code Execution Vulnerability (CVE-2020-1153)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-1153		9.3		May 12, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0953 was found		1010226 - Microsoft Windows JET Database Engine Remote Code Execution Vulnerability (CVE-2020-0953)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0953		9.3		April 21, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0729 was found		1010201 - Microsoft Windows LNK Remote Code Execution Vulnerability Over SMB (CVE-2020-0729)		DCERPC Services - Client		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0729		10		March 31, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to APSB20-13 was found		1010211 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-13) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-3793, CVE-2020-3807, CVE-2020-3802, CVE-2020-3797, CVE-2020-3799, CVE-2020-3800, CVE-2020-3792		10		March 31, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0729 was found		1010180 - Microsoft Windows LNK Remote Code Execution Vulnerability (CVE-2020-0729)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0729		10		March 3, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to CVE-2020-3748 or CVE-2020-3749  or CVE-2020-3750 or CVE-2020-3751 or CVE-2020-3752 or CVE-2020-3754 or CVE-2020-3755 was found		1010149 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB20-05) - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-3748, CVE-2020-3749, CVE-2020-3750, CVE-2020-3751, CVE-2020-3752, CVE-2020-3754, CVE-2020-3755		10		February 11, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2020-0681 was found		1010150 - Microsoft Windows Remote Desktop Client Remote Code Execution Vulnerability (CVE-2020-0681)		Remote Desktop Protocol Client		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2020-0681		10		February 11, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0708 was found		1009749 - Microsoft Windows Remote Desktop Services Remote Code Execution Vulnerability (CVE-2019-0708)		Remote Desktop Protocol Server		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2019-0708		10		February 11, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8440 was found		1009270 - Microsoft Windows Task Scheduler ALPC Privilege Escalation Vulnerability (CVE-2018-8440)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8440		7.2		January 14, 2020

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1149 or CVE-2019-1151 or CVE-2019-1152 was found		1010089 - Microsoft Windows Graphics Multiple Remote Code Execution Vulnerabilities (Aug-2019)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1149, CVE-2019-1151, CVE-2019-1152		6.8		December 10, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1117 or CVE-2019-1118 was found		1010090 - Microsoft Windows DirectWrite Remote Code Execution Vulnerability (CVE-2019-1117 and CVE-2019-1118)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1118, CVE-2019-1117		10		December 10, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1458 was found		1010087 - Microsoft Windows Elevation of Privilege Vulnerability (CVE-2019-1458)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1458		6.2		December 10, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1150 was found		1010093 - Microsoft Windows Graphics Remote Code Execution Vulnerability (CVE-2019-1150)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1150		6.8		December 10, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1119 was found		1010091 - Microsoft Windows DirectWrite Remote Code Execution Vulnerability (CVE-2019-1119)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1119		10		December 10, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1364 was found		1010009 - Microsoft Windows Elevation of Privilege Vulnerability (CVE-2019-1364)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1364		10		October 8, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1148 was found		1009928 - Microsoft Windows Font Subsetting Library Out-Of-Bounds Read Information Disclosure Vulnerability (CVE-2019-1148)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1148		6.8		August 20, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1145 was found		1009930 - Microsoft Windows Font Subsetting Library Use-After-Free Remote Code Execution Vulnerability (CVE-2019-1145)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1145		9		August 20, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-1144 was found		1009929 - Microsoft Windows Font Subsetting Library Double Free Remote Code Execution Vulnerability (CVE-2019-1144)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-1144		9		August 20, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Outlook vulnerable to CVE-2008-5424 was found		1003148 - Microsoft Outlook Express Malformed MIME Message Denial Of Service		Mail Client Outlook Express		2 - Normal		Medium		Detect Only		Vulnerability		Vulnerabilities and Exploits		CVE-2008-5424		4.3		August 20, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Outlook Express vulnerable to CVE-2008-5424 was found		1003149 - Microsoft Outlook Express Malformed MIME Message DoS		Mail Client Outlook Express		2 - Normal		Medium		Detect Only		Vulnerability		Vulnerabilities and Exploits		CVE-2008-5424		4.3		August 20, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Reader vulnerable to CVE-2009-0658 was detected		1003319 - Adobe Acrobat And Reader PDF File Handling Remote Code Execution Vulnerability.		Mail Client Windows		2 - Normal		Critical		Detect Only		Exploit		Vulnerabilities and Exploits		CVE-2009-0658		9.3		August 20, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-11885 was found		1008769 - Microsoft Windows RRAS Service Remote Code Execution Vulnerability (CVE-2017-11885)		RRAS Service		2 - Normal		High		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2017-11885		8.5		August 6, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-8544 was found		1008647 - Microsoft Windows Search Information Disclosure Vulnerability (CVE-2017-8544)		DCERPC Services		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-8544		2.1		July 23, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0948 was found		1009847 - Microsoft Windows Event Viewer Information Disclosure Vulnerability (CVE-2019-0948)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0948		10		July 16, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows was found		1009489 - Microsoft Windows Vcf And Contact File Insufficient UI Warning Remote Code Execution Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		N/A		10		June 25, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0808 was found		1009582 - Microsoft Windows Win32k Elevation Of Privilege Vulnerability (CVE-2019-0808)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0808		10		May 21, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Oracle Java Runtime Environment vulnerable to CVE-2019-2697 was found		1009743 - Oracle Java Runtime Environment 'sc_FindExtrema4' Heap Corruption Vulnerability (CVE-2019-2697)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-2697		10		May 14, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Oracle Java Runtime Environment vulnerable to CVE-2019-2698 was found		1009744 - Oracle Java Runtime Environment 'setCurrGlyphID' Heap Corruption Vulnerability (CVE-2019-2698)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-2698		10		May 14, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0863 was found		1009722 - Microsoft Windows Error Reporting Elevation Of Privilege Vulnerability (CVE-2019-0863)		Web Client Common		3 - High		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0863		10		May 14, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8468 was found		1009702 - Microsoft Windows Elevation Of Privilege Vulnerability (CVE-2018-8468)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8468		10		April 30, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Libxml2 vulnerable to CVE-2018-14404 was found		1009351 - Libxml2 Null Pointer Dereference Vulnerability (CVE-2018-14404)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-14404		10		April 30, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8544 was found		1009369 - Microsoft Windows VBScript Engine Remote Code Execution Vulnerability (CVE-2018-8544)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8544		9.3		April 30, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0803 was found		1009647 - Microsoft Windows GDI Elevation Of Privilege Vulnerability (CVE-2019-0803)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0803		10		April 9, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0859 or CVE-2019-0844 or CVE-2019-0840 or CVE-2019-0814 or CVE-2019-0685 was found		1009649 - Microsoft Windows Multiple Security Vulnerabilities (Apr-2019)		Web Client Common		3 - High		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0685, CVE-2019-0844, CVE-2019-0840, CVE-2019-0814, CVE-2019-0859		10		April 9, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0570 was found		1009595 - Microsoft Windows Runtime Elevation Of Privilege Vulnerability (CVE-2019-0570)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0570		10		April 2, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0775 or CVE-2019-0755 or CVE-2019-0767 was found		1009571 - Microsoft Windows Multiple Information Disclosure Vulnerabilities (March 2019)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0775, CVE-2019-0767, CVE-2019-0755		10		March 12, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulernable to CVE-2018-8550 was found		1009452 - Microsoft Windows COM Elevation Of Privilege Vulnerability (CVE-2018-8550)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8550		10		January 8, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2019-0572 or CVE-2019-0573 or CVE-2019-0574 or CVE-2019-0569 was found		1009466 - Microsoft Windows Multiple Security Vulnerabilities (Jan-2019) - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0572, CVE-2019-0569, CVE-2019-0574, CVE-2019-0573		10		January 8, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-0552 or CVE-2018-0555 or CVE-2018-0543 was found		1009461 - Microsoft Windows Multiple Security Vulnerabilities (Jan-2019) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2019-0543, CVE-2019-0555, CVE-2019-0552		10		January 8, 2019

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8423 was found		1009307 - Microsoft JET Database Engine Remote Code Execution Vulnerability (CVE-2018-8423)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8423		9.3		December 18, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8611 or CVE-2018-8639 was found		1009431 - Microsoft Windows Multiple Security Vulnerabilities (Dec-2018)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8611, CVE-2018-8639		7.2		December 11, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8408 or CVE-2018-8565 or CVE-2018-8589 was found		1009382 - Microsoft Windows Multiple Security Vulnerabilities (Nov-2018)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8589, CVE-2018-8408, CVE-2018-8565		7.2		November 27, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to May-2018 was found		1009088 - Microsoft Windows Multiple Elevation Of Privilege Vulnerabilities (May 2018)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8164, CVE-2018-8120, CVE-2018-8124, CVE-2018-8165, CVE-2018-8166, CVE-2018-8167		7.2		November 27, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004085 - Heuristic Detection Of Malicious PDF Documents - 3		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		N/A		10		November 20, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Internet Explorer was found		1009384 - Microsoft Internet Explorer 'Tree::Notify_InvalidateDisplay' Null Pointer Dereference Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		N/A		7.2		November 6, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: A web browser was found		1008828 - Speculative Execution Information Disclosure Vulnerabilities (Spectre)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-5753, CVE-2017-5715		4.7		November 6, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8413 was found		1009333 - Microsoft Windows Theme API Remote Code Execution Vulnerability (CVE-2018-8413)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8413		9.3		October 30, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8453 or CVE-2018-8411 or CVE-2018-8486 was found		1009340 - Microsoft Windows Multiple Security Vulnerabilities (Oct-2018)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8486, CVE-2018-8453, CVE-2018-8411		7.2		October 9, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-7237 was found		1008123 - Microsoft Windows Local Security Authority Subsystem Service Denial Of Service Vulnerability (CVE-2016-7237)		DCERPC Services		2 - Normal		Medium		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2016-7237		6.8		October 2, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-0886 was found		1009031 - Microsoft Windows CredSSP Remote Code Execution Vulnerability (CVE-2018-0886)		Remote Desktop Protocol Client		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-0886		7.6		October 2, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-007 was found		1007369 - Microsoft Windows DLL Loading Vulnerabilities Over Network Share (MS16-007)		DCERPC Services - Client		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0014, CVE-2016-0016, CVE-2016-0018		6.9		October 2, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-014 was found		1007426 - Microsoft Windows DLL Loading Vulnerabilities Over Network Share (MS16-014)		DCERPC Services - Client		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0042, CVE-2016-0041		7.2		September 25, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0148/CVE-2016-0160 was found		1007592 - Microsoft Windows DLL Loading Vulnerabilities Over Network Share (CVE-2016-0160 and CVE-2016-0148)		DCERPC Services - Client		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0160, CVE-2016-0148		7.2		September 25, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0176 was found		1008307 - Microsoft Windows Remote Desktop Protocol Remote Code Execution Vulnerability (CVE-2017-0176)		Remote Desktop Protocol Server		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2017-0176		9.3		September 25, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS15-132 was found		1007381 - Microsoft Windows DLL Loading Vulnerabilities Over Network Share (MS15-132)		DCERPC Services - Client		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-6132, CVE-2015-6133, CVE-2015-6128		7.2		September 25, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8420 was found		1009279 - Microsoft Windows MSXML Remote Code Execution Vulnerability (CVE-2018-8420)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8420		9.3		September 11, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Windows was found		1009290 - Microsoft Windows Multiple Security Vulnerabilities (Sep-2018)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8410, CVE-2018-8449		7.2		September 11, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0100 was found		1008201 - Microsoft Windows DLL Loading Vulnerability Over Network Share (CVE-2016-0100)		DCERPC Services - Client		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0100		7.2		August 28, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-0878 was found		1008961 - Microsoft Windows Remote Assistance Information Disclosure Vulnerability (CVE-2018-0878)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-0878		2.6		August 7, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-8210 was found		1009134 - Microsoft Windows Remote Code Execution Vulnerability (CVE-2018-8210)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8210		7.2		July 17, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB18-09 was found		1009103 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB18-09) - 4		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-4980, CVE-2018-4979, CVE-2018-4987, CVE-2018-4988, CVE-2018-4989, CVE-2018-4985, CVE-2018-4993		10		July 17, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Active Directory Vulnerable to CVE-2008-1445 was found		1008555 - Microsoft Windows Active Directory Denial Of Service Vulnerability (CVE-2008-1445)		Directory Server LDAP		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2008-1445		7.1		June 25, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to APSB18-09 was found		1009097 - Adobe Acrobat And Reader Multiple Security Vulnerabilities (APSB18-09) - 7		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-4955, CVE-2018-4957, CVE-2018-4973, CVE-2018-4975, CVE-2018-4983, CVE-2018-4960, CVE-2018-4990, CVE-2018-4967		10		June 25, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to June-2018 was found		1009131 - Microsoft Windows Multiple Elevation Of Privilege Vulnerabilities (June-2018)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-8214, CVE-2018-1036, CVE-2018-8169, CVE-2018-8208, CVE-2018-8233		7.2		June 12, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to June-2017 was found		1008448 - Microsoft Windows Multiple Elevation Of Privilege Vulnerabilities (June-2017)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-8466, CVE-2017-8465, CVE-2017-8468		7.2		March 27, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to multiple security vulnerabilities of Patch Tuesday, May 2017 was found		1008341 - Microsoft Windows Multiple Security Vulnerabilities (May-2017)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0214, CVE-2017-0077, CVE-2017-0175, CVE-2017-0246, CVE-2017-0213, CVE-2017-0245, CVE-2017-0220, CVE-2017-0263, CVE-2017-0258, CVE-2017-0259		7.2		March 27, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004317 - Identified Malicious PDF Document - 5		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		March 20, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004933 - Identified Malicious PDF Document - 8		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		March 20, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2018-0817 or CVE-2018-0877 or CVE-2018-0882 was found		1008936 - Microsoft Windows Multiple Elevation Of Privilege Vulnerabilities (March-2018)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2018-0817, CVE-2018-0877, CVE-2018-0882		7.2		March 13, 2018

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004133 - Heuristic Detection Of Malicious PDF Documents		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2010-4091, CVE-2013-0640		9.3		November 14, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows or Office vulnerable to CVE-2017-0199 was found		1008285 - Microsoft Word Remote Code Execution Vulnerability (CVE-2017-0199)		Web Client Common		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2017-0199		9.3		October 31, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to Sep-2017 was found		1008592 - Microsoft Windows Win32k Graphics Multiple Security Vulnerabilities (Sep-2017)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-8682, CVE-2017-8683		9.3		October 10, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0151 was found		1008197 - Microsoft Windows CSRSS Security Feature Bypass Vulnerability (CVE-2016-0151)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0151		7.2		October 3, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-062 was found		1008264 - Microsoft Windows Multiple Security Vulnerabilities (MS16-062)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0196, CVE-2016-0174, CVE-2016-0171, CVE-2016-0176, CVE-2016-0173, CVE-2016-0175		7.2		October 3, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-039 was found		1008258 - Microsoft Windows Multiple Elevation Of Privilege Vulnerabilities (MS16-039)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0143, CVE-2016-0167, CVE-2016-0165		7.2		September 26, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0051 was found		1008196 - Microsoft Windows WebDAV Elevation Of Privilege Vulnerability (CVE-2016-0051)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0051		7.2		September 26, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0099 was found		1008263 - Microsoft Windows Secondary Logon Elevation Of Privilege Vulnerability (CVE-2016-0099)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0099		7.2		September 26, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3219 was found		1008199 - Microsoft Win32k Elevation Of Privilege Vulnerability (CVE-2016-3219)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3219		6.9		September 19, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-8759 was found		1008604 - Microsoft Windows .NET Framework Remote Code Execution Vulnerability (CVE-2017-8759)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-8759		9.3		September 19, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-098 was found		1008265 - Microsoft Windows Multiple Elevation Of Privilege Vulnerabilities (MS16-098)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3308, CVE-2016-3309, CVE-2016-3311		7.2		September 19, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Windows was found		1008470 - Microsoft Windows Multiple Security Vulnerabilities (June-2017)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0286, CVE-2017-0289, CVE-2017-0282, CVE-2017-0288, CVE-2017-0287, CVE-2017-0283, CVE-2017-0284, CVE-2017-8483		9.3		July 18, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0285 was found		1008461 - Microsoft Windows Uniscribe Information Disclosure Vulnerability (CVE-2017-0285)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0285		1.9		July 4, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0084 was found		1008253 - Microsoft Windows Uniscribe Remote Code Execution Vulnerability (CVE-2017-0084)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0084		9.3		May 23, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Malware Protection Engine vulnerable to CVE-2017-0290 was found		1008370 - Microsoft Malware Protection Engine Remote Code Execution Vulnerability (CVE-2017-0290)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0290		9.3		May 9, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0058 was found		1008319 - Microsoft Windows Information Disclosure Vulnerability (CVE-2017-0058)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0058		1.9		May 9, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows or .NET vulnerable to April-2017 was found		1008274 - Microsoft Windows Multiple Security Vulnerabilities (April-2017)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0167, CVE-2017-0211, CVE-2017-0160, CVE-2017-0165, CVE-2017-0188, CVE-2017-0156, CVE-2017-0155, CVE-2017-0189		7.2		May 2, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0088/CVE-2017-0089 was found		1008234 - Microsoft Windows Uniscribe Multiple Remote Code Execution Vulnerabilities (MS17-011) - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0088, CVE-2017-0089		9.3		April 18, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0108 was found		1008241 - Microsoft Windows GDI+ Remote Code Execution Vulnerability (CVE-2017-0108)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0108		9.3		April 11, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0100 was found		1008202 - Microsoft Windows DLL Loading Vulnerability Over WebDAV (CVE-2016-0100)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0100		7.2		April 11, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0060 was found		1008238 - Microsoft Windows GDI+ Information Disclosure vulnerability (CVE-2017-0060)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0060		1.9		April 11, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0103 was found		1008247 - Microsoft Windows Registry Elevation Of Privilege Vulnerability (CVE-2017-0103)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0103		4.4		April 11, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004593 - Heuristic Detection Of Malicious PDF Documents - 2		Web Client Common		2 - Normal		Medium		Prevent		Smart		Vulnerabilities and Exploits		N/A		N/A		April 11, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0090/CVE-2017-0083/CVE-2017-0086/CVE-2017-0087 was found		1008235 - Microsoft Windows Uniscribe Multiple Remote Code Execution Vulnerabilities (MS17-011) - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0083, CVE-2017-0086, CVE-2017-0087, CVE-2017-0090		9.3		April 11, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-7274 was found		1008067 - Microsoft Windows Uniscribe Remote Code Execution Vulnerability (CVE-2016-7274)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-7274		9.3		March 28, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0061 was found		1008255 - Microsoft Color Management Information Disclosure Vulnerability (CVE-2017-0061)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0061		2.6		March 28, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0063 was found		1008254 - Microsoft Color Management Information Disclosure Vulnerability (CVE-2017-0063)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0063		4.3		March 28, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0085 was found		1008252 - Microsoft Windows Uniscribe Information Disclosure Vulnerability (CVE-2017-0085)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0085		4.3		March 28, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0100 was found		1008237 - Microsoft Windows COM Elevation Of Privilege Vulnerability (CVE-2017-0100)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0100		4.4		March 14, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0062 was found		1008239 - Microsoft Windows GDI+ Information Disclosure vulnerability (CVE-2017-0062)		Web Client Common		2 - Normal		Low		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0062		1.9		March 14, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2017-0121/CVE-2017-0072 was found		1008236 - Microsoft Windows Uniscribe Multiple Remote Code Execution Vulnerabilities (MS17-011)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2017-0072, CVE-2017-0121		9.3		March 14, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable software was found		1004870 - Identified Suspicious Jar File		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2013-0431, CVE-2010-1423, CVE-2008-5353, CVE-2011-3544, CVE-2010-0840, CVE-2009-3867, CVE-2010-3552, CVE-2010-4452, CVE-2012-4681, CVE-2010-0094, CVE-2010-0886, CVE-2010-3563, CVE-2012-0507		10		March 7, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-014 was found		1007427 - Microsoft Windows DLL Loading Vulnerabilities Over WebDAV (MS16-014)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0042, CVE-2016-0041		7.2		January 10, 2017

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-7255 was found		1008033 - Microsoft Windows Elevation Of Privilege Vulnerability (CVE-2016-7255)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-7255		7.2		December 20, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0168 was found		1007620 - Microsoft Windows Graphics Component Information Disclosure Vulnerability (CVE-2016-0168)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0168		4.3		November 15, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0170 was found		1007622 - Microsoft Windows Graphics Component RCE Vulnerability (CVE-2016-0170)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0170		9.3		November 15, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-135 was found		1008034 - Microsoft Windows Multiple Security Vulnerabilities (MS16-135)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-7246, CVE-2016-7214, CVE-2016-7215, CVE-2016-7255		7.2		November 8, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-120 was found		1007976 - Microsoft Windows Multiple Elevation Of Privilege Vulnerabilities (MS16-120)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3270, CVE-2016-7182		10		October 28, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-123 was found		1007975 - Microsoft Windows Multiple Security Vulnerabilities (MS16-123)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-7211, CVE-2016-3266, CVE-2016-7185, CVE-2016-3376, CVE-2016-3341		10		October 28, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-124 was found		1007988 - Microsoft Windows Multiple Security Vulnerabilities (MS16-124)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0070, CVE-2016-0073, CVE-2016-0075, CVE-2016-0079		4.3		October 25, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3209 was found		1007974 - Microsoft Windows GDI+ Information Disclosure Vulnerability (CVE-2016-3209)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3209		5		October 11, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3371 was found		1007935 - Microsoft Windows Kernel Elevation Of Privilege Vulnerability (CVE-2016-3371)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3371		4.3		October 4, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3304 was found		1007883 - Microsoft Windows Graphics Component Remote Code Execution Vulnerability (CVE-2016-3304)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3304		9.3		September 27, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3301 was found		1007881 - Microsoft Windows Graphics Component Remote Code Execution Vulnerability (CVE-2016-3301)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3301		9.3		September 27, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3373 was found		1007936 - Microsoft Windows Elevation Of Privilege Vulnerability (CVE-2016-3373)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3373		4.3		September 27, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3303 was found		1007882 - Microsoft Windows Graphics Component Remote Code Execution Vulnerability (CVE-2016-3303)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3303		9.3		September 6, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2016-4201 was found		1007776 - Adobe Acrobat And Reader Memory Corruption Vulnerability (CVE-2016-4201)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-4201		10		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2016-4206 was found		1007781 - Adobe Acrobat And Reader Memory Corruption Vulnerability (CVE-2016-4206)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-4206		10		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2016-4203 was found		1007778 - Adobe Acrobat And Reader Memory Corruption Vulnerability (CVE-2016-4203)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-4203		10		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0169 was found		1007621 - Microsoft Windows Graphics Component Information Disclosure Vulnerability (CVE-2016-0169)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0169		4.3		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2016-4208 was found		1007783 - Adobe Acrobat And Reader Memory Corruption Vulnerability (CVE-2016-4208)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-4208		10		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2016-4205 was found		1007780 - Adobe Acrobat And Reader Memory Corruption Vulnerability (CVE-2016-4205)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-4205		10		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2016-4204 was found		1007779 - Adobe Acrobat And Reader Memory Corruption Vulnerability (CVE-2016-4204)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-4204		10		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2016-4207 was found		1007782 - Adobe Acrobat And Reader Memory Corruption Vulnerability (CVE-2016-4207)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-4207		10		July 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: LibXML2 vulnerable to CVE-2013-0339 was found		1005403 - Libxml2 Entity Expansion Denial Of Service Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-0339		6.8		July 12, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3216 was found		1007668 - Microsoft Windows Graphics Component Information Disclosure Vulnerability (CVE-2016-3216)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3216		4.3		June 14, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-3220 was found		1007698 - Microsoft Windows ATMFD.DLL Elevation Of Privilege Vulnerability (CVE-2016-3220)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-3220		6.9		June 14, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0120 was found		1007537 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2016-0120)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0120		7.1		May 10, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft GS Wavetable Synth was found		1007223 - Microsoft GS Wavetable Synth Memory Corruption Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		N/A		9.7		April 19, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0148/CVE-2016-0160 was found		1007591 - Microsoft Windows DLL Loading Vulnerabilities Over WebDAV (CVE-2016-0160 and CVE-2016-0148)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0160, CVE-2016-0148		7.2		April 12, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0145 was found		1007553 - Microsoft Windows Graphics Memory Corruption Vulnerability (CVE-2016-0145)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0145		9.3		April 12, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to MS16-007 was found		1007370 - Microsoft Windows DLL Loading Vulnerabilities Over WebDAV (MS16-007)		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0014, CVE-2016-0016, CVE-2016-0018		6.9		April 12, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: This smart rule is always assigned to protect against unauthorized SSL certificates		1006606 - Identified Fraudulent Digital Certificate - 1		Web Client SSL		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		N/A		10		April 12, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0015 was found		1007368 - Microsoft DirectShow Heap Corruption Vulnerability (CVE-2016-0015)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0015		9.3		March 22, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Silverlight vulnerable to CVE-2016-0034 was found		1007366 - Microsoft Silverlight Runtime Remote Code Execution Vulnerability (CVE-2016-0034)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0034		9.3		March 22, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2016-0121 was found		1007482 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2016-0121)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2016-0121		9.3		March 8, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2015-7622 was found		1007359 - Adobe Reader And Acrobat PDF Parsing Memory Corruption Vulnerability (CVE-2015-7622)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-7622		10		February 23, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-6132 was found		1007288 - Microsoft Windows Library Loading Remote Code Execution Vulnerability Over WebDAV (CVE-2015-6132)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-6132		7.2		January 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-6128 was found		1007287 - Microsoft Windows Library Loading Remote Code Execution Vulnerability Over WebDAV (CVE-2015-6128)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-6128		7.2		January 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-6133 was found		1007284 - Microsoft Windows Library Loading Remote Code Execution Vulnerability Over WebDAV (CVE-2015-6133)		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-6133		7.2		January 26, 2016

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-6104 was found		1007161 - Microsoft Windows Graphics Memory Remote Code Execution Vulnerability (CVE-2015-6104)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-6104		9.3		December 16, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Font Driver vulnerable to CVE-2015-2426 was found		1006903 - Adobe Font Driver Memory Corruption Vulnerability (CVE-2015-2426)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2426		9.3		December 8, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-6103 was found		1007160 - Microsoft Windows Graphics Memory Remote Code Execution Vulnerability (CVE-2015-6103)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-6103		9.3		November 10, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to APSB15_10 was found		1006735 - Adobe Acrobat And Reader Multiple Remote Security Bypass Vulnerabilities		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-3072, CVE-2015-3067, CVE-2015-3068, CVE-2015-3066, CVE-2015-3071, CVE-2015-3065, CVE-2015-3073		10		October 27, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2015-3073 was found		1007122 - Adobe Acrobat And Reader Remote Security Bypass On JavaScript API Execution (CVE-2015-3073)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-3073		10		October 27, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2455 was found		1006956 - Microsoft Windows TrueType Font Parsing Vulnerability (CVE-2015-2455)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2455		9.3		October 27, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2459 was found		1006947 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2015-2459)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2459		9.3		September 22, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2461 was found		1006949 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2015-2461)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2461		9.3		September 22, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2510 was found		1007039 - Microsoft Graphics Component Buffer Overflow Vulnerability (CVE-2015-2510)		Microsoft Office		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2510		9.3		September 22, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8460 was found		1006409 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-8460)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-8460		10		September 8, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2462 was found		1006950 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2015-2462)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2462		9.3		September 8, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2432 was found		1006944 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2015-2432)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2432		9.3		August 25, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2456 was found		1006945 - Microsoft Windows TrueType Font Parsing Vulnerability (CVE-2015-2456)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2456		9.3		August 25, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2458 was found		1006946 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2015-2458)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2458		9.3		August 25, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2460 was found		1006948 - Microsoft Windows OpenType Font Parsing Vulnerability (CVE-2015-2460)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2460		9.3		August 25, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2464 was found		1006952 - Microsoft Windows TrueType Font Parsing Vulnerability (CVE-2015-2464)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2464		9.3		August 11, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2015-2463 was found		1006951 - Microsoft Windows TrueType Font Parsing Vulnerability (CVE-2015-2463)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2463		9.3		August 11, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Office Graphics Component vulnerable to CVE-2015-2431 was found		1006936 - Microsoft Office Graphics Component Remote Code Execution Vulnerability (CVE-2015-2431)		Microsoft Office		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-2431		9.3		August 11, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8461 was found		1006419 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-8461)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-8461		10		July 14, 2015

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Web Client was found		1006742 - Identified Suspicious User Agent In Outgoing HTTP Request		Web Client Common		2 - Normal		Medium		Prevent		Smart		Vulnerabilities and Exploits		N/A		N/A		July 14, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat and Reader vulnerable to CVE-2009-0927 was detected		1003405 - Adobe Acrobat JavaScript getIcon Method Buffer Overflow		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-0927		9.3		July 7, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2010-1241 was found		1004079 - Adobe Acrobat And Reader CFF Encodings Handling Heap Overflow Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-1241		9.3		July 7, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2009-2997 was found		1003848 - Adobe Acrobat Reader U3D CLODMeshContinuation Code Execution		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-2997		9.3		July 7, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: libxml2 vulnerable to CVE-2008-3529 was found		1003541 - Multiple Products libxml2 XML File Processing Long Entity Name Buffer Overflow		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2008-3529		10		July 7, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2010-0188 was found		1004552 - Adobe TIFF File Vulnerability - 3		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-0188		9.3		July 7, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Reader vulnerable to CVE-2009-0658 was detected		1003291 - Adobe Acrobat And Reader PDF File Handling Remote Code Execution Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-0658		9.3		July 7, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2009-2994 was found		1003803 - Adobe Reader And Acrobat U3D 'CLODMeshDeclaration' Buffer Overflow Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-2994		9.3		July 7, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8458 was found		1006418 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-8458)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-8458		10		June 23, 2015

		This rule has configuration options.		X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Windows to CVE-2015-0006 was found		1006785 - Identified LDAP BindRequest Using NTLM Authentication Mechanism		LDAP Client		2 - Normal		Medium		Detect Only		Smart		Vulnerabilities and Exploits		CVE-2015-0006		6.1		June 23, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8457 was found		1006421 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-8457)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-8457		10		June 23, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-9159 was found		1006420 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-9159)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-9159		10		June 23, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2015-3052 was found		1006723 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2015-3052)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-3052		10		May 26, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2015-3051 was found		1006722 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2015-3051)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-3051		10		May 26, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2015-3050 was found		1006721 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2015-3050)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2015-3050		10		May 26, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2009-2990 was detected		1006587 - Adobe Reader And Acrobat U3D File Invalid Array Index Remote Vulnerability (CVE-2009-2990)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-2990		9.3		March 24, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Java was detected		1005598 - Identified Malicious Java JAR Files - 3		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-2423, CVE-2012-1723		10		February 10, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-9160 was found		1006465 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-9160)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-9160		10		February 2, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-9161 was found		1006466 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-9161)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-9161		9.3		February 2, 2015

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8456 was found		1006415 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-8456)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-8456		10		December 23, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8455 was found		1006413 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-8455)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-8455		10		December 23, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8459 was found		1006417 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-8459)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-8459		10		December 23, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-9158 was found		1006422 - Adobe Reader And Acrobat Memory Corruption Vulnerability (CVE-2014-9158)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-9158		10		December 23, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2014-8449 was found		1006425 - Adobe Reader And Acrobat Unspecified Remote Integer Overflow Vulnerability (CVE-2014-8449)		Web Client Common		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2014-8449		10		December 23, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2013-2729 was found		1005523 - Adobe Acrobat And Reader Unspecified Remote Integer Overflow Vulnerability (CVE-2013-2729)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-2729		10		October 28, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Adobe Acrobat Reader was detected		1004158 - Adobe TIFF File Vulnerability - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-0188		9.3		September 23, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Media Player vulnerable to CVE-2014-2671 was found		1006168 - Microsoft Windows Media Player '.wav' File Memory Corruption Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2014-2671		6.8		September 9, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Acrobat Reader vulnerable to CVE-2010-2201 was detected		1004394 - Adobe Acrobat And Reader Remote Code Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-2201, CVE-2010-1285, CVE-2010-2202, CVE-2010-1240, CVE-2010-2168, CVE-2010-2203		6.8		September 9, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Software vulnerable to CVE-2011-1260 was detected		1004686 - Internet Explorer Layout Memory Corruption Vulnerability (CVE-2011-1260)		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2011-1260		9.3		August 26, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader vulnerable to CVE-2010-2883 was found		1005988 - Adobe Reader SING Table Parsing Vulnerability - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-2883		9.3		June 10, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader vulnerable to CVE-2010-2883 was found		1004393 - Adobe Reader SING Table Parsing Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2010-2883		9.3		June 10, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004113 - Identified Malicious PDF Document - 1		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		May 27, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004316 - Identified Malicious PDF Document - 4		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		May 27, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1006072 - Heuristic Detection Of Malicious PDF Documents - 5		Web Client Common		2 - Normal		Medium		Prevent		Smart		Vulnerabilities and Exploits		N/A		N/A		May 27, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1006071 - Heuristic Detection Of Malicious PDF Documents - 1		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2007-5659, CVE-2010-2883		9.3		May 27, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was found		1004183 - Identified Malicious PDF Document		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		May 13, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004318 - Identified Malicious PDF Document - 6		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		May 13, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat or Reader vulnerable to CVE-2013-3346 was found		1005798 - Adobe Acrobat And Reader ToolButton Remote Code Execution Vulnerability (CVE-2013-3346)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-3346		10		May 13, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2009-2990 was detected		1003833 - Adobe Reader And Acrobat U3D File Invalid Array Index Remote Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2009-2990		9.3		March 25, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader or Acrobat vulnerable to CVE-2009-3953 was found		1005896 - Adobe U3D CLODProgressiveMeshDeclaration Array Overrun Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-3953		10		March 11, 2014

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004227 - Identified Malicious PDF Document - 2		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		December 25, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: PDF Reader was detected		1004324 - Identified Malicious PDF Document - 7		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		December 25, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to CVE-2013-0640 was found		1005392 - Adobe Acrobat And Reader Remote Code Execution Vulnerability (CVE-2013-0640)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-0640		9.3		November 29, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Java was detected		1004606 - Identified Malicious Java Class Files		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		November 12, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: MSXML vulnerable to CVE-2013-0006 was found		1005323 - Identified Suspicious Download Of XML File Over HTTP		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2013-0006		9.3		October 22, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable software was detected		1004801 - Adobe Flash Player 'SWF' File Remote Memory Corruption Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2011-0611		9.3		October 1, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Internet Explorer was found		1005696 - Microsoft Internet Explorer "document.getElementById" Denial Of Service Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		N/A		10		October 1, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Acrobat Reader vulnerable to CVE-2009-4324 was detected		1003885 - Adobe Reader And Acrobat 'newplayer()' JavaScript Method Remote Code Execution Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2009-4324		9.3		September 10, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe product vulnerable to CVE-2010-1297 was detected		1004202 - Adobe Products authplay.dll Remote Code Execution Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-1297		9.3		September 10, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Adobe Acrobat and Reader was found		1004873 - Adobe Acrobat Reader U3D Component Memory Corruption (CVE-2011-2462)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2011-2462		10		August 27, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Reader vulnerable to CVE-2010-0188 detected		1004077 - Adobe TIFF File Buffer Overflow Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2010-0188		9.3		July 31, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Java was detected		1004934 - Identified Malicious Java JAR Files - 1		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-1347		9.3		July 9, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat and Reader vulnerable to CVE-2009-0927 was detected		1003478 - Adobe Acrobat Reader getIcon() Memory Corruption Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-0927		9.3		April 23, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Java was detected		1004711 - Identified Malicious Java JAR Files		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-0422, CVE-2009-3867		10		April 23, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat And Reader vulnerable to CVE-2013-0641 was found		1005408 - Adobe Acrobat And Reader Remote Code Execution Vulnerability (CVE-2013-0641)		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-0641		9.3		April 2, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: MSXML vulnerable to CVE-2013-0006 was found		1005345 - Microsoft XML Core Services Remote Code Execution Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-0006		9.3		February 5, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Internet Explorer Vulnerable to CVE-2013-0007 was found		1005322 - Microsoft Internet Explorer MSXML XSLT Vulnerability (CVE-2013-0007)		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2013-0007		9.3		January 8, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Web client was found		1005307 - Identified Fraudulent Digital Certificate		Web Client SSL		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		N/A		9.3		January 8, 2013

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Internet Explorer was found		1005289 - Microsoft Internet Explorer Remote Stack Overflow Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		N/A		10		December 21, 2012

				X		This Intrusion Prevention Rule is recommended for this computer: Web Client was found		1004790 - Identified Diginotar Certificate		Web Client SSL		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		N/A		9.4		January 10, 2012

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Adobe Acrobat and Reader was found		1004871 - Adobe Acrobat Reader U3D Component Memory Corruption Vulnerability (CVE-2011-2462)		Web Client Common		2 - Normal		Critical		Prevent		Vulnerability		Vulnerabilities and Exploits		CVE-2011-2462		10		December 13, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Mozilla Firefox was detected		1004734 - Mozilla Firefox And Microsoft Internet Explorer Denial Of Service		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		N/A		9		July 26, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable browser was found		1003628 - Multiple Web Browsers Denial Of Service Vulnerability		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-2540, CVE-2009-2535, CVE-2009-2542, CVE-2009-2536, CVE-2009-1692		7.1		July 26, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Software vulnerable to CVE-2011-1252 was detected		1004684 - Internet Explorer toStaticHTML Information Disclosure Vulnerability (CVE-2011-1252)		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2011-1252		4.3		July 19, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Software vulnerable to CVE-2011-1255 was detected		1004687 - Internet Explorer Time Element Memory Corruption Vulnerability (CVE-2011-1255)		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2011-1255		9.3		July 19, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Internet Explorer vulnerable to CVE-2010-1118 was found		1004084 - Microsoft Internet Explorer Unspecified Remote Code Execution Vulnerabilities		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-1118		10		July 12, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable version of Internet Explorer or Opera was detected		1004092 - IE/Opera Source Code Viewer Null Character Handling Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		6.8		June 14, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Acrobat Reader vulnerable to CVE-2009-4324 was detected		1004008 - Adobe Reader And Acrobat 'newplayer()' JavaScript Method Code Execution		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2009-4324		9.3		January 25, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Acrobat Reader vulnerable to CVE-2009-4324 was detected		1004004 - Adobe Reader And Acrobat 'newplayer()' JavaScript Method Code Execution Vulnerability - 2		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-4324		9.3		January 25, 2011

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Flashplayer vulnerable to CVE-2010-3654 was found		1004497 - Adobe Flash Player Unspecified Code Execution Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-3654		9.3		November 23, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Sun Java Runtime Environment was found		1004436 - Java 6 Standard Edition Runtime deployJava1.dll Remote Buffer Overflow		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		October 12, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Internet Explorer vulnerable to CVE-2010-2553 or CVE-2009-2655 was found		1003641 - Microsoft Internet Explorer 'findText()' Unicode Parsing Denial Of Service		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-2655, CVE-2010-2553		9.3		October 12, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Adobe Acrobat and Reader was found		1004376 - Adobe Acrobat Reader Memory Corruption Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		September 14, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2010-2265 was found		1004239 - Microsoft Help and Support Center 'sysinfo/sysinfomain.htm' Cross Site Scripting Weakness		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-2265		4.3		July 13, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2010-2204 was found		1004265 - Adobe Acrobat and Reader CoolType Typography Engine Remote Denial Of Service Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-2204		9.3		July 13, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Internet Explorer was found		1004264 - Microsoft Internet Explorer 'mshtml.dll' Remote Information Disclosure Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		July 13, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Internet Explorer was found		1004199 - Microsoft Internet Explorer CSS 'expression' Remote Denial Of Service Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		June 8, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Mozilla Firefox/Opera was found		1004193 - Multiple Browser Denial Of Service		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		June 8, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Reader vulnerable to CVE-2010-0188 was found		1003988 - Adobe TIFF File Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-0188		9.3		May 11, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable software was detected		1004081 - Restrict PDF Documents With Embedded Executable Files		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2010-1240, CVE-2010-2201, CVE-2010-1285, CVE-2010-2202, CVE-2010-2168, CVE-2010-2203		9.3		May 11, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Multiple Web Browsers was found		1004139 - Multiple Browsers Long Unicode Denial Of Service		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		May 11, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Multiple Web Browsers was found		1004141 - Multiple Browsers 0day Denial Of Service		Web Client Common		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		May 11, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat Reader vulnerable to CVE-2010-0188 was found		1004078 - Adobe TIFF File Buffer Overflow Vulnerability - 2		Web Client Common		2 - Normal		Critical		Prevent		Smart		Vulnerabilities and Exploits		CVE-2010-0188		9.3		April 13, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2009-1493 or CVE-2009-1492 was found		1003458 - Adobe Reader 'getAnnots()' And 'customDictionaryOpen()' Javascript Function Remote Code Execution		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-1493, CVE-2009-1492		9.3		April 13, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Mozilla Firefox vulnerable to CVE-2008-7244 was found		1003992 - Microsoft Internet Explorer Multitudinous Looping Denial Of Service		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2008-7244		5		March 9, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows vulnerable to CVE-2010-0483 was found		1004019 - Microsoft Internet Explorer win32hlp Remote Code Execution		Web Client Internet Explorer/Edge		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2010-0483		7.6		March 2, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Acrobat Reader vulnerable to CVE-2009-4324 was detected		1003996 - Adobe Reader And Acrobat 'newplayer()' JavaScript Method Code Execution Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-4324		9.3		February 23, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2009-3956 was found		1003915 - Adobe Reader And Acrobat Forms Data Format Remote Security Bypass Vulnerability		Web Client Common		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-3956		10		January 27, 2010

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Adobe Reader was found		1003841 - Adobe Browser Document ActiveX Denial Of Service		Web Client Internet Explorer/Edge		2 - Normal		High		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		December 22, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2009-2979 was found		1003807 - Adobe Reader And Acrobat XMP-XML Entity Expansion Denial Of Service Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-2979		4.3		November 24, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Internet Explorer vulnerable to CVE-2009-3003 was found		1003689 - Internet Explorer URL Path Spoofing Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-3003		4.3		September 22, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Internet Explorer vulnerable to CVE-2009-2764 was found		1003683 - Microsoft Internet Explorer 8 Denial Of Service Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-2764		5		August 25, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Adobe Flash Player/Adobe Reader/ Adobe Acrobat was found		1003638 - Adobe Acrobat, Reader And Flash Player Unspecified Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		July 28, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Adobe Acrobat/Adobe Acrobat Reader vulnerable to CVE-2009-3431 was found		1003532 - Adobe Acrobat Stack Exhaustion Denial Of Service Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2009-3431		5		June 9, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Windows Media Player was found		1003471 - Microsoft Windows Media Player WAV File Multiple Denial Of Service Vulnerabilities		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		May 20, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Windows Media Player was found		1003441 - Microsoft Windows Media Player MIDI File Denial Of Service Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		6.8		April 30, 2009

				X		This Intrusion Prevention Rule is recommended for this computer: Microsoft Windows Media Player vulnerable to CVE-2008-4927 was found		1003007 - Microsoft Windows Media Player MIDI File MThd Header Parsing Denial Of Service Vulnerability		Web Client Common		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2008-4927		4.3		December 9, 2008

				X		This Intrusion Prevention Rule is recommended for this computer: Image Acquisition Logger ActiveX vulnerable to CVE-2008-3957 was found		1002864 - Microsoft Windows Image Acquisition Logger ActiveX Control Arbitrary File Overwrite Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Critical		Prevent		Exploit		Vulnerabilities and Exploits		CVE-2008-3957		9.3		September 30, 2008

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Windows Media ActiveX was found		1001237 - Microsoft Windows Media Digital Rights Management ActiveX Control Buffer Overflow		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		6.8		June 6, 2008

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Internet Explorer was found		1002364 - Microsoft Internet Explorer 'ieframe.dll' Script Injection		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Exploit		Vulnerabilities and Exploits		N/A		N/A		April 22, 2008

				X		This Intrusion Prevention Rule is recommended for this computer: Vulnerable Microsoft Internet Explorer was found		1001086 - Windows Shell User Logon ActiveX Control Create Method Vulnerability		Web Client Internet Explorer/Edge		2 - Normal		Medium		Prevent		Vulnerability		Vulnerabilities and Exploits		N/A		6.8		October 17, 2007
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ETHICS FORM – HND/BSc COMPUTING STUDENTS ONLY



APPLICATION FOR ETHICAL APPROVAL



In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 



The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.



The individual undertaking the research activity is known as the “principal researcher”.



This form must be completed and approved prior to undertaking any research activity. 



SECTION A: About You (Principal Researcher)

		1

		Full Name:

		Thomas Evans



		2

		Student Number:

		

1810164



		3

		Email address:

		1810164@student.uwtsd.ac.uk



		4

		Programme of Study:

		Computing (Computer networks and cyber security)



		5

		Director of Studies/Supervisor:

		Carlene Campbell







SECTION B:  Internal and External Ethical Guidance Materials

		

		Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.



		1

		UWTSD Research Ethics & Integrity Code of Practice

		☒

		2

		UWTSD Research Data Management Policy

		☒



		3

		

		☐







SECTION C: External Collaborative Research Activity

If there are no external collaborators then leave this section blank and continue to section D

		1

		Does the research activity involve collaborators outside of the University?

		YES

		☐

		NO

		☒



		

		If Yes, please provide the name of the external organisation and name and contact details for the main contact person and confirmation this person has consented to their personal data being shared.as part of this collaboration.



		2

		Institution

		





		3

		Contact person name

		





		4

		Contact person e-mail address



		



		5

		Has this individual consented to sharing their details on this form?

		YES

		☐

		NO

		☐



		6

		Has permission to undertake the research has been provided by the partner organisation?

		(If YES attach copy)

If NO the application cannot continue

		YES

		☐

		NO

		☐



		7

		Does this organisation have its own ethics approval system that applies to this research?

		YES

		☐

		NO

		☐



		

		If Yes, please attach a copy of any final approval (or interim approval) from the organisation (this may be a copy of an email confirming any such approval).









SECTION D: Details of Research Activity

		1

		Indicative title:

		A STUDY OF THE USE OF IPS IN A HEALTHCARE ENVIRONMENT



		2

		Proposed start date:

		01/01/2022

		Proposed end date:

		30/07/22



		

		Introduction to the Research (maximum 300 words in each section)

Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:

· Purpose of Research Activity

· Proposed Research Question

· Aims of Research Activity

· Objectives of Research Activity

Demonstrate, briefly, how Existing Research has informed the proposed activity and explain

· What the research activity will add to the body of knowledge 

· How it addresses an area of importance. 



		3

		Purpose of Research Activity

To investigate how Intrusion prevention systems work, and then deploy one to a healthcare IT environment and measure the impact it has on the environments security 





(this box should expand as you type)



		4

		Research Question



Does deploying IPS software into a healthcare IT environment improve the security posture





(this box should expand as you type)



		5

		Aims of Research Activity



Research IPS

Research the different types

Research their strengths and weaknesses

Investigate whether they improve the security of a healthcare IT environment



(this box should expand as you type)



		6

		Objectives of Research Activity



· [bookmark: _Hlk107907425]Perform research into IPS, their benefits and potential downsides

· Research the types of IPS and where each of these are best deployed

· Research IPS vendors and analyse some of these product’s whitepapers

· Configure an environment to run a test against an IPS, analysing its ability to detect and prevent threats and record how it effects the security level of the environment

· Collate the analysis and evaluate the findings to determine if the IPS is beneficial to the environment’s security





(this box should expand as you type)



		

		Proposed data collection methods (maximum 600 words)

Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here, but should instead describe how you intend to collect the data necessary for you to complete your project.



		7

		This should describe how you intend to collect data. It should not include a discussion of the theoretical basis for your data collection methods. Please note, that if you intend to collect any audio/video recordings of interviews with participants then these will be are classified as Personal Data under GDPR/DPA2018. If you intend to use these then note this in section H.



(this box should expand as you type)







SECTION E: Scope of Research Activity

		

		Will the research activity include:

		YES

		NO



		1

		Use of a questionnaire or similar research instrument?

		☐

		☒



		2

		Use of interviews?

		☐

		☒



		3

		Use of focus groups?

		☐

		☒



		4

		Use of participant diaries? 

		☐

		☒



		5

		Use of video or audio recording?

		☐

		☒



		6

		Use of computer-generated log files?

		☐

		☒



		7

		Participant observation with their knowledge?

		☐

		☒



		8

		Participant observation without their knowledge?

		☐

		☒



		9

		Access to personal or confidential information without the participants’ specific consent?

		☐

		☒



		10

		Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?

		☐

		☒



		11

		Performance of any acts which may cause embarrassment or affect self-esteem?

		☐

		☒



		12

		Investigation of participants involved in illegal activities?

		☐

		☒



		13

		Use of procedures that involve deception?

		☐

		☒



		14

		Administration of any substance, agent or placebo?

		☐

		☒



		15

		Working with live vertebrate animals?

		☐

		☒



		16

		Procedures that may have a negative impact on the environment?

		☐

		☒



		17

		Other primary data collection methods. Please indicate the type of data collection method(s) below.

		☐

		☒



		

		Details of any other primary data collection method:







(this box should expand as you type)

		

		







If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section F and continue to section G.



If you have ticked YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. You should continue to section F.



SECTION F: Intended Participants

		

		Who are the intended participants:

		

YES

		

NO



		1

		Students or staff at the University?

		☐

		☒



		2

		Adults (over the age of 18 and competent to give consent)?

		☐

		☒



		3

		Vulnerable adults?

		☐

		☒



		4

		Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)

		☐

		☒



		5

		Prisoners?

		☐

		☒



		6

		Young offenders?

		☐

		☒



		7

		Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?

		☐

		☒



		8

		People engaged in illegal activities?

		☐

		☒



		9

		Others. Please indicate the participants below, and specifically any group who may be unable to give consent.



		☐

		☒



		

		Details of any other participant groups:

Complete this only if your participants cannot give consent. This includes animals.



(this box should expand as you type)

		

		







		

		Participant numbers and source

Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 



		10

		How many participants are expected?



		Ballpark figures are fine, but make sure that you explain how you will identify and contact your participants.



None

(this box should expand as you type)



		11

		Who will the participants be?



		

NA



(this box should expand as you type)



		12

		How will you identify the participants?

		



NA

(this box should expand as you type)









		

		Information for participants:

		

YES

		NO

		

N/A



		13

		Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?

		☐

		☐

		☒



		14

		Will you tell participants that their participation is voluntary?

		☐

		☐

		☒



		15

		Will you obtain written consent for participation?

		☐

		☐

		☒



		16

		Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?

		☐

		☐

		☒



		17

		If the research is observational, will you ask participants for their consent to being observed?

		☐

		☐

		☒



		18

		Will you tell participants that they may withdraw from the research at any time and for any reason?

		☐

		☐

		☒



		19

		With questionnaires, will you give participants the option of omitting questions they do not want to answer?

		☐

		☐

		☒



		20

		Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?

		☐

		☐

		☒



		21

		Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?

		☐

		☐

		☒



		22

		If NO to any of above questions, please give an explanation 



		

		You should be able to tick YES or N/A for all of these questions. If not, then explain why not in this box.



(this box should expand as you type)







		

		Information for participants:

		

YES

		NO

		

N/A



		24

		Will participants be paid?

		☐

		☐

		☒



		25

		Is specialist electrical or other equipment to be used with participants?

		☐

		☐

		☒



		26

		Are there any financial or other interests to the investigator or University arising from this study?

		☐

		☐

		☒



		27

		Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?

		☐

		☐

		☒



		28

		If YES to any question, please provide full details 



		

		You should be able to tick NO or N/A for most of these questions. For any cases that you have ticked YES then provide details in this box. If you are using cameras/voice recorders to record interviews then please state that in this box.



(this box should expand as you type)







SECTION G: Anticipated Risks



		

		
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  



		1

		Risks to participants

For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.



		

		Risk to participants:

There are always risks. Do not write N/A unless you have no participants.



(this box should expand as you type)

		How you will mitigate the risk to participants:



NA



(this box should expand as you type)



		2

		If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities



		

		

NA



(this box should expand as you type)



		3

		Risks to the investigator

For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest



		

		Risk to the investigator:

There are always risks. Do not write N/A.





(this box should expand as you type)

		How you will mitigate the risk to the investigator:



NA



(this box should expand as you type)



		4

		University/institutional risks

For example: adverse publicity, financial loss, data protection



		

		Risk to the University:

There are always risks. Do not write N/A.





(this box should expand as you type)

		How you will mitigate the risk to the University:



NA



(this box should expand as you type)



		5

		Environmental risks

For example: accidental spillage of pollutants, damage to local ecosystems



		

		Risk to the environment:







(this box should expand as you type)

		How you will mitigate the risk to environment:



NA



(this box should expand as you type)







SECTION H: Feedback, Consent and Confidentiality



If you have identified in section E that there are no participants then skip this section and continue to section I.



		1

		Feedback

What de-briefing and feedback will be provided to participants, how will this be done and when? 



		

		You don’t need to email your participants with your final report. A good alternative is to set up an email address that they will be able to contact for further details or results.



(this box should expand as you type)



		2

		Informed consent

Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.



		

		If you are using a paper questionnaire then you should have the participants sign an appropriate consent form. These forms will count as personal data and should be noted as such in section J.

If you are using an online questionnaire, then you should have a screen before the questions start that acts as a consent form, informing participants that by clicking on the NEXT button they are providing consent.



(this box should expand as you type)



		3

		Confidentiality / Anonymity

Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 



		

		Do not collect names unless you really need them. Do not name participants or organisations in any research publications (including the thesis) without their explicit permission.



(this box should expand as you type)







SECTION I: Data Protection and Storage



		

		Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?

		YES

		NO



		1

		“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.

		☐

		☐



		

		If YES, provide a description of the data and explain why this data needs to be collected:



		2

		This includes audio/video data of participants, but can also include IP addresses and usernames. Names, addresses and emails also count, as do consent forms.



(this box should expand as you type)



		

		Does it involve special category data (as defined by the GDPR)?

		YES

		NO



		3

		“Special category data” means sensitive personal data consisting of information as to the data subjects’ –

(a) racial or ethnic origin,

(b) political opinions,

(c ) religious beliefs or other beliefs of a similar nature,

(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),

(e) physical or mental health or condition,

(f) sexual life,

(g) genetics,

(h) biometric data (as used for ID purposes),

		

☐

		

☐



		

		If YES, provide a description of the special category data and explain why this data needs to be collected:



		4

		What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in accordance with cultural norms would count as sensitive personal data.







(this box should expand as you type)







		

		
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?

		YES

		NO



		5

		Manual files (i.e. in paper form)?

		☐

		☒



		6

		University computers?

		☐

		☒



		7

		Private company computers?

		☐

		☒



		8

		Home or other personal computers?

		☒

		☐



		9

		Laptop computers/ CDs/ Portable disk-drives/ memory sticks?

		☒

		☐



		10

		“Cloud” storage or websites?

		☒

		☐



		11

		Other – specify:



		☐

		☐



		12

		For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:



		

		If possible, save your data on computers that are secure and regularly backed up. Many cloud services only provide GDPR-compliant storage for business customers. An example of suitable text is given below.



All data held on devices with full encryption and regularly backed up









(this box should expand as you type)







		

		Data Protection



		

		Will the research activity involve any of the following activities:

		YES

		NO



		13

		Electronic transfer of data in any form?

		☐

		☒



		14

		Sharing of data with others at the University outside of the immediate research team?

		☐

		☒



		15

		Sharing of data with other organisations?

		☐

		☒



		16

		Export of data outside the UK or importing of data from outside the UK?

		☐

		☒



		17

		Use of personal addresses, postcodes, faxes, emails or telephone numbers?

		☐

		☒



		18

		Publication of data that might allow identification of individuals?

		☐

		☒



		19

		If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):



		

		This includes data such as drafts of your thesis as well as experimental or survey data. An example of suitable text is given below.



All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected. All data transfers will be encrypted and password protected.  All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project.



(this box should expand as you type)



		20

		List all who will have access to the data generated by the research activity:



		

		Normally the principal researcher, possibly also the supervisor and, if the project has an industrial partner, a representative of that partner. Possibly also external examiner or second marker?



Principal researcher



(this box should expand as you type)



		21

		List who will have control of, and act as custodian(s) for, data generated by the research activity:



		

		Usually the principal researcher.



Principal researcher

(this box should expand as you type)



		22

		Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 



		

		This includes data such as drafts of your thesis as well as experimental or survey data. An example of suitable text is given below.



Data held on devices with full disk encryption. Stored in password protected folders

(this box should expand as you type)



		22

		Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

		☒



		23

		Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding

		☒









SECTION J: Declaration

		

		The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.



In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 



		1

		Signature of applicant:

		[bookmark: _GoBack][image: ]

		Date:

26/07/2022



		2

		Director of Studies/Supervisor:

		

		Date:



		3

		Signature:

		



		











FOR INTERNAL USE ONLY:

		

		Ethical approval given 



		1

		Signature of assessor:

		

		Date:





		2

		Name:

		



		3

		Role:
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