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[bookmark: _Toc52466301]Who were the victims of the attacks?
The attack is indiscriminate as it affects both businesses and service users of the hospital.

What technologies and tools were used in the attack? 
In this instance the blame was pinpointed to SunCrypt ransomware operation.
An employee of the hospital had their device infected with the Trickbot Trojan.
MalwareBytes reports Trickbot as being delveoped in 2016 and has been known to be spread via malicious spam campaigns or via EternalBlue Exploit (MS17-010) 
 
 
 
[bookmark: _Toc52466302]When did the attack happen within the network? 
 The attack happened in August 2020
 
 
[bookmark: _Toc52466303]What systems were targeted? 
 Once the end user device is compromised the local files are encrypted. In every folder where files are encrypted a HTML file is placed there to inform the user what happened and what they need to do next to pay to unlock the files
 
 
[bookmark: _Toc52466304]What was the motivation of the attackers in this case? What did they hope to achieve?  
 SunCrypt alleges to be part of the criminal enterprise the Maze cartel and undertook this attack for financial gain. 
 
 
[bookmark: _Toc52466305]What was the outcome of the attack? (stolen data, ransom, system damage, etc.) 
 In this attack SunCrypt claims to have over 240GB of data stolen from the Hospital and leaked a 1.7Gb archive containing over 48,000 documents
 
 
[bookmark: _Toc52466306]What is the vulnerability and who might exploit it? Explain. 
 Unpatched Windows based systems with the vulnerability identified in CVE-2019-0199
Microsoft Windows Vista x64 Edition Service Pack 2 0
Microsoft Windows Vista SP2
Microsoft Windows Server 2012 0
Microsoft Windows Server 2008 R2 for x64-based Systems SP1
Microsoft Windows Server 2008 R2 for Itanium-based Systems SP1
Microsoft Windows Server 2008 for x64-based Systems SP2
Microsoft Windows Server 2008 for Itanium-based Systems SP2
Microsoft Windows Server 2008 for 32-bit Systems SP2
Microsoft Windows 7 for x64-based Systems SP1
Microsoft Windows 7 for 32-bit Systems SP1
Microsoft Office 2016 (64-bit edition) 0
Microsoft Office 2016 (32-bit edition) 0
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2010 Service Pack 2 (64-bit editions) 0
Microsoft Office 2010 Service Pack 2 (32-bit editions) 0
Microsoft Office 2007 Service Pack 3 0
 
 An attacker can leverage this issue to execute arbitrary code and gain complete control  of the affected system. As its possible to include embedded links in documents to other documents including HTA files.  
Why does the vulnerability exist? 
The vulnerability exists either because the systems have not been patched or the system is out of support by the vendor and a patch isn’t available for the system.
 
 
[bookmark: _Toc52466307]What could be done to limit the vulnerability? 
The CVE was published in 21017 and Microsoft has released patches to fix this issue. Ensuring that the patching of the estate is up to date and review the system to ensure this patch has been applied. Many of these systems are no longer supported by Microsoft as there are no security patches for them so they should be replaced by new supported systems.
	


Conduct search of Certifications. 
Most popular cybersecurity-related certifications.
 List them below with the organization that provides the certification. 

There are many that were found but these ones tended to appear in various recent lists
(ISC)2 CISSP- Certified Information System Security Professional
EC-Council- Certified Ethical Hacker
ISACA formerly known as Information System Audit and Control Association
		
 
 
 
 
 
1. Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc. 
(ISC)2 – System Security Certified Practitioner you need at least one years worth of paid employment in the relevant field or a bachelors or masters degree to qualify there is one exam to sit
EC-Council CEH will require the candidate to meet a minimum criteria or attend training then pass a 4 hour exam with roughly 125 questions. 
ISACA follows the above and requires the candidate to pass an exam to be certifed

 
Investigate positions available within cybersecurity 
Glassdoor is one of the largest job sites worldwide. Using your browser of choice, access glassdoor.com and search to find cybersecurity jobs available that were posted within the last two weeks. Adjust the search as you would like. You can search for jobs in your area or an area that you would like to live and work in. You could also use other job sites. 
Questions  
3. How many new job listings were posted within the last two weeks? 
There have been 300 Cyber security job postings over the last 2 weeks

 
 
 
 
4. What is the salary range for the top 10 listings? 
Ranges from 20K to over 100K 
  
 
5. What are the most common qualifications required by employers? 
Bachelor's degree in computer science or related field
  
6. What industry certifications are required by these employers? 
 ITIL
CISSP 

 
 
 
7. Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses). What kinds of challenges can you find? 

https://www.infosecmatter.com/where-to-learn-ethical-hacking-and-penetration-testing/

The above website has a directory of sites where an inexperienced ethical hacker can begin to learn and try out techniques and exploits on websites databases and vulnerable operating systems as needed
