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[bookmark: _Toc535520498]Introduction
As an energy consultancy company, Hyper-Fort handles significant amounts of sensitive data, including their intellectual property which needs to be secured. They are a large multinational company, and are investigating options to allow users to access company resources from their personal devices and the security implications this access will present. As Hyper-Fort heavily relies on cloud services and wireless networking, wireless security is a significant priority for the company.
This report will detail a proposal for a Bring Your Own Device (BYOD) framework to be implemented on the Hyper-Fort enterprise network. This will include an analysis of Hyper-Fort’s requirement for a Mobile Device Management (MDM) solution and a comparison of commercial products available with a recommendation. There will be an analysis of the Hyper-Fort enterprise network and the security measures in place to protect company data and systems. Lastly there will be a discussion of writing, implementing and assessing the effectiveness of information security policies. Three sample policies can be seen in section 5 as appendices.

[bookmark: _Toc535520499]Assumptions made regarding Hyper-Fort
In reviewing the requirements for a BYOD framework for Hyper-Fort, the following assumptions have been made:
· Hyper-Fort currently use office 365 as their enterprise suite
· Hyper-Fort use entirely cisco networking equipment 


[bookmark: _Toc535520500]BYOD
Bring Your Own Device (BYOD) is sometimes referred to as Bring Your Own Technology (BYOT)[1] and is the process allowing users to access corporate networks and data using personal mobile devices. This way of working comes with various benefits and drawbacks, these are detailed below:

[bookmark: _Toc535520501]Advantages
· Users aren’t required to carry multiple devices as they can use the ones they already own
· Reduced cost for the company as less corporate owned end user devices needed per full time equivalent (FTE)[1]
· Greater flexibility in working, especially working from home
· Increased employee productivity and morale

[bookmark: _Toc535520502]Disadvantages
· Potential security risks including lost devices or devices that can’t be managed by the company
· Needing to support various types of devices and different operating systems
· Mobile devices are increasingly the target of cyber criminals due to the lack of safeguards put in place by businesses


[bookmark: _Toc535520503]Mobile Device Management
[bookmark: _Toc535520504]Requirements for Hyper-Fort MDM
The following section outlines the main requirements for Hyper-Fort’s MDM system and the rationale for these requirements.
· The MDM system should support iOS, Android, Windows, and macOS 
This would mean that over 95% ([2],[3],[4]) of all mobile devices will be supported by the MDM, reducing the need for ad-hoc fixes or disappointed staff.
· The MDM system should protect data-at-rest
This can either be done by creating an encrypted container or partition on the user’s device or encrypting the data per app. This is to make sure that the potential for work data leakage is minimised as anyone trying to access a lost or stolen device will be unable to access any company data.
· The MDM system should protect data-in-transit
This can either be done by using the devices native encryption service or by using the MDM’s proprietary solution. This is to make sure that the potential for work data leakage is minimised as anyone trying to access company data in transit will be unable to due to the encryption.
· The MDM should have a private app store that automatically updates and patches the apps.
This is to insure the user can only download approved apps into the MDM container and that those apps are kept up to date with security patches. This reduces the risk of malicious apps accessing company data and business apps from having security vulnerabilities exploited.
· The MDM system should enforce the Hyper-Fort security policy (whether this is the corporate owned or BYOD policy)
This allows the company to have a safe baseline endpoint security level[5], this is critical to knowing the vulnerabilities of the network as a whole and the risks involved in providing the BYOD service.
· The MDM system should require authentication for the User, Service and Device.
This means that users must authenticate to unlock the device, authenticate again to use the service, and the device must authenticate with the enterprise network before the service will run[6]. This provides robust security on the device whilst maintaining flexibility of working.
· The MDM system should have a remote wipe feature
This is to ensure that in the event of a lost or stolen device the company data can be removed completely from the device, this will reduce the risk of data leakage and will also be useful for the user as it will prevent personal data leakage.
· The MDM system should detect and prevent the use of malicious code
This is to ensure that no malicious code can be executed on the device, which may have caused data or credential leakage.
· The MDM system should have an auditable record of data access and edits
This is to allow the company to revert any unwanted changes made to data in the event of a security incident. This is extremely important as data could be corrupted or infected with malicious code and if the organisation is unable to track which changes were made, they will be unable to revert the changes.

[bookmark: _Toc535520505]Potential solutions
The author conducted a comparison of the most popular Mobile Device Management (MDM) software on the market against Hyper-Fort’s requirements. The results are below, gathered from these sources [7], [8], and [9] for Intune, AirWatch and Blackberry EMM respectively.

	
	MDM

	Feature
	Microsoft Intune
	VMWare AirWatch
	Blackberry EMM

	Supports iOS, Android, Windows and macOS
	Yes
	Yes
	Yes

	Protect data-at-rest
	Yes
	Yes
	Yes

	Protect data-in-transit
	Yes*
	Yes
	No

	Private app store with security patches
	Yes
	Yes
	Yes

	Enforce security policy
	Yes
	Yes
	Yes

	Require authentication for access
	Yes
	Yes
	Yes

	Remote data wipe
	Yes
	Yes
	Yes

	Malware detection/prevention
	Yes
	No
	No

	Data audit trail
	Yes
	No
	No

	Price for equivalent levels of service (per user per month)
	£6.60
	£8.50**
	£5.80***


*Intune protects data in transit using devices native encryption method [7].
** five devices maximum per user[10].
***Blackberry EMM prices are only available by quote, price stated is for a medium sized healthcare company with a public sector discount, pricing for Hyper-Fort is likely to be higher.

[bookmark: _Toc535520506]Recommendation
Following a review of the functionality of each potential MDM against Hyper-Fort’s requirements, the author recommends the implementation of Microsoft Intune as the MDM for Hyper-Fort.
The rationale for this choice is that this solution has all of the functionality listed in the section above that were required by Hyper-Fort for a potential MDM. Other benefits include its ease of integration with the existing office 365 suite of applications used by Hyper-Fort. Intune is also the cheapest option appraised whilst having the most relevant features to Hyper-Fort. 
AirWatch would not be recommended as a solution for Hyper-Fort as it does not allow for an auditable trail of data access and edits, this means that should a device be compromised, it would not be possible to know what data had been stolen or changed. It also does not have real time malware detection or prevention, this is one of the major requirements for Hyper-Fort.
Blackberry EMM prices are only available by quote but the author has previous experience with an implementation in a medium sized healthcare company who implemented Blackberry as their MDM vendor. The price per user was £5.80 after the public sector discount was applied, this would suggest the price for Hyper-Fort without this discount would be higher. The healthcare provider also had many difficulties with basic functionality of the blackberry EMM system such as devices spontaneously un-enrolling from policies, users not able to have separate policies applied to separate devices, and device management requests like device wipes taking hours to be applied to devices. It is for all these reasons that Blackberry is not being recommended in this report as a BYOD solution for Hyper-Fort despite them being a market leader.
[bookmark: _Toc535520507]Network Architecture
[image: ]

[bookmark: _Toc535520508]Security Considerations
The network diagram seen above has been designed by the author as a small representation of the Hyper-Fort headquarters network. This is to demonstrate the network architecture design and security measures that have been put in place. It is not a full representation of the whole enterprise network.
[bookmark: _Toc535520509]Architecture and Design
The network is laid out using a three-tier hierarchical structure, with core, distribution and access layers. This allows optimisation of hardware and software in each layer to best fit the role it plays in the network[11]. The access layer is used to provide workgroup and user access to the network via Ethernet switches and wireless access points. The distribution layer is used to aggregate the data received from the access layer so it can be routed in the core layer. It also provides access control lists and filtering. The core layer provides the highest speed switching and routing in the network. It forgoes packet manipulation techniques such as Quality of Service (QoS) classification[11] for speed.
All network devices, such as switches and routers are connected by multiple fast Ethernet lines to each other. Rapid Spanning Tree Protocol[12] will be configured to prevent bridge loops and ensure resiliency, this means that should any hardware fail the network will continue to perform normally. This also acts as a form of load balancing because if any one connection becomes overwhelmed with traffic, other routes will be chosen to take packets. All essential services, such as the internal and external firewalls or the ISP connections are also duplicated, this ensures there is no single point of failure in the network.
The network has been designed to use a concept called a De-Militarised Zone (DMZ)[13], this is where all internet facing systems are placed in between two layers of firewalls. The purpose of this is to isolate any system that requires access to outside of the network, such as web or application servers, from any systems that don’t, such as secure file servers. This increases the overall security of the network as the network is segmented and it is much harder for attackers to use the internet facing systems as a threat vector.
 
[bookmark: _Toc535520510]Switches and Routers
All switches and routers have been configured so that they require separate passwords for the console, privileged exec mode and virtual teletype (VTY). They also have all ports not in use set to administratively down, this means that should an attacker gain access to the Hyper-Fort server room, they would not be able to simply connect a laptop to any device and have access to the internal network. To connect to a device physically via a console cable they would have to know the passwords.

[bookmark: _Toc535520511]Firewalls
The firewalls will be configured such that only traffic that is required for business use will be able to pass the internal firewalls, whilst all web and email traffic will be allowed through the external firewall and sent to the de-militarised zone (DMZ) servers.
The proxy server will be configured such that any inappropriate content, such as those listed in the acceptable use policy (appendix 1), will be blanket blocked for all users. This will include any social media sites. However, as Hyper-Fort has a large social media presence some users in the Public Relations department will require access to these sites. This will be done by adding a force allow[14] rule to the server for the user’s IP addresses. This allows the effective enforcement of policy whilst also allowing business function to continue without interruption.

[bookmark: _Toc535520512]Authentication, Authorisation, and Accounting
All users that connect to the Hyper-Fort network, would have to first be authenticated by the Authentication, Authorisation, and Accounting (AAA) server. This will then grant the user the appropriate authorisation to the network resources they have access to[15]. The Accounting part of the server logs the network resources the user consumes during access, this is often combined with the Auditing services[16] to become AAAA.
When users are connecting to the network via the MDM system, they will be required to go through multiple layers of authentication, this is because these types of connections are inherently less secure than connections from inside the enterprise network. This will be done by checking if the media access control (MAC) address of the device is on the list of enrolled devices in the MDM system. If the device is not on the list the connection will be terminated. The user will then have to input their user credentials as the second factor of authentication. 
Having two factor authentication improves the security of the connection because it tests what the user knows with a knowledge factor and what the user has with an ownership factor[17]. This means that should a user have a BYOD device stolen, there is no risk of data loss as the thief would also need the user’s credentials to open a BYOD connection. Likewise, should a user’s credentials become known to an attacker, there will be no risk of data loss unless the attacker has also stolen the user’s device.

[bookmark: _Toc535520513]Wi-Fi
The Wireless network has been configured using WPA2 Enterprise[18]. This means that users must have credentials in the RADIUS server to connect to the wireless network. This is more secure and easier to manage than WPA2 Personal as with personal there is only a shared key for authentication, this can easily be shared with people who shouldn’t have access to the network. This also makes it much easier to revoke access as you can simply remove access to a single user rather than having to change the pre-shared key and notify all current users of the change.

[bookmark: _Toc535520514]Data Flow Diagram of Implementation
[image: ]
[bookmark: _Toc535520515]Policy
One of the main features of a security conscious business are well described, communicated and effectively implemented security policies[19]. A good way of ensuring that the company’s security policy is effective is to work to an international standard such as the ISO 27000 family[20]. This is a set of security standards that helps organisations manage information security.

[bookmark: _Toc535520516]Writing policies
This means that policies must be written in language that is easily readable to their intended recipient. In this vein, an end user acceptable use policy must be written with the average user in mind, whilst a top-level security policy will be written with senior manages in mind. If policies are not written in language that can be understood by their audience, they cease to be effective.

[bookmark: _Toc535520517]Implementing policies
Policies must be endorsed and enacted by the highest levels of management, as this allows the business to be ‘led from the front’ with regards to cyber security best practices. If staff see that upper management don’t take the company security policies seriously, there will be no incentive to comply with them.
Policies must be kept in a centralised document control repository, this is to ensure all staff know where the policies are and have access to them. This will also allow for easier version control as the latest version will always be kept in the central repository and it will be known that any other saved or printed versions may be out of date.

[bookmark: _Toc535520518]Measuring policy effectiveness
Policies can be measured in their effectiveness by auditing the teams or processes that are defined in the policy. This allows the company to see whether the policy and processes are being adhered to and if they aren’t, learn why they are being deviated from. It may be that the policy is not fit for use in the real world because when it was written, important constraints weren’t considered. For example; a hypothetical company has an access control policy which calls for biometric security locks on all data centre doors. However, this company rents data centre space and doesn’t have the power to implement those controls. This would mean that the policy is not effective, it is asking for impossible to implement controls and is therefore being ignored by staff.


[bookmark: _Toc535520519]Appendices
[bookmark: _Toc535520520]Acceptable use policy
The following acceptable use policy has been sourced in its entirety from NHS Digital[21] and adapted by the author for use by Hyper-Fort:
[bookmark: _Toc486926356][bookmark: _Toc488675531]Policy
Terminology
	Term
	Meaning/Application

	SHALL
	This term is used to state a Mandatory requirement of this policy

	SHOULD
	This term is used to state a Recommended requirement of this policy

	MAY
	This term is used to state an Optional requirement



[bookmark: _Toc473030511][bookmark: _Toc486926357][bookmark: _Toc488675532]Use of Information Systems
[bookmark: _Toc473030512][bookmark: _Toc486926358][bookmark: _Toc488675533]Unauthorised Information Access 
· Hyper-Fort and third party employees shall only be authorised access to information relevant to their work. 
· Accessing or attempting to gain access to unauthorised information shall be deemed a disciplinary offence. 
· When access to information is authorised, the individual user shall ensure the confidentiality and integrity of the information is upheld, and to observe adequate protection of the information according to Hyper-Fort policies as well as legal and statutory requirements. This includes the protection of information against access by unauthorised persons. 
[bookmark: _Toc473030513][bookmark: _Toc486926359][bookmark: _Toc488675534]
Misuse of Information Systems
· Use of Hyper-Fort information systems for malicious purposes shall be deemed a disciplinary offence. This includes but is not limited to: 
· Penetration attempts (“hacking” or “cracking”) of external or internal systems.
· Unauthorised electronic eavesdropping on or surveillance of internal or external network traffic.
· Discriminatory (on the grounds of sex, political, religious or sexual preferences or orientation), or derogatory remarks or material on computer or communications media; this includes but is not limited to sending offending material as embedded or attached information in e-mails or other electronic communication systems.
· Acquisition or proliferation of pornographic or material identified as offensive or criminal.
· Deliberate copyright or intellectual property rights violations, including use of obviously copyright-violated software.
· Storage or transmission of large data volumes for personal use, e.g. personal digital images, music or video files or large bulk downloads or uploads. 
· Users accessing or attempting to access confidential information without a legitimate purpose and prior authorisation from senior management is strictly forbidden and shall be deemed a disciplinary offence.
· Use of Hyper-Fort information systems or data contained therein for personal gain, to obtain personal advantage or for profit is not permitted and shall be deemed a disciplinary offence.
· If identified misuse is considered a criminal offence, criminal charges shall be filed with local police and all information regarding the criminal actions handed over to the relevant authorities. 
[bookmark: _Toc473030514][bookmark: _Toc486926360][bookmark: _Toc488675535]
Guidelines for IT Equipment Use
[bookmark: _Toc473030515][bookmark: _Toc486926361][bookmark: _Toc488675536]Physical Protection
· Users shall not eat or drink in the vicinity of any IT equipment. 
· Users shall not expose any IT equipment to magnetic fields which may compromise or prevent normal operation. 
· Users shall not expose any IT equipment to external stress, sudden impacts, excessive force or humidity. 
· Only authorised IT support personnel shall be allowed to open Hyper-Fort IT equipment and equipment cabinets.
· If left unattended in semi-controlled areas such as conference centres or customer offices, laptops shall be locked to a fixed point using a physical lock available from IT support. 
· Portable equipment shall never be left unattended in airport lounges, hotel lobbies and similar areas as these areas are insecure. 
· Portable equipment shall be physically locked down or locked away when left in the office overnight. 
· Portable equipment shall never be left in parked cars, unless completely invisible from outside the vehicle and protected from extreme temperatures. 
· Portable equipment shall not be checked in as hold luggage when travelling, but treated as hand or cabin luggage at all times.
[bookmark: _Toc473030516][bookmark: _Toc486926362][bookmark: _Toc488675537]
General Use
· Users shall lock their terminal/workstation/laptop/mobile device (using the Ctrl-Alt-Delete function or other applicable method) when not left unattended, even for a short period.
· Users shall not install unapproved or privately owned software on Hyper-Fort IT equipment. 
· Only authorised Hyper-Fort IT personnel shall be allowed to reconfigure or change system settings on the IT equipment. 
· Laptops and mobile devices shall:
· Only be used by the Hyper-Fort or third party employee that has signed and taken personal responsibility for the laptop. 
· Have the corporate standard encryption software installed, rendering the information on the laptop inaccessible if the laptop is stolen or lost. 
· Have the corporate standard anti-virus, anti-spyware and personal firewall software installed. 
· Have the corporate standard remote access installed.
· If configured according to the specifications above the laptop/mobile device may be connected to wired or wireless access points. 
· Hyper-Fort laptops shall never be (via cable or wireless) directly connected to other non-NHS IT equipment or systems. 
· Users shall not use privately owned storage devices or storage devices owned by third parties for transfers of Hyper-Fort data. 
· Any device lost or stolen shall be reported immediately to the Hyper-Fort Security Team. 

[bookmark: _Toc473030517][bookmark: _Toc486926363][bookmark: _Toc488675538]Internet Acceptable Use
· Information found on the Internet is subject to minimal regulation and as such must be treated as being of questionable quality. You should not base any business-critical decisions on information from the Internet that has not been independently verified. 
· Internet access via the Hyper-Fort infrastructure is mainly provided for business purposes. For the purpose of simplifying everyday tasks, limited private use may be accepted. 
· Excessive personal use of the Internet during working hours shall not be tolerated and may lead to disciplinary action. 
· Users shall not use Internet-based file sharing applications, unless explicitly approved and provided as a service. 
· Users shall not upload and download private data (e.g. private pictures) to and from the Internet. 
· Users shall not download copyrighted material such as software, text, images, music and video from the Internet.
· Users shall not use Hyper-Fort systems or Internet access for personal advantages such as business financial transactions or private business activities. 
· Users shall not use their Hyper-Fort identity (i.e. using your Hyper-Fort e-mail address) for private purposes such as on social media, discussion forums. 
[bookmark: _Toc473030518][bookmark: _Toc486926364][bookmark: _Toc488675539]
Hyper-Fort Email Acceptable Use
· Email services within Hyper-Fort are provided for business purposes. Limited private use for the purpose of simplifying everyday tasks may be accepted but private emails should be distributed via web based email services. 
· Users shall not use external, web-based e-mail services (e.g. hotmail.com) for business communications and purposes. 
· Private emails should be stored in a separate folder named ‘Private e-mail box’. If retrieval of business emails is required (due to sick leave etc.) this folder will not be subject to inspection). 
· Private emails should be deleted as soon as possible in order to limit storage requirements for non-business information. 
· Users shall not broadcast personal messages, advertisements or other non-business related information via Hyper-Fort e-mail systems.  
· Users shall not distribute content that might be considered discriminatory, offensive, derogatory, abusive, indecent, pornographic or obscene.   
· Users shall not distribute statements of a political or religious nature, or other information of a personal nature.  
· Engaging in any illegal activities via e-mail is prohibited. Discovery of such material shall, if deemed as being of a criminal nature, be handed over to the police.

[bookmark: _Toc535520521]Bring your own device (BYOD) policy
The following acceptable use policy has been sourced in its entirety from NHS Digital[22] and adapted by the author for use by Hyper-Fort:
Policy 
Terminology
	Term
	Meaning/Application

	SHALL
	This term is used to state a Mandatory requirement of this policy

	SHOULD
	This term is used to state a Recommended requirement of this policy

	MAY
	This term is used to state an Optional requirement



The Bring Your Own Device Security Policy shall be used to enable appropriate controls and procedures to be enforced on personal devices that have been authorised to process Hyper-Fort information.
Authorisation
· Only personal devices that have been authorised by IT Service Operations and the respective line manager shall be authorised for use.
· All devices authorised shall be configured and operated in accordance with this policy and users shall be required to sign the Hyper-Fort Acceptable Use Policy.


Acceptable Use 
· Users operating with Bring Your Own Devices (BYODs) shall be required to adhere to the Hyper-Fort Acceptable Use Policy.

User and Device Authentication
User to Device
· Users shall be required to complete an authorised authentication process (device passcode) to gain access to the device.
· Depending upon the level of access the device will be permitted (e.g. to OFFICIAL only or to CONFIDENTIAL) the user may be required to have an application pass code in addition to the compulsory device passcode.
· After 10 failed log-in attempts the device shall be remotely wiped.  

Device to Service
· In order to limit access to only those devices which have been approved the use of certificates or other authentication methods shall be implemented to facilitate connection.

User to Service
· The user shall only able to access enterprise services after successfully authenticating to the service, via the device. The authentication can be at the corporate boundary or additionally for each application enabled for the BYOD.

Protection of Data at Rest 
· Data stored needs to be protected against online and offline attacks when in its ‘rest’ state.  For BYOD where work and private data may coexist on the same device, protection of data-at-rest has additional risks.  To mitigate the risks the below shall be followed: 
· Strong passcodes (for device authentication) – at least 6-character PIN
· Cloud storage shall be disabled; only local back-up shall be configured.  Unless the cloud is Hyper-Fort managed and controlled.
· Hyper-Fort data shall be encrypted on either a per-app basis or using the devices in-built encryption service.

Protection of Data in Transit
· Connection from remote devices will likely be via untrusted networks such as 3G/4G and/or Wi-Fi. To mitigate this risk one of the following mechanisms shall be utilised for the BYOD:
· An IPsec VPN established between software on the device and a gateway within the organisation.
· An SSL/TLS VPN established between software on the device and a gateway within the organisation.
· An HTTPS (TLS) session between the BYOD product and the application gateway within the organisation.

Device Patching and Updates 
· Users shall be required to updates devices as soon as it becomes available.
· Only devices that are supported by the BYOD vendor shall be authorised for use within Hyper-Fort.  
· Hyper-Fort IT Service operations shall maintain a list of authorised devices that users can consider as a BYOD.

Malicious Code Protection
· In order to ensure the maximum protection is provided against malicious code Hyper-Fort shall identify which devices are permitted as BYODs.  
· The permitted devices shall:
· Be devices that shall permit security patches and updates to be installed.
· Be devices that shall enable the use of MDM or an enterprise application store solution.

Incident Response
· Users shall be required to report any incident on their BYOD as they would for Hyper-Fort IT equipment.
· The BYODs shall be configured to enable remote wipe.  As a minimum, this shall be to the Hyper-Fort section of the device or the specific applications used for Hyper-Fort activity.  If possible, the remote wipe should be for the whole device.

[bookmark: _Toc535520522]Information security policy
The following acceptable use policy has been sourced in its entirety from NHS Digital[23] and adapted by the author for use by Hyper-Fort:
[bookmark: _Toc474481829][bookmark: _Toc488748193]Policy 
Terminology
	Term
	Meaning/Application

	SHALL
	This term is used to state a Mandatory requirement of this policy

	SHOULD
	This term is used to state a Recommended requirement of this policy

	MAY
	This term is used to state an Optional requirement



The Information Security Policy outlines the approach, methodology and responsibilities for preserving the confidentiality, integrity and availability of Hyper-Fort information.  It is the overarching policy for information security and supported by specific technical security, operational security and security management policies.  It supports the 10 data security standards. This policy covers:
· Information Security Principles.
· Governance – outlining the roles and responsibilities.
· Supporting specific information security policies – Technical Security, Operational Security and Security Management.
· Compliance Requirements.
[bookmark: _Toc473031706][bookmark: _Toc473036572][bookmark: _Toc474481830][bookmark: _Toc488748194]
Information Security Principles
The core information security principles are to protect the following information/data asset properties:
· Confidentiality (C) – protect information/data from breaches, unauthorised disclosures, loss of or unauthorised viewing.
· Integrity (I) – retain the integrity of the information/data by not allowing it to be modified.
· Availability (A) – maintain the availability of the information/data by protecting it from disruption and denial of service attacks.
In addition to the core principles of C, I and A, information security also relates to the protection of reputation; reputational loss can occur when any of the C, I or A properties are breached.  The aggregation effect, by association or volume of data, can also impact upon the Confidentiality property.

[bookmark: _Toc473031707][bookmark: _Toc473036573][bookmark: _Toc474481831][bookmark: _Toc488748195]Governance – Roles and Responsibilities
[bookmark: _Toc473031708][bookmark: _Toc473036574][bookmark: _Toc474481832]All Staff
Information Security and the appropriate protection of information assets is the responsibility of all users and individuals are expected at all times to act in a professional and responsible manner whilst conducting Hyper-Fort business.  All staff are responsible for information security and remain accountable for their actions in relation to Hyper-Fort information and information systems. Staff shall ensure that they understand their role and responsibilities, and that failure to comply with this policy may result in disciplinary action. This will be reinforced by yearly mandatory training. 

[bookmark: _Toc473031709][bookmark: _Toc473036575][bookmark: _Toc474481833]Senior Information Risk Owner
The Senior Information Risk Owner (SIRO) is accountable for information risk within Hyper-Fort and advises the Board on the effectiveness of information risk management across the organisation. Operational responsibility for Information Security shall be delegated by the SIRO to the Hyper-Fort Information Security Officer.
All Information Security risks shall be managed in accordance with the Hyper-Fort Risk Management Policy.


[bookmark: _Toc473031710][bookmark: _Toc473036576][bookmark: _Toc474481834]Chief Information Security Officer
The Chief Information Security Officer is responsible for the day to day operational effectiveness of the Information Security Policy and its associated policies and processes.  The Information Security Officer shall:
· Lead on the provision of expert advice to the organisation on all matters concerning information security, compliance with policies, setting standards and ensuring best practice.
· Provide a central point of contact for information security.
· Ensure the operational effectiveness of security controls and processes.
· Monitor and co-ordinate the operation of the Information Security Management System.
· Be accountable to the SIRO and other bodies for Information Security across Hyper-Fort.
· Monitor potential and actual security breaches with appropriate expert security resource.
[bookmark: _Toc473031712][bookmark: _Toc473036578][bookmark: _Toc474481836]
Data Protection Officer
The Data Protection Officer is responsible for ensuring that Hyper-Fort and its constituent business areas remain compliant at all times with Data Protection, Privacy & Electronic Communications Regulations, Freedom of Information Act and the Environmental Information Regulations. The Data Protection Officer shall:
· Lead on the provision of expert advice to the organisation on all matters concerning the Data Protection Act, compliance, best practice and setting and maintaining standards.
· Provide a central point of contact for the Act both internally and with external stakeholders (including the Office of the Information Commissioner).
· Communicate and promote awareness of the Act across the Hyper-Fort.
· Lead on matters concerning individual’s right to access information held by Hyper-Fort and the transparency agenda.
[bookmark: _Toc473031713][bookmark: _Toc473036579][bookmark: _Toc474481837]
Information Asset Owners
The Information Asset Owners (IAOs) are senior/responsible individuals involved in running the business area and shall be responsible for:
· Understanding what information is held.
· Knowing what is added and what is removed.
· Understanding how information is moved.
· Knowing who has access and why.
[bookmark: _Toc473031714][bookmark: _Toc473036580][bookmark: _Toc474481838]

Senior Responsible Owners
All Senior Managers, Heads of Department, Information Risk Owners and Directors, defined as Senior Responsible Owners (SROs), are individually responsible for ensuring that this policy and information security principles shall be implemented, managed and maintained in their business area. This includes:
· Appointment of Information Asset Owners (IAO) to be responsible for Information Assets in their area(s) of responsibility.
· Awareness of information security risks, threats and possible vulnerabilities within the business area and complying with relevant policies and procedures to monitor and manage such risks
· Supporting personal accountability of users within the business area(s) for Information Security
· Ensuring that all staff under their management have access to the information required to perform their job function within the boundaries of this policy and associated policies and procedures.

[bookmark: _Toc473031715][bookmark: _Toc473036581][bookmark: _Toc474481839][bookmark: _Toc488748196]Supporting Policies
The Information Security Policy is developed as a pinnacle document which has further policies, standards and guides which enforce and support the policy.  The supporting policies are grouped into 3 areas: Technical Security, Operational Security and Security Management and are shown in the diagram overleaf.  The Information Security Policy is closely aligned to the Hyper-Fort Information Governance Strategy and relies upon, and supports, the Hyper-Fort Physical and Personnel Security policies.

[bookmark: _Toc473031716][bookmark: _Toc473036582][bookmark: _Toc474481840]Technical Security
The technical security policies detail and explain how information security is to be implemented.  These policies cover the security methodologies and approaches for elements such as: network security, patching, protective monitoring, secure configuration and legacy IT hardware & software. 

[bookmark: _Toc473031717][bookmark: _Toc473036583][bookmark: _Toc474481841]Operational Security
The operational security policies detail how the security requirements are to be achieved.  These policies explain how security practices are to be achieved for matters such as: data handling, mobile & remote working, disaster recovery and use of social media.

[bookmark: _Toc473031718][bookmark: _Toc473036584][bookmark: _Toc474481842]Security Management
The security management practices detail how the security requirements are to be managed and checked.  These policies describe how information security is to be managed and assured for processes such as: information security incident response, asset management and auditing.







[bookmark: _Toc473031719][bookmark: _Toc473036585][bookmark: _Toc474481843][bookmark: _Toc488748197]Compliance Requirements
[bookmark: _Toc473031720][bookmark: _Toc473036586][bookmark: _Toc474481844]Legislation
Hyper-Fort is obliged to abide by all relevant UK and European Union legislation. The requirement to comply with this legislation shall be devolved to employees and agents of Hyper-Fort, who may be held personally accountable for any breaches of information security for which they may be held responsible. Hyper-Fort shall comply with all relevant legislation appropriate; this includes but is not limited to:
· Data Protection Act 1998
· Freedom of Information Act 2000
· Health & Social Care (Safety & Quality) Act 2015
· Computer Misuse Act 1990
[bookmark: _Toc473031721][bookmark: _Toc473036587][bookmark: _Toc474481845]
Audit
Audit will be performed as part of the ongoing Hyper-Fort Audit Programme and the Information Security Officer shall ensure appropriate evidence and records are provided to support these activities at least on an annual basis.
[bookmark: _Toc473031722][bookmark: _Toc473036588][bookmark: _Toc474481846]
Review
This policy shall be reviewed at least annually by the reviewers noted within the Reviewers section of this policy. The Information Security Officer shall be responsible for ensuring the review is conducted in good order and follows due process for approval.
The Information Security Officer is accountable for providing the results of ongoing reviews of information security implementation across Hyper-Fort. This includes support to the annual Information Governance Toolkit return.
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