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LAB 2: NETWORKS AND CYBERSECURITY ESSENTIALS (ACCA4024)




Step 1: Open a Windows command prompt window 
Right-click on the Start button and select Command Prompt. 
[image: ]
Step 2: Use the ipconfig /all command 
Enter the ipconfig /all command at the command prompt. Press Enter. (Typical results are shown in the following figure, but your computer will display different information.) 
[image: ]
Step 3: Locate the MAC (physical) address(es) in the output from the ipconfig 
/all command 
Use the table below to fill in the description of the Ethernet adapter and the Physical (MAC) Address: 
	Description 
	Physical Address

	VirtualBox Host-Only Ethernet Adapter
	0A-00-27-00-00-12




How many MAC addresses did you discover in your PC?  
I have found one MAC address
Task 2: Analyzing the Parts of a MAC Address 
Step 4: List MAC addresses discovered by you in Part 1. 
List the 3-byte Manufacturer OUI and the 3-byte unique interface identifier. You will fill in the Vendor name in Step 2.  
	Manufacturer OUI
	Unique Identifier for the Interface
	Vendor Name

	0A-00-27
	00-00-12
	00:00:12 Information Technology Limited



Step 5: Lookup the vendors who are the registered owners of the OUI that you listed in the table. 
Wireshark.org provides an easy to use lookup tool at https://www.wireshark.org/tools/oui-lookup.html. Use this tool, or use the Internet to search for other ways to identify an OUI. 
a. Use the information that you found to update the vendor column in the chart in 
Step 1. How many different vendors did you discover? 
I have found only 1 vendor.
 
1. Why might a computer have more than one MAC address?
The reason is that the MAC address is a hardware and could have different network properties.
2. Try connecting and disconnecting the network cable(s) to your network adapter(s) and use the ipconfig /all again. What changes do you see? Does the MAC address still display? Will the MAC address ever change?
I have noticed that there is no physical address number and most of the ethernet adapter isn’t there also.
3. What are other names for the MAC address?
MAC Address usually consists of six groups of two hexadecimal digits. MAC Address or media access control address is a unique ID assigned to network interface cards.




Task 3: Wired and Wireless Network Connection. 
Step 6: Open the Network Connections window by right-clicking the Windows Start button > Network Connections. 
[image: ]
Step 7: The Network Connections window displays the list of NICs available on this PC. Look for your Local Area Connection and Wireless Network Connection adapters in this window.
[image: ]
Step 8: Select the Wireless Network Connection option. Right-click on it to display a drop-down list. The first option displays if your wireless NIC is enabled or disabled. Currently, this NIC is enabled which is why the Disable option is displayed. If your wireless NIC is disabled, you will have an option to Enable it.  
[image: ] 

Step 9: Click Status to open the Wireless Network Connection Status window.
[image: ]

What is the Service Set Identifier (SSID) for the wireless router of your connection?
TALKTALK03BF74
What is the speed of your wireless connection?
54.0 Mbps

Step 10: Click Details to display the Network Connection Details window.
[image: ]
What is the MAC address of your wireless NIC?
00-18-DE-94-E0-D3












Step 11: Open a command window prompt and type ipconfig /all. 
C:\Users\Bob> ipconfig /all 

[image: ]
Step 12: Return to the Wireless Network Connection Status window. Click Wireless Properties to open the Wireless Network Properties window of the Home-Net network.
[image: ]
Step 13: You should always use wireless security whenever available. To verify (or configure) the wireless security options click on the Security tab.
[image: ]
Step 14: Open the Network Connections window by right-clicking Windows Start > Network Connections.
[image: ]

Step 15: Select and right-click the Local Area Connection option to display the drop-down list. If the NIC is disabled, enable it.
[image: ]
Step 16: Click the Status option to open the Local Area Connection Status window. This window displays information about your wired connection to the LAN.
[image: ]
Step 17: Click Details… to view the address information for your LAN connection.
[image: ]
Step 18: Open a command window prompt and type ipconfig /all. Find your Local Area Connection information and compare this with the information displayed in the Network Connection Details window.
[image: ]
Step 19: Close all windows on your desktop
Step 20: The bottom right-hand corner of the Windows 10 screen contains the system tray. Move your mouse to display the system tray as shown.
[image: ]
Step 21: In this example, the 3rd icon from the left is the wireless network icon. If you hover over it, it displays the currently connected networks.
[image: ]
Step 22: Click the wireless network icon, and it displays the wired and wireless network SSIDs that are in range of your wireless NIC.
[image: ]
Step 23: Right-click the wireless network icon, and it displays a troubleshooting option and to open the Network and Sharing Center window.
[image: ]
Step 24: Click on the Open Network and Sharing Center option.
[image: ]
Step 25: The Network and Sharing Center is a central window that displays information about the active network or networks, the network type, the type of access.
Record your Reflection 
Why would you activate more than one NIC on a PC?
It depends on how many  NICs can be used when having multiple path which is needed for the PC. For example a PC can be used as a Proxy Server.
Step 26: Download Wireshark
a. Wireshark can be downloaded from www.wireshark.org. 
b. Click Download. 

[image: ]
   c.  Choose the software version you need based on your PC’s architecture and operating system. For instance, if you have a 64-bit PC running Windows, choose Windows Installer (64-bit). 

[image: ]
d. After making a selection, the download should start. Click Save File if prompted. The location of the downloaded file depends on the browser and operating system that you use. For Windows users, the default location is the Downloads folder
Step 27: Install Wireshark. 
e. The downloaded file is named Wireshark-win64-x.x.x.exe, where x represents the version number. Double-click the file to start the installation process. It is version 2.0.5 in this example. 
f. Respond to any security messages that may display on your screen. If you already have a copy of Wireshark on your PC, you will be prompted to uninstall the old version before installing the new version. It is recommended that you remove the old version of Wireshark prior to installing another version. Click Yes to uninstall the previous version of Wireshark. 

[image: ]
g. If this is the first time to install Wireshark, or after you have completed the uninstall process, you will navigate to the Wireshark Setup wizard. Click Next. 

[image: ]
h. Continue advancing through the installation process. Click I Agree when the License Agreement window displays.
i. Keep the default settings on the Choose Components window and click Next
j. Choose your desired shortcut options and click Next.
[image: ]
k. You can change the installation location of Wireshark, but unless you have limited disk space, it is recommended that you keep the default location.
[image: ]

l. To capture live network data, WinPcap must be installed on your PC. If WinPcap is already installed on your PC, the Install check box will be unchecked. If your installed version of WinPcap is older than the version that comes with Wireshark, it is recommend that you allow the newer version to be installed by clicking the Install WinPcap x.x.x (version number) check box.
Finish the WinPcap Setup Wizard if installing WinPcap
[image: ]
m. Wireshark starts installing its files and a separate window displays with the status of the installation. Click Next when the installation is complete.
[image: ]
n. Click Finish to complete the Wireshark install process.
[image: ]


Capture and Analyze Local ARP Data in Wireshark 
You will ping another PC on the LAN and capture ARP requests and replies in Wireshark. You will also look inside the frames captured for specific information. This analysis should help to clarify how packet headers are used to transport data to their destination. 

Step 28: Retrieve your PC’s interface addresses.
For this lab, you will need to retrieve your PC’s IPv4 address and the MAC address.
o. Open a command window, type ipconfig /all, and then press Enter. 
p. Note which network adapter that the PC is using to access the network. Record your PC interface’s IPv4 address and MAC address (Physical Address). 

[image: ]

Step 29: Start Wireshark and begin capturing data.
q. [bookmark: _GoBack]On your PC, click Start and type Wireshark. Click Wireshark Desktop App when it appears in the search results window.  
Note: Alternatively, your installation of Wireshark may also provide a Wireshark Legacy option. This displays Wireshark in the older but widely recognized GUI. The remainder of this lab was completed using the newer Desktop App GUI. 
r. After Wireshark starts, select the network interface that you identified with the ipconfig command. Enter arp in the filter box. This selection configures Wireshark to only display packets that are part of the ARP exchanges between the devices on the local network. 

[image: ]
s. After you have selected the correct interface and entered the filter information,
Click Start to begin the data capture. Information will start scrolling down the top section in Wireshark. Each line represents a message being sent between a source and destination device on the network
[image: ]
t. Open a command prompt window. Use the ping command to test connectivity to the default gateway address that you identified in Part 2, step 1c
[image: ]
u. Stop capturing data by clicking Stop Capture
Step 30: Examine the captured data.
In Step 3, examine the data that was generated by the ping requests, Wireshark data is displayed in three sections:  
1) The top section displays the list of PDU frames captured with a summary of the IPv4 packet information listed. 
2) The middle section lists PDU information for the frame selected in the top part of the screen and separates a captured PDU frame by its protocol layers.  
3) The bottom section displays the raw data of each layer. The raw data is displayed in both hexadecimal and decimal form. 

[image: ]
a. Click one of the ARP frames in the top section that has your PC MAC address as the source address in the frame and “broadcast” as the destination of the frame. 
b. With this PDU frame still selected in the top section, navigate to the middle section. Click the arrow to the left of the Ethernet II row to view the Destination and Source MAC addresses. 

[image: ]
Does the Source MAC address match your PC’s interface?
Yes the Source MAC address does match my PC’s interface.
c. Click the arrow to the left of the Address Resolution Protocol (request) row to view the content of the ARP request. 

[image: ]
Step 31: View ARP cache entries on a Windows PC. 
a. Open a command prompt window on the PC. At the prompt, enter arp –a and press enter.
[image: ]
What is the result of executing the arp –a command on your PC?
The result shows that the cache is a simple mapping of the IP addresses to MAC addresses. But the command list the known MAC to IPv4 address bindings.
b. The arp command on the Windows PC has another functionality. Enter arp /? at the command prompt and press enter. The arp command options enable you to view, add and remove ARP table entries if necessary
[image: ]
Which option deletes an entry from the ARP cache?
The option deletes an entry from the ARP cache  is arp -d.
What would be the result of issuing the arp –d * command? 
The result of issuing the arp –d * command is that it will clear the ARP cache content.
What is a benefit of keeping ARP cache entries in memory on the source computer?
As a main purpose of ARP cache is to store the IP to MAC there is no need sending traffic to the same host because we already have it in the cache.
If the destination IPv4 address is not located on the same network as the source host, what MAC address will be used as the destination target MAC address in the frame?
The PC or a laptop will use the MAC address for the default gateway.
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o Tine Source Destnston Protocs  Length Info
10.000000  fes0::6e66:24FFife0.. Fro2 IWve 138 Router Advertisement from 64:66:24:03:bF:74
22.085787  Azureisv_dsid0:sl  Broadcast axe 42 bho has 192.168.1.17 Tell 192.168.1.40
32087178 Ssgemcom o3:bfize  Azurelav_dsidoisl AR 60 192.168.1.1 15 at 64:66:24:03:6:74
4263015  192.168.1.40 192.168.1.1 ous. 75 Standard query xF7c3 AAsA d.docs. Live.net

> Frame

198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{645E7/C3E-AB18-422D-A229-0724AF74FBEF}, i¢
> Ethernet II, Src: Sagemcom_6: 4 (64:66:24: 4), Dst: IPvemcast ol (33: 01)

> Internet Protocol Version 6, Src: feSe::6666:24ff:fe@3:bf74, Dst: Ff62::1

> Internet Control Message Protocol vé

o000 33 33 00 00 00 03 bF 74 56 dd 60 00 33 T
0010 00 0 00 90 3a ff fe 50 00 00 00 00 0 00 66 66 #
0020 24 £ fe 03 bf 74 £f 02 00 00 00 00 00 00 00 00 S T

0030 00 00 00 00 00 01 85 00 7b Se 40 40 00 00 00 00 {8
0040 75 30 00 00 00 00 03 04 40 00 Ff Ff Ff Ff Ff Ff U@ @

0050 £F Ff 00 00 00 00 fe 50 00 00 00 00 00 00 00 00

0050 00 00 00 00 00 00 03 04 49 @ 77 91 6 Ff 77 91 Bw - ow
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:\Users\mosab>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time-dms TTL=64
Reply from 192.168.1.1: bytes=32 time-3ms TTL=64
Reply from 192.168.1.1: bytes=32 time-3ms TTL=64
Reply from 192.168.1.1: bytes=32 time-3ms TTL=64

Ping statistics for 192.168.1.
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum - 4ns, Average = 3ms

C: \Users\mosab>
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Yo Tme S Destnaton Prooca Lt 10
10.000000  feso::6666:24FF:Fe0n Fro2::1 I0WV6 198 Router Advertisement from 64:66:24:03:bF:74
22085787 Awurelov_d5:40:51  Broadeast e 22 Uho has 192.168.1.17 Tell 152.165.1.40
32057178 Segencon03:bfize  Arurchav ds:doisi AR 60 192.168.1.1 is at 64:66:24:03:bF:74

¥ Frame 1: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{645E7/C3E-AB18-422D-A229-9724AF74FBEF}, id 6
Interface id: @ (\Device\NPF_{645E7C3E-AB18-422D-A229-0724AF74FBEF })
Encapsulation type: Ethernet (1)
Arrival Time: Oct 10, 2020 17:18:41.100513000 GMT Summer Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1602346721.10051300@ seconds
[Tine delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame

Frame : 198 bytes (1584 bits)

Capture Length: 198 bytes (1584 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ipv6:icmpvé]

[Coloring Rule Name: ICHP]

[Coloring Rule String: icmp || icmpvé]
Ethernet II, Src: Sagemcom_63:bF:74 (64:66:24: 4), Dst: TPvémcast_e1 (33
Internet Protocol Version 6, Src: fe80::6666:24fF:7e03:bf74, Dst: £02::1
Internet Control Message Protocol v6

01)

000 3333 00 00 00 0L 64 66 24 03 b 74 85 dd 60 00 33 df § €
0010 00 0 00 90 3a ff fe 50 00 00 00 00 00 00 66 66 : #
0020 24 £ fe 03 bf 74 £f 02 00 00 00 00 00 00 00 00 S T

0030 00 00 00 00 00 01 85 00 7b Se 40 40 00 00 00 00 {8
0040 75 30 0 00 00 00 03 04 40 0 Ff Ff Ff Ff Ff Ff U0

oos0 FF FF 00 00 00 00

E= Moo o0 00 00 00 oo 40 77 91 @w
0070 f6 FF 00 00 00 00 bb cc o0 00

0050 00 00 00 00 00 00 15 03 40 00 Ff Ff £ FF fe 80 @

0090 00 00 00 00 00 00 00 00 0O 00 00 0 00 00 15 03

020 40 00 77 91 6 £f fd aa bb cc dd e 00 00 00 00 @w

b @0 00 00 00 00 00 05 O1 00 00 00 0 05 do ol ol
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dm o [IBREB Re>s=FTISEQaQ_QE

W [Acpy 2 dplay fiter . <Cti/>

No. Time. Protocol  Length Info
1 0.000000 ICHPVE 198 Router Advertisement from 64:66:24:03:bF:74
2 2.085787 . ARP. 42 Who has 192.168.1.1? Tell 192.165.1.40
32.087178 Sagemcom_03:bf:74  Azurekav_d5:40:51 AR 60 192.168.1.1 is at 64:66:24:03:bF:74

> Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{045E7/C3E-AS18-422D-A229-9724AF74FBEF}, id 6
v Ethernet II, Src: Azurewav_d 1 (48:9F:38; 1), Dst: Broadcast (FF:ff: ).
> Destination: Broadcast (FF:ff:ff:ff:ffiff)
> Source: Azureilav_d5:40:51 (40:9F:38:d5:40:51)
Type: ARP (2x2306)
> Address Resolution Protocol (request)

oee T 7T FF T I T G5 40 51 63 06 00 01 5 4
“015 o8 00 66 04 60 o1 30 ST 38 d5 40 51 <o a8 01 28 ¢
2025 00 09 60 06 60 00 co o8 01 01

o
BB
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No. Time. Protocol  Length Info
1 0.000000 ICHPVE 198 Router Advertisement from 64:66:24:03:bF:74
2 2.085787 . ARP. 42 Who has 192.168.1.1? Tell 192.165.1.40
32.087178 Sagemcom_03:bf:74  Azurekav_d5:40:51 AR 60 192.168.1.1 is at 64:66:24:03:bF:74

Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{645E7C3E-AS18-422D-A229-9724AF74FBEF}, id 6
Ethernet II, Src: Azuredav_d5:48:51 (40:97:38:d5:40:51), Dst: Broadcast (ff:ff: 1FF)
v Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@x800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: Azureiav_d5:40:51 (40:9F:38:d5:40:51)

Sender Ip address: 192.168.1.40

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target Ip address: 192.168.1.1
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Interface: 192.168.1.40 —-

:\Users\mosab>arp -a

Internet Address

192,
192,
192,
192,
192,
224.
224.
224.
239

255.

Interface: 192.168.56.1

168.
168.
168.
168.
168.
0.0.
0.0.
0.0.
255.
255.

1.1
1.10
111
1.34
1.255
22

251

252
255.250
255.255

Internet Address
192.168.56.255
224.0.6.22
224.0.0.251
224.0.0.252
239.255.255.250

:\Users\mosab>

ox2
Physical Address
64-66-24-63-bf-74
b0-72-bf-C6-c8-44
c0-9a-de-3c-23-bs
28-9c-ed-bc-7-98
eiciicinil
01-00-5e-00-00-16
01-00-5e-00-00-b

Physical Address
Siisieinil
01-00-5e-00-00-16
01-00-5e-00-00-b
01-00-5e-00-00-FC
01-00-5e-7f-Ff-fa

Type
dynamic
dynamic
dynamic
dynamic
static
static
static
static
static
static

Type

static
static
static
static
static
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C:\Users\mosab>arp /?

Displays and modifies the IP-to-Physical address translation tables used by
address resolution protocol (ARP).

ARP -5 inet_addr eth_addr [if_addr]
ARP -d inet_addr [if_addr]
ARP -a [inet_addr] [-N if_addr] [-v]

eth_addr
if_addr

Example:

> arp -s 157.55.85.212  00-aa-00-62-c6-09

> arp -a

\Users\mosab>

Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the Ip and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

Same as -a.

Displays current ARP entries in verbose mode. All invalid
entries and entries on the loop-back interface will be shown.
Specifies an internet address.

Displays the ARP entries for the network interface specified
by if_addr.

Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.

Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

Specifies a physical address.

If present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the first applicable interface will be used.

. Adds a static entry.
. Displays the arp table.
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