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[bookmark: _Toc226842521]Scope Time Division Calculations (6)
One full waveform lasting  , therefore  where t = RC
The time constant of the RC circuit is given by 
One complete waveform was required to last .Therefore, the total waveform period is T = 40RC
Since the oscilloscope screen has 10 horizontal divisions, the required time division is:
 
For  and : 
, , 

[bookmark: _Toc226842522]Function Generator output square wave (6)
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Figure 1: Square Wave output
Figure one shows the output from the function generator measured using a PC oscilloscope in a square wave. The chosen waveform provides both high and low input levels required to charge and discharge the capacitor in the RC circuit. The oscilloscope was set to 500 µs/div horizontally and 1 V/div vertically. From the trace of the wave, the pulse occupies 4 horizontal divisions, and the pulse width is 2ms. . This square-wave signal was used as input to the RC circuit.
[bookmark: _Toc226842523]Capacitor charge and discharge wave marked at correct points. (6)
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Figure 2: Matlab discharge output data
The waveform measured across the capacitor shows the expected exponential charging and discharging response of an RC circuit. At the start of the trace, the capacitor is fully charged at approximately 3 V and then discharges exponentially towards 0 V when the input changes state. Later in the cycle, the capacitor charges back exponentially toward its maximum voltage when the input switches again. This confirms the theoretical behaviour of a capacitor in an RC circuit, where the voltage does not change instantly, but instead rises and falls according to the time constant . The waveform shape shows a fast initial change followed by a slower approach to the final voltage, which is characteristic of exponential charge and discharge.

[bookmark: _Toc226842524]Basic Capacitor Calculations (6)
The capacitor value was calculated using the RC time constant equation:
τ=RC\tau = RCτ=RC 
Rearranging for capacitance gives:
C=τRC = \frac{\tau}{R}C=Rτ​ 
From the oscilloscope trace, the time base was set to 500 µs/div, and one full waveform occupied approximately 8 divisions. Therefore, the total waveform time was:
T=8×500 μs=4000 μs=4 msT = 8 \times 500\,\mu s = 4000\,\mu s = 4\,msT=8×500μs=4000μs=4ms 
The lab sheet states that one complete waveform should last 40τ40\tau40τ, therefore:
τ=4 ms40=0.1 ms=100 μs\tau = \frac{4\,ms}{40} = 0.1\,ms = 100\,\mu sτ=404ms​=0.1ms=100μs 
Using the resistor value R=1 kΩR = 1\,k\OmegaR=1kΩ:
C=100×10−61000=1.0×10−7 FC = \frac{100 \times 10^{-6}}{1000} = 1.0 \times 10^{-7}\,FC=1000100×10−6​=1.0×10−7F 
Therefore, the capacitance of the capacitor is:
C=0.1 μFC = 0.1\,\mu FC=0.1μF
[bookmark: _Toc226842525]Capacitor discharge table (5)
	Time (s)
	Voltage (V)
	ln (V)
	dy = y2 – y1
dy = ln(V)2-ln(V)1 
	dx = x2- x1 
dx = Time2 – Time1
	dy/dx

	0
	0
	
	x
	x
	x

	0.000039
	0.6902
	-0.3707
	x
	x
	x

	0.000078
	1.2078
	0.1888
	0.5596
	0.000039
	14348.1

	0.000117
	1.5686
	0.4502
	0.2614
	0.000039
	6702.1

	0.000156
	1.8666
	0.6241
	0.1739
	0.000039
	4459.9

	0.000195
	2.0862
	0.7353
	0.1112
	0.000039
	2851.9

	0.000234
	2.2745
	0.8218
	0.0864
	0.000039
	221538

	0.000273
	2.4
	0.8755
	0.0537
	0.000039
	1377.1

	0.000312
	2.4784
	0.9076
	0.0321
	0.000039
	824.2

	0.000351
	2.5725
	0.9449
	0.0373
	0.000039
	955.5
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[bookmark: _Toc226842527]Gradient Calculations and Compare(8)
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[bookmark: _Toc226842529]Comparison table
	
	Capacitance
	Delta
	Percentage difference

	Actual
	1 µF
	x
	X

	Marker Calculation
	
	
	

	Gradient Calculation
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[bookmark: _Toc226842531]Inaccuracies Question (4)
[bookmark: _Toc226842532]Risk Question (10)
Vehicle Controller Area Network (CANBUS) systems are vulnerable to cybersecurity attacks because CAN was designed for reliable in-vehicle communication, not strong security. Messages on a CAN network can be spoofed or replayed, and a malicious message could mislead other controllers that depend on that data. ISO/SAE 21434:2021 addresses this by requiring a lifecycle-based cybersecurity engineering approach across concept, development, production, operation, maintenance and decommissioning. To help mitigate CANBUS threats, vehicle manufacturers should begin with a Threat Analysis and Risk Assessment, identifying likely attack paths such as the OBD port, telematics unit and software update processes. From this, cybersecurity goals and requirements can be defined for each vehicle function and interface. ISO promotes the risk-based approach so that security controls are selected according to the severity and feasibility of attack scenarios. Technical mitigation should use defence in depth. This includes network segmentation between safety-critical and non-critical systems, secure gateways between domains, event logging, intrusion detection, and safe responses when suspicious activity is detected. NHTSA’s vehicle cybersecurity best practices recommend a layered approach because some systems may still be compromised. Software integrity is also critical. Secure boot, authenticated diagnostics, protected key management and crypto firmware updates help prevent unauthorised code from being installed on ECUs. NHHTSA notes that OTA capability increases the attack surface, so the update mechanisms must be designed securely, in addition, regular testing, vulnerability monitoring, supplier assurance and incident response processes are needed to maintain cybersecurity after vehicles are deployed. Overall, ISO/SAE is not a single control, but a continuous engineering process combining risk assessment, secure design, monitoring and update management throughout the vehicle lifecycle. 
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