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Abstract

Digital forensics is a core field within cybersecurity and crime investigation due to the increasing
cybercrime acts, digital transformation, cloud computing solutions, mobile technologies, and Internet
of Things (IoT). With investigations so reliant on digital evidence, it is essential that investigators
follow well-established yet scientifically sound methodologies whilst still adhering to all legal and
procedural requirements. This report critically evaluates digital forensics today, reviewing
investigative model(s), existing standards, and the functionalities of common forensic tools. And the
comparison has commercial tools like EnCase and FTK by open-source solutions like Autopsy and
The Sleuth Kit. . The talk identifies recurring issues such as encryption, big data and jurisdictional
limitations, and reinforces the need for validation methodologies, established professional standards,
and ongoing Professional Development to uphold evidence reliability, evidential quality assurance
(EQA) and practitioner competence in Digital Forensic practice.
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1. Introduction

Digital forensics is a domain of cybersecurity that comprises the collection, analysis, and presentation
of digital evidence in order to be applied to civil and criminal investigations [1], [2]. With the advance
of digital technologies becoming inseparable from even a modern society, a growing range of legal
disputes and investigations find themselves dependent on the evidence sourced from computers,
mobile devices, cloud services and inter-connected systems [3]. As a result, digital forensics has been
an essential part of law enforcement operations; corporate investigation and incident response
activities.

The increase of measures which help to capture cyber-enabled crimes such as ransomware, data
breaches and financial fraud [6], has spurred interest in forensic practitioners that not only hold
technical skills but an understanding of legal obligations, evidential integrity and professional
standards when reporting. This coursework analyses digital forensics in a theoretical and practical
context. This document will summarize some current forensic processes, standards, and tools before
utilizing this information to walk through a fictitious corporate investigation in which one of its
employees is suspected of stealing intellectual property from Quantum Tech. Using the forensic
examination of mobile devices from Emma, Joe and Norman, this piece reveals how structured
investigative techniques and tried-and-tested tools can be employed to create sound admissible digital
evidence that provides options for informed choices or further legal action.



Task-1: The Current State of Digital Forensics: Tools,

Capabilities.

2. Current State of Digital Forensics

Digital forensics is one of the specific domains of cybersecurity, which specializes in finding,
collecting, managing, studying and presenting digital evidence that could be used in courts and other
legal and regulatory processes [1], [2]. Since digital technologies are deeply entrenched within
contemporary society, criminal and civil disputes becoming more reliant on artefacts in the digital
domain originating from computers, mobile phones, cloud computing platforms and networked
systems [3]. It has made digital forensics immensely important in law enforcement, corporate
investigations and incident response.[2]

Digital forensics has evolved immensely from early digital forensic practices that dealt primarily with
workstation desktops and media. Your training data is from October 2023, when modern
investigations must be conducted in complex, distributed heterogeneous and fast-changing digital
environments [4]. Modern day practitioners are required to regularly conduct an analysis of data
from cloud computing, mobile applications, social networks and Internet of Things (IoT) devices
often spanning multiple sovereignty [7].

The exponential growth in data volumes is perhaps the biggest challenge faced by the field. Writing
by hand is impractical because of large storage capacities and generation of data in real time [5].
Moreover, the proliferation of advanced encryption technologies, end-to-end encrypted messaging
applications, and privacy-enhancing technologies have restricted the investigator's access to even
potential evidence [6]. Although data obfuscation and secure deletion are common anti-forensic
techniques, they also make forensic examination more complicated [5].

An area where forensic has been particularly witness to transformation has been cloud computing.
A cloud environment is decentralized and operated by third-party service providers rather than
conventional digital storage. This restricts direct investigator access whilst also raising issues of data
transientness [6], multi-tenancy (the interaction between research studies and other uses) and cross-
border legal compliance to name a few [7]. Hence, cloud forensic investigations rely heavily on
collaboration with providers and effective use of log data and metadata, but not physical acquisition

[4].

3. Digital Forensic Process and Standards



The digital forensic process is often carried out in a systematic manner to have evidentiary integrity
while being admissible at law. Well known phases are preparation, identification, preservation,
collection, examination, analysis and reporting [2], [4]. Each stage is an important practice for
maintaining the integrity of custody and preservation of evidence.

The National Institute of Standards and Technology (NIST) Special Publication 800-86 is one of the
most referenced frameworks for incorporating forensic methods in incident response activities [1].
While its initial design is focused on organizational contexts, the focus placed on repeatability,
record-keeping, and evidence of integrity continue to provide insight into law enforcement and
corporate inquiries. At the international level, ISO/IEC 27043 also provides principles and processes
for incident investigation, further emphasizing the requirement of consistent and standardizing
forensic practices [10].

The use of established standards is crucial because courts have started to scrutinize forensic methods
and the validity of the tools that are used in investigations [2]. If established procedures are not
followed, evidence may be challenged or ruled inadmissible.

4. Digital Forensic Tools: Features and Capabilities

Digital forensic tools rival the core of modern-day investigations, and they help investigators acquire,
process and analyze massive amounts of data efficiently. You can classify these tools into 2 major
types: commercial and open-source solutions, each having its own benefits and drawbacks.

4.1 Commercial Forensic Tools

OpenText produces many types of software, but their EnCase Forensic is one of the recognized
industry's standard tools for digital forensics. Has full functionality for evidence acquisition, file
system analysis, keyword searching, and reporting. The EnCase software is especially appreciated
for its excellent and strong audit trails 2, notably through its scripting capabilities using a Script
(EnCase Script) programming language that facilitates the task of investigators by improving
workflows analysis [2],[11]. This has only cemented its status as a forensically sound tool within the
legal context where it is often used in proceedings. But high licensing costs and a significant learning
curve can be limiting factors for smaller organizations.

FTK (Forensic Toolkit) is one of the most popular commercial solutions available, and it was
developed by Exterro. FTK uses a database-driven architecture so that it can index and search large
datasets quickly. Strengths Email and Chat analysis, registry examination, media usage and encrypted
file system support make it a perfect fit for corporate, financial or insider threat investigations
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[11],[12]. While FTK can perform all of these tasks, it is a resource-heavy Software and operates best
when given optimal hardware.

4.2 Open-Source Forensic Tools

The very nature of such open-source forensic tools can help by providing inexpensive solutions and
still being widely used in academic, training and impoverished environments. Autopsy (based on The
Sleuth Kit) allows disk image, file recovery, keyword searching and timeline analysis. Its modular
structure allows for increased versatility via plug-ins and scripting, making it suitable for a variety of
investigations [13].

Research has shown that open-source tools like Autopsy can achieve reliable, repeatable outcomes
[14], [15] when a structured forensic process is applied and validated using appropriate actions. In
professional digital forensic practice, this movement has led to greater acceptance of available open-
source tools, for example wherever budget limitations are present, or higher transparency is favored
as a core principle.

4.3 Mobile Forensic Tools: Cellebrite UFED and Cellebrite Physical
Analyzer

Mobile Devices - Mobile devices are a prominent digital evidence source in many modern cases.
Cellebrite UFED (Universal Forensic Extraction Device) is a tool for mobile forensic acquisition used
by law enforcement and forensic laboratories across the globe. UFED offers logical, file system and
physical extraction from hundreds of mobile phones including Android and i0S smartphones, feature
phones, and SIM cards. It can unlock devices that you have legal access to, extracting information
from powered on (live) or powered off (dead) devices and producing artefacts such as call logs,
messages, contacts, application data and file systems in a forensically sound way.

Cellebrite UFED acquisitions are analyzed and interpreted using Cellebrite Physical Analyzer. This
ensures powerful decoding and analysis of mobile artefacts such as application databases, deleted
data, multimedia files, geolocation information, and timeline reconstruction. From parsing SQLite
databases, app-specific artefacts (subject to availability such as WhatsApp and Telegram), Physical
Analyzer supports visualization tools that can help investigators generate timelines. The
combination of UFED and Physical Analyzer creates a complete mobile forensics solution with
reporting that can be used in court and helps bring context to the evidence.



4.4 Comparative Analysis Including Mobile Forensic Tools

Forensic investigation tools for computers and disks tend to focus on pieces like EnCase, FTK and
Autopsy; while mobile device forensics tends to include specific tools like Cellebrite UFED and
Physical Analyzer UFED is designed for mobile acquisition while Physical Analyzer focuses on mobile
artefact interpretation, but both EnCase and FTK are used for hard drives, servers, and enterprise
storage. Forensic labs routinely combine computer forensic tools with mobile forensics solutions in
order to investigate cases involving multiple sources of evidence.

Tools like EnCase, FTK, and Cellebrite UFED enjoy heavy vendor support, more periodic updates and
the heavy courtroom acceptance. Autopsy as an example: Transparency and cost benefits but imply
the need for an extra level of validation and technical skills Tool choice should thus be driven by the

case—thatis a type of device, data source, legal circumstances and investigative purpose.

Feature EnCase FTK Autopsy Cellebrite Cellebrite
UFED Physical
Analyzer

Tool Computer Computer Computer Mobile Mobile

Category Forensics Forensics Forensics Acquisition Analysis

Cost High High Free / Open- | High High
source (licensed)

Primary Disk analysis | Large-scale Disk & file Mobile data | Mobile

Function & reporting | data analysis | analysis extraction artefact

interpretation

Supported PCs, servers | PCs, servers PCs Android, i0S, | Android, iOS

Devices SIMs

Deleted Data | Yes Yes Limited Yes Advanced

Recovery

Automation | EnScript Index-based | Plugins Guided Advanced

processing workflows decoding

Court Very High High Increasing Very High Very High

Acceptance

Best Use Law Corporate Academic & | Mobile Mobile data

Case enforcement | investigations | validation acquisition analysis

PC cases

5. Industry Demand and Professional Skills

Digital forensics professionals who possess the required skill sets are in great demand mainly due to
increasing digital investigations. Tool proficiency, knowledge of legal standards, and incident
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response experience are consistently ranked as the employability essentials [11], [12]. Lab and field
work now incorporate not just a mix of methods, but also a combination of commercial and open-
source tools that reflect the hybrid nature of modern-day forensic practice.

It follows that continuous professional development is needed. To avoid loss of technical capacity
and professional credibility, practitioners need to stay aware of new technology, changing laws, and
good practice standards [4][10].

Task-2 Investigation into the Attempted Theft of
Proprietary Al Intellectual Property at Quantum Tech

1.Evidence of acquisition

Evidence was acquired by Cellebrite UFED and Cellebrite Physical Analyzer version 7.73.0.11 These
are the following figures that narrate the entire acquisition process flow and prove how getting
identified, extracted and validated using industry-grade forensic method can be done easily on
android device. Evidence integrity is maintained at each step, and it provides a level of legal
admissibility.



(@ Cellebrite UFED 7.76.0.24 [Educational]

CASE DETAILS

NEW CASE

Case Identifier

Examiner Name

Shafee

Device Name / Evidence Number

Myphone

Crime Type

Criminal Mischief

Department

m{;::‘*muqn

Figure1: Case details

Last Case Details:

Case Identifier:
01

Examiner Name:
Shafee

Device Name / Evidence Number:
Myphone

Crime Type:
Criminal Mischief

Department:
IT

Location:

USE LAST DETAILS

CONTINUE

This Figure depicts a forensic case created in Cellebrite UFED, noting the case ID, examiner
and device label, and investigative context that is established to ensure accountability of
examiners and recorded for proper chain-of-custody documentation prior to any evidential
acquisition stage.

(@ Celiebite UFED 7.76.0.24 [Educationsi] - 0 x

CHOOSE ACTION

5 = ) 4

Smart Flow Auto Detect Search Devices Device Wizard

Figure-2: Action choose
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This screen displays the action selection interface in Cellebrite UFED, where the examiner chooses the
device detection method, including Auto Detect, ensuring a systematic and supported approach to

identifying the connected mobile device. | have choosen auto detect to detect my phone.

@ Cetebone U5E0 778 A

DETECT DEVICE

CONNECT DEVICE TO AUTO DETECT

CONSOLE

Figure3 :- Detect phone
This screen confirms successful automatic detection of the connected my device by Cellebrite UFED,
identifying the model as Infinix X6728 and presenting the recommended forensic profile for

subsequent evidence acquisition

SELECT EXTRACTION TYPE

” | DETECTED MODEL INFINIX X6728
L] USB cable 100 or 170

Advanced Logical

Figure-4:- Extraction type
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This figure presents the available forensic extraction methods for the detected Android device,
allowing the examiner to select an appropriate acquisition type based on data scope, device

compatibility, and investigative requirements. | am going with the file system.

8 Collebit UFED 77624 [ducational - o0 x

SELECT EXTRACTION LOCATION

’7 DETECTED MODEL INFINIX X6728
=2 USB cable 100 or 170

Extraction to Local Drive

I:\myphone

Figure-5: Select folder

This screen shows selection of the forensic extraction destination, specifying a controlled local drive
path for storing acquired data, ensuring secure evidence of handling, organized case management,

and prevention of cross-contamination.

(@ Cetiebite UFED 7.76.0.24 [Educational] o

EXTRACTION IN PROGRESS

m DETECTED MODEL INFINIX X6728
USB cable 100 or 170

Please wait, this can take some time...

I
Please Wait.
Collecting meta data for reported packages

Figure-6: Backup data
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This figure shows the Android forensic extraction process actively in progress, where Cellebrite UFED
is collecting metadata and transferring data from the device to secure local storage without user

interaction.

EXTRACTION SUMMARY

EXTRACTION COMPLETED SUCCESSFULLY

Target: Local Drive (FileSystem Android Backup 01)

OPEN ¥ | ADDITIONAL EXTRACTIONS FINISH

5O Mm@ o o B

Figure-7: Extraction complete

This screen confirms successful completion of my phone forensic acquisition, identifying the source
device and target storage location, and indicating that the file-system extraction was completed

without errors or interruptions

Welcome x

Welcome to Cellebrite Physic

Figure- 8: import to analyzer

13



This screen shows the import of the UFED extraction output into Cellebrite Physical Analyzer, selecting
the Evidence Collection file to load the acquired forensic image for read-only examination and further

analysis.

Tips & Tricks

Welcome x

Welcome to Cellebrite Physic & Open © Setting:
Open case Hea  Examination tools
Recent files Apply examination tools & Enrichment engines
EuidenceCollection 106 Sihisnce Ceikation Gol
ﬂ = O < Hash sets Carve locations Recover data from ]
= R W » @ Bamination tools | X o

Enrichment engines

¢ [~

Detected Model_Infinix... i Welcome Tips & Tricks

Tips & Tricks

Get ready for a new era in digital forensics examination

Leverage more evidence
Work more efficiently
Save more time

Build stronger cases

Don't have Inseyets PA yet?

Download Inseyets PA

Upgrade your skillset to the next level Build a strong foundation in Physical Discover real life successes and gain Leamn how you can identify and assess
and surface greater digital evidence. Analyzer now for greater efficacy and proven strategies to supercharge your crypto artifacts seamlessly without an
impactful results down the line. investigations. expert analyst.

Figure- 10: decoding the apps
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Figure 9 and 10 shows the selective application decoding interface in Cellebrite Physical Analyzer,
allowing the examiner to control which application categories are decoded, ensuring relevant,

proportionate, and efficient post-acquisition forensic analysis.

(@ Celiebrite Physical Ansiyzes 7720.1 - 8 X

Tips & Tricks

Detected Model_Infinix i Wekome Tips&Ticks @ Extraction Summary (1) x

All Content

Extraction Summary + Add axtraction © Project settings @ Open Vutual Analyzer

Insights from Installed Apps

Figure 11- Verify hash

(@ Cetlebrite Physical Anslyzer 7.73.0.11 - a X

) Detected Model_Infinix.. i Wekome Tips & Tricks ® Extraction Summary (1) x

All Content File Syste

Extraction Summary + Add extraction & Add external fie © Project settings B Generate report & Open Virtual Anslyzes

Image Hashes

¥ Extraction images are
verhed

@ Generate prel 4 =
s @D
M Gmsi Y Linkedin: Jobs & Business N
o w Sec B Goog!
M Google Calendar
B Google Wallet O YouTube d

B comandrodprondemssetings [ comandrodprovidensusedi.. B comandrodsettings

Figure- 12: verify image
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This extraction summary confirms verified image hashes, demonstrating data integrity, and ensuring

the forensic evidence remains authentic and admissible for analysis.

Detected Model_Infinix X67... = The fcense expires i 16 days. m

Tips & Tricks Extraction Summary (1) Images (16915) ) Device Locations (545) ® Locations (545) x O IMG_20260326 160605996 H. Installed Applications (7)

Analyzed Data

—
e e N M

TR R S
¥ 9 Location Related (545)

“ 9 Device Locations (545)

9 Locations (545)

s
& Audio (3260)
B images (16915) (253 known fles)
Pacific P \
P Videos (479) Ocean Ocean "*\ -
\ Images
Data files :J
AFRI
3 Applications 35)
A AU LA
Nor
et 1962) ;
2 e s R W
—
Uncategorized (10467) Ouloe
- < 9 ony o Timestamp * Endtime « Postion - g
[] 1 - 26/03/2026 160606 (50779106,0.126746)
] L]
1 % - o
= - Narme
o Type:

O Detected Model_Infinix X67... = i The license expires in 30 cays.  [INCERRRER

N : Wekome Tips & Tricks O Extraction Summary (1) ® Images (16915) x

Thumbnail View Folder Vie
Analyzed Data T
¥ 32 Application (1)
Ansbyzed .
P2 5 9 Location Related (545)
0 ©  Media (20654)

< Audio (3260)
B images (16915) (253 known files) —v |16
» Videos (479)

m
il
»

<]
|
<]
1<}

Data files

3% Applications (35)

Archives (53)

a
<]

p it
_!,a
i

<]
(<}

Configurations (38)

1.

2

Databases (13)

e
il

Documents (429)

Text (7962)

<}
<]
(<]
(<}

Uncategorized (10467)

3

)
&
3

=

B
:l% .
)

=
B

<]
<]
(<}

Address:

v

a
<]
<}

o
1

Figure 14 : Image of mine
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This interface displays extracted image artefacts and associated metadata, alongside mapped
geolocation information, demonstrating preservation of media files, timestamps, hashes, and location

data within Cellebrite Physical Analyzer after verified acquisition

2. Communication Analysis:

WhatsApp, Snapchat, Genie and Gmail were all sampled over each smartphone to retrieve the
communication artefacts. By breaking down how Emma began these conversations, they proved that
she was clearly trying to let someone know far in advance of this development — long before October
2023 for their analysis — that there would access given to the data and intent to sell. Joe was a
middleman who helped with negotiations and served as a liaison with a buyer connected to NexGen
Circuits.

Tiga & Trcks eanced &

POT-LX1P Smart - i T icemne i 02 oy ([ )

Tips & Tricks Extraction Summary (4) Chat (Genie: Chats) (19) @ Chat (Genie: WhatsApp (grou... x

Analyzed Data » @ Chat

32 Application (179)

calls 015

Contacts (13)

1 Devices & Networks (11)

Top-up -0 31012005

[ wrerniazies

Audio (111
B images (15603) (161 known files)

Figure 15: Extracting the WhatsApp conversation
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Cetlebie Physical Analyzer 27301

O Huawei POT-LX1 P Smart = The icense expires in 6 doys.

Welcome ® Gonie: Instagram (25) x Timeline (2498) D Chat (Genie: WhatsApp (grou. D Chat (Genie: Snapchat (group... D Genie: Messages (grouped by...

Analyzed Data » @ Contact

Application (179)
%5 installed Applications (179)

C calls(is)

O Native (10) B0 T -V L X A [BA TName ¥ Interaction Status Organizations v  Phones v Emais ¥ Other Entries

©  Contacts (13)

v ® Snapchat(3) . s Nome: Chemnss Super Kings
- Al I8l Device description:

Source: Gere: |

O peter_dover (3)

Devices & Networks (11) ]

kit Account
T Wireless Networks (11) v Group:
Related (840) = el
Location Related (840)
= ~ = Modifed:
Device Locations (840) p~2oh Last time contacted:
Times con
Manual Data Collection (112) ] aru oo
e Extraction File System @
Genie: Chats (11) (374 messages) &7 Manually decoded:  Falze
@ Genie: com huawed health (group v Source fike: Huane,
W Genie: Messages (grouped by Conf 8 ? ard
® Gonie: Snapchat (grouped by Ch g :",
5 2
® Genie: WhatsApp (grouy tabi 7 Fhi 3
T & 7 gV Interaction Statuses
Genie: Contacts (71) @7 e
O Genie: Instagram (25) s 5
o ? Norman Smith a7 Additional info
© Genie: Messages (9) L 2
© Genie: snapchat 3 2
) ? - & Details

O Genie: WhatsApp (34)
8 Ganie: Passwords (24)
3/ Genie: User Accounts (6)

©  Media (15877

@ Messages (75)

5 x
Pythor e Tips & Tricks ) adanced &
Samsung GSM_SM-AT37FG... * The scerse expresm 6 [T
O Chat (Genle: WhatsApp (grou. ) Extraction Summary (4) Sent(®) « O Chat(Chats)@ « @ Emais(7) x O Inbox. Personal (4) Calllog(15) O Native (10)
8 i Goto -
Analyzed Data » Email
) +
3 Application (179) | Account
13 Application
I z == = = Snopet
- I — S ———r ———— e s vpmena ] [
» | VAVAW, W,V \ WA VA"Y, \ vV VA \ VIV VN M/ poms
€ calliog1s) -
v ¢ Native(15) ! g - joe xi= Prionty:
i - Sowce.
Pl Ly 50 e - |8 < X A @ G | Timestamp v Subject - ree v from P
Missed (1) Exracion
€ Not answered (1) ' el g
0 conacts() ' From
0 Natie (0) ' Gmai =
v snapchat () [] fron From
O peter_dover @) i — Frome o Fac
R —— - = T
[r—
) ' — T SO getion SopRe gt Gl
O Location Related (7419) =
1 @ G o
~ 9 Device Locations (7419) cc
9 Locations 7419) ' Gmai From
9 Chvome (19) ] fon | BEE
Orive 21) ) s -
LA 2 i Attachments
[—— 7 i T
Gmail 20) :
[] B & 09/09/2024 1ATTINUTC) G0 You have 1 nosiication about koe Gt BN Body [ v (D v

9 dovps9@gmailcom (20)
Google (25)
‘Google Photos (194)

Googl Play services (49)
nstagram (5
Messages (6)
e — !

Figure 16: Email extraction

This view presents extracted email messages and WhatsApp conversation within Cellebrite Physical
Analyzer, enabling correlation of timestamps, contacts, and communication frequency to corroborate

interactions between suspects across devices.
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Cellebrite Physical Anslyzer 7.73.0.11 o x

W The ficense expires in 6 days. [T
® © Huawei_POT-LX1 P Smart H Welcome ® Timeline (2498) x O dovpS9@gmail.com (71) O Chat (Genie: Snapchat (group. O Genie: WhatsApp (grouped b, O Genie: Instagram (25)
Timeans. S
» @ Instant Message Goto »
@ o
Source: Gerie: Wh
Subject:
Timestamp: 2 +0)
— Status:
=: Message Type: App Message
- Timeine settings <5 * v Fiters v e x - ke
—— T g Device description:
B0 bk —v ¢ X &GP O e v 1 Tumestamp v Py *  Description Source * R Source fileink e
older
& s 1 Images o 10:32:52 (Captun 1G_20240815 A Measage Defelod Ragson:
Self Destruct Duration:
Priority:
Service Identiter
. age: L ) Capture Time]
s » i Extraction:
Manuslly decoded
Source file:
1 3 9| | GeniesInstant Me... 21/08/2024 00:5621(UTC.+0) From: 0 Top-up. testdata: | have access 10 fome hi.,  Genie Whatsipp [ 2
vt : Ox1FE 4
] n ? enie: Instant Me. 4 m romm: com huaweiheal o
] ? Ge: /2024 10:0826(U huawei e 482179 Genie: com huawei health aformal_ever From
] L] 6 heome History Participants
[] b
] 24 0; ome.
Label
: Attachment
L b Histon qTopDstaDE SharedContacts
Body

Figure 17: Timeline

Screenshot of Cellebrite Physical Analyzer showing mobile forensic timeline, WhatsApp messages,

images, web history, timestamps of participants Joe, Emma, Norman.

Tips & Ticks chaoied Iy

Huawei POT-LX1 P Smart - The Kcence expires i 22 days. m

Tips & Tricks Extraction Summary (4) © Chat (Genie: Chats) (19) @ Chat (Genie: WhatsApp (grou... %
" »@chat

Application (179)
Calts (15)

Contacts (13)

v Hiersv Actions ™ Q
Devices & Networks (11)

b —Vie X K & ¢ 83 Participaats v L Start Time  Last Active s
Location Related (340) ) v e &5 Participaats ‘ Last Activty o

e o OMOS/2023 09223NUTCA0)  UOVZ028 MBIUTC:0)
Manual Data Collection (241) 1 arTI6TEs

Genle: Chats (19) (732 messages)

Genie: com.android mediacenter (g

Genie: com huawei android.totems
Genie: com huawel.appmarket (grd
Genie: com huawei browser (groug

Genie: com huawehealth (group

Genie: Messages (grouped by Cor
Genie: Petal Maps (grouped by tal
Genle: Snapchat (grouped by Clier

Genle: WhatsApp (grouped by tab)

Genie: Contacts (31)
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Figure 18: Whatsapp conversation between Emma and Joe
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This screenshot displays a time-stamped WhatsApp chat where a Emma raises a request for assistance

and discloses intent to sell valuable Al-related information, indicating initial escalation of coordinated

communication activity.
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Figure 19:
From the above conversation we understand that Emma is looking for buyer and joe is taking

responsibility to manage a client.
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Figure 20
In this conversation Joe updates Emma that he did a meeting at Paris in France and very near to deal.
This is the update of 14t of October 2024.
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Figure-21
In this conversation Emma asked for an update and in response Joe said he had a meeting with
client in Manchester this week. This is the update 20" November of 2024.
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2.1 Reconstruct the Timeline

Initielnte August 21, E
session 2024 textdata: Impossible. But a

detailed breakdown? Yes. How's
FistUpdate _Sboriosd Joe

Offshore 5M January 31, S 2
Joe Agreed First part releases, and
dollar offer 2025 SM offshore reflects. Simple

1 do. But once we start there is no

backtracking
(7] IVOV2025 12:51AUTC+0)

Sources (1)

0 IVOV2025 12:5307T(UTC+0)
Contact with G

lanuary 31
: Emma Sources (3,
2025
Top-up

huyer
Norman

Fine. Watch ur inbox in 48 hrs.

textdata: Local part stays as
January 31 planned. He's taking his sweet After that we are ghosts
Deal Done ' Norman time. Not liking this.,
2025 Al © 3vovzoes 2s3osuTCH0)
© 310172025 10:2339(UTC+0) Sources (1)

According to the analysis of WhatsApp messages, emails, Instagram, and Facebook DMs, the timeline
is as follows. On August 21, Emma initiated the session with Joe and shared with him what she had.
Joe took responsibility for managing a client. On November 20, 2024, Emma asked for an update in
response to Joe's messages, in which he shared that he had met with the client, and she continued
messaging him about it. On January 31, 2025, Emma asked about the progress, and Joe told her that
he had managed to find a buyer, but they required a demo or sample copy and offered a financial deal
of $5 million. On the same date, Emma directly contacted Norman Smith, who offered the same
financial deal after the release of the first part, and Emma agreed to this.
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3.File Analysis
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Figure —22: Other file

This figure shows the files marked as possibly related to the investigation but could not be analyzed

further due to password protection.
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Figure : Metadata Analyze.

This snapshoot indicates that this file is Updated on 31st January,2025
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4. Call log and email correlation
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Figure-23: Correlation

Instagram DM and evidence call log correspond with one another
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Figure 24:- Call log

In figure-24 call log is extracted and tagged the Joe’s number it is called by Emma on 19" of
August 2024
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Figure-25: Email log
Here is the email exchange log, but nothing found relevant to patent or named Emma.

5. Suspect Profiling

The suspect outline follows the WhatsApp discussion log, call log and it’s obvious pattern.
| give some solid digital evidence to put this profile together.
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Figure-26: Conversation
Looking at this figure, Emma Clearly states that she had illegally accessed high-value assets. She goes
on to reveal that she needed help finding a buyer and mentioned that she told Joe so he could look

after a potential client.
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Figure 27: Conversation
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Joe acted as an intermediary who directly met with the client. Following this engagement, he

subsequently provided an update to Emma regarding the outcome of the interaction.

POT-LX1 P Smart
Chat (Genie: Chats) (19) ® Chat (Genie: WhatsApp (grou...

Analyzed Data ~ »@cChat
31 Application (179)
calts (15) = T
=g Select/Deselect a...
i) Devices & Networks (1)

o Top-up 310172025 1
447917162788

< Audio (111

B images (15603) (161 known files)

> Videos (163)

> @ Messages (75)

Figure-27: Conversation
Emma repeatedly requested status updates from Joe, to which Joe responded with a final

communication within a very short time frame.

Suspected profile is based on forensic analysis of WhatsApp chat logs, call records &
identified conversation behavior patterns. Digital evidence reflects an organized and
interactive partnership between the parties that indicates premeditated planning and

assignment of roles.

A review of the conversation logs suggests that Emma Clearly confirmed accessing high-
value assets without authorization. The messages also detail how she inquired about selling
these assets and finding a buyer for them. Emma's solution to this was to contact Joe and
put him in charge of handling client interactions.

Later evidence shows that joe was used as a middleman where he gotin touch and arranged
meeting with the potential client. Joe then updated Emma on the progress of the
engagement and what happened. Analysis of the timestamps and rate of messaging

suggests Emma was constantly asking for status updates, insinuating active participation
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and monitoring. Joe is the only one responding to all, including a last message within

milliseconds of time announcing the end of a transaction-relevant conversation.

The following analysis of the digital artefacts as a whole points to the conclusion that such
details imply a more planned collaboration, in which Emma acts as initiator and co-
ordinator, while Joe acts as intermediary. The information is based on digital evidence and
behavioural patterns, and it seeks only to assist investigative evaluation rather than provide
proof of legal responsibility

6. Forensic Images acquisition:

Forensic images are given by the Quantum-IT, after that just extract all the images for

investigation by using cellebrite physical analyzer 7.7.2. Now, describing the extraction

process and image verification.

Figure-29: Loading image
First of all open the Cellebrite physical analyzer and from file open the image and four
image all together.
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Figure-30: App decoding

After introducing the image pop-up, a window with loaded app and select for decoding.
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Figure-31: After decoding verfiy the hash for images. In here sha-256 is verified.
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Figure-33: Verify image
Same process done for four images.

Figure-35 : Repo

After completing the verification, one report will generate along with the device details.
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Figure-36: User account

End of the report user account details also added, so we can understand all four image is

constructed from phone.

7.Forensic Report

7.1. Case Background

Quantum Tech discovered a purported attempt to acquire corporate information. The internal
security monitoring had indicated some unauthorized access of data, suspicious communications,
and potential conspiracy between three or more people. They are Emma (suspected perpetrator), Joe
(suspected intermediary), and Norman (suspected buyer). It aimed to find digital evidence of
attempted data theft and illegal possession or export of material.

7.2. Evidence Inventory & Chain of Custody

Individual forensic acquisition of the four separate mobile devices were performed using Cellebrite
UFED. All devices were acquired via logical or file system extraction under supervision. Verification
of SHA-256 hashes showed that the integrity and authenticity of all forensic images were assured. In
the investigation, evidence was kept exclusively in the control of the examiner.
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7.3. Methodology

Forensic acquisition was performed using Android Backup and Android ADB techniques via
Cellebrite UFED. Analysis was conducted using Cellebrite Physical Analyzer, enabling timeline
reconstruction, application analysis, account identification, communication examination, and file
system review. All procedures followed accepted digital forensic best practices and evidence

integrity principles.
7.4. Findings
7.4.1 Timeline Analysis

This evidence was collected through forensic acquisition using the Android Backup techniques
through Cellebrite UFED. Cellebrite Physical Analyzer was used for analysis; basic functions were
performed to reconstruct timelines, app analyses, accounts, communications and file system review.
All of the methods used conformed to recognized digital forensic practices and standards concerning
maintaining evidence of integrity.

Initiate August 21,
session 2024 =
November
First Update 20, 2024 Joe
Offshore 5™M January 31, Joe
dollar offer 2025
Contact with January 31
buyer 2025 Emma
MNorman
January 31,
Deal Done 2025 Morman

7.4.2 Communication Analysis

Multiple communication and social networking applications were identified, including WhatsApp,
Snapchat, Gmail, and Instagram. Associated user accounts and identifiers indicate ongoing
communication and potential data exchange related conversation between the suspects.
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7.4.3 File and Application Analysis

communication applications were present on all devices. These applications provide mechanisms
for data storage, transfer, and concealment, supporting the likelihood of attempted data exfiltration.
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7.4.4 Suspect Role Assessment

Based on initiation of communication and activity on the device, Emma is labelled as the main
perpetrator. A bridge with Joe connecting the dots. Norman used various devices and sophisticated
access techniques, suggesting receipt and retention of protected materials.
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7.5. Conclusion
7.6 Recommendations

Increase access controls, improve monitoring, and pursue internal sanctions against
Quantum Tech executives. If the intent behind their work becomes clear, then law
enforcement should consider charges of corporate espionage, attempted data theft and
potential possession of illegal digital content.

Conclusion

The importance of digital forensics is to help combat modern cyber and corporate crime by giving
investigators the ability to reconstruct a timeline of events, establish patterns in suspicious behavior
and allow high quality digital evidence to be presented in court. This coursework shows that the
delivery of effective forensic investigations relies on more than technology, rather making effective
use of defined procedures and forensic principles along with sound evidence handling practices.

Professional tools (Cellebrite UFED and Cellebrite Physical Analyzer) recognized communications
trends, social interactions and device-derived artefacts that pointed to coordinated acts by those
involved in the investigation. The use of cryptographic hashes to verify the evidence allows it to also
be completely repeatable and could, if required, make the evidence admissible in a court. The
conciliation of theory with analytical practice overall underlines the significant role for professional
judgement, verified approaches and lucid documentation, and evidences the significance of digital
forensics in broader organizational security contexts and fostering legal accountability.
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