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[bookmark: _Toc60408702]1.Introduction
Every organization responsible for using personal data has to conform to the data protection principles. This report addresses the basic requirements of security in regard to availability, confidentiality and integrity, the policies and procedures that underpin security-aware operations possible, and the basic details that govern auditing and testing approaches to ensure conformity with data protection regulations and also prevent data breaches (Shakelford, 2020). These aspects will be discussed in relation to the Republic of Snowdenia County Council and in the context of the low-level hacking incident of the council’s data. 

[bookmark: _Toc60408703]2.Policies and procedures that underpin the security-aware operation
Security: Data security refers to the practice of protecting digital information from corruption, unauthorized access, or theft throughout its entire life cycle.  The concept of data security encompasses both all the aspects of information security including the security of storage devices,  access and administrative controls and the logical security of software applications (Lewallen, 2020). Additionally, data security also includes organizational procedures and policies that govern the use of organizational data. Choo et al. (2020) observe that when an organization properly implements a robust data security strategy, it is possible to protect organizational information assets against cybercriminal activities. Most importantly, the procedures help protect data against insider threats as well as a human error which constitutes a leading cause of data breaches (Gonzalez-Gil, Martinez & Skarmeta, 2020). 

Date Confidentiality: According to Sarker et al. (2020) data confidentiality refers to protecting sensitive organizational information from being accessed by parties without authorization while ensuring only authorized entities gain access to the data (Möllers, 2020). Therefore a breach in data confidentiality implies that a cybercriminal gains access to organizational information they should not have access to, a breach against confidentiality cannot be remedied and thus should be prevented. A recent report shows that nearly all the major cybersecurity incidences that are media reported involve major losses of confidentiality (Bayuk et al., 2012). 

Data Integrity: Data integrity refers to ensuring organizational data authenticity.  Data integrity policies and procedures and policies help ensure that organizational information remains unaltered and that the source of information is genuine (Gonzalez-Gil, Martinez & Skarmeta, 2020).

Data Availability: Data availability refers to ensuring the accessibility of organizational data to authorized users. Thus if a cybercriminal is unable to compromise data integrity and confidentiality, they could try to execute cyber-attacks such as a denial of service attack that would bring down organizational servers that make the sites unavailable to legitimate users as a result of lack of availability (Sarker et al., 2020)

Elements of Policies and procedures
Organizational data security policies and procedures ensure that organizational data is kept private and used appropriately. Thus,  when formulating a data security policy, it is imperative that an organization need to put into consideration all the threats and to ensure to cover beyond the basic security threats (Gonzalez-Gil, Martinez & Skarmeta, 2020). The Republic of Snowdenia County Council can consider the following elements for inclusion in the data security policy: ensuring data security accountability. In this regard, the organization should ensure that the workforce, IT staff and managers are made aware of what is expected of them and their responsibilities. There is a need to classify the types of data to both management and workers in order to create awareness regarding their differences so that they know how to handle each category (Sarker et al., 2020) 

The categories could comprise, the general data, confidential data, data meant for external parties data meant to be used internally within the organization (Junior et al., 2020). Another important element in policy formulation that governs network services; this element dictates how the organization handles aspects such as, management and configuring IP addresses and remote access, as well as the detection of intrusion in the organizational network. 

Account monitoring and control elements help keep track of who is accessing, the policy would help prevent exploitation of inactive accounts from being used for illegal access or activity. Other important aspects that should be included in the policy include data and network segmentation, identity and access management, Scanning for Vulnerabilities, managing patches, the Response to Incidents, system data security policies (firewall, database and antivirus policies), monitoring compliance, monitoring acceptable use among other elements addressing also every aspect of the organizational security posture, monitoring all activity across every IT asset looking for suspicious or abnormal activity patterns and activities (Bayuk et al., 2012).

Yang, Xiong, & Ren (2020) add that upon the institutionalization of the security policies a review should be done at least twice annually, particularly, when there is a significant upgrade in the network infrastructure of the organization to bring it to current. 

[bookmark: _Toc60408704]3.An analysis in the Case Study
[bookmark: _Toc60408705]3.1 Man-in-the-Middle (ARP poisoning) attack
This involves an attacker posing as another host responding to MAC address requests illegally by precisely placing packets to sniff the private traffic between the hosts (Prabadevi, Jeyanthi & Abraham, 2020; Ben Linus et al., 2020). This approach can result in the extraction of valuable information from the traffic including session tokens exchanges which could provide full access to application accounts that should be inaccessible to the attacker (Ogiela, 2020). This kind of attack could have been easily prevented by having a strong encryption mechanism on wireless access points prevents brute-force, using strong user login credentials, using Virtual Private Network (VPN) to help create a secure environment for sensitive organizational information, deploying HTTPS, or the public key pair based authentication (Li et al., 2019; Priya & Singh, 2020).

[bookmark: _Toc60408706]3.2 Password cracking
Password cracking involves the use of software programs (cracking dictionaries with a list of common passwords, unique words and iterations of common passwords collected from public domains) (Pan, Yang & Hwang, 2020). Password cracking can be prevented by appropriate password policies that compel users to create and maintain dependable, safe passwords; the policies include using linger passwords, not using personal details in passwords, use different passwords for different accounts, adopting passphrases, as well as discourage sharing of passwords (Harsha et al., 2020). Other measures include password screening based on the known lists of dictionary passwords or compromised passwords (Junior et al., 2020).
[bookmark: _Toc60408707]3.3 Access via an Internet WiFi facility offered for roving staff working at home.

The Organizational proprietary data could be in danger in the event a sizable number of employees are accessing their organizational accounts and sensitive data using personal devices at home. To help protect the company network while employees are working remotely, it could be necessary to provide VPN access to the remote employees to ensure an extra layer of security by hiding their IP addresses, encrypting data being transferred between devices as well as mask the sender's location. The organization could also have deployed MAC binding to control the devices that have access to the company network as well as use multi-factor authentication for all users.

Other critical measures that the republic of Snowdenia County council could have used include; ensure software updates for the remote users, ensure the use of secure, approved cloud services, reset default WI-FI routers password and configure them with secure passwords, ensure mandatory backups, run password audits, discourage the use of USB sticks and most importantly provide employees with basic data security knowledge (Yang, Xiong, & Ren, 2020).


[bookmark: _Toc60408708]4. Auditing or Testing Approach (COMPLIANCE with regulation)
This report proposes a three-pronged approach to help Snowdenia County Council address data security as well as ensure compliance with the regulation. The three core approaches include security, vigilance and resilience. According to Wang, Su & Ge (2020) many internal auditors' roles revolve are targeted, for instance, the penetration procedures and attacks audits; these do not offer assurance across the spectrum of cybersecurity. Therefore, for a comprehensive view of cybersecurity and the avoidance of providing a false sense of security through targeted audits, the three prongs constitute a broadened approach that should be utilized by the County Council of Snowdenia. The chosen approaches involve SOX (financially relevant systems only), BCP/DRP testing and Penetration and vulnerability testing methods (Aljazaery, Alrikabi & Aziz, 2020).

Secure. Modern Organizations put in place controls including identity management, perimeter defences and data protection that guards against known element find threats (Ogiela, 2020). The secure dimension of auditing helps ensure whether the risk-focused programs prioritize controls in the areas that align with top business risks and whether such procedures sufficiently provide data security in the sections, such as, information and asset management, identity and access management, cybersecurity risk and compliance management, third-party management, secure development life cycle, security program and talent management as shown in figure 1 below.





Figure 1: The Secure Aspects
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This approach assesses compliance monitoring, issues and corrective action plans, secure building and testing, policy and standard management among other outline aspects. This approach entails secure build and testing, account provisioning tests, privileged user management tests, access certification, access management and governance, physical and environmental security controls tests as well as physical media handling (Wang, Wang, Su & Ge, 2020).

Vigilance. According to Li et al. (2019) threat vigilance, behavioural and risk analysis, as well as security monitoring are critical in detecting unauthorized or malicious activities, such as unusual data movement or application configuration changes, and help the organization to effectively respond to the transforming threat landscape. The vigilance approach, thus, helps audit threat and vulnerability management, data management and protection and risk analytics. This approach helps establish organizational preparedness to respond to cybersecurity incidents, data encryption and obfuscation procedures, the data security strategies among other outlined aspects.

Figure 2: The Vigilance Aspect
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This aspect encompasses application security testing, penetration testing and well as vulnerability management

Resilience. This approach defines the procedures and the scope of audits regarding the effectiveness of incident response protocols, business continuity, forensics and disaster recovery plans established in an organization. The approach covers crisis management and resiliency, security operations and security awareness and training (see figure 3).
Figure 2: The Resilience Aspect
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The approach includes disaster recovery planning tests, business impact analysis, business continuity planning, change management, configuration management as well as testing and exercising (Aljazaery, Alrikabi & Aziz, 2020).

[bookmark: _Toc60408709]5. Summary and Conclusion
This primary purpose of this report is to highlight the important elements of data security, review the cybersecurity incident as Snowdenian and how best it could have been prevented and also provide a possible approach that the county council can deploy to ensure conformance with the compliance and regulation requirements while ensuring effective data security.
[bookmark: _Toc60408710]6. Recommendation
Therefore based on the report, the County Council of Snowpedenia can ensure the following aspects; 
· Develop an appropriate cybersecurity policy and approaches that ensure data security, confidentiality, integrity and availability. 
· The organization should also implement sufficient data protection approaches for instance VPN, MAC binding and multi-factor authentication for remote workers. 
· A holistic approach that involves undertaking a thorough audit based on the security, vigilance and resilience themes outlined in the report, then using the audit report to mitigate all the possible data security threats as well enhance the cybersecurity policies and procedures.
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