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There are no cracked passwords at this point. Why?
There are no cracked passwords yet as I haven’t run the command to crack them.

There are cracked passwords. List the outcome.
[image: ]
password1 	(Eric)
12345 	(Bob)
123456 	(Alice)
password 	(Usertest1)
password 	(Cisco)
password 	(Eve)
roy1 		(Roy)
mac1 	(Mac)














Whose signature is identified?
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Alice’s signature was identified.

Whose signature is identified? 
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Bob’s signature was identified.
Whose signature is identified?
[image: ]
Nitheesh Murugan’s signature is identified.

Why should you have the Public Exponent as 10001? Research and document your reflections here.
Having the exponent as 10001 is a good balance between security and speed. Having a smaller exponent reduces security but increases speed and having a bigger exponent increases security but decreases speed. So having 10001 is a good compromise between the 2.

New RSA Keys and Personal Digital Structure
[image: ]
[image: ]
	Public key
	db27416b461b6f7a6e3fae4033807931141f35659726108b65d974503a59c3201135d3096c765588
dcae80b35c311f43c69b185be242e538eeb789e637a811b7ab11e028d4fc8067a10f51a6a2cc7d0e
3953433108801c3366f331d710c222f42a3450b480f6ddadc42bb0bff50aa68d91097a8a892f670a
a0c8ee72c1381401

	Private key
	b8ab9ea3bfc2f4b06d60b9fc1da9fff5cc67f3fdf45d3e09c93c7197fd63905a604643dc280a9b4f
25eee242c1c81ef964cd62bc62b04e2a28767efc811fde349fe4b9db2e3c4a3ef815e99fc55ff57f
33db32687b23b307cf2867fa011d0d08302d1acc9c84edc7a69c636363e87c2b0985b153c7247d40
c22f1a33c98f46e5

	Personal digital structure
	0xd8 0xbf 0x0a 0x15 0x08 0x80 0x85 0xdc 0x55 0xc4 0x68 0x26 0x5f 0xc9 0xf5 0x57 0xce 0x00 0x46 0x27 0xd9 0x95 0xcb 0xdc 0x11 0xba 0x4d 0x34 0x78 0x0c 0x90 0x98 0x15 0x7e 0x67 0x5c 0x1f 0xf9 0x91 0x65 0xb8 0x64 0xc4 0x45 0x2b 0x92 0x6b 0x6b 0x18 0xde 0xf8 0x2c 0xf4 0x21 0x91 0xf4 0x0a 0x1d 0xdd 0x42 0xf9 0x2b 0x0e 0x36 0xba 0x84 0x1d 0x6b 0x8b 0x44 0xbf 0x52 0x2f 0x51 0x46 0x63 0xfa 0x23 0xeb 0x6f 0x8a 0x65 0xcf 0xc9 0x7f 0x80 0xd1 0x78 0xf9 0x13 0x5a 0xa7 0xca 0xbe 0xf1 0x0c 0x8e 0x8e 0x2e 0x18 0x3d 0x52 0x1d 0x6d 0xde 0x9d 0x8c 0xcd 0x05 0x97 0x51 0x21 0x37 0x8d 0x07 0xbd 0x3c 0x35 0x9a 0x2a 0xef 0xb6 0x99 0xab 0xac 0xcc 0x61 0xd7





Exchange and Verify Digital Signatures
What shows up in the Text box? 
[image: ]
“Carlene” shows up in the text box.
image4.png
Public
Modulus
(hexadecimal):

Public
Exponent

(hexadecimal):

Private
Exponent

(hexadecimal):

db27416b461b6£7a6e3£224033807931141£35659726108b65d974503a59¢3201135d3096c765588
dcae80b35c311£43c69b185be242e538eeb789637a811b7abl1e028d4£c8067a10£51a6a2¢ccTd0e
3953433108801c3366£331d710c222£42a3450b480£6ddadcd 2bb0bEE502268d91097a8a892£670a
a0c8ee72c1381401

b8ab9ea3bfc2£4b06d60b9fcldadffE5cc67£3EdE45d3209c93cT197£d639052604643dc280a9b4E
25eee242c1c81ef964cd62bc62b04e2a28767efc811Ede349fe4bIdb2e3cda3ef815899£CSSEESTE
33db32687b23b307c£2867£2011d0d08302d1acc9c84edcTa69c636363287c200985b153c7247d40
c22£1a33c98£46e5
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image3.png
d7021c0ad35b69cdd75b40e3ad3bb24220c£42561623965a7£02924945515225a9520ca17a132885
20945204246d77b4a702c1£19042e30acaadd2d19e91£7414eda39b65b1378262c39937236d0d478
led4ccd79d6a5589e£4862bd6de069dcd283a460981619a1££9673a76659d45b71cbe39£045017d9
Tbd£3506£04£a349

5694d3e40cleb8ag9a7a75d3£9539bc2036257c254e1£9cef171550949bFa89bdfe6598dc111ebid
956e4424c4228cdce39039b764077b54422¢4375042¢£56ach170ae167655ca66794dee8882ccc28
d0£871902289639db£5d3238553cbea5e5b02933bedd07349a5c6722a55399b£0c242877ed613a62

84414920e091ae81
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Loaded 14 password hashes with 14 different salts (crypt, generic crypt(3) [?/64])
Press 'q' or Ctrl-C to abort, almost any other key for status

passwordl (Eric)
12345 (Bob)
123456 (Alice)
password (usertest1)
password (cisco)
password (Eve)

royl (roy)

mact (mac)




image6.png
RSA Encryptor/Decryptor/Key Generator/Cracker

Directions are at the bottom.

Public
Modulus

(hexadecimal):

Public
Exponent

(hexadecimal):

Private
Exponent

(hexadecimal):

494d889288853dd897692a18015a0226b£82bE356£014£251Fb4£502dE0d9£9294a68a30c428b3%
3362£b37792497eceaca37100£264d7£b9£b1a97 £bf621133de55EdcbIblad0d7a310379216d7925
2£5¢527b9bc63d83d4ect4d1da5chbi843e8474babc655e9bb6799chaTTadTeafa838296474afc24b
eb9c825b73ebE549

47b9c£de843176b88741d68cE0969522950813151058ce46£2b048791a262507a1095793c12baele
09d82213ad9326928¢c£7c2350ach19c98£19d32d577d666cd Thb8b2b5ha629d25ccET2a5cebladda
038906c84dcdbl£e677dE£b2c029£d8926318eede1b58272a£22bda5c5232be066839398242£5352
df£58848adadllal





image1.png
RSA Encryptor/Decryptor/Key Generator/Cracker

Directions are at the bottom.

J LIl 15438 9288853dd89769218015a0a226b£82b£356Fe14£251Fb4 £522d£0d9£9294a68a30c428b3%

YT T 53625377924 97eceasa37100£264d7 Fb9Fb1ag7 fb£621133de55fdcboblad0d7a31b379216d7925

USRI 2 £S5 2 7b9bc63d83d4ecE4d1dd SchEB 430847 4babe655e9bb6799cbaTTad TeataB38296474atc24b
eb9c825b73eb£549

Public [FTTY

Exponent
(hexadecimal):

J il ¢ 705c £de843176088741d68CE0969522950813151058ce46£2b048791a26e507a1095793c12baele

o Al 09Gi822132d9326928¢£7¢2350ach19c98 £19d32d577d666cdTbb8b2b5ba629d25ccE72a5ceb8asda

[T MEMME | 03550 63 4dcdbl £e677d £ £h2C029£d8926318eede1b58272a£22bda5c5232be066839398042£5352
df58848adadllal
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RSA Encryptor/Decryptor/Key Generator/Cracker

Directions are at the bottom.

Jg LTIl 6392dcb90b508 £ba5005ed5£6e2b06£885e7a2ad5£6babbde 7048 1e8b7a£73£4a821951757£797
YT TN 6 2b82925b69402930a4babl89cch93a9e81£74829140e767ec2ef3acadTafech3dlal14498524cd
084£9ae54a7££d1£35c50ebdb24abb95ddSd8dfcd3ee7dd06630c83187 Thee8549a1c2b615253098

(hexadecimal):
8f5cee0255a75£71

Public [FTTY

Exponent
(hexadecimal):

2t 63 £1d91885c305132310b£e584689b98d29a775a9b6888ddb3c297£75338£9550d9bchbbie28642
NNl 515bCb£6208ccb6759£885db0dbecas61b5£a61c82b70b7d2337c28ce1934£c7ad035c87367a089a
24d2eca2583822£d5a7505bb76a7c3£d8486989e£8876617488a07330cas414£ce708b1c7278151d

(hexadecimal):
©92a2994a639b85b%

[Nitheesh Murugan 101





