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[bookmark: _Toc29169947]What is IPv6 address?
An IPv6 address is the numerical label used to find a network interface of a computer or a network which is part of an IPv6 computer network.
IPv6 is the successor of the first addressing infrastructure of the Internet, the IPv4.In comparing with IPv4 which his length from only 32 bits, IPv6 addresses has size of 128 bits. Therefore, IPv6 is much bigger in terms of address space compared to IPv6. It was made to overcome a lot of disadvantages of IPv4. The most known one is the exhaustion of addresses in IPv4. In comparison with IPv4, which can handle around 4.3 billion addresses, IPv6 creates opportunity to create 3.4x10 raise to power 38 addresses.
[bookmark: _Toc29169948]Features
[bookmark: _Toc29169949]Better efficiency in routing
With its reduced size of the routing tables, routing becomes more efficient and hierarchical. Providers can aggregate the prefixes of the customers networks in a single prefix and deploy it in the IPv6 network. Also, the fragmentation is done by the source, not the router, using MTU protocol.
[bookmark: _Toc29169950]Support for new services
By removing NAT(Network Address Translation), true point-to-point connectivity is in IP layer is back, which give opportunity for new and valuable services. P2P networks can be made and maintained easier, and VoIP and QoS evolve and become stronger.
[bookmark: _Toc29169951]Huge space for addresses
IPv6 is using 128-bit addresses. For each person on Earth, there are 48.000.000.000.000.000.000.000.000.000 addresses.
[bookmark: _Toc29169952]Better security
IPSec (Internet Protocol Security)[] is native for IPv6. It means that two hosts can dynamically establish a secure connection with no user interference.

[bookmark: _Toc29169953]Header improvements
The header in IPv6 is not as complex like the one used in IPv4. It is not protected by checksum so is not needed for each packet to be verified.
[bookmark: _Toc29169954]Stateless address configuration
Devices which can run IPv6 are able to configure themselves with address automatically.
[bookmark: _Toc29169955]Formats
For every important routing and addressing method, multiple formats are acknowledged by logically separating the 128 bits into groups and creating rules for joining the values of the groups with distinctive addressing features.
[bookmark: _Toc29169956]Unicast
Represents a single interface. Packets, which are addressed to a unicast destination are sent and delivered to a single interface.
Global unicast – comparable with IPv4 public IP addresses. Global unicast addresses are allocated by the IANA and used on public networks. The prefix they have is 2000::/3.
It is made of two parts:
· Subnet ID – 64 bits. It contains the prefix of a site and identification of the subnet
· Interface ID – 64 bits. It is generated partially from the MAC address of the interface.
	3 bits
	45 bits
	16 bits
	64 bits

	001
	Global routing prefix
	Subnet ID
	Interface ID


Figure 1. Global unicast example



[bookmark: _Toc29169957]Unique local – like the private address in IPv4. Used in private networks, not routable on the internet. The prefix is FD00::/8. It is created by interpolate a randomly generated 40-bit hexadecimal string to the prefix. The subnet field and interface ID are made like the global IPv6 addresses are made.
	8 bits
	40 bits
	16 bits
	64 bits

	FD
	Global ID
	Subnet ID
	Interface ID


Figure 2. Unique local unicast example

[bookmark: _Toc29169958]Link local – these is used to send packets across local subnets. They cannot be transmitted to other subnets. IPv6 needs a link-local address to be allocated to each network interface on which the IPv6 protocol is on. Their prefix is FE80::/10.
	64 bits
	64 bits

	FE80:0000:0000:0000
	Interface ID


Figure 2. Link local unicast example

[bookmark: _Toc29169959]Anycast
Represents one or more interfaces. For example, servers compatible with anycast attribution can use the same unicast IP address. Packets sent to the IP address will be transmitted to the nearest server. Anycast addresses are used to balance the load over the network.
[bookmark: _Toc29169960]Multicast
Represents a dynamic group of hosts. Packets sent to multicast address are transmitted to many interfaces. This type of addressing in IPv6 has comparable purpose as their counterparts in IPv4. 
	8 bits
	4 bits
	4 bits
	112 bits

	FF
	Flags
	Scope
	Group ID


Figure 3. Multicast example
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Routing protocols
IPv6 provides support for routing protocols, which gives the ability for the routers to exchange data regarding the connected networks. The protocols can be internal and external. IPv6 can support the given protocols:
· RIPng
· OSPFv3
· EIGRP
· IS-IS
· MP-BGP4
[bookmark: _Toc29169962]Difference between IPv4 and IPv6
The next table shows the major difference between them:
	Description
	IPv4
	IPv6

	Address length
	32 bits
	128 bits

	Address representation
	4 decimal numbers from 0-255 separated by periods
	8 groups of 4 hexadecimal digits separated by colons

	Address types
	Unicast, multicast, broadcast
	Unicast, multicast, anycast

	Packet header
	20 bytes long
	40 bytes long, but simpler than IPv4 header

	Configuration
	Manual or through DHCP
	Auto-configuration of addresses is available

	IPSec support
	Optional
	Built-in


 





[bookmark: _Toc29169963]Task 02 – Addressing
[bookmark: _Toc29169964]Task description
Design appropriate IP addressing scheme to support the network for 3 school buildings. The total hosts required are 1400. Create a network strategy to support them and future growth. 
Assign adequate IPv6 addressing for the servers of the building. The servers are:
1. DNS
2. Email
3. Finance
4. Registry
5. File server
6. Print server

[bookmark: _Toc29169965]IPv6 Addressing for the servers
	Server name
	IPv6 address

	MP
	0:0:0:0:0:ffff:aa46:0 

	DNS
	0:0:0:0:0:ffff:aa46:5e1

	Email
	0:0:0:0:0:ffff:aa46:5e2

	Finance
	0:0:0:0:0:ffff:aa46:5e3

	Registry
	0:0:0:0:0:ffff:aa46:5e4

	File server
	0:0:0:0:0:ffff:aa46:5e5

	Print server
	0:0:0:0:0:ffff:aa46:5e6






[bookmark: _Toc29169966]IPv4 Addressing scheme
	School of Applied Computing – 711 hosts
Network – 170.70.0.0 /22, Mask – 255.255.252.0, Broadcast – 170.70.3.255

	Hosts location
	NetworkID/CIDR
	First host
	Last host
	Mask
	Broadcast

	Open access 250 hosts
	170.70.0.0/24
	170.70.0.1
	[bookmark: _GoBack]170.70.0.254
	255.255.255.0
	170.70.0.255

	Lab 308
140 hosts
	170.70.1.0/24
	170.70.1.1
	170.70.1.254
	255.255.255.0
	170.70.1.255

	Lab 301
60 hosts
	170.70.2.0/26
	170.70.2.1
	170.70.2.62
	255.255.255.192
	170.70.2.63

	Lab 309
50 hosts
	170.70.2.64/26
	170.70.2.65
	170.70.2.126
	255.255.255.192
	170.70.2.127

	Lab 304
45 hosts
	170.70.2.128/26
	170.70.2.129
	170.70.2.190
	255.255.255.192
	170.70.2.191

	Lab 306
40 hosts
	170.70.2.192/26
	170.70.2.193
	170.70.2.254
	255.255.255.192
	170.70.2.255

	Lab 303
36 hosts
	170.70.3.0/26
	170.70.3.1
	170.70.3.62
	255.255.255.192
	170.70.3.63

	Lab 302
30 hosts
	170.70.3.64/27
	170.70.3.65
	170.70.3.94
	255.255.255.224
	170.70.3.95

	Test centre
22 hosts
	170.70.3.96/27
	170.70.3.94
	170.70.3.126
	255.255.255.224
	170.70.3.127

	Staff
20 hosts
	170.70.3.128/27
	170.70.3.129
	170.70.3.158
	255.255.255.224
	170.70.3.159

	Lab 310
18 hosts
	170.70.3.160/27
	170.70.3.161
	170.70.190
	255.255.255.224
	170.70.3.191






	School of Engineering – 406 hosts
Network – 170.70.4.0/23, Mask - 255.255.254.0, Broadcast – 170.70.5.255

	Host location
	NetworkID/CIDR
	First host
	Last host
	Mask
	Broadcast

	Lab 202
80 hosts
	170.70.4.0/25
	170.70.4.1
	170.70.4.126
	255.255.255.128
	170.70.4.127

	Lab 409
80 hosts
	170.70.4.128/25
	170.70.4.129
	170.70.4.254
	255.255.255.128
	170.70.4.255

	Lab 203
65 hosts
	170.70.5.0/25
	170.70.5.1
	170.70.5.126
	255.255.255.128
	170.70.5.127

	Lab 404
45 hosts
	170.70.5.128/26
	170.70.5.129
	170.70.5.190
	255.255.255.192
	170.70.5.191

	Lab 410
45 hosts
	170.70.5.192/26
	170.70.5.193
	170.70.5.254
	255.255.255.192
	170.70.5.255

	Lab 408
28 hosts
	170.70.6.0/27
	170.70.6.1
	170.70.6.30
	255.255.255.224
	170.70.6.31

	Lab 205
25 hosts
	170.70.6.32/27
	170.70.6.33
	170.70.6.62
	255.255.255.224
	170.70.6.63

	Lab 201
20 hosts
	170.70.6.64/27
	170.70.6.65
	170.70.6.94
	255.255.255.224
	170.70.6.95

	Staff
18 hosts
	170.70.6.96/27
	170.70.6.97
	170.70.6.126
	255.255.255.224
	170.70.6.127



	School of Automotive Engineering – 283 hosts
Network – 170.70.6.0/23, Mask – 255.255.254.0, Broadcast 170.70.7.255

	Host location
	NetworkID/CIDR
	First host
	Last host
	Mask
	Broadcast

	Lab 301
50 hosts
	170.70.6.0/26
	170.70.6.1
	170.70.6.62
	255.255.255.192
	170.70.6.63

	Lab 206
48 hosts
	170.70.6.64/26
	170.70.6.65
	170.70.6.126
	255.255.255.192
	170.70.6.127

	Lab 101
40 hosts
	170.70.6.128/26
	170.70.6.129
	170.70.6.190
	255.255.255.192
	170.70.6.191

	Lab 205
40 hosts
	170.70.6.192/26
	170.70.6.193
	170.70.6.254
	255.255.255.192
	170.70.6.255

	Lab 103
35 hosts
	170.70.7.0/26
	170.70.7.1
	170.70.7.62
	255.255.255.192
	170.70.7.63

	Lab 102
25 hosts
	170.70.7.64/27
	170.70.7.65
	170.70.7.94
	255.255.255.224
	170.70.7.95

	Staff
25 hosts
	170.70.7.96/27
	170.70.7.97
	170.70.7.126
	255.255.255.224
	170.70.7.127

	Lab CAD
20 hosts
	170.70.7.128/27
	170.70.7.129
	170.70.7.190
	255.255.255.224
	170.70.7.191
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