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1. [bookmark: _Toc215933150]Introduction 
This report outlines key engineering skills, including health and safety when operating equipment, security risks in modern vehicles, professional codes of conduct, problem-solving methods and teamwork. Each section explores how these areas support safe, responsible, and effective engineering practice.  


2. [bookmark: _Toc215933151][bookmark: _Hlk215758122]Health and safety and risk assessment 
[bookmark: _Toc215933152]2.1 overview of activity 
A lathe is a machine tool which involves a rotating workpiece using a fixed cutting tool, which can then be used to shape materials like wood, metal and plastic. The process requires setting up the machine by securing the material in the chuck and performing turning operations. Because the machine operates at high speeds, with moving parts, there are several health and safety considerations that must be followed 

[bookmark: _Toc215933153]2.2 health and safety 
Health and Safety at Work Act (1974)
The Health and Safety at Work Act (1974) ensures that workers receive “adequate training of staff to ensure health and safety procedures are understood and adhered to” (British Safety Council, 2025). The Act outlines clear responsibilities for employers, including providing a safe workplace, maintaining machinery and equipment, and ensuring that a safe working environment is available at all times. Employees also have duties under the Act, such as taking reasonable care of their own safety, working safely with colleagues, and using machinery correctly. The Act grants the Health and Safety Executive (HSE) authority to inspect worksites, investigate accidents, enforce regulations, and, when necessary, issue fines or pursue criminal prosecution for serious breaches. This legislation is highly relevant to lathe operation, as it reinforces the need for proper training, safe equipment, and responsible behaviour in the workshop.
Provision and Use of Work Equipment Regulations 1998 (PUWER)
PUWER requires that equipment provided for use at work is “suitable for the intended use” and remains safe during operation. It must also be “maintained in a safe condition and inspected to ensure it is correctly installed and does not subsequently deteriorate” (Health and Safety Executive, 2024). Additionally, PUWER states that work equipment must be “accompanied by suitable health and safety measures such as protective devices and controls,” which typically include guarding and emergency-stop devices. In the context of lathe operation, this means the machine must be regularly checked, properly maintained, fitted with guards, and equipped with an effective emergency stop. Only trained operators should use the lathe, supported by clear instructions and safety warnings. Following PUWER significantly reduces the risks posed by the lathe’s high-speed rotating components.
Personal Protective Equipment at Work Regulations (1992)
The Personal Protective Equipment at Work Regulations (1992) require employers to provide suitable PPE whenever health and safety risks cannot be controlled by other means. PPE includes safety goggles, gloves, hearing protection, face shields, helmets, and protective clothing. The regulations state that “every employer shall ensure that suitable personal protective equipment is provided to workers who may be exposed to a risk to their health or safety while at work” (Legislation.gov.uk, 2015). For lathe operation, appropriate PPE such as eye protection, suitable footwear, and fitted clothing is essential to prevent injuries from swarf, hot chips, or rotating components.
Reporting of Injuries, Diseases and Dangerous Occurrences Regulations (RIDDOR, 2013)
RIDDOR requires employers and those in control of workplaces to report certain incidents, including injuries, dangerous occurrences, and work-related diseases. This includes anything from minor fractures to severe injuries or fatalities. Reports must be submitted to the Health and Safety Executive (HSE) using the appropriate forms. In the context of lathe operation, serious incidents such as cuts, fractures, or amputations caused by contact with the chuck, moving parts, or poor training must be reported. Near-miss events should also be documented so that underlying causes can be investigated to prevent future incidents. “The purpose of RIDDOR is to inform the relevant enforcing authority that a work-related accident or incident has happened” (HSE.gov.uk, 2025).



[bookmark: _Toc215933154]2.3 Table 
	Hazard
	Likely hood 
	severity
	Risk level
	Control measure 
	PPE

	Cuts from sharp swarf
	High
	Medium 
	High 
	Never pick up swarf with hands instead use a swarf hook or pliers 
	Gloves ( only when clean

	Workpiece coming loose because it wasn’t tightened properly
	low
	high
	high
	Check the chuck is tight, inspect jaws, make sure the setup is correct before starting
	Safety boots 

	Touching the cutting tool or rotating parts
	low
	high
	medium
	Keep hands away from the tool, don’t adjust anything while it’s spinning
	Eye protection

	Slipping on coolant or oil on the floor
	Medium 
	medium
	medium
	Clean any spills straight away, keep the area tidy
	Non slip footwear

	Noise from the machine
	low
	low
	low
	Use hearing protection if the machine is loud for long periods
	Ear defenders 





[bookmark: _Toc215933155]2.4 required personal protective equipment (PPE) for a lathe 
When operating a lathe, it is important that the operator uses the correct PPE to reduce risks such as flying hot swarf, rotating parts and sharp materials. Safety goggles are essential because metal chips and swarf can be thrown out during cutting. Safety boots are also required in the workshop in case heavy materials or tools are dropped onto the foot. Clothing must be properly fitted, as loose items such as baggy sleeves can become caught in rotating parts, which has caused serious injuries in the past. For the same reason, long hair must be tied back and jewellery should not be worn. Gloves may be used only when handling or clearing swarf, as the material can be sharp, but they must never be worn when the lathe is running. Hearing protection may also be needed if the machine is loud for long periods. Using the correct PPE helps reduce the main hazards identified in the risk assessment.

[bookmark: _Toc215933156] 2.5 

Figure 1: Mandatory PPE signage used in workshops to highlight the requirement for eye protection when operating a lathe (Source: HSE, 2024).
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[bookmark: _Toc215933157]2.6 Summary of Lathe Operation 
Operating a lathe comes with a variety of risks, mainly from rotating parts, flying swarf and sharp materials. The different health and safety laws, such as HASAWA, PUWER, PPE Regulations and RIDDOR, all help make sure the machine is used safely, and the danger is minimised. These controls, along with the use of correct PPE and safe working practices, help reduce the main hazards and make lathe operation much safer.


3. [bookmark: _Toc215933158]Security risk matrix 
[bookmark: _Toc215933159]3.1: Identify at least four security threats to modern vehicles
  Keyless entry relay attacks are where “One stands by the targeted vehicle, while the other stands near the house with a device that can pick up a signal from the key fob. What’s more, some devices can pick up a signal from over 100 meters away”. (leasing.com (n.d.)

CAN bus hacking is also another one which could happen this happens when attackers access the cars internal network, and then send fake signals and commands to unlock doors and disable alarms. 

Over-the-air (OTA) software updates in cars are good for delivering features, but they can also be intercepted and hackers, and this could allow unauthorised access and control over critical vehicle systems 

OBD port / ECU tampering is where thieves plug into the diagnostics port and then program a new key or disable security, which can then allow them to steal the car 

[bookmark: _Toc215933160]3.2 risk matrix 
	Threat
	Likelihood(1-5)
	Impact(1-5)
	Risk score 

	Keyless relay attack 
	4
	4
	16

	CAN bus hacking 
	3
	5
	15

	OTA update vulnerability
	2
	5
	10

	OBD port tampering
	3
	3
	9



[bookmark: _Toc215933161]3.3 Risk Matrix Analysis
From the risk matrix it can be seen that keyless relay attacks have the highest score at 16. This is because the devices are easy and fast to perform, they are inexpensive to purchase, and the method is compatible with a large number of modern vehicles. As an engineering solution, an Ultra-Wideband (UWB) encrypted key system would be recommended. This works because UWB measures the real distance between the key and the vehicle, and relay devices cannot reproduce the correct timing. When the timing is incorrect, the vehicle ignores the fake signal, which prevents thieves from unlocking or starting the car. As stated by VicOne (2025), “UWB-based ranging allows the receiver to verify the true distance to the key, making traditional relay attacks ineffective.” This approach is also proportional because it does not cost too much to add to modern vehicles, does not inconvenience drivers, and helps protect against one of the most common theft methods.


 


4. [bookmark: _Toc215933162]The engineers role in society 
[bookmark: _Toc215933163]4.1 identify two engineering organizations with a code of conduct 
The Engineering Council is the UK’s official regulatory body for the engineering profession. It is responsible for setting and maintaining internationally recognised standards for competence and ethical commitment. According to the Engineering Council’s Statement of Ethical Principles, engineers must “protect the public and the environment and act in ways that contribute to sustainable development” (Engc.org.uk, 2017).
Another engineering organisation is the IET (Institution of Engineering and Technology). The IET is a professional body that supports and influences the global engineering community through education, standards, and professional registration. Their Code of Conduct requires members to “have full regard for the public interest, particularly in relation to the environment, health and safety” (theiet.org, n.d.). These codes ensure that engineers work responsibly and uphold high professional and ethical standards.

[bookmark: _Toc215933164]4.2 There roles and responsibilities
From researching the Engineering Council and IET codes of conduct, it is clear that engineers have a major responsibility to consider sustainability and environmental impact when designing vehicles. In automotive engineering, health and safety are especially important because poor engineering decisions can create serious public safety concerns, as well as environmental issues such as high emissions or harmful material use. By following these codes of conduct, engineers ensure that vehicles are designed responsibly, with fewer health and safety risks and reduced environmental impact. Applying these principles helps automotive engineers create vehicles that are safer, more sustainable and better for society.



5. [bookmark: _Toc215933165]Problem solving 
[bookmark: _Toc215933166]5.1 problem solving methods 
Engineering teams often find problems during product development, so they use methods such as the 5 Whys method. This is where they keep asking Why? Until they find out what is wrong. Another method is the fishbone diagram, where a diagram resembling a fishbone is created. They then categorise them into materials, human, error, equipment or environment. These make the problem easier to trace and prevent it from happening again 
[bookmark: _Toc215933167]5.2 flow diagram 
This diagram shows the steps of the 5 Whys method, which engineers use to find out the root of the problem. The process begins by identifying the issue, and then repeatedly asking “why?” until they discover the problem. This provides engineering teams with a clear and structured approach to investigating faults during product development. Using flow diagrams helps ensure that the team follows a good process, making it easier to fix issues and prevent them from happening again.

Figure 2: ; Example of a 5 Whys flow diagram used in problem solving 
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6. [bookmark: _Toc215933168]Team work 
[bookmark: _Toc215933169]6.1 
During 2024, I played as captain of my 6-a-side football team, and we went on to win our 3rd league title in a row. This experience allowed me to work effectively in a team of more than three people, particularly as I had to organise the team every week and manage who could play and who could not, depending on whether team members were sick, injured, or away. On the pitch, I also had to be loud and command the team, ensuring that the other players followed the structure and formation. Each player had a set role, such as defender, winger, striker, and this helped us stay organised and balanced 

There were several positive aspects to this structure. Because I was captain, decision-making had to be quick, especially during fast moments of the game. Everyone also understood their role, which made the team more disciplined and efficient on the pitch. Everyone knew their tasks. Communication was also strong, and players trusted each other to stay in positions and follow instructions. This was a significant factor in our winning three titles in a row. 
However, there were some difficulties playing in the team; sometimes players could not make it, so I would have to find other players to fill in, who were not as familiar with how we played, so it was up to me to communicate more and sometimes put in extra work, as they were not always the best players. It was also important to keep a clear and level head because not all the players would agree on how we were playing, and sometimes someone would have a bad game and would cause arguments in the team, and also there would sometimes be arguments between other teams, and I would have to calm them down in order for us not to receive a red card. SO there were a lot of difficulties when playing in a team.

In some situations, a flat team structure, where decisions are shared more evenly between players could have benefited the team in some games, as this could have improved communication, because everyone would have taken more responsibility instead of wating on me for instructions, which would have also helped us adapt more during difficult matches like perhaps a formation switch up mid gam, below is an example of simple 6 aside football formations which shows how the team was structured
Figure 3: formations and structures 
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7. [bookmark: _Toc215933170]Conclusion 
[bookmark: _Toc215933171]7.1
In conclusion, this report has covered key areas within engineering skills, including health and safety, security risks, professional conduct patterns, problem solving and teamwork. From this report, we now understand legislation such as HASAWA and PUWER is essential for the safe operation of equipment like a lathe. We also looked at modern vehicles, security threats and how engineers can solve these problems by using methods such as the 5 whys or the fishbone method. Finally, reflecting on team experience showed how structure and communication are important for achieving goals. Overall, these areas demonstrate the wide range of skills required in engineering
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