MedData Solutions Breach

· The MedData breach was not caused only by a technical vulnerability. It resulted from a combination of technological obsolescence, weak security controls, inadequate policies and training, and most importantly a governance failure where cybersecurity risks identified by IT were not translated into an executive-level business priority.

· Task-1 CNSS Model analysis

· Three dimensions of the CNSS Model
1. Information Characteristics
2. Information States
3. Security Countermeasures

1. Information Characteristics

- Confidentiality:- Patient health records were exfiltrated in raw form.         Unencrypted internal communication made data in transit vulnerable.
- The attacker successfully exfiltrated raw patient data, meaning unauthorized individuals obtained sensitive health information.
- Confidentiality was compromised primarily during transmission and exfiltration, with inadequate encryption increasing the impact.

- Integrity:- The attacker encrypted local databases, changing the state of the stored information and potentially making it unreliable or inaccessible.
- Integrity concerns whether information remains accurate and protected from unauthorized modification or destruction.
- integrity was potentially compromised at the storage stage, while availability was more directly affected.

- Availability:- Encryption of local databases prevented legitimate users from accessing the databases and therefore affected availability of patient information.
- Availability was clearly compromised because the attacker encrypted local databases.


2. Information States

- Storage:- MedData's customer health records were stored on an outdated legacy server. The attacker encrypted the local databases stored on that infrastructure.

- Transmission:- The scenario states that patient data was sent through internal unencrypted channels and that raw patient data was subsequently exfiltrated.

- processing:- There is no explicit evidence in the scenario that the attacker compromised data while it was actively being processed.


3. Security Countermeasures 

- Policy:- No formal Enterprise Information Security Policy (EISP)
- Consequently, cybersecurity was not embedded into enterprise governance.
- NIST's CSF 2.0 similarly emphasizes that cybersecurity policies should be established, communicated and enforced, while leadership should be accountable for cybersecurity risk and allocate appropriate resources. 

- Education:- No employee security awareness training / SETA

- Technology:- Outdated legacy server and unencrypted communication.
- The legacy server had become a significant security risk, and the IT department had already recognised the need for an upgrade.
- However, the requested funding was rejected.
- This is important because the technical failure was known before the incident.

Task-2 Governance vs Management
Governance
Governance operates at the board and executive level.
Its role is to:-
· establish organisational direction 
· define risk appetite 
· approve strategic priorities 
· allocate resources 
· establish accountability
Management
Management operates at the operational level.
Its role is to:-
· implement organisational strategy 
· manage systems 
· maintain infrastructure 
· deploy security controls 
· monitor risks 
· carry out projects


· Task-3 Six Ps of Information Security Management.
Planning:- 
·  conduct an organisation-wide cybersecurity risk assessment 
·  identify critical information assets 
·  classify patient health information as highly sensitive 
·  identify legacy systems 

Policy:-
·  data classification 
·  access control 
·  password requirements 
·  MFA 
·  encryption 
·  acceptable use

Programs:- 
·  phishing 
·  ransomware 
·  passwords 
·  MFA 
·  handling patient information 
·  suspicious emails

Protection:-

·  encryption at rest 
·  encryption in transit 
·  MFA 
·  least privilege
·  regular backups 
·  offline backups 
·  encrypted backups

People:- Create clear cybersecurity responsibilities for
· [bookmark: _GoBack]Board 
· CEO 
· CIO/IT manager 
· CISO/InfoSec manager 
· employees 
· system administrators 
· data owners
Project Management:-Each project should have
· owner 
· budget 
· deadline 
· risk level 
· measurable objectives 
· progress reporting 
· executive oversight


 




