	Tool Type
	Effectiveness
	Ease of Implementation
	Limitations

	IDS
	High detection
	Moderate (based on how complicated the regulations are)
	False positives could occur; no blocking is active.

	IPS
	High prevention
	From moderate to high
	Avoidable; could result in network latency

	Antivirus Software
	high in comparison to recognized risks
	Simple to put into practice
	restricted ability to counter sophisticated threats

	SIEM
	High for centralized observation
	High (difficult to set up and deploy)
	Data might be overwhelming; skilled adjustment is necessary.

	Vulnerability Scanners
	high for identifying known defects
	Moderately easy
	Might overlook zero-day vulnerabilities


	Role
	Responsibility

	Chief Information Security Officer (CISO)
	Overall governance, compliance monitoring, and security approach.

	Security Operations Center (SOC) Manager
	Oversees incident response, threat identification, and real-time monitoring.

	Compliance Officer
	Guarantees compliance with legal requirements, rules, and moral principles.

	Risk Manager
	Determines, assesses, and reduces risks in services and infrastructure.

	Security Analysts
	Perform forensic investigations, keep an eye on systems, and react to threats.

	Cloud Security Specialist
	Focuses on making sure that setups are secure and safeguarding cloud-based assets.

	Policy and Training Officer
	Creates security guidelines, trains staff, and oversees awareness campaigns.
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