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[bookmark: _tza31z4hepmz]Cloud Computing Concept
Cloud computing refers to the provision of programmable resources over the Internet on an as-needed basis. This encompasses a wide range of assets including computing power, data storage, software, and services. By leveraging cloud computing, organisations can quickly and efficiently set up and dismantle resources with limited involvement from IT operations or network administrators.
The versatility and capability to meet specific business requirements has resulted in the widespread adoption of cloud computing across various industries. In healthcare, it is utilised for personalised treatments, while banking institutions utilise it for fraud detection and control. The gaming industry leverages cloud computing to provide multiplayer experiences to a global audience, and retail organisations use it for real-time inventory management and omnichannel experiences. The education sector has also embraced cloud computing for online learning and course management, and government agencies utilise it for secure data storage and collaboration. Additionally, the media and entertainment industry has adopted cloud computing for content creation and distribution.
It is worth noting that cloud computing has fundamentally altered the way in which organisations operate by offering scalable and flexible computing resources on demand. This has led to cost savings and allowed companies to focus on their core business activities. Furthermore, cloud computing has greatly enhanced data security and privacy through the implementation of robust security measures and certifications such as ISO 27001, SOC 2, and PCI DSS by service providers. As the adoption of cloud computing continues to expand, it is anticipated to bring additional benefits and opportunities for organisations of all sizes and industries.
[bookmark: _7wx1f66fo1f5]Cloud Computing's Advantages, Benefits, And Drawbacks
With the capacity to access programmable resources through the Internet in a flexible, on-demand way, cloud computing has established itself as a transformational technology in the information and communications space. This technology offers a wide range of benefits, including access to cutting-edge technology, cost savings, scalability, and improved collaboration.
Cost effectiveness is one of cloud computing's most noteworthy advantages. Organisations can save capital expenses by using this technology since they no longer need to make significant initial investments in hardware and software. Additionally, cloud computing offers scalability, allowing businesses to easily increase or decrease their computer resources as necessary, enhancing their capacity to adapt to shifting business needs.
Cloud computing also improves group productivity and cooperation. Remote teams can collaborate more efficiently and develop better cooperation by having access to and working on the same files and apps. Cloud computing also provides reliable backup and recovery options, boosting disaster recovery and protecting against data loss and downtime. Cloud service providers put the security of client data first and take extreme security precautions to guarantee the confidentiality, integrity, and availability of customer data.
Organisations may access cutting-edge technology through cloud computing, enabling them to benefit from the most recent advancements without having to make significant financial investments. Additionally, cloud computing frees up resources for more critical efforts by reducing the requirement for IT professionals to administer and maintain hardware and software. Additionally, because workers can work from any location with an internet connection thanks to cloud computing, firms are better able to stay competitive by quickly responding to market changes and new possibilities.
Cloud computing has many benefits, but it also has certain drawbacks. Utilizing cloud computing requires a dependable and quick internet connection, and there is a chance of data leaks, hacking, and other security concerns. Additionally, businesses must hand over control of their data and apps to the cloud service vendor, giving up control of their IT infrastructure. Furthermore, some sectors, including healthcare and banking, may have strict regulatory requirements that cloud computing may not be able to meet completely. As a result, businesses could become reliant on a certain cloud service provider, making future provider switching difficult and expensive.
Even though cloud computing has many advantages, it is crucial to weigh both its benefits and disadvantages before deciding if it is appropriate for a certain firm. To make sure that cloud computing is in line with an organization's goals and objectives, a thorough assessment of its needs and requirements should be made.
[bookmark: _5xmctp5pcdj4]Cloud Security And Mitigation Of Security Issues
Cloud security is a critical consideration for organisations adopting cloud computing. With the increasing frequency of cyberattacks and data breaches, it's essential for organisations to secure their sensitive information by implementing security measures. To accomplish this, organisations should opt for cloud service providers that adhere to stringent security standards such as ISO 27001 and SOC 2. In addition, they should implement their own security measures to safeguard their data and applications in the cloud.
The threat of data breaches puts cloud security at risk, but it can be reduced by encrypting sensitive data in transit and while stored. Additionally, multi-factor authentication and regular security updates can help organisations stay ahead of evolving cyber threats. The risk of insider threats should also be addressed through strict access controls and employee monitoring to detect and prevent unauthorised access and data exfiltration.
Complying with industry and regulatory standards is also an imperative aspect of cloud security. Organisations should choose cloud service providers that can meet their compliance needs, like HIPAA for healthcare organisations and PCI DSS for financial institutions. Regular auditing of cloud service providers' security measures is necessary to maintain the necessary standards.
In conclusion, cloud security requires a comprehensive approach from organisations. By selecting cloud service providers that follow strict security standards, implementing their own security measures, and regularly monitoring and auditing cloud security, organisations can ensure their data and applications are secure in the cloud.
[bookmark: _i728s696duet]Virtualisation Concept Including Hypervisor I & II
Virtualization, in the realm of cloud computing, is a process that enables multiple virtual machines to operate on a single physical server, thereby increasing hardware utilisation and decreasing infrastructure expenses. The core of virtualization technology is the hypervisor, also known as the virtual machine monitor.
Hypervisors are software entities responsible for generating and managing virtual machines. There are two primary types of hypervisor: Type I and Type II. Type I hypervisors, known as bare-metal hypervisors, run directly on physical server hardware, offering maximum efficiency and security, as they have direct access to underlying hardware resources. The most popular examples of Type I hypervisors include VMware ESXi and Microsoft Hyper-V.
Conversely, Type II hypervisors run over an operating system, making them less secure compared to Type I hypervisors, since they share the host operating system's resources. Examples of Type II hypervisors include Oracle VirtualBox and VMware Workstation.
Virtualization presents numerous advantages for organisations, including heightened server utilisation, decreased hardware and software costs, enhanced disaster recovery, and simplified infrastructure management. Additionally, virtualization empowers organisations to swiftly and effortlessly scale their infrastructure to meet dynamic business demands and to test and develop software applications in a controlled environment.
In summary, virtualization is a critical aspect of cloud computing that allows organisations to maximise their hardware utilisation and cut costs. The hypervisor, being the central component of virtualization technology, comes in two principal forms: Type I and Type II. To ensure the security and efficiency of their virtualized infrastructure, organisations must choose the right type of hypervisor that meets their unique requirements.
[bookmark: _kysy7rpqq774]Type I Hypervisor
The Type I Hypervisor, also known as a bare-metal or native VMware hypervisor, is a type of hypervisor that operates directly on the physical infrastructure. Unlike other hypervisors, the Type I Hypervisor doesn't have any underlying operating system, as it runs directly on the host computer's hardware. In this setup, the Virtual Machine Monitor (VMM) acts as a scheduling agent that allocates computing resources to virtual machines.
One of the primary advantages of the Type I Hypervisor is its efficiency and speed, as it eliminates the overhead associated with running an operating system. This results in faster performance and reduced latency for virtual machines, which can be particularly beneficial for resource-intensive applications and workloads. Additionally, because the Type I Hypervisor runs directly on the host computer's hardware, it has full access to the physical resources of the system, including memory, CPU, and I/O devices.
Another benefit of the Type I Hypervisor is its security. Since it operates at a low level, the hypervisor is less susceptible to malware and other security threats. In addition, it can be used to create secure and isolated environments for virtual machines, helping to prevent the spread of malware or unauthorised access to sensitive data.
Finally, the Type I Hypervisor is a highly flexible and scalable solution that can be used in a wide range of environments, from small and medium-sized businesses to large-scale enterprises. With the ability to support multiple operating systems and virtual machines, the Type I Hypervisor offers organisations a cost-effective and efficient way to manage their virtual infrastructure.
In conclusion, the Type I Hypervisor is a powerful and efficient virtualization solution that offers many advantages over traditional hypervisors. By running directly on the host computer's hardware, the Type I Hypervisor provides faster performance, improved security, and increased flexibility for virtual machines.
[bookmark: _p0b0xypk156k]Type II Hypervisor
Type II Hypervisors, also referred to as hosted hypervisors, operate above an existing operating system. Unlike Type I hypervisors, they rely on the host operating system's resources. Examples of well-known Type II hypervisors are Oracle VirtualBox, VMware Workstation, and Parallels Desktop.
Oracle VirtualBox is a versatile virtualization solution compatible with Windows, macOS, Linux, and Solaris operating systems. It offers a wide range of capabilities, including support for multiple operating systems, flexible storage options, and the ability to run virtual machines on an existing operating system.
VMware Workstation is a feature-packed virtualization solution for Windows and Linux operating systems. It offers advanced capabilities such as virtual networking, virtual disk management, and the ability to run multiple virtual machines simultaneously. This platform is commonly used by software developers, testers, and IT administrators to create, test, and deploy applications in a controlled environment.
Parallels Desktop is a Type II hypervisor-based platform designed for Mac operating systems. It allows users to run Windows and Linux operating systems on their Macs and provides seamless integration with MacOS. Parallels Desktop also features virtual disk management, virtual networking, and support for virtualized graphics and audio.
In summary, Type II Hypervisors are cloud platforms that run on top of an operating system. Oracle VirtualBox, VMware Workstation, and Parallels Desktop are popular examples of Type II hypervisors, each offering unique features and capabilities to meet diverse organisational and individual needs.
[bookmark: _z1xbqj9ayswm]Cloud Service Models Comparison
In this section, we will discuss the three main cloud service models: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). We will provide an overview of each model, outline their pros and cons, and discuss their suitability for UWTSD Birmingham's requirements.
[bookmark: _452aivjgsjw3]3.1. Infrastructure as a Service (IaaS)
IaaS is a cloud service model that provides virtualized computing resources over the internet. With IaaS, organisations can outsource the management of their underlying infrastructure, such as storage, networking, and servers.
[bookmark: _vd5jkc5zgqs7]3.1.1. Pros and Cons
Pros:
· Scalability: IaaS allows organisations to scale their infrastructure up or down as needed.
· Cost-effective: Organisations only pay for the resources they use, eliminating the need for upfront investments in hardware.
· Flexibility: Users have control over their infrastructure, allowing them to customise it according to their requirements.
Cons:
· Security: Data security risks may arise as organisations rely on third-party providers.
· Limited control: Although IaaS offers more control than PaaS and SaaS, users still don't have complete control over the underlying infrastructure.
· Dependency: Organisations may become dependent on their IaaS provider, making it difficult to switch providers or move back to an on-premises environment.
[bookmark: _q50g4ps7z04a]3.1.2. UWTSD Use Cases
IaaS is well-suited for scenarios where UWTSD Birmingham requires a high level of customization and control over its infrastructure, such as managing large data sets, running high-performance computing workloads, or deploying custom applications.
[bookmark: _c48opctmt8ds]3.2. Platform as a Service (PaaS)
PaaS is a cloud service model that provides a platform for developers to build, test, and deploy applications without worrying about the underlying infrastructure. PaaS includes tools, libraries, and services required for application development.

[bookmark: _7gjrm0h52c7g]3.2.1. Pros and Cons
Pros:
· Streamlined development: PaaS simplifies the development process by providing pre-built tools and services.
· Scalability: PaaS enables organisations to scale their applications up or down as needed.
· Lower maintenance costs: PaaS providers handle infrastructure maintenance, allowing organisations to focus on application development.
Cons:
· Limited customization: PaaS may not provide the level of customization required for certain applications.
· Vendor lock-in: Organisations may become reliant on the tools and services provided by their PaaS provider, making it difficult to switch providers or move back to an on-premises environment.
· Security: Data security risks may arise as organisations rely on third-party providers.
[bookmark: _ww2kykxwnfwx]3.2.2. UWTSD Use Cases
PaaS is ideal for UWTSD Birmingham when developing and deploying applications without the need for extensive infrastructure management. Examples include web applications, content management systems, and learning management systems.
[bookmark: _t2joedh9c1nd]3.3. Software as a Service (SaaS)
SaaS is a cloud service model that provides software applications over the internet, typically through a subscription-based pricing model. Users access the software through a web browser, and the SaaS provider manages the underlying infrastructure, maintenance, and updates.
[bookmark: _65zbnifjkjth]3.3.1. Pros and Cons
Pros:
· Easy to use: SaaS applications are typically user-friendly and require little technical expertise.
· Cost-effective: Organisations do not need to invest in hardware or software licences, reducing upfront costs.
· Automatic updates: SaaS providers handle updates, ensuring that users always have access to the latest version of the software.
Cons:
· Limited customization: SaaS applications may not offer the customization options required by some organisations.
· Data security: Organisations must trust their SaaS provider to protect their data, which may be stored alongside data from other customers.
· Vendor lock-in: Switching SaaS providers can be challenging, as organisations may need to migrate their data and adapt to a new application.
[bookmark: _exclar7k54ky]3.3.2. UWTSD Use Cases
SaaS is suitable for UWTSD Birmingham when they require access to easy-to-use software applications with minimal infrastructure management. Examples include email services, customer relationship management (CRM) systems, and collaboration tools like Microsoft Office 365 or Google Workspace.
[bookmark: _d8kth97l55wl]3.4. Recommendation for UWTSD
Based on UWTSD Birmingham's requirements, the following recommendations are made:
For scenarios requiring extensive customization and control over infrastructure, such as handling large data sets or deploying custom applications, IaaS is the recommended service model.
For application development and deployment without the need for in-depth infrastructure management, PaaS is the most suitable option.
For user-friendly software applications with minimal infrastructure management, SaaS is the ideal choice.
It is important to note that UWTSD Birmingham can choose a combination of these service models, opting for IaaS, PaaS, or SaaS based on specific use cases and requirements. This hybrid approach allows the university to take advantage of the benefits of each service model while mitigating their respective drawbacks.
[bookmark: _q6a1yuz2rn3e]Modern Cloud Services
In this section, we will discuss modern cloud services, such as Containers, Dockers, Serverless, Kubernetes, and Function as a Service (FaaS). We will provide an overview of each service, outline their benefits, and discuss their potential use cases in UWTSD Birmingham.
[bookmark: _jynp4gu66m6g]4.1. Containers
[bookmark: _rappdygx0u4j]4.1.1. Definition and Benefits
Containers are lightweight, portable, and self-sufficient software packages that can run applications and their dependencies consistently across different computing environments. Containers isolate applications from the underlying infrastructure, allowing developers to focus on writing code without worrying about system compatibility.
Benefits:
· Portability: Containers can run on any platform that supports containerization, making it easier to move applications between environments.
· Scalability: Containers can be easily scaled up or down, allowing organisations to optimise resource usage.
· Faster deployment: Containers enable faster application deployment and updates due to their lightweight nature.
[bookmark: _mdz7h05zhi9g]4.1.2. Use Cases in UWTSD
Containers can be used by UWTSD Birmingham for deploying and managing applications across different environments, such as development, testing, and production. This ensures consistent performance and reduces compatibility issues.
[bookmark: _plalfbyz5cks]4.2. Dockers
[bookmark: _tgp29biapgwe]4.2.1. Definition and Benefits
Docker is an open-source platform for automating the deployment, scaling, and management of applications using container technology. Docker simplifies the process of creating, deploying, and running containers, making it easier for developers to build and manage applications.
Benefits:
· Ease of use: Docker simplifies the process of creating and managing containers.
· Version control: Docker allows developers to manage different versions of their applications and dependencies using images.
· Collaboration: Docker enables better collaboration between development and operations teams by streamlining the application deployment process.
[bookmark: _baav9fsjwud]4.2.2. Use Cases in UWTSD
UWTSD Birmingham can use Docker to streamline the process of developing, deploying, and managing containerized applications. This can improve collaboration between teams and ensure consistent application performance across different environments.
[bookmark: _lq7powekyci1]4.3. Serverless Computing
[bookmark: _kcsz88t1qwbp]4.3.1. Definition and Benefits
Serverless computing is a cloud computing model where the cloud provider manages the underlying infrastructure and automatically allocates resources based on the demand for an application. Developers only need to focus on writing code, while the cloud provider handles scaling, patching, and maintenance.
Benefits:
· Cost-effective: With serverless computing, organisations only pay for the compute resources they consume, which can lead to cost savings.
· Scalability: Serverless applications automatically scale with the number of requests, ensuring optimal performance.
· Reduced maintenance: Serverless computing shifts the responsibility of infrastructure management to the cloud provider, reducing the maintenance burden on developers.
[bookmark: _6vwc33al4x4k]4.3.2. Use Cases in UWTSD
Serverless computing is suitable for UWTSD Birmingham when developing applications with variable workloads or unpredictable demand, such as event-driven applications, data processing pipelines, or APIs.
[bookmark: _l4c9xxy0rqd5]4.4. Kubernetes
[bookmark: _ogvs9ug0ze1n]4.4.1. Definition and Benefits
Kubernetes is an open-source container orchestration platform that automates the deployment, scaling, and management of containerized applications. Kubernetes provides a powerful framework for managing containers at scale, ensuring optimal resource utilisation and high availability.
Benefits:
· Efficient resource management: Kubernetes optimises resource usage by automatically allocating resources to containers based on their requirements.
· High availability: Kubernetes ensures that applications are highly available by automatically distributing containers across multiple nodes and replacing failed containers.
· Scalability: Kubernetes can scale containerized applications up or down based on demand, ensuring optimal performance.
[bookmark: _if663tbpj96d]4.4.2. Use Cases in UWTSD
UWTSD Birmingham can use Kubernetes to manage and scale containerized applications, ensuring optimal resource utilisation and high availability. This is particularly useful for applications with high traffic or complex architectures that require efficient resource management and rapid scaling.
[bookmark: _w0mgy7oovszb]4.5. Function as a Service (FaaS)
[bookmark: _cw2hisyadjmx]4.5.1. Definition and Benefits
Function as a Service (FaaS) is a serverless computing model where developers can deploy individual functions without the need to manage the underlying infrastructure. These functions are executed in response to specific events or triggers, and the cloud provider automatically manages the resources required for their execution.
Benefits:
· Cost-effective: FaaS allows organisations to pay only for the compute resources consumed by the functions, which can result in cost savings.
· Scalability: FaaS automatically scales with the number of function invocations, ensuring optimal performance.
· Simplified development: FaaS enables developers to focus on writing code for individual functions, without worrying about infrastructure management.
[bookmark: _xwv1zi5g4md6]4.5.2. Use Cases in UWTSD
FaaS is suitable for UWTSD Birmingham when developing applications that are event-driven or require the execution of individual functions in response to specific triggers. Examples include data processing pipelines, real-time analytics, and event-driven applications.
In conclusion, modern cloud services like Containers, Dockers, Serverless, Kubernetes, and FaaS can significantly improve the development, deployment, and management of applications at UWTSD Birmingham. By leveraging these technologies, the university can ensure optimal performance, scalability, and cost-effectiveness while reducing the maintenance burden on its IT staff.
[bookmark: _6xnhar982lzm]Conclusion
This report has provided a comprehensive overview of Cloud Computing concepts, advantages, benefits, and drawbacks, as well as explored the importance of cloud security and the mitigation of security issues. Additionally, the virtualization concept, including Type I and Type II hypervisors, has been discussed in detail. A comparison of cloud service models, such as IaaS, PaaS, and SaaS, has been provided along with their respective pros, cons, and UWTSD use cases. Furthermore, the report has delved into modern cloud services, including Containers, Dockers, Serverless Computing, Kubernetes, and Function as a Service (FaaS), highlighting their definitions, benefits, and specific use cases for UWTSD Birmingham.
Through the understanding of these diverse aspects of Cloud Computing, UWTSD Birmingham's management can make informed decisions about implementing appropriate Cloud Computing solutions to benefit their campus. The adoption of these technologies can lead to significant advantages, such as cost savings, improved scalability, and reduced infrastructure maintenance burden. By leveraging the right cloud service models and modern cloud services, UWTSD Birmingham will be able to enhance the quality of its online educational offerings and better support its staff and students in the ever-evolving landscape of online education.
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