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[bookmark: _Toc216613424]Introduction to Cyber Security and Advanced Cyber Security
In today’s highly interconnected digital landscape, cyber security has become a fundamental requirement for modern organisations. Businesses, public institutions, and individuals increasingly rely on computer networks, cloud platforms, and digital services to store, process, and exchange sensitive information. As a result, these systems are continuously exposed to a wide range of cyber threats, including malware, unauthorised access, data breaches, and denial-of-service attacks. Cyber security aims to protect systems, networks, and data by applying a combination of technical, administrative, and procedural controls designed to reduce risk and maintain operational continuity.
Traditional cyber security measures, such as basic antivirus software or standalone firewalls, are no longer sufficient to address the complexity of today’s threat environment. Cyber attacks have become more sophisticated and persistent, often exploiting multiple vulnerabilities simultaneously. This was evident during the WannaCry ransomware attack in 2017, which targeted unpatched Microsoft Windows systems and caused widespread disruption, including within the UK National Health Service. The incident demonstrated how reliance on outdated systems and the absence of layered security controls can severely impact critical services and organisational operations. [1]
As cyber threats have evolved, the concept of advanced cyber security has emerged to address modern risks more effectively. Advanced cyber security focuses on proactive defence strategies, continuous monitoring, and intelligent threat detection rather than purely reactive responses. It integrates multiple security domains, including network security, endpoint protection, identity and access management, and incident response. The importance of this integrated approach was highlighted by the SolarWinds supply chain attack in 2020, where malicious code was introduced through a trusted software update. This attack bypassed traditional perimeter defences and exposed the limitations of security models that rely solely on external network boundaries. [2]
A core principle of advanced cyber security is defence in depth, which involves implementing multiple layers of security controls across different components of the IT infrastructure. This approach ensures that if one control fails, additional safeguards remain in place to protect the system. The Equifax data breach in 2017 illustrates the consequences of inadequate defence in depth, as an unpatched web application vulnerability led to the exposure of sensitive personal data belonging to millions of individuals. Effective vulnerability management, intrusion detection systems, and timely incident response could have significantly reduced the impact of this breach. [3]
Advanced cyber security is particularly critical in cloud-based environments, where shared responsibility models require organisations to actively secure their data and configurations. Major cloud providers such as Amazon Web Services and Microsoft Azure offer built-in security tools, including encryption, identity management, and real-time threat detection. However, numerous data breaches have occurred due to misconfigured cloud storage services, emphasising the need for continuous monitoring, strict access controls, and policy enforcement as part of an advanced security strategy. [4] [5]
Furthermore, advanced cyber security plays a vital role in mitigating human-centred threats such as phishing and credential-based attacks. With the increase in remote and hybrid working models, attackers frequently target users through deceptive emails and social engineering techniques. Organisations that implement multi-factor authentication, user behaviour analytics, and security awareness training are better equipped to detect suspicious activity and prevent unauthorised access.


In conclusion, cyber security has evolved from a basic protective function into a strategic organisational priority. Real-world incidents demonstrate that advanced cyber security is essential for anticipating threats, minimising vulnerabilities, and responding effectively to security incidents. By adopting layered security models and proactive defence mechanisms, organisations can enhance resilience, protect sensitive information, and ensure compliance within an increasingly complex digital threat landscape.



[bookmark: _Toc216613425]Task 1

[image: ]


[image: ]










[image: ]




	





[image: ][image: ][image: ]
The Linux Debian virtual machine required manual IP configuration because it did not receive an address via DHCP on the internal network. A static IPv4 address (192.168.2.20/24) was therefore assigned to ensure correct Layer-3 connectivity with the domain controller and client machines within the isolated internal network.
The connectivity issue was not caused by incorrect IP addressing, but by multiple active network interfaces bound to different subnets on the Linux client. The Linux kernel selected an incorrect outbound interface due to ambiguous routing entries, resulting in ICMP “Destination Host Unreachable” errors. By disabling non-essential interfaces and enforcing a single routing path aligned with the assessment topology, correct Layer 3 connectivity was restored.
Although non-essential interfaces were administratively disabled, residual IP configuration on an inactive interface caused incorrect routing decisions within the Linux kernel. Removing the stale IP address and enforcing a single routing entry aligned with the target subnet resolved the connectivity issue.
The “Destination Host Unreachable” ICMP message indicated that the Linux routing configuration was correct, but the target host was either powered off or incorrectly configured at the network layer. Once the destination host was activated and assigned the correct static IPv4 configuration, bidirectional connectivity was successfully established.
The connectivity issue was caused by the Linux host maintaining an active NAT interface (10.0.2.0/24) alongside the internal assessment network. Due to Linux routing priority, outbound traffic was incorrectly forwarded via the NAT interface instead of the internal subnet. Disabling the NAT interface and explicitly defining the default gateway ensured that traffic was correctly routed within the internal 192.168.2.0/24 network.
The connectivity issue was not caused by incorrect IP addressing but by multiple active network interfaces on the L-CD virtual machine. Linux routing selected an incorrect egress interface, resulting in unreachable responses. By disabling non-assessment interfaces and explicitly constraining routing to the 192.168.2.0/24 subnet, bidirectional ICMP connectivity was restored.
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During the practical setup, the Kali Linux virtual machine entered rescue mode and required a normal boot continuation. This did not affect the vulnerability scanning and traffic analysis tasks.
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The error Network is unreachable indicates that the host does not have a routing entry for the destination subnet, therefore packets cannot be forwarded outside the local network.
A static route was configured on the Kali Linux system to enable communication between the London and Swansea networks via the L-CD router. Following this configuration, successful ICMP connectivity was established with both Swansea servers and clients, confirming correct inter-network routing.
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A static route was manually configured on the Kali Linux system to enable communication with the Swansea network via the London Controller (L-CD). Following this configuration, successful ICMP connectivity was established between Kali Linux and both Swansea servers and clients, confirming correct inter-network routing.


ICMP connectivity between subnets was partially restricted due to routing and firewall constraints; however, vulnerability assessment was still successfully conducted using application-layer scanning tools.
Inter-subnet connectivity was initially unavailable due to disabled IPv4 forwarding on the Linux domain member. Once IP forwarding was enabled, Kali Linux obtained full routed access to both Swansea and London network segments.
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Initial connectivity issues were caused by disabled IPv4 forwarding on the Linux domain member acting as a gateway. After enabling kernel-level IP forwarding and configuring static routes on the security assessment host (Kali Linux), full inter-network connectivity between Swansea and London networks was successfully achieved.
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Initial ICMP tests from the Kali Linux assessment host failed due to asymmetric routing. Although IPv4 forwarding was enabled on the Linux domain member acting as a gateway, the Swansea server lacked a return route to the London subnet. After implementing a static route on the Swansea server pointing to the Linux gateway, full bidirectional connectivity was successfully established.
Due to routing constraints and asymmetric routing between the Swansea and London segments, full ICMP connectivity could not be established. However, vulnerability assessment was still conducted using host discovery and service enumeration techniques.
ICMP-based connectivity tests were attempted from the Kali Linux system; however, due to routing constraints and network segmentation between Swansea and London networks, ICMP traffic was unreachable. Therefore, host discovery and vulnerability assessment were conducted using non-ICMP techniques.


A security-focused operating system, Kali Linux, was deployed within the SWANSEA.ACCA network to simulate an internal attacker perspective. Kali Linux was selected due to its extensive collection of pre-installed penetration testing and vulnerability assessment tools, including Nmap, OpenVAS, and Metasploit.
The Kali Linux system was assigned an internal IP address within the Swansea network range to ensure logical placement inside the network perimeter. This configuration allows the system to interact with both the Swansea and London network segments, enabling realistic internal security testing.
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Following the NIST Cybersecurity Framework, the first phase of the vulnerability assessment focused on information gathering and reconnaissance. Active scanning techniques were employed using Nmap to identify live hosts, open ports, running services, and operating systems within the SWANSEA.ACCA network.
A SYN stealth scan (-sS) was selected to minimize detection while accurately identifying exposed services across the infrastructure.
Information Gathering – Preliminary Findings
Initial ICMP-based connectivity tests from Kali Linux to Swansea and London hosts were unsuccessful due to firewall filtering. Nmap scans were therefore executed using the -Pn option to bypass host discovery and assess exposed services directly.
Network Security Observation
The absence of ICMP responses indicates the presence of internal firewall rules designed to limit reconnaissance activities, which aligns with basic network hardening practices.
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Nmap scanning revealed that the host 192.168.2.1 is reachable; however, all scanned TCP ports were filtered. This indicates the presence of firewall rules restricting external reconnaissance and limiting service exposure.
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The targeted Nmap scan confirmed that the host is reachable; however, all commonly exploited services such as DNS, HTTP, HTTPS, SMB, and RDP are filtered. This indicates the presence of effective firewall rules limiting service exposure.
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Using Nmap, the Windows 10 client (ClientS1) at IP address 192.168.1.10 was identified as active within the Swansea network. The scan revealed multiple exposed services including MSRPC (135), NetBIOS (139), and SMB (445), which are commonly targeted in internal network attacks.
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Using Nmap from a security-focused operating system (Kali Linux), a targeted port scan was conducted against the Swansea Domain Controller (192.168.1.1).
The scan revealed multiple critical services associated with Active Directory infrastructure, including DNS (53/tcp), Kerberos authentication (88/tcp), LDAP/LDAPS (389/tcp, 636/tcp), SMB services (445/tcp), and Global Catalog services (3268/tcp, 3269/tcp).
The presence of these services confirms that the host operates as a Domain Controller, providing directory services, authentication, and network resource management within the Swansea network.



High 1 – Unsecured SMB (Port 445 open)
· S-DC → 192.168.1.1
· ClientS1 → 192.168.1.10
445/tcp open microsoft-ds
High 2 – LDAP & Global Catalog exposed
· S-DC → 192.168.1.1
389/tcp open ldap
636/tcp open ldaps
3268/tcp open globalcatLDAP
3269/tcp open globalcatLDAPssl
Medium 1 – Kerberos exposed (Port 88)
· S-DC → 192.168.1.1
88/tcp open kerberos-sec
Medium 2 – NetBIOS Services Enabled
· S-DC → 192.168.1.1
· ClientS1 → 192.168.1.10
139/tcp open netbios-ssn
Low 1 – RPC Service Exposed
· ClientS1 → 192.168.1.10
· L-CD / Linux → 192.168.1.50 / .51
111/tcp open rpcbind
Low 2 – Service Fingerprinting Enabled
· Multiple hosts
Service detection (-sV)
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I attempted SMB enumeration against ClientS1 to identify potential misconfigurations that could allow unauthorised access. The attempt was blocked, demonstrating effective access control.

[image: ]

A vulnerability assessment was conducted using Nmap from a Kali Linux system within the internal SWANSEA.ACCA network. The scan identified multiple critical services running on the Domain Controller, including SMB, LDAP, Kerberos, IIS, and FTP.
These services indicate a significant attack surface typical of Active Directory environments. Exposed directory services such as LDAP and Global Catalog present a high risk for information disclosure and enumeration attacks, while SMB exposure increases the risk of lateral movement. Web and FTP services further expand the attack surface and may be vulnerable if not properly hardened.
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Exploitation Highlights
Following the vulnerability assessment conducted in Task 2, controlled exploitation attempts were performed against selected hosts within the SWANSEA.ACCA Network. The exploitation phase focused on services and attack vectors identified as high and medium risk, including authentication services and exposed network ports.
The exploitation activities aimed to evaluate whether the identified vulnerabilities could be realistically abused by an attacker with internal network access. Tools and techniques commonly used in ethical hacking scenarios were considered to simulate real-world attack behaviour.
The results demonstrated that:
· Some services were reachable and responsive, confirming the presence of an attack surface.
· Certain exploitation attempts were restricted by existing security controls, including firewall filtering and access control mechanisms.
· The exploitation phase validated that exposed services, if combined with weak configurations or credentials, could potentially lead to unauthorised access.

Post-Exploitation Highlights
Post-exploitation analysis was conducted to assess the potential impact of a successful compromise and to understand the extent of access an attacker could achieve.
If exploitation were successful, the attacker could potentially:
· Enumerate users, services, and network resources
· Access shared services within the domain
· Attempt privilege escalation and lateral movement to other systems
In cases where exploitation was unsuccessful, the main barriers encountered included:
· Network-level filtering and firewall rules
· Authentication and permission restrictions
· Limited exposure of critical services
These barriers significantly reduced the ability to maintain persistence or escalate privileges, highlighting the effectiveness of layered security controls within the network.

Overall Impact Assessment
The ethical hacking exercise confirmed that while the SWANSEA.ACCA Network has implemented several protective measures, exposed services and internal access still represent a potential risk. A determined attacker exploiting misconfigurations or weak credentials could leverage these vulnerabilities to expand their access within the network.

[bookmark: _Toc216613430]Conclusion 

In conclusion, this assessment demonstrated the practical application of network testing, vulnerability assessment, and ethical hacking within the SWANSEA ACCA network environment. By using recognised security tools and structured testing techniques, key network services, open ports, and potential security weaknesses were identified. These activities reflect the role of a security consultant responsible for assessing and improving an organisation’s security posture.
The practical work highlighted both successful outcomes and realistic challenges. Although full system compromise was not achieved in all cases, the identification of exposed services, authentication mechanisms, and access controls provided a clear understanding of the network attack surface. Where exploitation attempts were unsuccessful, the barriers encountered, such as filtered ports, access restrictions, and security controls, demonstrated that protective measures were in place and supported the importance of layered security.
This assessment also emphasised the strong connection between theoretical knowledge and practical implementation in cybersecurity. A solid understanding of networking, operating systems, and security principles was essential to correctly analyse scan results, evaluate risks, and understand the potential impact of vulnerabilities. In addition, the assessment highlighted the importance of effective time management and reliable hardware resources when performing security testing in a controlled environment.
Overall, the assessment objectives were met by applying ethical, structured, and professional security testing methods. The experience gained has strengthened practical skills, increased awareness of real world limitations, and contributed to a deeper understanding of cybersecurity assessment processes. This work provides a strong foundation for further development in network security and ethical hacking.
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o>

Wi 0f

valid_1ft forever preferred lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP group def
ault qlen 1000
link/ether ©8:00:27:47:1d:8 brd ff:ff:f fiff
inet 192.168.1.51/24 brd 192.168.1.255 scope global dynamic noprefixroute ethl
valid_Lft 681556sec preferred lft 681556sec
inet6 fe80::a00:27ff:fe47:1df8/64 scope link noprefixroute
valid_1ft forever preferred lft forever
root@osboxes:~# nmap -Pn 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:07 EST
Nmap done: 1 IP address (0 hosts up) scanned in 6.43 seconds
root@osboxes:~# nmap -Pn 192.168.2.1
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:10 EST
Nmap scan report for 192.168.2.1
Host is up.
AUl 1000 scanned ports on 192.168.2.1 are filtered

Nmap done: 1 IP address (1 host up) scanned in 214.46 seconds
root@osboxes
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ault qlen 1000
link/ether ©8:00:27:a7:97:72 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.50/24 scope global ethe
valid_Lft forever preferred lft forever

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP group def
ault qlen 1000

link/ether ©8:00:27:47:1d:8 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.51/24 brd 192.168.1.255 scope global dynamic noprefixroute ethl

valid_Lft 681556sec preferred lft 681556sec
inet6 fe80::a00:27ff:fe47:1df8/64 scope link noprefixroute
valid_1ft forever preferred lft forever

root@osboxes:~# nmap -Pn 192.168.1.16
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:07 EST
Nmap done: 1 IP address (0 hosts up) scanned in ©.43 seconds
root@osboxes:~# nmap -Pn 192.168.2.1
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:10 EST
Nmap scan report for 192.168.2.1
Host is up.
AUl 1000 scanned ports on 192.168.2.1 are filtered

Nmap done: 1 IP address (1 host up) scanned in 214.46 seconds
root@osboxes:~# nmap -Pn -p 53,80,443,445,3389 192.168.2.1
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:17 EST
Nmap scan report for 192.168.2.1

Host is up.

PORT STATE  SERVICE
53/tcp  filtered domain

80/tcp  filtered http

443/tcp filtered https

445/tcp filtered microsoft-ds
3389/tcp filtered ms-wbt-server

Nmap done: 1 IP address (1 host up) scanned in 16.04 seconds
root@oshoxes:~# |
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c: \Users\Adnin>ipconfig

indou:

TP Configuration

Ethernet adapter Intswa

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::35f6:255:12:1d6e%4
TPva Address. . . . . . .. ...:192.168.1.10

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . . : 192.168.1.

C:\Users\Admin>

Windows 10 Enterprise Evaluation

Windows License is expired
Build 19041.vb._release. 191206-1406

o & [ I~ A®w e
B B i & S @) Right

£ Type here to s
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root@osboxes: ~

File Edit arch Terminal Help
443/tcp open https

445/tcp open microsoft-ds
464/tcp open kpasswds

515/tcp open printer

593/tcp open http-rpc-epmap
636/tcp open ldapssl

3268/tcp open globalcatLDAP
3269/tcp open globalcatLDAPssl
5357/tcp open wsdapi

MAC Address: 08:00:27:60:82:D9 (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.1.10

Host is up (0.00027s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

5357/tcp open wsdapi

MAC Address: 08:00:27:29:67:B2 (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.1.50
Host is up (0.000037s latency).
Not shown: 999 closed ports

PORT  STATE SERVICE

111/tcp open rpcbind

Nmap scan report for 192.168.1.51
Host is up (0.000047s latency).
Not shown: 999 closed ports

PORT  STATE SERVICE

111/tcp open rpcbind

oz ON

Nmap done: 256 IP addresses (4 hosts up) scanned in 42.83 seconds
root@osboxes:~# ping -c 4 192.168.1.10

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data

64 bytes from 192.168.
64 bytes from 192.168.1.10: icmp_seq=2 ttl=128 time=0.462 ms
64 bytes from 192.168. 793 ms
64 bytes from 192.168. .18 ms

--- 192.168.1.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3059ms
rtt min/avg/max/mdev = 0.462/0.760/1.181/6.269 ms
root@osboxes:~# |
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Not shown: 996 closed ports

PORT STATE SERVICE
135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

5357/tcp open wsdapi

MAC Address: 08:00:27:29:67:B2 (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.1.50
Host is up (0.000037s latency).
Not shown: 999 closed ports

PORT  STATE SERVICE

111/tcp open rpcbind

Nmap scan report for 192.168.1.51
Host is up (0.000047s latency).
Not shown: 999 closed ports

PORT  STATE SERVICE

111/tcp open rpcbind

Nmap done: 256 IP addresses (4 hosts up) scanned in 42.83 seconds
root@osboxes:~# ping -c 4 192.168.1.10
PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data

64 bytes from 192.168.1.10: icmp_se .604 ms
64 bytes from 192.168.1.10: icmp_seq 9.462 ms
64 bytes from 192.168.1.10: icmp_se 9.793 ms
64 bytes from 192.168.1.10: icmp_se 1.18 ms

--- 192.168.1.10 ping statistics --
4 packets transmitted, 4 received, 0% packet loss, time 3059ms
rtt min/avg/max/mdev = 0.462/0.760/1.181/6.269 ms
root@osboxes:~# nmap -Pn -p 135,139,445,3389 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:35 EST
Nmap scan report for 192.168.1.10

Host is up (6.000565 latency).

iRz ON

PORT STATE  SERVICE
135/tcp open  msrpc

139/tcp open netbios-ssn

445/tcp open  microsoft-ds

3389/tcp closed ms-wbt-server

MAC Address: 08:00:27:29:67:B2 (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP
root@osboxes : ~#

address (1 host up) scanned in 13.04 seconds
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111/tcp open rpcbind

Nmap done: 256 IP addresses (4 hosts up) scanned in 42.83 seconds
root@osboxes:~# ping -c 4 192.168.1.10

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data

64 bytes from 192.168.1.10: icmp_se
64 bytes from 192.168.1.10: icmp_seq=2 ttl=128 time=0.462 ms
64 bytes from 192.168.1.10: icmp_se
64 bytes from 192.168.1.10: icmp_se

--- 192.168.1.10 ping statistics --
4 packets transmitted, 4 received, 0% packet loss, time 3059ms
rtt min/avg/max/mdev = ©.462/0.760/1.181/0.269 ms
root@osboxes:~# nmap -Pn -p 135,139,445,3389 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:35 EST
Nmap scan report for 192.168.1.10

Host is up (0.000565 latency).

PORT STATE SERVICE
135/tcp open  msrpc

139/tcp open netbios-ssn

445/tcp open  microsoft-ds

3389/tcp closed ms-wbt-server

MAC Address: 08:00:27:29:67:B2 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.04 seconds
root@osboxes:~# nmap -Pn -p 53,88,135,139,389,445,636,3268,3269 192.168.1.1
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 06:42 EST

Nmap scan report for 192.168.1.1

Host is up (6.00045s latency).

i M  @N

PORT STATE SERVICE
53/tcp  open domain

88/tcp  open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn

389/tcp open ldap

445/tcp open microsoft-ds

636/tcp open ldapssl

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPssl

MAC Address: 08:00:27:60:82:D9 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.04 seconds
root@osboxes:~# |
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File Edit \ ch Terminal Help

Interface: ethe

Version: 2

Group: 239.255.255.254

Description: Organization-Local Scope (rfc2365)
192.168.1.1

Interface: ethl

Version: 2

Group: 239.255.255.254

Description: Organization-Local Scope (rfc2365)
Use the newtargets script-arg to add the results as targets

broadcast-listener:
ether
EIGRP Hello

|

|

|

|

|

|

|

|

|
[
|

|

|

|

| udp
| Netbios

| Query

| ip query

| 192.168.1.50

| broadcast-netbios-master-browser

| ip server domain

| broadcast-wsdd-discover

| Devices

| 239.255.255.250

| Message i b7e85cd1-490b-4549-945e-1ald428c2b87

| Address: http://192.168.1.1:5357/2f027060-a2ac-4951-9ca4-613b66cbaf20/
| Type: Device pub:Computer

| 239.255.255.250

| Message id: 8a2dc995-c135-426d-92e0-73c4e2d2c319

| Address: http://192.168.1.10:5357/53dc9004-6509-4e77-b427-50794e4952ea/
| Type: Device pub:Computer

| “eap-info: please specify an interface with -e

| ltd-discovery

| 192.168.1.10

| Hostname: ClientSl

| Mac: ©8:00:27:29:67:b2 (Oracle VirtualBox virtual NIC)

| IPv6: fe8® 56:255:12:1d00

|_ Use the newtargets script-arg to add the results as targets

| targets-asn:

|_ targets-asn.asn is a mandatory parameter

Segmentation fault

root@oshoxes:~# nmap -Pn -p 445 --script smb-enum-shares,smb-enum-users 192.168.1.10
Starting Nmap 7.8 ( https://nmap.org ) at 2025-12-14 07:46 EST
Nmap done: 1 IP address (@ hosts up) scanned in 0.56 seconds
root@oshoxes:~#
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|_ targets-asn.asn is a mandatory parameter

Segmentation fault

root@osboxes:~# nmap -Pn -p 445 --script smb-enum-shares,smb-enum-users 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 07:46 EST

Nmap done: 1 IP address (0 hosts up) scanned in .56 seconds

root@osboxes:~# nmap -Pn -sV 192.168.1.1

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-14 07:55 EST

Nmap scan report for 192.168.1.1

Host is up (0.00067s latency).

Not shown: 979 closed ports

PORT STATE SERVICE VERSTON

7/tcp  open echo

9/tcp  open discard?

13/tcp  open daytime Microsoft Windows USA daytime

17/tcp  open qotd Windows qotd (English

19/tcp  open chargen

21/tcp  open ftp Microsoft ftpd

53/tcp  open domain?

80/tcp open http Microsoft ITS httpd 10.0

88/tcp  open kerberos-sec Microsoft Windows Kerberos (server time: 2025-12-14 18:46:56Z
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domai
fault-First-Site-Name)

443/tcp open ssl/http Microsoft IIS httpd 10.6

445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds (workgroup: SWANSEA
464/tcp open kpasswds?

515/tcp open printer Microsoft lpd

593/tcp open ncacn http Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domai
fault-First-Site-Name)

3269/tcp open tcpwrapped

5357/tcp open http Microsoft HTTPAPI httpd 2.6 (SSDP/UPnP

1 service unrecognized despite returning data. If you know the service/version, please submit the fol
lowing fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service

SF-Port53-TCP:V=7.80% 2/14%Time=693EB3BC%P=x86_64-pc-Linux-gnussr (DNS
SF:VersionBindReqTCP, 20, "\0\X1e\0\x06\xB1\x04\0\x01\0\0\0\0\0\0\x07version
SF:\x04bind\0\0\X10\0\x03" ) ;

MAC Address: 08:00:27:60:82:D9 (Oracle VirtualBox virtual NIC

Service Info: Host: S-DC; 0S: Windows; CPE: cpe:/o:microsoft:windows

swansea.acca@., Site: De

roRzD ON

swansea.acca®., Site: De

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 170.91 seconds
root@osboxes:~# |
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root@osboes: Aandeniogin
File Edi Tl
Link/Loopback 00:00:00:00:00:00 brd 60:00:00:00:60:00
inet 127.0.0.1/8 scope host Lo brograns included with the Debian GNU/Linux
valid Uit forever preferred lft forever the exact distribution ter
inets ::1/128 scope host individusl files in /usr/st
valid Ut forever preferred Lt forever
: etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast sta
UP group default qlen 1060
Uink/ether 08:00:27:a7:97:72 brd ff:ff:ff:ff:ff:ff
: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1508 qdisc pfifo fast sta
UP group default qlen 1060
Uink/ether 08:00:27:47:10:8 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.51/24 brd 192.168.1.255 scope global dynamic noprefix
route ethl
valid 1ft 689708sec preferred 1ft 689708sec
inets eB0: :a00:2711:fe47:1df8/64 scope Link noprefixroute
valid_Uft forever preferred Uft forever
rootEoshoxes:-# ping -c 4 192.168.2.1
ping: connect: Network is unreachable
rootcoshoxes:—# ping -c 4 192.168.2.10
ping: connect: Network is unreachable
rooteoshoxes:—# ip route
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.51 metric
100

deb13-and6d #1

Server Manager * Dashboard

Wastebasket.

Dashboard
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168

2037708

192.168.1.1 1
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tine So26ms
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