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[bookmark: _Toc89785844]Task 1:
[bookmark: _Toc89785845]Introduction on Security Measures
The internet is a global network of networks. With the common person being able to access the internet, data is always at risk with millions of unsecured computer networks out there. A recent report from May 2021 states that more than half of consumers have experienced a cybercrime, with 1 in 3 falling victim to a cybercrime in the past 12 months at the time of the report [1]. People must be careful with what networks their computer connect to as the computer’s security can quickly be put at risk if connected to a network containing harmful threats, and this highlights the need for extra security when it comes to devices whether it be at work, or at home.
[bookmark: _Toc89785846]What is Security?
Security is the activities involved in protecting a country, building or person against attack, danger, etc [2]. In terms of securing a network the person securing the network needs to focus on the protecting computer security, data security, and network security.

[bookmark: _Toc89785847]Security Technologies
Security technologies have been made to make sure data is secure regardless of it’s for a company or a private home network. Three examples of security technologies would be Firewalls, VPNs, and access controls.
[bookmark: _Toc89785848]Firewalls
Firewalls are a security system made to stop unauthorised access and filter what data goes into the trusted network, out to the untrusted network. The firewall scans incoming and outgoing packets, these packets may vary depending on if the use the TCP or UDP transmission protocol. TCP is connection-oriented, meaning a connection must be established, whilst UDP is connectionless meaning there is low or no error-checking and recovery services [3]. According to [4] firewalls monitor and stop malicious packets based on predefined rules. This is done by the firewall inspecting each packet that is coming into the network, and checking the packets source and destination, then checking up with the rules if the packet is allowed into the network.
Firewalls can be software, hardware, or a mix of the two. [5] suggests that software firewalls operate within the device as an application, whilst hardware firewalls are a physical unit acting as a gatekeeper and an antivirus solution for the server. The benefits of software firewalls are they take no physical space being an application on a device, are easy to install, and initially costing less than a hardware firewall. The downsides would be the subscription fee may in the long run end up costing more than the cost of a hardware firewall and may not be ideal as the only firewall type in a large network full of computers as it must be installed onto each computer within the network. On the other hand, hardware firewalls are positioned between your network and the internet offering protection to the whole network. Hardware firewalls offers protection before the threat even reaches your device, stopping malicious code threats before they get to your devices. 

There are 5 processing modes when it comes to firewalls, and they are as follow:
· Packet filtering
· Application gateways
· Circuit gateways
· MAC layer firewalls
· Hybrids

[bookmark: _Toc89785849]Packet Filtering
[6] states that packet filtering firewalls operate inline at junction points. They continue to say that these firewalls do not route their packets, and instead compare each packet to a set of determined criteria. These are determined by things found in the packet protocol headers such as the IP addresses they are allowed to go to, the allowed packet types, and port numbers. The advantages offered by packet filtering is that it’s a singular device that can efficiently and quicky scan through traffic for an entire network with a minimal effect on other resources such as network performance and end-user experience. Packet filtering firewalls downfall is that it isn’t not the best option for every case as its easily spoofed by the way it works, but a good option for low budget situations.


[bookmark: _Toc89785850]Application Gateways
Based on [7] application gateway firewalls filter access based on application definitions, these definitions are not just port number but can be more in-depth data within the packets such as acceptable HTTP verbs. They later state that application gateway firewalls are thought of to be some of the most secure firewalls due to this in-depth inspection of packets, but this comes at the cost of being a little bit slower when compared to other firewalls due to these inspections.

[bookmark: _Toc89785851]Circuit Gateways
Circuit gateways are a firewall the quickly identifies threats by monitoring TCP handshakes, UDP and other network protocols to determine if the initiated session is legitimate or not. This means the packets themselves are not inspected. This method allows it to be one of the more efficient firewalls when it comes to minimising the performance impact it has on the network but lacks when it comes to being the most secure firewall as a packet containing malware could get inside the network if it has the right TCP handshake [8].

[bookmark: _Toc89785852]MAC Layer Firewalls
As found in [9] MAC (Media Access Control) layer firewalls are found in between the network and physical layers of the OSI model, more specifically the LLC (logically link control) and MAC. They go on to state that the MAC layer firewall filters packets based on their ACL entries which are linked to the accessing device, based on this they decide whether the packets are denied or granted access to the network.

[bookmark: _Toc89785853]Hybrid Firewalls
The hybrid firewall is a mixture of the previous stated firewalls, with the capabilities of doing packet filtering, application layer proxy services or even circuit gateways [9]. I think they are a great selection for a company with combining the strengths of the individual firewalls to cover up any hole left by selecting a non-hybrid firewall.

[bookmark: _Toc89785854]Next Generation Firewall (NGFW)
According to [10] what differentiates NFGWs from traditional firewalls is the unique benefits offered by using them compared to the traditional firewalls. They later go on to state that the NFGWs can block malware from entering the network and offer protection against advanced persistent threats. On top of that they provide the work of antiviruses, firewalls, and other security applications such as VPNs into one low-cost option.
To summarise there are different firewalls that all have their uses in different situations. Firewalls like application gateways and hybrid firewalls have bigger impact on the speed making the network slower but offering more in-depth inspection and more security, so, it is important to consider what level of security is necessary for the situation and basing the choice of firewall off that.
[bookmark: _Toc89785855]VPNs
Another security technology that is commonly used are Virtual Private Networks (VPNs). VPNs allow to set up an encrypted connection with them and access the network/internet from outside the network as if you were accessing it from inside the local network of the VPN. VPNs allow you to access the networks resources securely regardless of physical distance to the network according to [11]. They go on to state that the reason the connection is secure is because using a VPN lets you have some anonymity online hiding your actual location, and that VPNs protect you from snooping when using untrustworthy Wi-Fi hotspots. A more business specific example of VPNs is that it would allow employees the business’ network and its resources from online, without ever exposing the business’ resources directly on the internet. Even without business’ VPNs have become more popular recently due to the uses of a VPN. They can allow the user to access website as if they were from a different country meaning that non-American consumers can access American only shows from their homes, whilst offering the other benefits from VPNs such as being able to securely connect to the internet without having your every move being snooped on.
The draw back with VPNs is they can be used as a gateway directly into a business’ private network if a compromised computer enters through the VPN. Making sure employees’ setup basic firewall and antivirus on their home computers before logging into the business network is a must. Having employees’ also setup an IDS (intrusion detection system) and IPS (intrusion prevention system) on their computer will also help prevent compromise and spot when their computer has been compromised so they know they shouldn’t connect to the business’ private network. The business should also look to use multi factor authentication, so the amount of credentials and evidence needed to login is to a lot higher standard. One last step should be limit employee information access to only what is necessary so in the worst-case scenario if a compromised computer was to enter the network the amount of compromised data would be limited. 
[bookmark: _Toc89785856]Physical Security
[bookmark: _Toc89785857]Introduction on Physical Security
[12] claims that physical security is the “protection of people, property, and physical assets from actions and events that could cause damage or loss”. They later go on to state that all the security against internet attacks won’t be able to do much against an actual physical attack where someone can physically steal your data. A secure facility should have measures to stop an unauthorised access, physical damage to company property, and danger detection such as fire alarms.

[bookmark: _Toc89785858]Access Controls
Just like you would limit the access of employees on the network to only what is necessary the same should be done for the physical location. The only employees who should be able enter the room where the data is stored are the employees who are directly working with the data storage units. The most basic version of this would be as simple putting locks on doors, but this option is far too easy to break through for companies that are dealing with sensitive data.[12] goes on to say that this can be achieved through simple ID card scanners as a cheap option, but this option runs the risk of being stolen or easily forged. Another option that is suggested is biometric security using either fingerprint, iris, face, or pulse would work as a more secure option compared to simple ID cards, but even these still have the downfall of being faked with fake fingers, photos, and masks albeit a lot harder to fake than the previous option.

[bookmark: _Toc89785859]Guards
Guards would also help secure an area by offering an on-site solution to any problem that occurs. [13] suggests that security guards offer the benefit of having a live security is just by simply seeing the security guard it makes your employees feel more secure, and just see a security guard acts as a deterrent to potential offenders. They later go on to state the issues with hiring a security guard is that if you wanted to pay for to always have at least 1 security guard always working for 24-hour protection you would end up paying a large amount for their pay, and still run the risk if your security guard has an off day and no one can cover for him your facility is left unsecure for a day.
[13] then goes on to offer the suggestion of virtual security guards that surveys the area off-campus using cameras and security surveillance gear, being able to flag up any potential threats to you and the authorities. They go onto state that the benefit of virtual security guards is that they have other guards and a supervisor in their remote location, this means the shift is much more likely to be covered if your security guard has an off day, and there’s a supervisor to keep check on the guards’ focus. The only downfall is that they aren’t on site to be a visible deterrent and can’t provide on-site solutions.

[bookmark: _Toc89785860]Fire Alarms
Having a fire alarm is needed to maintain the protection the data stored at your facility and prevent losses in damages to the building. A fire is the most dangerous threat to employees, so they are absolutely needed to protect your employees [14]. As you can see [15] the three elements needed to start and continue a fire are oxygen, heat, and fuel, this is also known as the fire tetrahedron. According to [16] there are 4 types of fire suppression systems, and they go as follows:
· Clean agent fire suppression systems
· Carbon dioxide fire suppression systems
· Restaurant fire suppression systems
· Industrial fire suppression systems

[bookmark: _Toc89785861]Clean Agent Fire Suppression Systems
[16] goes on to say that the clean agent fire suppression system uses chemicals reagents that are environmentally friendly to extinguish fire. They are suitable for data centres as the clean-up is minimal, water-free, and suitable for the space.

[bookmark: _Toc89785862]Carbon Dioxide Fire Suppression Systems
As shown in [17] a carbon dioxide fire suppression system works by taking out one of the three elements needed for a fire to continue. When it detects a fire, it takes out the oxygen fuelling the fire by releasing the CO2 agent into the space its protecting causing the oxygen levels to drop in the area. Training of employees are needed as this fire suppression system is dangerous to employees due to the CO2 levels.
[bookmark: _Toc89785863]
Restaurant Fire Suppression Systems
[16] later states that restaurant fire suppression systems are made to extinguish fires caused by grease from a kitchen environment. Wet chemicals are released into the area as a fine mist extinguish fires, this offers a quicker clean-up than dry chemicals.

[bookmark: _Toc89785864]Industrial Fire Suppression Systems
In reference to [16] industrial fire suppression systems are designed with putting out fire caused by chemicals, liquid fuels, or hazardous materials by using dry chemicals.

To conclude there are different fire suppression systems that use different methods to suppress fires in different environments, by using different methods to suppress the fire.

[bookmark: _Toc89785865]Task 2:
[bookmark: _Toc89785866]Introduction
FlowTech is fast expanding threat intelligence and consultancy company. They are an IT based company which means protection mechanisms to help secure their network and data is very important. It is even more important in Flowtech’s case as they are a threat intelligence and consultancy company, they must have a reputation of being secure to keep clients interested in their business so security is a must for FlowTech.
[bookmark: _Toc89785867]Protection Mechanisms
First step I would take for FlowTech would be to make sure their facility is secure. Any breaches in security on their facility would damage their reputation and make them lose clients. I would start off by locking every door behind a biometric system using fingers. In tandem with this system, I would setup the company structure, so it is clear what employees need access to what rooms for their job, and only allow them access to what is necessary. This will further increase security because if one of the employees’ fingerprints were faked, they would only get limited access to the facility, limiting the damages. As found in [12] the weakness of the biometric system is that the systems can be faked. To cover up for that I think on campus security guards should also be hired. I think this is important as the guards will act as a deterrent to potential offenders as mentioned in [13], whilst at the same time it will also show your clients that you are offering security, and that you are serious about securing your facility.
I went for biometric scanning system over other options such as ID cards as the biometric system whilst with its flaws is still harder to fake than the other options. When it comes to security guards, I chose the on-campus guards as opposed to virtual security guards as the on-campus guards will deter majority of attempts at a security breach, compared to virtual guards who can only alert you and the authorities when one happens. This is important as its better for the company’s reputation to clients if attempts of breaking are stopped before they even happen as opposed to alarmed as they happen.
Securing the facility also means securing it from natural threats such as fires. There are multiple fire suppression systems but the one suitable for FlowTech is clean agent fire suppression systems as they use chemical reagents to suppress the fire meaning that it is water-free, and the clean-up is minimal making a suitable for FlowTech’s environment as stated by [16]. Another option I could’ve went for was the carbon dioxide fire suppression system that uses CO2 to suppress the fire. I decided against using this one for this situation as it is dangerous to employees meaning that FlowTech would have to do staff training about the fire suppression systems causing extra money and time, which is not worth it when there are already more suitable options. The restaurant fire suppression system wasn’t used as it uses wet chemicals making it not suitable for the FlowTech facility, and the industrial fire suppression system is just overkill for this scenario.

It will also be necessary to secure your network from online attacks. The first measure to prevent online attacks will be firewalls. Due to securing your network against online attacks is a high priority to FlowTech I think the best option is the NGFW. Whilst being more expensive than traditional options, the money is well needed as a data breach in FlowTech will greatly damage the reputation of the company to clients. NGFW is a good option because as stated in [10] NGFWs offers stateful inspection of ingoing and outgoing packets like that other options, it also offers additional features that would be needed anyways like coming with VPNs and integrated application awareness and controls. It also has the capability to stop malware from entering the network which the other options lack. With a VPN that means employees could enter the network from online through the VPN if FlowTech wished to set this up. If this was to be setup FlowTech should set policies in place to make sure the computer can be used by a hacker to get direct access inside of the network. The policies should make it so the computer contains basic anti-virus and firewall, along with IDS and IPS. This will make sure that the employees’ computer is safe to enter the network, and if it was to be compromised the employee would know from the IDS. The last step FlowTech should take to make sure the VPN connection is safe is to make the login process multi-factor authentication, so it’s harder for an unauthorised person to log into one of your employee’s accounts as more evidence is required to login.

When it came to deciding the firewall, I decided against the packet filtering option as it has ways it can be easily bypassed with its only benefit being its cheap cost and quick setup time, which doesn’t outweigh its negatives for FlowTech situation. I could have gone for the Application gateways or hybrid firewalls as they offer good security like the NGFW, but I do not think either of them are a better option as the NGFW offers additional features like the VPN which is need.

[bookmark: _Toc89785868]Conclusion
To conclude I think that FlowTech should follow my guidelines as they are in the best interest of FlowTech and take into consideration what level of security it needed to keep a good reputation to FlowTech’s clients. 
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