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1. [bookmark: _Toc140449983]Introduction

This report details the process of building a virtual network on a type 2 hypervisor and then deploying a network directory service. The report will detail the process of preparing to and building the network and deployment of Active Directory Technology and discuss any observations made throughout the building process. There will also be a discussion on the various technology used in this build, a comparison of hypervisors, a breakdown of terminology encountered during the build phase, and finally an exploration of the author’s experience during the build phase of this network. This will consider the difficulties faced by the author, and how they were met, and overcome. 



2. [bookmark: _Toc140449984]Building the Virtual Network
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Setting up and installing OS onto the virtual machines ready for the project to initiate. Creating 2 servers and 2 clients.
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Setting up the networks and assigning IP addresses to the servers and clients and then verifying connectivity through the ping command.




3. [bookmark: _Toc140449985]Deploying a Network Directory Service
This sections will document the deployment of the Active Directory technology and detail the steps taken with brief accompanying information to clarify the reason for the figures provided.
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Server2 proof of no DHCP/ firewall
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Client1 proof of no DHCP/ firewall
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Client2 proof of no DHCP/firewall
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Changing PC Name for Domain Controller setup
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Pre-installation of ADDS features on the DMC
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Beginning steps for configuring DMC and creating a forest
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Description automatically generated]Promoting server to DMC and awaiting installation and restart
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Description automatically generated]Evidence required of domain controller has been set up.
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Description automatically generated] Creating a new user account through ADDS
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Verifying that Chloe K Booton account resides in Domain Users group.
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Description automatically generated] Editing logon hours for CKB user account and restricting password changes.
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Description automatically generated]Creating a new Computer object in the network.
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Setting up the account login for client-1 to adjoin to the domain. (this user account did not work, as it is a user account not an admin level account. Retried with admin level account and it worked.)
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Description automatically generated]Verifying that the account identity matches that set up on the server earlier with domain admin account. Also verifying that the user level account created can also sign into the domain on the client machine.
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Verifying that user-level account cannot sign into the server and that the admin level account can.






4. [bookmark: _Toc140449986]Observations
4.1. [bookmark: _Toc140449987]Comparison of Hypervisor Types 
The difference between type 1 and  2 hypervisors is that a type 1 is installed directly on the computer’s hardware, whereas a type 2 sits on top of the host operating system. This means there is a difference in each hypervisor’s virtualisation, operation, performance, security and scale. [1]
These differences have various implications that make them better suited to different applications. Namely, a Type 1 hypervisor is ideal for use on a dedicated server, as they utilise the Type 1 functionality to its fullest potential. Type 2 hypervisors are better suited to being used on personal computers, as this allows for a user to complete their daily tasks in the host OS, and then complete any testing or developmental tasks on the VM [2]. Type 2 hypervisor has been chosen for this project as the author requires use of the Host OS and multiple Virtual Machines at the same time. 



4.2. [bookmark: _Toc140449988]Explaining DHCP
4.2.1. [bookmark: _Toc140449989]What is DHCP?
DHCP stands for Dynamic Host Configuration Protocol. DHCP is a client/server protocol that assigns IP addresses to clients on a network. It also provides the client with supplementary configuration data such as a default gateway and a subnet mask. [3]
4.2.2. [bookmark: _Toc140449990]How it Works
DHCP is widely used for its simple automation of network configuration and for its central management. The DHCP server maintains a pool of IP addresses and leases these addresses to any of the DHCP enabled clients connecting to the server by means of a lease offer. This system is dynamic because the list of addresses is maintained, and any unleased addresses return to this maintained list for future use. 
4.2.3. [bookmark: _Toc140449991]Benefits of DHCP
DCHP has many benefits. Due to its automation and maintained address pool it offers reliable configuration as with manual configuration there is always a chance for human error.



4.3. [bookmark: _Toc140449992]Discussing Active Directory Technology
4.3.1. [bookmark: _Toc140449993]What is Active Directory Technology
Active Directory (AD) is a database and number of services that allow users to connect to network resources necessary to complete their tasks [4]. AD contains information about the network environment, including but not limited to user accounts and details such as job role, contact number, password etc. and other data that is used in identification behind the scenes, such as Global Unique Identifiers (GUID), Security Identifiers (SID), last login time, and group membership details.
4.3.2. [bookmark: _Toc140449994]How it Works
AD works through a service called Active Directory Domain Services (AD DS) which comes with Windows Server operating systems. This service will run off what is called a Domain Controller (DC). An organisation will have multiple DCs, each one having its own copy of the directory for the entire domain. Changing the directory on one DC will replicate on the other copies of the directory, allowing for an up-to-date directory on each Controller [5]. A global catalogue server is a DC that will store a complete copy of all objects in the directory of its domain, and a partial copy of all objects in other domains on the network. This allows users and applications to easily find objects in any domain in the network.
Client devices such as laptops, phones etc. can be part of an Active Directory, but cannot run AD DS, as AD DS relies on several protocols and standards such as LDAP (Lightweight Directory Access Protocol), Kerberos, and DNS (Domain Name System).
AD has a structure. This structure comprises of three tiers. These tiers are domains, trees and forests. A domain comprises of a group of related users, computers and other AD objects. Multiple domains are combined to form a tree, and multiple trees are grouped into a forest.
This grouping has management and security boundaries. A domain is a management boundary, as the objects in one domain are stored in one single database and are managed together. A forest is a security boundary in that objects from different forests cannot interact unless they have a ‘trust’ permission from both forest administrators.
4.3.3. [bookmark: _Toc140449995]Benefits of Active Directory Technology
AD simplifies the role of network administrators and of end users, while boosting security for the organisation. This is because for the network administrator, AD centrally manages user and rights configuration. It also allows for centralised control over user and object configuration using ‘AD Group Policy’. Users can authenticate one time and seamlessly access resources in their authorised domain. Users also benefit from a central repository in which they can store files and access through any authorised network resource, eliminating the need for the user to copy or duplicate files to use on each resource. This also allows for more effective filesharing between network users. 



4.4. [bookmark: _Toc140449996]Discussing Terminology
This section aims to breakdown terminology and attempts to explain each concept. For this purpose, each term will have its own subsection.
4.4.1. [bookmark: _Toc140449997]Ping
There is command called ping where the user will enter the ping command followed by an IP address to effectively ‘ping’ data packets between the two nodes to identify and troubleshoot connectivity [6]. This ping command will initiate the process and attempt to send and receive data packets and will measure the latency through each send and receive request. This information will then be displayed to the command issuer. This information will display the packet loss, latency in ms, and the address the user pinged and whether the test failed or not. The packet sent will always be 32 bytes split into 4 packets of 8 bytes each. (See fig. 1)
4.4.2. [bookmark: _Toc140449998]Server Management
Server Management can be defined as the use of tools necessary to monitor and maintain servers in order to operate reliably and at optimal performance levels. This will include managing hardware, software, security and maintaining backups to keep the IT infrastructure operational and efficient. The key purposes of Server Management are to:
· Minimise server downtime.
· Create a secure environment.
· Ensure the server meets the needs of the network owner throughout its life.
4.4.3. [bookmark: _Toc140449999]Firewall
A firewall is a preventative measure taken by network administrators to prevent unauthorized access to a network. It works by implementing rulesets to allow or deny any traffic through a network based on administrator set parameters. A network firewall is used to prevent traffic from any unauthorised or otherwise unrecognised devices. These traffic rules can work on both incoming dataflow and outgoing. It is important that rules are set up with this in mind.
4.4.4. [bookmark: _Toc140450000]PAE/NX
PAE stands for Physical Network Extension and NX stands for No Execute. PAE/NX is a process that is either enabled or disabled. This determines whether the PAE/NX capabilities of the host OS are available to the Virtual machine. This allows for better memory management from the VM via the use of the host OS.
4.4.5. [bookmark: _Toc140450001]OOBE
OOBE stands for out of box experience. This refers to a user’s first experience with a product from the first point of contact. OOBE systems aim to guide the user down the correct path [7]. Useful for ensuring that setup is seamless and easy.
4.4.6. [bookmark: _Toc140450002]Client
A client is referred to as any device or software that requests access to a service provided by a server. For example, a DHCP enabled client requesting to be assigned an IP address is a client of the DHCP server.
4.4.7. [bookmark: _Toc140450003]DNS
DNS stands for domain name system. This is a server designed to match hostnames to their respective IP addresses. The DNS server will hold a list of public IP addresses and their corresponding domain names.
4.4.8. [bookmark: _Toc140450004]Group Policy
A group policy allows an AD administrator to manage the configuration for users and computers. This is typically used as a security tool to prevent misuse of the network and its assets.
4.4.9. [bookmark: _Toc140450005]User Principal Name
A UPN is a preformatted username and domain combined into an email form. For example:
Username: 1903738
Separator: @
Domain name: student.uwtsd.ac.uk
UPN: 1903738@student.uwtsd.ac.uk
This is used for authentication purposes. Although it resembles an email address this is not always the case. Using the @ separator will set the default user email address to the provided UPN, but this will not be the case if another separator is used.



4.5. [bookmark: _Toc140450006]Reflection
Building this project was difficult as the author had to complete the teamwork section alone. Naturally, as an individual completing a group assignment, the author had hit walls with the network design given that it is a large workload for one person, mistakes were inevitable, however, through testing these mistakes were rectified and the process continued. The main issues were finding time to complete the tasks on 4 virtual machines, as the author had only worked with a maximum of two previously. Furthermore, AD DS was a new concept to the author, which took considerable research to understand before implementing. In hindsight, it would have been better to have planned the network build and delegated to a team to reduce workload, however working alone has helped to create an awareness and understanding of the various aspects of network creation and management that is highly valuable to the author in future endeavours. While attempting to connect client 1 to the domain, the author faced errors pertaining to the DNS server’s validity. Upon further inspection and testing, the instructions in the worksheet provided were incorrect. The stated DNS address for client-1 was 10.10.10.1, which was the ip address for server-1 on the publicnet network, thus, inaccessible to client-1. The correct address should have been 172.16.1.1 which is the server’s IP address for privatenet1. 
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Figure 1- Example of a ping request
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iC: \Users\user>ipconfig /all
jWindows IP Configuration

Host Name . . . ... ... . : DESKTOP-DL2UR41
Primary Dns Suffix’

Node Type . . .

Ip Routing Enabled.

WINS Proxy Enabled.

Ethernet adapter PrivateNet1:

Connection-specific DNS Suffix
Description . . . . ... ... .: Intel(R) PRO/1066 MT Desktop Adapter
Physical Address. . . . . . . . . : 08-60-27-31-1E-81

DHCP Enabled. .

Autoconfiguration Enabled . -8

Link-local IPv6 Address . . . . . cF3: ceaf:5163:b96d%3 (Preferred)
1Pv4 Address. . . . . . . .. ..: 172.16.1.2(Preferred)

Subnet Mask . . . . . . . ....: 255.255.0.0

Default Gateway . e

DHCPV6 TAID . . . . . . . .. .. : 101187623

DHCPV6 Client DUID. . . . . . . . : ©0-81-60-61-2C-38-11-A9-08-06-27-31-1E-81
DNS Servers .

Fece:0:0: FFFF::3%1
NetBIOS over Tcpip. . . . . . . . : Enabled

Ic: \Users\user>
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Command Prompt

:\Users\joshp>ping 172.26.16.3

Pinging 172.26.16.3 with 32 bytes of data:
Reply from 172.26.16.3: bytes=32 time<ims
Reply from 172.26.16.3: bytes=32 time<ims TTL=128
Reply from 172.26.16.3: bytes=32 time<ims TTL=128
Reply from 172.26.16.3: bytes=32 time<ims TTL=128

Ping statistics for 172.20.10.
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\joshp>




