Introduction

This report is going to be discussing the purpose of CryptoWall. It is going to include the most important information about CryptoWall such as the purpose, how to prevent it, ways of backing up etc.
What is CryptoWall?

It is a malicious ransomware which can damage more than your files and your computer. The way it works is pretty simple, once you get infected then a window pops up asking you to pay for the key, the payment is usually carried out in bitcoin because it is impossible to track it. There are many versions of CryptoWall and every next version has a much better encryption which means that it is harder to bypass it. Sometimes it can become impossible to get your data back. CryptoWall is not looking for files which were already created on your computer by OS. It is looking for files that the user has created such as .txt, .doc files etc. because it can contain some important and sensible information from which the attacker can benefit.


Ways of getting infected

There are many ways that hackers use to infect our devices, one of them is simply not clicking on weird looking links and not giving out your credentials on websites that are not protected by HTTPS certificate. Hackers also use fake emails to infect us, this is called “catfishing” because they are pretending to be working for example for “Origin” telling you to download the latest version of client which is .exe file and that means it is executable, running it once is enough to infect your computer. Another way to get infected is just visiting dodgy websites that tell you to download some fake files, once it is downloaded then you can be infected. There is also one more common way to infect our PC and especially old people are falling for it and it is using ads, using fake ads such as “Your computer is infected, download our software to fix it”. Many people believe in this stuff and they are just downloading it and running, it takes about a minute to get infected.Which files are being targeted?

There are about 48 types of files being targeted by CryptoWall and these are files created by the user. These files can contain some valuable and sensitive information. Files such as .XSL can contain a spreadsheet with bank details etc. that is why having a good backup strategy is important. 
What to do if infected?

[image: ]First of all, never pay them because you do not know if you get the right decryption key. Once you get infected, then the best thing to do is to get your data back from a backup. The second thing that the victim can do is just use File Recovery software such as Photorec in order to restore the original version of files. Another thing that we can do is just using a feature that is automatically built in windows which is “Previous versions” option after we go to a shadow volume copy. 











Another thing that we can do if we are infected is definitely downloading all the files as soon as we find out that our device is infected or we can also use a software called “code42” and this software helps us to recover our files encrypted by most of the ransomware and this was suggested by code42 [7]
According to PCRisk, CryptoWall creates files that can tell the user how to remove the CryptoWall, the files are located in the same folder as encrypted files and that is probably one of the easiest ways to get a rid of virus and make a backup as soon as possible.
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