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This paper will discuss the author project managing a third sector disaster recovery-based third sector software product. A group project based on disaster recovery was undertaken for a project management academic module at the University of Wales Trinity Saint David.

This report will discuss how aspects of risk management, sustainability, ethics, legal issues and quality assurance apply to the project. At the end of the report, references are included, as well as an appendix section with screenshots of the project deliverables as well as team progress reports.
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Project management can be challenging when applied to professional software engineering. This is due to this sector having organisational, budget and schedule constraints. This disaster recovery project is intangible, is ‘one off’ and there is no uniform development methodology to refer to. 
Bad project management has often resulted in high profile failures [1].  A good example of this in the media is the NHS National programme for IT [2], where the project was delivered late, exceeded budget, and failed stakeholder requirements. It had to later be scraped.
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· To deliver the project on time. 
· To keep within budget. 
· To deliver software that meets the customer’s expectations. 
· To maintain a well-functioning development team. 
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Risk management is about identifying and planning for all risks that might affect a project, such as its schedule or its quality, then taking steps taken to manage them [1]. Risk management is important for software projects due to uncertainties that many projects face [1].
Project risks affect the project schedule or resources. For example, loosing an experienced software developer will affect the project timescale due to finding a replacement [1]. Product risks affect the quality or performance of the software being developed such as having a coding bug that slows the system down [1]. Business risks affect the organisation developing the software, such as a rival product affecting sales forecasts [1].
[bookmark: _Toc535491992][bookmark: _Toc535828949][bookmark: _Toc535934698][bookmark: _Toc536022335][bookmark: _Toc536031295][bookmark: _Toc536112603][bookmark: _Toc536130143][bookmark: _Toc536189224][bookmark: _Toc536189620][bookmark: _Toc536190328][bookmark: _Toc536190719][bookmark: _Toc536191254][bookmark: _Toc536191322]Risk Identification

This is the first stage of the risk management process. Potential project risks were identified and discussed with the team through a brainstorming session. These put into a simple list (R1-R8) and categorised as either operational or strategic risks. Boehm [3] recommended identifying and monitoring up to ten risks.
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· ‘Gold plating’ or over-enhancing a project (R1)
· Requirements changes(R2)
· Development time (R3)
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· Legal (R4)
· Staffing (R5)
· Technology (R6)
· Tools (R7)
· Skills issues (R8)
· Organisational issues (R9)
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During the risk analysis process, identified risks were scored on the probability and seriousness of those risks. A qualitative (measuring the quality) approach was used to evaluate the project’s risk, as opposed to a quantitative (number based) approach.
Figure 1 - Risk probability table
	Probability level
	Range

	High
	50% or higher chance of happening

	Significant
	30-50% chance of happening

	Moderate
	10-29% chance of happening

	Low
	Less than 10% chance of happening



Figure 2 - Risk evaluation Matrix (Probability Impact Matrix)
A risk evaluation matrix is a project management tool used to visual risks and evaluate the likelihood of the risk and its potential consequences [4]. The most serious risks are highlighted in red.
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The risk planning process was used in the project to develop strategies to manage those risks. For each of the risks, actions were planned to minimise any disruption to the project [1].
Figure 3 - strategies to manage risk

	Risk type
	Strategy to reduce the risk

	Recruitment problems (R5)
	Inform the management of potential project delays.

	Staff illness (R5)
	Reorganise the team so that the workload is shared.

	Requirements changes (R2)
	Assess what impacts it will have on the project.

	Development time (R7)
	Investigating better software development tools. Plan task with Gantt charts. Use Microsoft Project.

	Technology issues (R6)
	Investigated connecting website to a database. Hire more talent.

	Organisational problems (R9)
	Discuss issues with Project stakeholders and managers.

	Legal problems (R4)
	Consult the UK government website, ICO, British Computer Society and legal advisors about GDPR and Brexit
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Risk monitoring by the team was used to regularly assessed the project to check that identified risks have not changed. Indicators were discussed at team meetings [1].
Figure 4 - risk indicators

	Risk type
	Indicators

	Technology (R6)
	The product users reporting software usability issues.

	People (R5)
	High staff turnover, low staff moral and team members having poor working relationships.

	Organisation (R9)
	Lack of support by the management.

	Tools (R7)
	Developers having underpowered computers and / or a reluctance to use agreed development tools.

	Requirements (R2)
	Project requirements changing often.

	Legal (R4)
	Problems due to GDPR or Brexit.
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Sustainability can be defined as “the ability to sustain” or “the capacity to endure.”[5]. According to the Association of Project Management, Sustainability issues deal with a projects impact on the environment[6], and the ways to reduce it. This can include reducing the impact of Information Technology’s carbon footprint.
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The project’s carbon footprint was assessed classified into three categories.
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This refers to the direct impact of ICT (Information and Communication Technology) on the environment, such as electronic waste and the rise in global greenhouse gas emissions. The direct environmental impacts of this project include:
· Rise in the use of energy to power PC’s, monitors and other ICT equipment.
· Extraction of raw materials such as copper, zinc and cadmium from the earth to build electronics for computers and other technologies [7].
· Technological waste (e-waste) due to the rising use of gadgets. In the UK one million tonnes of e-waste are disposed of every year[8] as in the figure 5 infographic.

Figure 5 - e-waste [8] (from BBC website).
[image: ]
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The ‘smart 2020’ report [9]produced by the Climate Group described how the ICT sector can save 15% of global greenhouse emissions by 2020. This would be done through technology that would enable energy efficiency in other sectors and industries. Examples include smart homes, smart cars, retail and logistics.
A good example of an innovative company is Amazon, which has disrupted the traditional UK high street. 
· Technology such as Skype, video conferences and Face-time can reduce the need for people to travel to meet, and so less fuel will be used.
· Using Email means that less printing, so less paper is used.
· People can now work from home - which will reduce commuting (saving fuel and reducing air pollution) and so less office space is needed.
[bookmark: _Toc535491060][bookmark: _Toc535491110][bookmark: _Toc535491999][bookmark: _Toc535828956][bookmark: _Toc535934710][bookmark: _Toc536022347][bookmark: _Toc536031307][bookmark: _Toc536112614][bookmark: _Toc536130155][bookmark: _Toc536189236][bookmark: _Toc536189632][bookmark: _Toc536190340][bookmark: _Toc536190731][bookmark: _Toc536191266][bookmark: _Toc536191334]Third-order impact
Socio-economic impacts that directly affect the environment are classed as third order impacts. Examples relating to the project include:
· Project team members driving into university to work on the project which would contribute to air pollution.
· The project will contribute to greenhouse gas emissions through powering PC’s and ICT equipment.
The BCS published a guide title ‘greening your workspace [10]’ for organisations and companies to reduce greenhouse gases and power consumption. Examples include:
· To reduce PC screen brightness, increase contrast and remove screensavers.
· To use standby settings for monitors and printers and switch off when not in use.
· To share ICT equipment and reduce servers. 
· Use recycled paper and print cartridges.
· To set printers for double-sided printing.
· To use tele-conferencing and video-conferencing to save travelling.

Figure 6 – Lami’s[11] green driver derivation table was used to assess the projects green impact and some ways of tacking these have been listed.
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	Project meetings
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	Skype meetings
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Ethics in project management are moral principles about determining what is right and wrong when conducting an activity or a person’s behaviour [12].
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Codes of conduct govern how IT professionals should behave in particular situations [13].The British Computer Society code of conduct states that professionals working within the ICT industry must have a regard for privacy, security, wellbeing and the environment. The rules cover the areas of public interest, duties to authorities and to the profession, professional competence and integrity [14]. 

Figure 7 – The BCS Code of Conduct compliance table.
	Conduct
	Actions
	Project compliance

	1. Public Interest
	Should have a regard for privacy, security, the environment and health of others
	Yes.

	2. Professional competence and integrity
	Develop professional knowledge, reject bribes, not claim false competence.
	Yes.

	3. Duty to relevant authority
	Not disclosing private information, withhold information and avoid conflicts.
	Yes.

	4. Duty to the profession
	Accepting responsibility, act with integrity and uphold the reputation of the BCS.
	Yes.



Figure 8 – The IEEE Code of Conduct compliance table.

	Conduct
	Actions
	Project compliance

	1. To be respectful of others
	As described.
	Yes.

	2. To treat people fairly
	As described.
	Yes.

	3. Avoid injuring others, their property, reputation or employment.
	As described.
	Yes.

	4. Refrain from retaliation.
	As described.
	Yes.

	5. Comply with all laws.
	As described.
	Yes.
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The General Data Protection Regulation (GDPR) 2014 is in United Kingdom (UK) law as the Data Protection Act 2018, which replaced the Data Protection Act 1998, and governs the way Data Controllers handle personal data as well as any compensation claimed for misuse. Data controllers can be defined as an individual, business or organisation that gathers, stores, deletes and modifies personal data [15]. 

An example is when Facebook sold details of up to eighty seven million people to Cambridge Analytica[16] and was fined the maximum amount by the Information Commissioners Office (ICO) [17]. The ICO is an organisation that upholds information rights.

[bookmark: _GoBack]This project will therefore need to have systems in place to enable data deletion when requested and how to best store.

The UK government states that there would be no immediate legal change if Britain exits from the European Economic Union (EU) on March 2019 without an agreement in place for data protection. The EU Withdrawal Act would convert the GDPR legislation into UK law [18]. This process will be referred to as ‘Brexit’.

Figure 9 - table showing some GDPR rules and the affects after Brexit.
	GDPR
	No deal Brexit

	Individuals can ask for deletion of personal data under the ‘right to erasure’ - article 17.
	No immediate change - EU Withdrawal Act.

	Duty of Data controller to report serious personal data breaches to the Information ICO within 72 hours.
	No immediate change - EU Withdrawal Act.

	Making a complaint against an EU Data Controller to the ICO.
	May cease.

	If a Data Controller or organisation wants to receive personal data from other EU organisations
	The UK government advises legally assisting EU partners on data transfer [18].


	If a Data Controller or organisation wants to send personal data from other EU organisations
	The UK government advises legally assisting EU partners on data transfer [18].
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The British Computer Society has published a guidance document for organisations and Data Controllers titled ‘BCS Digital Brexit’, which discusses if the existing GDPR standards should remain or if new ones should be implemented to advance the UK ICT industry [19].
According to the report, Brexit is seen as a great opportunity for the UK to create jobs and drive growth by positioning itself to be a digital world leader. The report calls for the UK Government to commit to continued co-operation on cyber security, investment in ICT, and digital the infrastructure. This would ensure that the UK would be a world leader and would in turn increase prosperity.
[bookmark: _Toc535419960][bookmark: _Toc535491064][bookmark: _Toc535491114][bookmark: _Toc535492003][bookmark: _Toc535828960][bookmark: _Toc535934715][bookmark: _Toc536022352][bookmark: _Toc536031314][bookmark: _Toc536112621][bookmark: _Toc536130162][bookmark: _Toc536189243][bookmark: _Toc536189639][bookmark: _Toc536190347][bookmark: _Toc536190738][bookmark: _Toc536191273][bookmark: _Toc536191341]Quality assurance
[bookmark: _Toc536112622][bookmark: _Toc536130163][bookmark: _Toc536189244][bookmark: _Toc536189640][bookmark: _Toc536190348][bookmark: _Toc536190739][bookmark: _Toc536191274][bookmark: _Toc536191342]Definition

Quality assurance (QA) is the name of the processes and standards used to ensure a project satisfies stakeholder needs. These can be represented in a quality model, which are categorised into characteristics and sub-characteristics. The International Standards Organisation (ISO) is responsible for International Software Standards Software Quality [20]. For example, the ISO 9126 software quality model identifies six quality characteristics: functionality; reliability; usability; efficiency; maintainability and portability. There are also other software quality models such as Boehm’s model [3] and McCall’s model [21].

Assurance is important and need to be in place due to software being ever more critical. Software errors can be more expensive to correct at later stages of development. The Boehm quality model[3] has stated that errors are typically ten times more expensive to correct at the coding stage than at the requirements stage and one hundred times more expensive at the maintenance stage.
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The ISO 25010[22] quality model comprises eight quality characteristics and cover the needs of stakeholders. They can be used to judge the importance of each quality for a software product. For example, in safety critical systems such as air traffic control or real time systems such as car breaking software, reliability is important.

The table in figure 9 was created to assess the project’s deliverables against each characteristic. A score out of 10 was used, with 10 being the highest and 1 being the lowest score.
Figure 10 – ISO/IEC 25010 product quality model definition

	1. Functional suitability
	Completeness, correctness and appropriateness.
9/10 

	2. Performance efficiency
	Time behaviour and capacity.
5/10 – at prototype stage.

	3. Compatibility
	Interoperability
10/10 – a web-based product, so is universal on all platforms.

	4. Usability
	Operability, user error protection, the user interface and accessibility.
9/10 -easy user interface design.

	5. Reliability
	Availability, fault tolerance and recoverability.
5/10 -not fully tested.

	6. Security
	Confidentiality, integrity, accountability.
5/10 – not fully tested.

	7. Maintainability
	Testability, reusability and modularity.
7/10 – only at prototype stage.

	8. Portability
	Adaptability and replicability.
10/10 – mobile first application design.
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The ISO 9001 standards covers five quality assurance objectives under the S.M.A.R.T. acronym. 
Figure 11 - S.M.A.R.T. objectives
	Objectives
	detail

	Specific
	An objective need to be specific.

	Measurable
	An objective need to be measured.

	Agreed
	An objective need to be agreed by management.

	Realistic
	An objective need to be realistic

	Time-based
	An objective need to have time associated with it.
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For the project, software inspection techniques were performed on different development stages with team members. Problems encountered were discussed and ways to solve problems. This was the main method used for quality management in the project [23].
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Many project management techniques were used during the project, and the author has felt a greater understanding has been obtained as a result of the undertaken team project for the academic module.
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Figure 12 - The Be safe application
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Figure 13 - visual studio 2017 code
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Figure 14 – mapping on the application
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Figure 15 – 9th October team progress report
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Figure 16 – 23rd October progress report
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Figure 17 – 6th November progress report
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Figure 18 – 20th November progress report
[image: ]
Figure 19 11th December progress report
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Figure 20 – 19th December progress report
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Figure 21 -5th January progress report
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Figure 22 – 15th January  progress report[image: ]

Figure 23 – 17th January progress report
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BeSafe Project — Bi-Weekly Updates

Assigned Roles

Date: 09-Oct-2018

Project Member Role ]Role Change?

David James Back-end Developer N/A (First week of project)

Matthew Dickinson Back-end Developer N/A (First week of project)

Matthew Lewington Ul Developer N/A (First week of project)

Asgar Ali Database Management N/A (First week of project)
Mohamad Wael Baghdadi Database Management N/A (First week of project)
Jonathan Davies Back-end Developer N/A (First week of project)
Bi-Weekly Tasks\

Project Member Work Undertaken Completed

David James Researching how to create the PID Yes
Matthew Dickinson Research business case for app Yes
Matthew Lewington Research into relevant technology required for application Yes
Asgar Ali Researching Disaster recovery application Yes
Mohamad Wael Researching about the disaster around the world Yes
Baghdadi

Jonathan Davies Disaster Research — Specifically the ge s towards disaster Yes

preparedness.
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Bi-Weekly Tasks

Date: 23-Oct-2018

Project Member Work Undertaken Completed
David James Start working in PID Yes
Matthew Dickinson Research Project Scope Yes
Matthew Lewington Further research No
Asgar Ali Discuss and research Disaster Application on the Whiteboard No
Mohamad Wael Researching what requirement needs for the PID Yes
Baghdadi

Jonathan Davies Create a PID to outline the project proposal No
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Bi-Weekly Tasks

Date: 06-Nov-2018

Project Member Work Undertaken Completed
David James Researching what we need to build the PID Yes
Matthew Dickinson Research techniques required to develop app No
Matthew Lewington Requirements sheet for application Yes
Asgar Ali Plan and Design Disaster Application Yes
Mohamad Wael Create the PID No
Baghdadi

Jonathan Davies Start researching potential platforms to build an app No
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Bi-Weekly Tasks

Date: 20-Nov-2018

Project Member Work Undertaken Completed
David James Complete the PID Yes
Matthew Dickinson Complete PID Yes
Matthew Lewington Ul/UX requirements No
Asgar Ali Completed the PID Yes
Mohamad Wael Research for building the PID, Completed Yes
Baghdadi

Jonathan Davies Completed PID Yes
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Date: 11-Dec-2018

Bi-Weekly Tasks

Project Member Work Undertaken Completed
David James Start to figure out what technology is needed for the app, design the logo Yes
and wireframe

Matthew Dickinson Complete research on back-end app development No
Matthew Lewington Front end development Yes
Asgar Ali Discussing the Disaster recovery technology No
Mohamad Wael Discussing what requirements need to design the app Yes
Baghdadi

Jonathan Davies Start to make test programs with Xamarin No
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Bi-Weekly Tasks

Date: 19-Dec-2018

Project Member Work Undertaken Completed
David James Tested out the various technology for developing the app Yes
Matthew Dickinson Complete research on back-end app development Yes
Matthew Lewington Further development Yes
Asgar Ali Discuss Database and Website Yes
Mohamad Wael Create a basic design through Word and Marvel website Yes
Baghdadi

Jonathan Davies Researched different C# libraries that we may need to implement
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Bi-Weekly Tasks

Date: 29-Dec-2018

Project Member Work Undertaken Completed
David James Starting to implement the front-end design No
Matthew Dickinson Research methods of gathering exchange rate data No
Matthew Lewington Prototype development Yes
Asgar Ali Discussing Website design No
Mohamad Wael Starting to implement the front-end design Yes
Baghdadi

Jonathan Davies Started work on the App front-end/back-end
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Assigned Roles

Date: 05-Jan-2018

Project Member

[Role

\Role Change?

David James

Back-end Developer

Front-end

Matthew Dickinson

Back-end Developer

N/A

Matthew Lewington

Ul Developer

Database Management

Asgar Ali

Database Management

Front-end

Mohamad Wael Baghdadi

Database Management

Front-end

Jonathan Davies

Back-end Developer

N/A
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Date: 15-Jan-2018
Bi-Weekly Tasks

Project Member Work Undertaken Completed
David James Testing the usability and work out more to improve the website Yes
Matthew Dickinson Implement method to retrieve data from exchange rate APl into the app No
Matthew Lewington Continued database development and website integration Yes
Asgar Ali Looking at the Website Design in Bootstrap and test it Yes
Mohamad Wael Testing the website with the team and see how it looks Yes
Baghdadi

Jonathan Davies Help develop method to retrieve data from online/link Json file No
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Bi-Weekly Tasks

Date: 17-Jan-2018

Project Member Work Undertaken Completed
David James Review our team progress Yes
Matthew Dickinson Find alternate methods to parse exchange rate API data

Matthew Lewington Continue website integration, possibly assist with application Yes
Asgar Ali Review our team progress. Yes
Mohamad Wael Reviewing the prototype Yes
Baghdadi

Jonathan Davies Consolidate team meeting sheets and prepare for demo





