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[bookmark: _Toc164459451]Introduction
This report aims to demonstrate knowledge gained during this module. Within this report, we will go over key aspects of operating systems (OS). This will then be followed by showcasing command line interface (CLI) commands performed in Windows OS, Batch and PowerShell, and also Linux OS commands.

[bookmark: _Toc164459384][bookmark: _Toc164459452]Operating Systems
So, what is an operating system? An operating system is a program that all other applications on the computer will use [1].  It is an extremely important software for any computer as it manages the computer’s memory and processes [2], and also allows a more user friendly approach to communicating with the computer and the applications being run [1] [2]. As operating systems are an essential component of computers, there are various OSs that were developed, especially to perform more specific tasks for specialised hardware, the most common are Windows, macOS and Linux among others [3].

One key function of an operating system is to provide a way for the user and device to interact, and for the user to issue commands that the machine will be able to understand and execute via the Kernel, essentially acting as a bridge between human and hardware. As communicating in assembly language is inefficient and difficult to learn for many, a user interface is a key function for operating systems. Many modern operating systems have implemented a graphical user interface (GUI), which again makes it easier to communicate with a device [3] [4].

[image: ]
Figure 1: Diagram showing communication flow [3]
 

As such an operating system also has the function of security. With the emergence of IoT, all devices that can connect to the internet need to have some sort of security, and a way to stop unauthorised access. This is usually done by allowing users to be created and added to groups granted certain permissions [3] [4]. Also, password locking user accounts and files, is another way of ensuring personal data is protected.
 
Another main function of an OS is process and memory management, executing processes and assigning the results to memory, or dedicating said memory to certain processes [5]. A program must be loaded from memory for the processor to be able to run it, this memory allocation is handled by the Kernel, which is the core of an OS and handles memory allocation and processes, providing a road between the CPU and memory [3].
[image: what is operating system kernel? how it interfaces with middleware.]
Figure 2 OS Structure [6]


The computer can have hundreds of processes to run, and a limited amount of memory, as such the kernel is responsible for allocating these memory resources. This allows for the correct processes to be run at the correct time, so that processes do not overlap, especially in multiprogramming operating systems where the order of process and time is key [3].

Another key aspect is application management. Leading on from memory/process management, computer software would require hardware to function, which the OS provides via above processes. The OS would provide memory and processor allocation for applications to run on [4].

The OS is not limited to just software to hardware connections, but also hardware to hardware. Input/output devices, known as peripherals, such as screen and keyboards, allow for users to physically interact with the computer [4]. By utilising device drivers, the OS can allocate and deallocate memory as and when needed to these devices, and so is responsible for their communication to the machine [3].
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For the list of commands, Windows PowerShell (PS) will be demonstrated. 
Get-help.
[image: A blue screen with white text
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[image: A screenshot of a computer program
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The get-help function is a key command in PS.  It displays helpful information on commands in PowerShell. Get-Help can be followed by a specific command to get specific information about that it [7].

Get-Service.
[image: A screenshot of a computer program

Description automatically generated]

This command pulls up a list of services installed on the system and their current statuses. This cmdlet can be appended -Name to get a specific service, and a filter feature to filter the list i.e. ‘Stopped’ [7]. 






Where-Object
[image: A blue screen with white text
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This cmdlet selects all objects from a list based on a certain properties. This effectively acts as a filter and is useful for searching files and processes running on the system, by date for example [8].

Get-process.
[image: A screenshot of a computer program

Description automatically generated]
Get-process is similar to get-service in where it provides a collection of all currently running processes and additional information such as process ID and CPU usage [7].




Stop-process. 
[image: A blue screen with yellow text
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Stop-process is the cmdlet used to close a program or process and stop it from running. It can also kill a process by ID, and wildcards can be used to expand the command [7].


Export-CSV
[image: ]
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This command allows the user to export a list as a CSV file. This is useful for analysing processes and file in more detail in another application [9].

Get-random.
[image: A computer screen shot of a program
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Get-random cmdlet brings back a random number when run with no parameters. It is also possible to set a maximum or minimum number, and to select a random array item. This is a useful command when implementing scripts that require logic [9].



Get-childitem.
[image: A screenshot of a computer
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This command in PS is extremely useful for navigating the operating system. The command, ‘dir’ for short, gets all items found in a file or directory  [7].


Clear-Host[image: A screenshot of a computer program

Description automatically generated]
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Clear-host, or ‘cls’, is a cmdlet that clears the command line screen of everything that was included in it, not to be confused with clear-history which clears the commands in the whole PS session. Clear-host is a good way of organising and tidying any commands you may have run over the course of your session [8].

[bookmark: _Hlk164380285]Get-NetIPConfiguration.
[image: A blue screen with white text
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Get-NetIPConfiguration provides useful information about the host’s IP address and interfaces [9].

Clear-variable.
[image: A screenshot of a computer program

Description automatically generated]
Clear-variable is another extremely useful cmdlet. This allows you to clear a variable of the value it was assigned. It has it’s uses in the logic of PowerShell Scripts [9].
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This is a list of example bash commands in Linux.
Pwd
[image: ]
Theis command for present working directory, returns the current directory that the user is currently in [10].






ls
[image: A screenshot of a computer screen
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This command, standing for “List directory”, retrieves the contents of the current directory. The command can be affixed with -l  to gain more information about files such as permission and date created and -a to show hidden files  [10]. 
Echo 
[image: ]
Echo, like PowerShell, is a useful command allowing for something to printed to the command line console [11].

Clear
[image: A screen shot of a computer
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Description automatically generated]
The clear command removes everything that was on the console, removing clutter [11].

History
[image: A black background with white text
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This is a useful command, especially during long sessions. The history command brings back a list of all past entries into the console, useful for troubleshooting [11].
Cat
[image: A screen shot of a computer
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Description automatically generated]

Cat is an extremely useful command to use when gleaning over files. This command displays and prints the contents of a file to the console as text. Multiple files can be displayed as it concatenates them, and a new file can also be created from the union  [12].

Rm/rmv
[image: A black screen with white text
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A key feature in file management systems is the creation and deletion of files. Rm, or rmv, is the command used to delete an object, whether this is a file or directory. It can be affixed with -i, to require confirmation before deleting or -f to ‘force’ it, regardless of permissions [12].

Mkdir
[image: A black screen with white text

Description automatically generated]
Mkdir, or make directory, creates a new directory within the current directory. The user is now able to navigate and add new files to this directory, as well as editing permissions [11].

Touch
[image: A black screen with white text

Description automatically generated]
Touch is used to create a new file within a directory. This command can be affixed with additional options to modify time and date settings for the file [11] [12].
Mv
[image: A screenshot of a computer
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Mv is another extremely useful command that allows users to move files and directories to different locations. It can take multiple arguments, and so is useful for moving files in bulk [11].  As is seen, myFile.txt has been moved to the ‘inside’ directory from ‘assignment’.
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In this segment I will demonstrate functions of PowerShell.
[image: A computer screen shot of a program code
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To begin with, I have shown basic variable assignment and printed them to the screen using basic PS commands. This is followed by a short number game I created to showcase certain functions in PowerShell and the use of If-Else Statements. 


[image: A screenshot of a computer screen
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The console takes user input (cast as an integer) and compares it to a randomly generated number between 1 and 10.
[image: A black screen with white text
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If an incorrect number is entered, the user fails the game.
[image: A black background with white text

Description automatically generated]
If correct, praise awaits! (Excuse the French characters).

[image: A screen shot of a computer program
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Loops and functions are also a key part of PowerShell, especially for automation and testing purposes. This part of the code uses a For loop to cycle through the length of both arrays and prints the countries and their capitals to the console.
[image: A screen shot of a computer
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Arrays are useful for collecting system information in PowerShell.

[image: A screen shot of a computer program

Description automatically generated]
PowerShell is capable of functions. In the above code, I have implemented a function that checks whether a username and password are found in the login details arrays [13].

[image: A computer screen shot of a computer program
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Login successful will be rewarded with an image of a cat.
[image: A screen shot of a computer

Description automatically generated]
If the validation of the function fails, the user will not be granted access.

[bookmark: _Toc164459388][bookmark: _Toc164459456]Conclusion
In summary, going over operating systems and their uses we have discovered the very important jobs that the OS handles. Such as the memory allocation to all processes that the computer uses. The computer would not even be able to boot up without the OS.
The operating system also requires security. This may come in a simple form of users and permissions, but is extremely powerful, and the group management can allow for multiple users to interact with machines for different purposes without damaging or interfering with other groups and the OS itself.
PowerShell and Bash are also extremely powerful programming languages, able to interact with the system directly. For example, providing analysis on the multiple processes running simultaneously on the system, or the different users available on the device. It also allows for connections to be configured and security improved by allowing certain settings to be customised, giving more control and protection for machine.
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