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ABSTRACT

[bookmark: _GoBack]Cybersecurity is often neglected by a large amount of people, to many unaware of the threat and not even realising the effect it has or may have on them in the future. Investing a short amount of time maintaining the security on your IoT (The Internet of Things) devices has never been more important, with cybercrime rapidly on the rise every year and a cyberattack taken place every minute. The aim of this report is to build a home network and attempt to penetrate the network through a series of experiments with different cyberattacks in order to identify the vulnerabilities and provide the solutions to maintain a secure network. The objectives for this report are a literature review of books, articles and journals on network vulnerability. To investigate threats/vulnerabilities and cyberattacks and design and implement a home network. Also to carry out experiments on the network using penetration testing software and hardware. Analyse the results and findings and provide solutions to prevent the attacks. The chosen research method for this project is experimental research because this method connects to other researchers’ methods to certify all data is accurate as possible from the process.

A key finding in the research was Mathy Vanhoef’s key reinstallation attack, where the third step in the 4-way handshake is exploited by thinking it’s generating a new encryption key but instead using a previously issued encryption key from a familiar device. He also explains how all Wi-Fi protocol is likely affected by the key reinstallation attack, as it’s a problem in the Wi-Fi standard itself. A major factor in maintaining a secure network is encryption, use the highest level of security as possible as attackers can attack from mostly anywhere and you will be unaware of the attack until it’s too late.
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1. CHAPTER 1 - INTRODUCTION

Cybersecurity is protecting all computers, networks, data and programs across the world from unauthorised access and cyberattacks. New attacks and threats are made every day by malicious hackers, they can vary from small but harmful attacks such as someone trying to steal your Facebook password, to national level cyberwarfare between governments. This project is going to focus on the cyberattacks against home networks, displaying the vulnerabilities of not maintaining network security and ways to prevent attacks happening in the first place.

Cybersecurity is often neglected by a large amount of people, too many are unaware of the threat and not even realising the effect it has or may have on them in the future. Investing a short amount of time maintaining the security on your IoT (Internet of Things) devices has never been more important, with cybercrime rapidly on the rise every year and a cyberattack taken place every minute. It’s safe to say that the most vulnerable of being attacked are businesses around the world. 43% of cyberattacks target small businesses [1], they experience all different kind of attacks everyday including ransomware, phishing, social engineering, botnets, denial of service, and hundreds more. The possibility of being attacked in 2020 is high, but it also relies heavily on the businesses own risk and how unique is the security infrastructure? Is there a security incident response plan? How long does it take to detect a data breach? It’s clear that businesses have the biggest struggle with cybercrime, spending billions every year on cybersecurity and trying to prevent such things from happening. But as stated earlier, a large amount of people are still unaware of the cybercrime threat, this statement targeting home network users with no security and no awareness of being attacked. 

Unless you’re not up to date with the technological future which is 2020, almost every home owner in the world has a home network setup connected to the internet, with a router and an access point connecting IoT devices such as smart TV’s, smart phones, laptops, CCTV setup, Amazon Alexa and more. All these devices have a unique IP address assigned to them, the same as every house has a different street address, once these devices connect to the internet, they’re vulnerable to cyberattacks. How you may say? Well when the device connects to the internet, so will the IP address, visible and accessible to the home network users only. But professional hackers will use their skills to try and obtain your IP address and use it for various attacks in order to steal data, personal information, passwords, credit card credentials and more. 

This project is about designing and implementing a home network, connecting different IoT devices with little security and vulnerabilities, to demonstrate how they will be affected if attacked. This project was chosen to initiate awareness to home users with wireless networks, who don’t realise the vulnerabilities in their network when they don’t manage the security. 2 different cyberattacks will be used to penetrate the network, a Phishing attack and a Man-in-the-Middle attack. Penetrating the network with these attacks will allow the user to see how the network is vulnerable when there is no security and will also provide solutions to prevent the attacks.

Below are the initial aims and objectives for the project:

1.1 PROJECT AIM

The aim of this project is to build a home network and attempt to penetrate the network through a series of experiments with different cyberattacks in order to identify the vulnerabilities and provide the solutions to maintain a secure network.

1.2 OBJECTIVES

The objectives for this project are:
· Literature review of books, articles and journals on network vulnerabilities and security
· Investigate threats/vulnerabilities and cyberattacks
· Design and implement a home network
· Carry out experiments on the network using penetration testing software and hardware
· Analyse the results and findings and provide solutions to prevent the attacks

In the coming chapters of this report, we will discuss the review of IoT devices, cyberattacks and other research that has been done in the same field, providing enough background knowledge to the readers before heading into the project. The coming chapters will also discuss the research methodology for the project, the design and implementation, the analysis after the experiment has taken place, evaluation of the project, the conclusion and a reflection of what was learnt from the project. 


2. CHAPTER 2 - RESEARCH & REVIEW OF LITERATURE

This chapter is a comprehensive element of review and scholarly research on IoT devices and cyberattacks. It will provide the reader with sufficient background knowledge of the work that is going to take place later in the project. Throughout this chapter, readers will learn about other research that has been done in the same field and how they relate to other researchers work.

2.1 The Internet of Things (IoT)

Before the world took a leap forward in technology with the Internet of Things, social media and internet access, there wasn’t any extensive threats to wireless networks across the globe and people could keep personal data in their home without the worry of being hacked. In 2019, Nilanjan Dey released his book [5] ‘Internet of things: advantages, challenges and applications’ where he talks about the birth of the phenomenon Internet of Things and how it changed the perspective of technology by saving time and efficiency through machine to machine communication. This allowed Ubiquitous connection to personal devices and smart computing anywhere in the world, although this benefits most people, it also means personal data may not be as secure as it once was. N.Dey describes the Internet of Things as the connectivity of an object and a sensor purposely for exchanging data and communicating with the internet to make decisions which are called the Internet of Things. According to the IoT Analytics [2] the definition of IoT is “Sensors and actuators embedded in physical objects are linked through wired and wireless networks”. It was initially invented to advocate RFID (Radio-Frequency Identification) technology in 1999. Nevertheless, IoT was not really recognised until 2014, when companies started making $1 billion in IoT related revenue and Google picked up on a company called Nest who were selling over 100,000 smart thermostats every month. There are thousands of different types of IoT devices, and its predicted that in 2021 around 20 billion devices will be connected to the internet, if not more. These devices can range from smart phones, washing machines, Amazon Alexa, smart watches, smart lights, any device you can think of that can connect to the internet. To classify as an IoT device, Rajkumar [1] said it should be able to collect and exchange data through an internetworking physical device fixed with sensors, actuators, electronics, software and network connectivity. 

The Internet of Things has benefited the world and the people within in many ways, allowing businesses to thrive through new technology, improving their existing systems, reduced human efforts, real-time marketing and efficient resource utilization. H.Singh posted an article online [3] discussing some of the main industries that have benefited with the impact of IoT like the transportation industry, where technology such as smart traffic cameras can monitor road traffic, keeping track of weather conditions and preventing accidents and congestions. Industries such as medical already had the use of IoT, but they have leaped even further into IoT using more advanced tools to monitor and help patients. For example, patients will benefit from doctors monitoring them remotely, so they don’t have to leave home and can receive medication from their doctors based on their tracked medical information.

Household technology is also transforming, giving people the benefit of smarter, faster, more secure and more robust technology. Almost every new device developed by companies such as Apple, Microsoft, Google and Sony have the word ‘smart’ at the beginning, for instance smart watch, smart tv, smartphone, smart lighting, smart heating, the list goes on. There are even smart homes now available to buy on the housing market, which comes with benefits such as home security with advanced security cameras, energy management, accessibility for elderly, home control from your smartphone, convenience, and efficiency.  In smart homes, lights would turn off by themselves if no one is present, and the heating would automatically change depending on weather forecast. 

Although IoT has opened the gateway to many new technologies and devices, it is not all benefits and welfare. Along with every advantage, comes a disadvantage, the same principle as for every new device connected to the internet, comes a new cyberattack threat to that device. Cybersecurity organisations spend billions every year implementing precautions and protocols to prevent unauthorised access and cyberattacks. However, hackers always find loopholes in the technology and exploit them, no matter how big the task is. For example, an anonymous group of hackers leaked classified government information to the public by breaking into the databases. If this is the damage hackers can execute against governments, think of what they can do when attacking vulnerable home networks. Although thousands of hackers still exploit big firm technologies, cybersecurity is rising just as fast as cybercrime, pushing the boundaries and making security infrastructures even harder to break into. There is a worry that hackers will turn to home networks instead because of this, households need to start maintaining their network security and prepare for attacks. 

Additionally, some of the most common home network security threats are viruses, Trojan Horse, phishing, DDoS attacks, Spyware, WPA2 key reinstallation attack and Man in the Middle attacks. An online blog statistic has shown that 33% of household computers come across some sort of malware and over half of them are viruses. [4] There could be hundreds of reasons why these attacks are deployed, but against a home network it is more likely to be to steal personal information, spy, destroy data, steal and leak images, anything that would benefit that hacker. 

For an attacker to perform a hack, certain hardware, software and information on the device/network/program is required. Hardware and software are not hard to purchase, but as for the information, this may be restricted, have unauthorised access or it is just unreachable. This is the case usually, but as stated earlier in the introduction, every IoT device is connected to the internet and everything is visible online with the help of Shodan. [5] Shodan is a search engine for the Internet of Things, allowing users to browse for specific IoT devices (routers, webcams, etc) and analysing the internet. Users can use Shodan to monitor their network security and see which of their devices are connected to the internet, the location of them and who is using them. Although Shodan was created to benefit users with monitoring of IoT devices across the world, an article [9] called ‘A Google for Hackers’ explains how hackers use the tools in Shodan to find vulnerable devices and exploit them using their information with cyberattacks. The article involves an incident where Shodan was used to manipulate a baby monitor, demonstrating the vulnerability of having an unsecure device online and can be accessed by anyone with the use of Shodan. The only way to prevent hackers succeeding is by taking security measures such as choosing strong passwords and updating them regularly, keep the devices updated and possibly protecting them security software. 

To conclude, this subchapter has discussed the meaning of The Internet of Things, what sort of devices are classed as IoT, how it has benefited the world of technology and household networks, and also the disadvantages that come with it which is cyberattacks. In the coming subchapter we will discuss the four different cyberattacks that are going to be used in an experiment later in the project.




2.2 Cyber Attacks

As discussed earlier in the introduction, there are hundreds of different cyberattacks and they are all malicious. Due to the growth of IoT, systems and networks threats are relentlessly inventive. This project focuses on the home network struggle with cyberattacks and after reviewing some of the most common attacks on home networks, it has been decided that 2 different attacks will be used to penetrate the network as an experiment, in order to provide solutions to prevent the attacks. Other avenues will be explored even though it may not be part of the experiment. Three different IoT devices will be exposed to two different attacks, which will be

· Email Phishing 
· Man-in-The-Middle 
 

2.3 Phishing

Phishing is a social engineering attack and is one of the more vulnerable and highly sophisticated types of cyberattack. An article [7] on phishing risks justifies phishing as emails getting sent out to victims disguised as weapons and fake websites are created to try and trick the user into sending information directly to the hacker. The objective here is to try and steal sensitive information from the victim by leading them into deception, sending them emails that will catch their attention, providing something that they want or need and mislead them into sending information to the wrong person or organization. For example, a hacker creates a fake website and email, sending a convincing email to the victim which appears to them to be from the bank asking them to update their password, the victim then clicks on the fake URL attached, inputs their password and without even knowing, they have just sent their password directly to the hacker. The attackers sometimes even include a URL to click on and when the victim clicks on the link, it downloads a malicious malware to the victim’s device, exposing everything to the attacker. Every year phishing emails and websites become more sophisticated, making it almost impossible for victims to tell if they are real or not. An article by the BBC [6] has said that to this date one of the most popular ways of scamming people is by Phishing and the attack has been around since 1990. 

The name ‘Phishing’ is pronounced the same as ‘fishing’, it also has the same perspective. For instance, a fisherman throws bait into the pond and waits to get a bite from a fish, the same way a hacker sends an email disguised as a weapon to a victim and waits for a reply. [7] The 5 most common types of Phishing attacks are Email Phishing, Spear Phishing, Angler Phishing, Whaling and Smishing, but in this project we are going to focus on Email Phishing due to the increase of 280% since 2016. [8] Email Phishing works in numbers, where the attacker would mimic emails from certain companies and big-name brands, sending it to thousands of recipients at the same time, picked at random and hoping that some fall for the deceit and expose their sensitive information. Avanan security is a cyber security platform, best known for its top range technology providing security for organizations to prevent attacks like Phishing. They have announced that Microsoft (42%) and Amazon (38%) are the two most popular brands hackers use to try and trick their victims. [8]
  
Thousands of these emails are sent to home network devices every day, targeting young kids/teenagers and even unsuspecting adults who may be vulnerable and a have tendency to believe anything they read. Attackers usually create a sense of urgency within their emails, forcing their victims to act quickly before reading and thinking about what they’re doing. For instance, the email may acquire a timer saying it will expire within 24 hours, prompting the user to input information before time runs out, causing the user to be less diligent and fall for the scam. An online report by Imperva [9] says that attackers may only seek small amounts of money from the victims that fall for the scam, but increase their success rates by using different techniques like spending their money in a way where the victim wouldn’t notice, for instance food shopping or at a petrol station.  

Most emails these days include security filters, which scan and check every email coming through to a recipient for spam or unnecessary emails, but when it comes to phishing emails, this is far less adequate. Vade Secure [10] posted an online article about some of the most common types of Phishing techniques, explaining how phishers evade detection using techniques such as using legitimate links and mixing legitimate and malicious code. Phishers usually include legitimate links to official pages and offer a ‘reply to email’ technique in order to bypass security filters and deceive their victims. For example, attaching the official Microsoft links like Privacy, Legal and Community, making the user believe that the email is official. Phishers also mix legitimate and malicious code in order to make every email appear unique to the filter, encoding characters at random, including invisible text and assigning random values. [10]

African Journal of Information Systems published a journal [6] by Paula M.W. Musuva, Christopher K. Chepken and Dr. Katherine W. Getao titled ‘A Naturalistic Methodology for Assessing Susceptibility to Social Engineering Through Phishing’ discussing the experiment they conducted at a university campus in Kenya. This study was to determine how many users were susceptible to phishing, where 241 users who played a part called ‘insiders’ were targeted in a staged phishing experiment. The results show that 88% of users revealed their username and passwords to the attackers unknowingly, and 31.12% were susceptible to phishing. These results illustrate how professional the phishing attacks are created, making it almost impossible for users to identify non-legitimate emails/messages/phone calls.

A journal [10] on defending against phishing attacks provides some of the best ways to defend against phishing attacks. The first method suggested is Google safe browsing API, where browsers such as Google Chrome and Mozilla Firefox use it to allow the user application to identify if the URL provided is blacklisted or not. Blacklisted consists a list of phishing URL’s and IP addresses identified in the past. A good method discussed was how to detect phishing scams based on HTTP, the use of SpoofGuard operates to detect anomalies in the webpage content. This method was created my Stanford university and is a browser plug for Internet Explorer. This article also includes a figure which demonstrates the different stages in a phishing email attack, see figure 5.

Phishing.org [11] reported an explanation of some fundamental ways of preventing Phishing attacks, such as installing an Anti-Phishing toolbar, where the toolbar will notify and protect you from clicking on malicious emails and websites. Another prevention is keeping informed of new Phishing techniques created every day, for example reading news articles or keeping up to date with blogs about Phishing. The only other most common-sense prevention for Phishing is think before you click. An online blog by Micke Ahola from Usecure [12] features a study by IBM stating that 95% of cyberattacks are successful due to human error, and users who are not aware of Phishing are far more likely to fall for the scams and have their credentials harvested. These statistics provide evidence that even little knowledge of Phishing techniques and think before you click could prevent thousands of scams. 




2.4 Man-in-the-Middle Attack

A Man-in-the-Middle attack (MitM) is where a hacker intercepts a communication between two entities in order to eavesdrop or manipulate the network traffic. The dangerous part about this attack is that the two parties are unaware of the man in the middle, so they are completely oblivious to the attack. The logic behind these attacks are to steal information, credit card credentials, spying or corrupting data. Zeki Turedi, a technology strategist [13] says that “MITM attacks are a tactical means to an end”, which means the attacker achieves what they want through adroit planning. An example of one of these attacks is HTTPS spoofing, where an attacker sets up an unsecure website with full monitoring mode and dupes the browser into thinking it’s secure, misleading the victim into thinking it’s a secure website and potentially sharing personal information. [14]

MitM attacks are one of the oldest serving and most common among cyberattacks. T.A. Nidecki [17] said that Man-in-the-Middle attacks have been around even before the arrival of computers, used during world war II where British intelligence used the attack against Nazi forces using Aspidistra devices (medium wave radio transmitters). He also discusses the Babington Plot, one of the oldest cases of MitM where Thomas Phelippes, a cryptography expert intercepted a communication between Mary Stuart and her conspirators. Most approaches for MitM attacks in the world of computing today are different to the ones many years ago, with the aim of stealing money or leaking information from people or organizations. One of the most famous MitM cases in recent years was in 2015, when £340,000 was stolen from a British couple from eavesdropping/email hijacking. [17]
  
In an online article about MitM attacks by Brandon Vigliarolo, [18] he discusses that due to the brisk growth of IoT devices, security has become outpaced and there is an immense increase in the amount of MitM attacks because of this. A substantial amount IoT devices in home networks and businesses contain personal and important information about the users, prompting cybercriminals to hijack their devices. With the growth of IoT devices in recent years, here are a few statistics showing the impact MitM attacks have made against these devices. According to Netcraft, [19] 95% of HTTPS servers were exposed to a threat from MitM attacks in 2016. IBM [20] stated “More than one-third of exploitation of inadvertent weaknesses involved MitM attacks”.  

There are seven types of MitM attacks, which are IP spoofing, ARP spoofing, DNS spoofing, HTTPS spoofing, Session hijacking, Email hijacking and Wi-Fi eavesdropping. But for this project we are going to use ARP spoofing, which is an attack used to intercept communications across a network, allowing you to sniff traffic going between the target and the internet. A journal [12] by Osama S. Younes describes ARP as a communication protocol which operates in the network layer. It converts the IP address of the network layer to the MAC address of the data link layer in order to supply every computer with a unique network identification. Users can determine the MAC address to the IP address and see how many hosts are connected to their LAN by utilizing the ARP protocol. The ARP process is where broadcast messages get sent to network devices in order to compare them with their IP addresses. Unicast replies are generated if the IP’s successfully match up or if they do not match up the packet gets dropped. Then formerly the IP-MAC addresses mapping gets saved in the ARP cache table. There were no security features built with ARP, therefore its vulnerable to attacks like spoofing, where the attacker sends forged ARP messages over the LAN, changing the ARP cache table and linking the attackers MAC address with the hosts IP address on the network, which diverts traffic directly to the attacker instead of the original host. The attacker can then extract any sensitive information without any awareness from the victim, hence the-man-in-the-middle. 

A few approaches by other researchers have been suggested to protect the vulnerability of ARP, Gouda and Chin-Tser [13] suggested solving an uncertified ARP table renewal from an ARP reply through a certain protocol. But it is nearly impossible to modify the current ARP protocol, even though this would conquer the problems of ARP. An article [14] by Seungpyo Pong provides the results of an experiment that was conducted in order to find a defense mechanism against ARP spoofing. The experiment involved a gateway server, 10 PC’s as clients, one PC as a MAC-agent, and one PC for the hacker. Operating systems used were Windows XP and Windows 7 and the ARP Spoof attack tool. The purpose of this experiment was to find efficient defense mechanism against ARP spoofing attacks, but they came to a conclusion that it’s no clear defense mechanism yet available to prevent ARP spoofing, even though numerous of methods have been developed to prevent the attack, they only alert the system that’s the attack is happening. This article also demonstrates ARP spoofing in use, where the hacker spoofs the ARP table and becomes the Man-in-the-Middle, sniffing packets between two victims, see figure 5.

Identifying and preventing ARP spoofing isn’t always clear and straight forward, but an online blog by Indusface [21] features some important security measures to take to help combat ARP spoofing. The first step is understanding the spoofing process, in order to identify when an IP address is falsified, and attacker is present. Installing a detection tool is the obvious prevention to one of these attacks, which many users oversee using and regret it when they’re attacked. Setting up packet filtering is a great way to inspect and catch poisoned packets before reaching their destination. The blog also discusses the use of virtual private networks (VPN), which is a great way to prevent ARP spoofing happening in the first place. VPN’s use encrypted tunnels, blocking your network traffic so that attackers are unable to see your activity. Even though VPN’s may slow down your internet because of the encryption and decryption process, they are highly recommended when travelling or connecting to public WI-FI whilst carrying sensitive information to block any sort of attacker infiltrating your network and seeing your activity. [21]











2.5 W-Fi Security Protocols

Every person with a home network setup has come across the acronyms WEP, WPA and WPA2, which are the three most common types of Wi-Fi security protocol. A large amount of home users are too careless when It comes to picking the security options available when they install their new home router, which leaves their connected devices and sensitive information vulnerable. When installing a new router, it offers the user different encryption for Wi-Fi security protocols, understanding the differences between these protocols and picking the correct version for your Wi-Fi security will make a huge difference in preventing unauthorized access in the future.  

Choosing the most advanced security protocol for your router has never been more important with so many attackers trying to hijack home networks. An article online by J.Fitzpatrick [23] discusses the differences between WEP, WPA and WPA2, where he explains that Wired Equivalent Privacy (WEP) is generally the most used Wi-Fi security protocol in the world. It has been around since 1999 and over the years has displayed a variety of security flaws, leading to the Wi-Fi Alliance officially retiring the WEP standard in 2004. Due to the vulnerabilities and retirement of WEP, the Wi-Fi Alliance announced a replacement which would overcome the apparent vulnerabilities of WEP, announcing Wi-Fi Protected Access (WPA) in 2003, a year before WEP was retired. WPA-PSK (Pre-Shared Key) was the most common WPA configuration, and the major difference compared to WEP was the 256-bit keys used in WPA, compared to the 64-bit and 128-bit used in WEP. Although WPA was a step forward for Wi-Fi security, it was dragged into a hole of vulnerabilities by the ghost of WEP, where the TKIP core component of WPA was exploited via firmware upgrades onto existing WEP-enabled devices, which recycled some elements used in WEP.

Wi-Fi Protected Access II (WPA2) is the newer version of WPA and is recommended over its predecessor. As J.Fitzpatrick [23] explains in his article, WPA2 surpassed WPA in 2006 with many improvements like the use of AES algorithms and the replacement of TKIP with the introduction of CCMP (Counter Cipher Mode with Block Chaining Message Authentication Code Protocol), although TKIP is still used on WPA2 as a fallback method. In order to penetrate the network with attacks, the attacker needs access to the Wi-Fi network to be able to gain access to keys and exploit other devices on the network, which sounds foolish when no home user would allow an attacker to join their Wi-Fi network. This is a much larger problem for corporate level networks, where there are hundreds of different people needing to connect to the network, but nevertheless home networks are still vulnerable. When WPA2 started becoming popular in 2006, Kaspersky Security Network [27] examined 32 million Wi-Fi hotspots accessed by wireless adaptors of KSN users, releasing statistics showing in figure 2 [29] that WPA2 was the most used wireless network around the world, in fact 68.02% of wireless networks. Open wireless networks were next being 21.96%, then WPA with 7.37% and WEP with 2.66%. 

In 2017, Mathy Vanhoef and Frank Piessens, security researchers from Belgium’s KU Leuven university, introduced the key reinstallation attack, and said in their report [2] “This attack abuses design or implementation flaws in cryptographic protocols to reinstall an already-in-use-key”. They also describe the attack reporting “An attacker forces the reinstallation of an already-in-use-key, thereby resetting any associated nonces and/or reply counters”. Peter Dockrill from Science alert [24] wrote an online article including the vulnerabilities in WPA2 discovered by Mathy Vanhoef, who reported “The attack works against all modern protected Wi-Fi networks. The weaknesses are in the Wi-Fi standard itself, and not in Individual products or implementations. Therefore, any correct implementation of WPA2 is likely affected.” Hackers can intercept sensitive information like credit card credentials, passwords, messages and images through the vulnerability of key reinstallation attack (KRACK), which allows them to scan through supposedly encrypted information. P.Dockrill [24] breaks down the process of KRACK explaining how an attacker aims to dupe the third step in the 4-way handshake in the WPA2 security layer, which controls the login of a new device seeking to join and verifies if the correct credentials have been logged. KRACK manages to fool the network by making the 4-way handshake think that it’s generating a new encryption key but instead reusing a previously issued encryption key from a familiar device. Essentially, the attack turns into a Man-in-the-Middle attack and the attacker can then clone a Wi-Fi network the victim has connected to before which provides internet access, so the victim will not notice any difference when reconnecting.  This leads to a worse scenario’s like hijacking devices and injecting or manipulating data on systems, unloading ransomware and malware. The only advantage home networks have is that the attacker can’t perform the attack remotely or online, they need to be in range of the wireless network in order to compromise the system. Figure 1 from Mathy Vanhoef’s report [2] demonstrates the use of key reinstallation attack, where the MitM prevents message 4 from arriving at the authenticator in order to trigger re-transmissions of message 3. This will cause the victim to reinstall an already-in-use key, which will also reset the nonce being used by the data-confidentiality protocol (CCMP, TKIP, GCMP). [28]

Although you may now think it’s bit of a long shot for an attacker trying to penetrate your home network, it’s better to be safe than sorry. An article [15] by Alex Scroxton discusses several methods of combating key reinstallation attack. He mentions that people will not be safe if virtual private networks are configured on a router and devices connected the VPN need to be within the network. PC World posted an article online [25] on how to protect yourself from KRACK’s Wi-Fi flaw, where they also contain a quote from Vanhoef saying “implementations can be patched in a backwards-compatible manner” meaning it’s important to update your devices regularly as the updates may protect against KRACK, even though unpatched hardware isn’t protected, you can still communicate whilst protected. Using a wired connection will prevent KRACK, or even sticking to mobile phone cellular connection, but I disagree with this as it defeats the object of having Wi-Fi in the first place. Experts are working to patch this security flaw, but most up to date devices these days should be protected.


2.6 CONCLUSION

To summarise, this chapter has discussed the definition of the Internet of Things, how it works, the impact it’s made on technology, people and industries as well as some of the disadvantages that come along with it. This chapter has given a comprehensive element of research and review on the three different cyberattacks that are going to be used in the project, in order to provide the reader with some sufficient background knowledge. The key points in this chapter were the two attacks discussed, which were Email Phishing and Man-in-the-Middle. The Wi-Fi security protocol was also explored even though it’s not going to be conducted in the experiment because home networks are hardly affected by this vulnerability due to the attacker needing Wi-Fi access already in order to execute an attack. Key points such as reviewing other researchers work on the attacks including why they developed, how they work, some staggering statistics, why attackers use them and ways to prevent the attacks. 

In the next chapter of this report, we will discuss the research methodology, including the chosen methods on each layer of the research onion, what the experimental hypothesis is, what hardware and software is being used and the inputs. We will also explain why the experiment is valid, reliable and generalisable, and how the writer conducted the experiment.










3. CHAPTER 3 – RESEARCH METHODOLOGY

3.1 Saunders et al (2007) Research onion

The research onion was developed by Saunders et al (2007) and illustrates the stages of researchers work, providing detailed phases when conducting research, shown in figure 3. Saunders et al believes that each layer of the research onion must be unfolded from the outer layer to the inner layer in order to complete the correct steps in conducting research. If layers are skipped, then research has not been conducted properly in order to achieve the bests research results. A journal [8] by Aleksandras Melnikovas explores the research methodology of the research onion, explaining the different stages of the onion. The research onion has 6 different stages, beginning with Research philosophy, research approach, research strategies, research choice, research time horizon and data collection methods. To begin the research, the first step of Saunders et al research onion was the research philosophy. The research philosophy taken for this experiment is Epistemology, because it defines the sufficient knowledge of other researchers work and specific results are provided after rigorous testing. Bryman (2012) illustrates that epistemology includes positivism, which is the philosophical stance taken for this experiment because its based on the idea that the literature review is true and a is tested by a hypothesis. Deductive was the researcher’s approach for this experiment, developing a hypothesis to test against pre-existing research. This approach will either confirm the researcher’s hypothesis or reject it, in other words this approach determines if the experiment is valid or not. 

The chosen research method for the project was experimental research. This method provides researchers with a high level of control and produces specific results and relevancy with consistency. Some advantages of experimental research are intuitive practice shaped by research. Experimental research results can be duplicated which benefits the validity of a concept for the theory. This method can also be connected to other researchers’ methods to certify all data is accurate as possible from the process. Although this method of research allows duplication to achieve the same results, the research can provide results that apply to only one situation. To overcome this disadvantage, the experiment is based on two different attacks conducted on 3 different devices, in order to provide specific results for different situations. Another disadvantage of experimental research is that it can be a time-consuming experience because when a subject matter is being reviewed, every available variable must be isolated. Although this may be true, software such as Microsoft Project has been used since the end of 2019 to control the time management for each task of the project, as you can see in Figure 4 in appendix. Due to the current COVID-19 situation, Microsoft Project provided by the university PC’s were unavailable, so Microsoft Project online was the software used to create the project timescale. However, the online version failed to provide a network diagram of the timescale and a Gantt chart. 
The experimental hypothesis is to test the results of other researchers work in the literature review by designing and implementing an experiment. The experiment is designing and implementing a home network and investigate the vulnerabilities in the network in order to provide solutions to prevent cyberattacks. 

The research choice for the experiment is multi-method, although both qualitive and quantitative data collection techniques are used, only one perspective is used when collecting data. The time horizon of the experiment is cross-sectional, where only  one cyberattack will be executed at a time, and every device will experience a different attack. The data collection and analysis will be the final part of the research onion and describes the methods of data collection. In this case, data will be collected from two cyberattacks executed against the three different end devices on the network, analysed and compared to other researchers work in the literature review. This method will determine whether the experiment is valid, reliable and generalisable.

3.2 Hardware

The hardware being used in the experiment is a Sky router, which will also be used as an access point to allow all IoT devices to connect to the network.  Other hardware such as Apple MacBook Pro laptop, an Apple iPad, an Android smartphone, and the attacker laptop which us a Hp laptop running on Windows 10 will be connected to the network. These devices were chosen for the experiment because they are some of the most widely used IoT devices in home networks across the world, plus they are the sort of devices attackers target when trying to penetrate vulnerable networks.

3.3 Software

The software being used in the experiment is Packet Tracer in order to design the network, Kali Linux and penetration testing tools inside Kali, in order to penetrate the network with cyberattacks like email phishing and Man-in-the-Middle (MitM) ARP Spoofing. Some of the tools provided inside Kali Linux to use these attacks are the Social Engineering Kit and MitM Arpspoof framework. Other software being used is Wireshark, which is a network protocol analyser allowing you to capture network traffic, this tool is also provided by Kali Linux. This tool will be used when penetrating the network with MitM attack ARP spoofing, to allow the hacker to spy on the victim device and observe every move. 

3.4 Inputs

The inputs in the experiment were connecting physical devices to a local Wi-Fi network. This included setting up a router and providing it with a WPA2 Wi-Fi security protocol, the latest and most widely used Wi-Fi protocol in the world. The next inputs were connecting end devices to the router to gain access to the internet. The devices were an Android smartphone, an Apple MacBook Pro laptop, and an Apple iPad. Other inputs operated on were the attacker’s laptop, where software such as Kali Linux was used to execute the two cyberattacks against the three end devices. 

3.5 Validity and reliability

The experiment is valid because it truly represents what was intended to represent. The literature review was the key information for this experiment to provide validity, by reviewing the results of different cyberattacks and being able to link them with similar results from the experiment. We are highly confident that the results of the experiment were caused by one independent variable. Meaning that the experiment was always going to provide sufficient results and link to the results of the literature review. For instance, there isn’t yet a convenient prevention to ARP spoofing, there for the attack was always going to work against the network and provide the same results for every device attacked. This experiment provides results with high ecological validity and provides readers with knowledge on how to countermeasure the cyberattacks executed.

The experiment is reliable because the cyberattacks executed were repeated more than once against different devices on the network, providing the same results for each attack completed. Whilst executing the Man-in-the-middle-Attack Arpspoofing against the three different devices on the network, the results were consistent and repeated throughout the experiment. This experiment has also shown reliability through the email phishing attack, demonstrating no matter what device was used to log into the attackers unsecure website, the credentials would be harvested the same way every time, showing that the experiment is reliable and provides consistent results. 

3.6 Conducting the Experiment

The first step in conducting the experiment was to pose an experimental hypothesis in order to allow the researcher to design and implement an experiment to test the results of other researchers work. The next step was to conduct background research and create a literature review of other researcher’s work in the same field, so in this experimental case IoT devices and cyberattacks against unsecure networks. This will benefit the research later in the project allowing the researcher to analyse and compare results with the literature review. Design of the experiment was the next step, using Packet Tracer to help determine what sort of network design was suitable for the real-life scenario network. After completing the design in Packet Tracer, the implementation of the network was the next step, connecting the router and the end devices to the internet ready to begin the experiment. The next phase was conducting the experiment, were two different attacks were executed against 3 different end devices. The data was collected in order to test the hypothesis, the next step was to analyse the results by linking them back to the literature review and discuss the overall outcome of the experiment. The final step in conducting the experiment is to evaluate and draw conclusions.

3.7 Conclusion
To summarise, this chapter discusses what, why and how of the procedures of the research onion in order to generate the research idea. The key points of this chapter have provided the reader with the type of research methodology used and what methods of the onion were chosen to conduct the research. The reader can also read why the experiment Is valid and reliable, to how the experiment was conducted, and the type of hardware and software used, and the inputs operated. The next chapter is the design and implementation, where the whole experiment unfolds and will be analysed, discussing why and how the design of the experiment was made, why this choice was decided and not others. The implementation section will demonstrate how the design of the experiment was implemented and some of the difficulties encountered when implementing and how they were conquered. This section will also discuss the results from the experiment, analysing them to see if they link back to the literature review. 

4. CHAPTER 4 – DESIGN AND IMPLEMENTATION

In this chapter, we will discuss the design of the experiment, explaining why we chose to pick certain devices and routers to create a home network. The design section will also state the factors that were most important when designing the network and the factors chosen to ignore. This chapter will also discuss the implementation of the designed network, describing how it was made, the tools and techniques used in order to get it working and some of the difficulties encountered. To finish this chapter, we will analyse the results from the experiment and see if there’s a connection with some of the results from the literature review. 
4.1 Design
In order to conduct an experiment to penetrate a network with cyberattacks, a design of a network must be completed first. Before going ahead and creating the home network, certain network and end devices needed to be chosen. This was decided after researching the most common used routers and IoT devices in home networks around the world. BT are one of the main organizations providing Wi-Fi routers with speedy wireless internet, it also includes WPA2 security protocol which is used on most home networks across the world since overtaking its predecessor WPA. So, the chosen router for the design of the network is a BT router, see Figure 7. The next phase in designing the network was choosing commonly used IoT devices, and the first device picked was an Apple MacBook Pro laptop, see Figure 8. This is one of the most popular IoT devices in the world and is probably owned by most technology users, making it an easy choice to add into the design to provide the readers with similarity. This laptop was chosen over a Windows or any other operating system laptop because it’s more reliable and it’s more user-friendly. The second IoT device chosen was yet another Apple product, the iPad, see Figure 9. This was picked because it’s easy to use and every home user get their use out of it. It’s easy to carry around, therefore its always being used, and they’re also a widely used device in home networks. There was no consideration of using any other smart tablet because Apple are by far the most popular in the world. The third device chosen was an Android smartphone, see figure 10. These devices are very popular around the world being used as a personal device and a business device. The decision was made to use an Android instead of another Apple product because the design would show favouritism and the experiment wouldn’t be very valid or reliable if the attacks were penetrating the same security from the same brand of IoT devices. The final device chosen was a smart TV but was ruled out of the design because when conducting a Man-in-the-Middle ARP spoofing attack against the device, Kali Linux kept crashing and corrupting the experiment.

The most important factors building this design was keeping it as common as possible, as vulnerable home users who don’t know how to protect their network will only have the most common devices connected, for instance someone who doesn’t know much about technology, vulnerabilities and network security will not have many devices connected to the network, only the everyday devices like the ones used in the design. 
The network design was created in Packet Tracer in order to simulate a real-life scenario design, in order to help develop the correct design for this experiment, see figure 11. The input in packet tracer was a router, connecting the IoT devices to the Wi-Fi wirelessly. The router was given a WPA2 pass key and the devices connected to the router by also having the pass key. As you can see in Figure 11, this is the home network design ready to implement for the experiment. 
4.2 Implementation
After designing the solution, the next stage of this project is to implement it. To begin implementing the network, the BT router was firstly connected following the stages in the BT handbook. Before connecting the IoT devices to the router to gain internet access, the router needed to be configured to the likeable settings, for instance changing the router ID and updating the password from the standard BT ID and password. The next step was choosing the correct Wi-Fi security protocol, which is WPA2, the most secure protocol. Now that the router is up and running, the next step was connecting the IoT devices one by one, beginning with the Apple MacBook Pro laptop. To allow the device to connect to the router, the user went into the devices’ Wi-Fi settings and chose the BT Wi-Fi and was prompt with the WPA2 pass key. Once this pass key was entered the device was connected to the internet. The same stages apply for the other two devices which are the Apple iPad and Android smartphone. 
Now that the network design is implemented and connected to the internet, the next phase was to conduct the experiment. To begin with the experiment, Kali Linux needed to be installed onto Virtual box on the attacker’s laptop in order to boot the Linux system. After the installation process was complete, the first attack could be executed. The first attack executed was the social engineering email phishing attack, using the setoolkit in Kali Linux creating website vectors in order to harvester credentials. Fake emails disguised as weapons were created and sent out to several victims and waited on their reply. This attack was executed against all three devices on the network in order to retrieve valid and reliable results. The second attack executed was the Man-in-the-Middle ARP spoofing attack, where the attacker used ARP spoof command to send forged ARP messages over the network in order to change the ARP cache table and sniff network traffic to spy and observe everything that the user is doing on the device. Essentially, the attacker is telling the client that they are the router, saying that all network traffic should go through them. The attack places the attacker in a Man-in-the-Middle position, tricking the client using the routers IP address, but the MAC address will stay as the attackers MAC address. Once the client accepts the attacker onto the ARP table, they can exploit the ARP protocol with trusted privileges, allowing the attacker to sniff all network traffic silently using sniffing tools like Wireshark. This attack was executed against all three of the network devices to provide efficient and reliable results. 
4.3 Experiment Results

4.31 Email Phishing
The email phishing attacks were successful and harvested credentials from the victims. A counterfeit Google email was sent out to the victim’s devices prompting them to log in to their accounts within 24 hours because there was a possible breach of someone to trying to log into their account off an unknown device. All three victim devices logged on with their Gmail username and password, revealing the information to the attacker’s laptop, see Figures 12,13,14,15 in appendix. The result of the phishing email against the Apple iPad was ‘Username = ruthfriel65@gmail.com’ and ‘Password = JakeFriel123’. The results for the second email against the Android smartphone was ‘Username = deanbrown1978@gmail.com’ and ‘Password = cebibrrangersfc2009’. The final results of the attack were revealed by the Apple MacBook Pro laptop ‘Username = jackwilliams@gmail.com’ and ‘Password = bruno123’. The reader can view the results diagrammatically in Figure 16, where the figure demonstrates the results of a similar email phishing attack, allowing the reader to understand the process better.
These results were exactly what were expected, providing evidence that the everyday home user is vulnerable to phishing email attacks and are more than likely to fall for most phishing attacks and get their credentials harvested. These results relate to some of the work discussed in the literature review, where the experiment conducted by Paula M.W. Musuva in Kenya seen 88% of users revealed their sensitive information to the attacker unknowingly, like the results shown in this experiment. Although only 3 different devices were targeted during this experiment, it provides enough evidence that the major vulnerability with phishing attacks is not in the IoT devices themselves, but the people using them. Through experimenting the email phishing attack, the vulnerabilities found on the network devices are not a security flaw, but the people who operate them are. Users of IoT devices play a big role in successful phishing attacks, not thinking before clicking and falling for every email/message/mobile phone call scam there is. This links back to the literature review where 90% of successful phishing attacks are caused by human error. 
The results collected show some interesting correlations, seeing that victims did not take long to log into the corrupt email, revealing their password and sensitive information. This was probably the result of a little persuasion and seduction attached in the email, where a timestamp was given saying the email was going to expire within 24 hours and grant access to the unknown device trying to log in. This resulted in forcing the victims to act quickly without even thinking in order to stop the log in of a device with unauthorized access.
This experiment has provided ways to prevent attacks like email phishing being successful in the future. The obvious prevention to email phishing is think before you click, as statistics have proven, although some phishing attacks are more complexed and harder to identify if they’re legitimate or not. There is no official defense mechanism to prevent phishing attacks, with sensitive information like emails and mobile phone numbers are harder to keep protected from cybercriminals. The results of the email phishing attacks in this experiment have made it clear to always check where the email is coming from and the URL attached, hackers always create legitimate looking emails but there is always a way to identify if the email is corrupt and unsecure. Browsers like Chrome and Firefox can be downloaded on to your desktop which provide security against phishing emails, detecting black listed emails and URL’s used in attacks before, as seen in the journal about the internet of unprotected things [10] the literature review. 
Overall, the results shown from the experiment show what the literature review suggested that would happen, making the experiment successful and providing specific results that were expected.
4.32 Man-in-the-Middle ARP spoofing
Sending forged ARP messages over the network from the attacker’s laptop was successful and allowed the attacker to sniff the victims network traffic. The attacker was able to see the victims every move when operating their IoT devices using the internet and was posed as a Man-in-the-Middle. This attack began with choosing the victims, by identifying them on the network using the ‘arp’ command in Kali Linux, see Figure 17. All three devices were chosen to experiment on with the ARP spoof attack, to demonstrate validity and reliability in the results. When the ARP spoof attack was executed against the Apple iPad, the attacker gained access to the network traffic and was able to see the user searching for websites on the Bing browser, and also an iTunes login which the attacker could sniff out the credentials using Wireshark, see Figure 18. Figures 19 and 20 demonstrate the commands entered in Arpspoof Kali Linux to trick the client into thinking the attacker is the router, the same command is entered for every ARP spoof on every device, the only thing that changes is the devices’ IP address. 
The second result from this experiment came from the Android smartphone, where the attacker gained access to the network traffic and was able to spy on the smart phone posed as a Man-in-the-Middle. In Figure 21, the attacker again used Wireshark to sniff packets coming from the Android smartphone and seen that the user was frequently visiting Match.com, a dating website for lonely humans. This could result in the attacker sniffing out the username and password for Match.com and causing a lot of trouble if they were to gain access to the victim account.  The third device to be penetrated on the network with ARP spoofing was the Apple MacBook Pro laptop, results shown in Figure 22. These show that the user on the Apple laptop was frequently using Google and Bing browser, this isn’t necessarily going to provide the attacker with sensitive information but if the user was to go and buy something online, the attacker could sniff the packets and steal credit card credentials. The reader may have a better understanding of the ARP process by seeing Figure 23.
These results were expected, providing the given research in the literature review, the results were never expected to be any different from the ones achieved through the experiment. This links back to the literature review of the experiment conducted by Seungpyo Pong, where they conducted numerous ARP spoofing experiments in order to find a defence mechanism and patch the vulnerabilities. But the results provided the conclusion that there is not yet an available ARP spoofing defence mechanism, and the only way to combat the attack is by detecting it as quick as possible. This may be achievable by downloading anti-virus software, in order to detect any strange behaviour in the ARP cache table. 
Some interesting correlations from the results were the attacker was always able to sniff network traffic and see everything the user is doing. This suggests that ARP is extremely vulnerable when it comes to data privacy, so home users should take the extra steps in protecting their network by applying the best security for the network and their devices, having WPA2 protocol, downloading anti-virus software, Man-in-the-Middle detection software and keep devices updated. 
Overall, the results were expected, objectives were met and partial ways of prevention on ARP spoofing were discussed, as of 2020 there still isn’t a reliable defence mechanism to defend against ARP spoofing. 





5. CHAPTER 5 – EVALUATION

The data collected has formed the conclusion that home networks are typically safer than originally thought at the start of the project. This doesn’t mean home networks aren’t vulnerable to other cyberattacks which wasn’t discussed in the literature review, but they can be prevented by taking certain security measures into action and having little knowledge on network security. Other conclusions that can be drawn from the data are always invest time and effort into data privacy, this avenue will lead off into many different paths but elements like choosing the best Wi-Fi security protocol to protect your network should always be considered when there are sensitive information such as passwords, credit card credentials, emails and private data getting sent over the network frequently.

The data collected backed up the research in the literature review by providing the same results when the experiment was conducted. The same methods, cyberattacks, software and hardware and even the same ways of preventing cyberattacks were similar. Every objective of this project was met, beginning with the literature review of books, articles and journals. With the use of these learning research methods, a literature review was written to the best of the students’ capabilities by reviewing other researchers work and taking it into account by creating an experiment based on the knowledge from the literature review. The next objective met was the investigation of threats, vulnerabilities and cyberattacks. This whole report is based on that objective, starting with the literature review to discover other researchers work on vulnerabilities in home networks and the threat of cyberattacks. This objective was then carried through to chapter 4 of the project where a design and implementation was created for an experiment on vulnerabilities of home networks and the cyberattacks threats. The fourth objective which is carrying out experiments on the network using penetration testing software and hardware was met by using Kali Linux to penetrate the network with an email phishing attack and a Man-in-the-Middle ARP spoofing attack, in order to find the vulnerabilities and provide solutions to prevent them.

The aim of this project is to build a home network and attempt to penetrate the network through a series of experiments with different cyberattacks in order to identify the vulnerabilities and provide the solutions to maintain a secure network. This project has conducted an experiment penetrating a home network with 2 different cyberattacks in order to find vulnerabilities and provide solutions to prevent the attacks as much as possible. The solutions to prevent the attacks can be found in chapter 4, analysing the results of the experiment. The aim of the project has been completed.

If this project was to be done again, different cyberattacks would be used in the experiment and more attacks would be involved in order to provide more information to vulnerable home network users. The design of the network would be changed, adding more IoT devices for people who don’t think can get attacked, for instance smart tv’s and  Amazon Alexa, providing a bit of a challenge to penetrate the devices, but at the same time providing solutions and results home users are not aware of.




6. CHAPTER 6 – CONCLUSIONS AND RECOMMENDATIONS

To conclude, this report has included an introduction to the Internet of Things, a review of literature, research methodology, a design and implementation and evaluation of the project. At the beginning of the report, research and a review of literature was conducted in order to find a comprehensive element of other researchers work, to create an experiment further on down in the project to test a hypothesis. The project was started to test the results of other researchers work to see if their results were valid and reliable. Whilst researching other researchers work through books, articles and journals a lot of information was discovered in link to the vulnerabilities of home networks, the variety of cyberattacks criminals use every day and solutions to prevent such attacks. 3 main topics in the literature review were phishing attacks, Man-in-the-Middle ARP spoofing attack and Wi-Fi security protocols. Coming to the end of the literature review, enough background knowledge was provided by the research in order to complete the next stage of the project which was design and implementation.
In Chapter 3, the research methodology unfolded the reasons why certain research methods of the research onion was chosen, in order to help the reader establish what methods were taken when conducting the research and review of literature. Chapter 4 design and implementation, to summarise this chapter a design of a home network was created, adding three different IoT devices to the network in order to penetrate them with two different cyberattacks. This helped find the vulnerabilities and discuss ways to prevent the attacks and to see if the results linked back to the literature review. After the design was created, it was time to implement it, this part of the section describes the tools and techniques used to help implement the design of the network. Key points in the implementation was providing the router with WPA2 Wi-Fi security protocol, maximising the networks security. Chapter 5 is an evaluation of the project where the work conducted is compared with the objectives, discussing the conclusions drawn from the data, if the data backs up the literature review and what changes would be made if the same project was to be handed out again. 
The aim of this project was to build a home network and attempt to penetrate the network through a series of experiments with different cyberattacks in order to identify the vulnerabilities and provide the solutions to maintain a secure network. They main findings of solutions to prevent the threat of cyberattacks in the report are always keeping devices updated, a newer version of the software is what could keep an attacker out. Think before you click is a major factor when it comes email phishing scams, more than 90% of email phishing attacks are successful due to human error. Installing an anti-virus software is a must if important data goes across the network frequently. The final factor to maintaining a secure network is encryption, use the highest level of security as possible as attackers can attack from mostly anywhere and you will be unaware of the attack until it’s too late.
If the project was to expand and undergo further work, the design of the network would be larger, including smarter IoT devices like smart cars, watches and household smart energy, making the design a real-life scenario home network. Thus, the experiment would also expand adding more cyberattacks to test against devices on the network, making the project more enjoyable whilst learning at the same time. One section in the project to expand upon would be the experiment. In this project, only two cyberattacks were executed and only Kali Linux penetration testing software was used, although it was a learning curve getting to know more about kali and cyberattacks, it would’ve been interesting to explore other avenues, including different operating systems, cyberattacks and penetration tools. 
One aspect that affected the project was COVID-19. Due to the latest pandemic, the university has closed until further notice, making it time consuming for this project as it was initially designed to be implemented in the university labs, using the IoT devices they had to offer. Because of this change, there needed to be a re-design of the network and a few differences in IoT devices as some were only available inside the university. 
To conclude on the whole project, it’s fair to express that the project has been a success, presenting the deliverables and providing results which back up other researchers work in the literature review. 


7. CHAPTER 7 – REFLECTION

Looking back to the beginning of the project, my knowledge about the Internet of Things, cyberattacks and Kali Linux was poor. This project has educated me through books, articles and journals. Starting the literature review was a slow task, finding one-word sentences from authors and placing them into their own context was difficult and very time consuming, but I quickly learnt that looking for one- or two-word sentences wasn’t going to get me very far. I overcome this by reading books and journals, identifying key points to include in my study. This project has changed my perspective of research and I wish I could have learnt this skill earlier on in university.

Looking back to the experiment of the project, this was a worrying factor which was lingering over my head for a couple of months because I had zero knowledge on Kali Linux and was dreading starting it. However, with the help of the Offensive Security’s training programme, I quickly developed skills in Kali and learnt how to install, upgrade and update packages through the terminal, and even learnt about the cyberattacks I had planned to use. Kali can be difficult, with errors popping up all the time and file directories can never be found, however the system becomes easier to use the more times you operate it, you can see why it is one of the best penetration testing distributions.

Chapter 3 methodology is often spoken about as a dreadful chapter in the dissertation report. I also dreaded this chapter after reading some of the questions we needed to answer and avoided it for a few weeks. However, reading through the research of books/articles/journals about the Saunders et al (2007) research onion, it became clearer and once you understand the type of research methods you need to complete, the literature review becomes straightforward. 

Reading back through the results of the experiment, I noticed how I was vague with the screenshots whilst providing the results of ARP spoofing. I should have gone more in-depth explaining how an attacker uses a sniffing tool like Wireshark to sniff packets going across the network that contain sensitive information such as credit card credentials and passwords. If there was one thing I could change in this experiment, it would be how I presented the results of ARP spoofing and compared them to the literature review.
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[image: ]Figure 1: The operation of key reinstallation attack against the 4-way handshake [2]














Figure 2: Percentage of the Wi-Fi security protocol used around the world [29]
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[image: ]Figure 3: Saunders et al (2007) research onion [31]














[image: ]Figure 4: Project Management timescale in Microsoft Project




Figure 5: The different stages of email phishing attack [11]
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[image: ]Figure 6: ARP spoofing attack. Figure A demonstrates the hacker attacking a host (.18). Host .18 has the incorrect ARP table. Figure B shows the hacker attacking another host (.10). Host .14 also has the incorrect ARP table. The hacker then sniffs the packets going over the network between the two victims. [14]




[image: ]Figure 7: BT router with WPA2 Wi-Fi security protocol















Figure 8: Apple MacBook Pro Laptop
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Figure 9: Apple iPad
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Figure 10: Android smartphone
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Figure 11: Network Design, Packet Tracer
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Figure 12: Google email disguised a weapon prompting user to log in with credentials
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[image: ]Figure 13: Victim device number 1, iPad, credentials harvested































Figure 14: Victim device number 2, Android smartphone, credentials harvested
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Figure 15: Victim device number 3, Apple MacBook Pro laptop, credentials harvested
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Figure 16: Results shown diagrammatically, stages of email phishing attack. [32]
[image: ]






























Figure 17: ‘ARP’ command to see what devices were connected to the ARP table
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Figure 18: Attacker using Wireshark to sniff network traffic, spying on the victim and observing every move
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Figure 19: ARP spoof command. Attacker targeting victim device iPad
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Figure 20: APR spoof command. Attacker telling client that they are the router, send network traffic.
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Figure 21: 
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Figure 22: 
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Figure 23: A diagram process of ARP spoofing
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