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This essay will provide an analysis of the impact that adopting industry 4.0 (I4.0) technologies may have on small to medium sized enterprises (SME) and will consider whether operating in a smaller country has an impact.  It will provide a description of key considerations when implementing I4.0.  
The global economy has experienced a significant change because of the adoption of I4.0 in manufacturing, which has revolutionised production processes and operations (De Sousa Jabbour et al, 2018). The focus of I4.0 is to combine production, information technology and the internet.  Advanced manufacturing systems in collaboration with ICT systems and data analytics are transforming manufacturing towards the next generation, which is called Industrial Internet of Things (IIOT).  IIOT’s motivation is to generate smart factories by tackling the constraints experienced by traditional manufacturing processes (Hamzeh et al, p49, 2018). The rise of new digital industrial transformation, with smart manufacturing presently on its forefront, is changing the way businesses operate (Ghobakhlooa and Ching, 2019). Matt et al, (p4, 2020) emphasises that businesses need to do more than just produce faster, cheaper and higher quality than their competitors, defending the achieved competitive advantage (Matt et al, p215, 2020). The industry needs to introduce new types of innovative and “digital” production strategies to sustain the existing competitive advantage in the long term. This is further supported by Shan et al (P679, 2020) who asserts I4.0 involves manufacturing and the means of value adding and knowledge management in product and service provision.
Masood and Sonntag (p3, 2020) contend that not only are SMEs different to large corporations, they are also dissimilar to each other. With this in mind, this essay will focus on the ubiquitous and salient benefits and challenges faced by SME’s. 
Some of the significant advantages that will be discussed when adopting I4.0 technologies are sustainability, resource and energy efficiency, improved safety, productivity and quality (Cugno et al, 2021, Calabrese et al, 2020).  Additionally, a detailed examination will be completed of whether SME’s are better placed to adopt I4.0 technologies in contrast to large enterprises. SMEs are viewed as organisations that employ fewer than 250 people and with an annual turnover not exceeding €50 million. SME’s can be seen as enterprises that have predominantly two constraints compared to larger firms, which are operational resources and financial budgets (Amaral and Pecas, p2, 2020).   Furthermore, this essay will address key constraints and considerations when adopting I4.0, which include upskilling staff, initial investments, cyber security, cultural fit, integration of technology and risk of failure supported by Matt et al (p5, 2020), Gilchrist (p210, 2016), Kamble, et al (p116, 2018) and Syberfeldt et al (2016).  It is essential to provide an analysis of the impact that adopting I4.0 technologies will have on SME’s as the changes experienced could be vast depending on the complexity of the adoption. It is important that SME’s have greater consideration of what the process entails, ensuring a comprehensive understanding of the process, helping to guide decision makers regarding the adoption of I4.0 technologies. 
The essay will finish with a conclusion, summarising key points raised in the main body, stating any societal or economic benefits.
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Main Content

I4.0 offers a new way of combining physical operations and information technology to overcome the current rigid production and planning processes. The essence of I4.0 is that it enables the real-time capable, intelligent, horizontal and vertical linking of people, machines and objects by employing cyber-physical systems and the internet (Bauer et al, 2014). The emerging I4.0 concept is an umbrella term for a new industrial paradigm which embraces a set of future industrial developments including Cyber-Physical Systems (CPS) and the Internet of Things (IoT), the Internet of Services (IoS), Robotics, Big Data, Cloud Manufacturing and Augmented Reality (Nagy et al, p3, 2018). I4.0 shapes connected and highly intelligent systems, which enable the companies to add more values to their products. I4.0 was introduced by Germany to improve overall cost-effectiveness and improve control of the supply chain through integrating horizontal and vertical value-adding activities. (Hamzeh et al, p50, 2018).
As a result of ongoing digitization, automation and buyers’ expectations for a greater degree of customization and flexibility, companies need to build strategic associations with suppliers and competitors to remain competitive. This leads to greater intricacy of the processes, where forthcoming commercial networks need to respond to other sections in the network in real time and increase earnings by distributing a selected sum of resources (Hecklau et al., 2016, p. 3, Qin et al., 2016).  New technologies such as radio frequency identification and AutoID increase efficiency and quality by presenting comprehensive, real-time data and decrease counterfeiting by well-organized communication, visibility and traceability of goods (Roblek et al., 2016, Banvai, p3, 2022)). Additionally, it could error-proof procurement activities and minimize inward quality uncertainties of incorrect parts being procured as purchase instructions are automatically loaded to the expected parts, when stock levels are depleted (Wagner et al., 2017).  Lyle (2017) used the case of Takata airbag recalls in the automotive industry to show how aggregated data in cloud systems from value chain may be able to quickly help businesses identify the affected products required to be recalled, thereby mitigating the cost of a complete recall. 
Smart products carrying information, communicating with humans and transmitting information back to the manufacturing systems enable design and processes optimization. This enables continuous improvement activities to effectively achieve overall product quality. By tracking and monitoring product performance and usage based on the information log, designers will be able to predict customer usage and maintenance requirements (Lu, 2017, Qin et al., 2016).   There will also be increased product variations to manufacture customized goods, which will require high flexibility in manufacturing processes, made possible by CPS’s. In the future, the capability of smart products to amass customer data based on the interaction with the product usage may lead to privacy and cyber security concerns that also need to be addressed (Hecklau et al, 2016). 
Cyber/data security and data handling capabilities are vital considerations when considering the adoption of I4.0. Manufacturing businesses have not always judged the significance of cybersecurity or CPS. However, the same connectivity of operational equipment (IOT) used in business also provides new entry pathways for malicious attacks and malware. When undertaking a digital transformation to Industry 4.0, it is crucial to deliberate a cybersecurity approach that encompasses IOT equipment (IBM, 2022).   A poorly managed implementation of cyber securities could lead to events that could quickly lead to safety impacts, expensive downtime, lost production and potentially far-reaching financial impacts (Wylie, p2, 2016). Additionally, if all of the new device and system connectivity networks are not properly constructed and maintained, almost every CPS will be vulnerable to threats that could have grave consequences (Wylie, p3,2016). A literature review by G. Orzes et al of organizational barriers found that 12 of the 16 organizations studied identified cyber security as a hurdle to overcome (cited in Matt et al, p255, 2020).
SME’s who process information better through enterprise resource planning tools, cyber security, data storage clouds and data analytics are more likely to adopt I4.0. Research suggests that the need for the development of information processing capabilities is associated with higher I4.0 innovation diffusion in industries (Melville and Ramirez, 2008). This proposes that organizations with better IT infrastructures are more likely to adopt I4.0. A businesses ability to process information will directly affect its ability to adopt I4.0 and the topics discussed above will require investment in addition to the I4.0 technologies.  When discussing investments, it is not just the capital/technology costs that need to be considered but additional costs including potentially new application software, training, learning and maintenance costs (Peltier et al, 2012).  Peltier et al, (p423, 2012) concluded that there was a negative relationship between switching costs and adoption, proposing that it did not impact on adoption.  However, higher investment costs did reduce perceived advantage thus, reducing the likelihood of adopting new technologies.  
A study conducted by Hamzeh et al (p53, 2018) in New Zealand’s manufacturing sector saw more than 60% of participants had an average or lower level knowledge of I4.0, signifying that a lack of awareness and knowledge regarding I4.0’s core technologies and concepts and perceived benefits are barriers to adopting I4.0 technologies.  This is a key obstacle to consider as a lack awareness will have a considerable impact on I4.0 adoption (Masood and Sonntag, p5, 2020). Thought should also be given to SME’s who currently do not utilise advanced technologies and have no digital strategy on how to implement I4.0 technologies. However, maturity/readiness models can help to identify where they currently sit within the maturity model (MM) (see appendix 1 for example MM) and can provide strategic guidance towards its journey of digital transformation (Sütőová et al, p123, 2020, Matt et al, p217, 2020). Schumacher et al (p166, 2016) assert from a study conducted that manufacturing companies are able to use the outcomes of their self-assessment from a MM as a solid point of reference for further strategic measures.  This research provides evidence that a MM is a criterion for SME’s when adopting I4.0. However, it does not necessitate an easy route towards I4.0, but will help with subsequent decisions on respective strategies and action plans. 
It can be argued that larger companies can follow the higher maturity levels of I4.0 in the technological field more swiftly than SMEs. This is because they can invest more money, time and expertise into I4.0. On the other side, SMEs have a lower complexity of their business and manufacturing processes. And thus, organizational and cultural changes can be implemented into the whole organisation more swiftly due to less hierarchy and bureaucracy and employee resistance (Matt et al, p225, 2020). This is further supported by Schwab (p,59 2017) who say SME’s will have the benefit of swiftness and the agility required to deal with disruption and innovation that I.40 brings. 
Schumacher et al (p163, 2016) asserts that companies with a lack of clear understanding of Industry 4.0 benefits and outcomes are barriers to adoption. This is supported by Mole et al (2004) who say the implementation of new technology will advance more swiftly if small business owners believe that the adoption will benefit the organization by improving their competitive position in their industry by acquiring and retaining customers.  Workshops can be used to successfully validate the benefits of I4.0 first-hand, this approach is naturally restricted in impact and scope.  Furthermore, Consulting from external specialists is also a common solution, however this requires capital that SMEs have a tendency grappling with (Masood and Sonntag, p3, 2020).  
SMEs tend to face greater financial and knowledge resource constraints (Brunswicker and Vanhaverbeke, 2015). However, many SMEs are not set for the organisational changes that this revolution will require, mainly due to a lack of skilled staff or because of a wary or even sceptical mindset (mainly financially driven) in relation to I4.0 technologies that they are unacquainted with (Kagermann et al, 2013). Masood and Sonntag (p3, 2020) state SME’s priorities are principally different to that of large corporations, they are fundamentally focused on costs and process efficiencies, which would suggest that the survival mentality is a barrier affecting the adoption of I4.0.  However, as soon as I4.0 smartness is built into processes and products, the costs will plummet (Hamzeh et al, p54, 2018).
This suggests that the size/maturity of the organisation has an impact on readiness to adopt, with potentially less motivation to improve technological capabilities for a micro-size company that produces at very low volumes.  A survey conducted by Masood and Sonntag (p11, 2020) found that most SMEs struggle with the abundance of I4.0 technologies and the time to learn about them.  This supports the understanding that awareness, organisational size and education are key to the adoption of I4.0 technologies.  To potentially overcome the education and skilled workforce gaps, there needs to be a connect between education and industry.  To meet the challenges of I4.0, educational institutions have launched learning factories based upon I4.0, which of late has become prevalent in industry and academia. It can be accepted that these learning factories are significant for growing competencies in I4.0 and for developing skills in digital manufacturing, training and education (Srivastava et al, p2, 2022). The research shows a clear trend between education and future skills of the workforce and education needs to introduce I4.0 into its syllabuses giving the future workforce the required skills and experience to ensure adoption and continued growth of I4.0. 
The environment in which the SME operates can have a significant impact on an organisation’s ability to innovate and is often shaped by the opportunities and threats within its environment (Raymond, 2001). The environment dimension represents the operating context of SME’s that includes government policies and demand for skills in the job market and market/industry demand. The impact that policy makers (governments) have in assisting the development of I4.0 is significant to how I4.0 is adopted and the country it operates in will have a significant impact.  To promote I4.0, policy makers should propose plans with the aim of supporting SME’s to capitalise on I4.0 and make them more competitive in the global economy (Matt et al, p41, 2020). This is supported by Gov.UK (2019) who assert that regulators have a powerful impact on business innovation. Over 60% of businesses assert that regulators’ approaches affect how willing they are to invest in innovation and how efficiently they can bring innovations to market.  An example of policy makers intervention is India who, until 1991 was a closed market who penalised overproduction by providing industries with production quotas hindering growth and innovation capabilities.  The most important challenge for India and less developed countries is to close the gap in critical technologies (Iyer, p663, 2018). This shows that it’s not necessarily the size of the country but the stage in its development/maturity that is crucial to how countries adopt I4.0.  Examples of government initiatives supporting I4.0’s adoption are Italy’s plan Impresa 4.0, Austria’s Plattform Industrie 4.0, China 2025, and Thailand 4.0 (Matt et al, p259, 2020).  Schwab (p66, 2017) say rules around the gathering, processing and reselling of personal data are clearly characterised in Europe, but are still ineffectual or wholly lacking in many other countries. This supports the notion that the environment has a considerable impact on SME’s strategic decision making in differing jurisdictions. 
Organisational dimensions impact the adoption of I4.0, which include the support of top management, internal culture, core resources and capabilities of teaching staff. Core resources include financial, technological, and overall infrastructure, all of which assist SME’s to implement Industry 4.0 more successfully asserts Srivastava et al (p3, 2022). Present research advocates that the accessibility of resources can aid in adoption of I4.0. There is direct relationship between new technologies and workers’ competencies as they are the only ones who implement and operate such technologies (Piva et al., 2005).  Joo (p145, 2011) asserts the absorptive capacity of the organisation influences the ability to adapt to I4.0, which is influenced by the preparedness of the workforce to familiarise themselves with the technology. Absorptive capacity is the ability of a firm to recognise the value of new, external information, assimilate it and apply it to commercial ends. Another primary obstacle to I4.0 adoption is cultural and technical acceptance by human resources (Birkel et al., 2019). An internal culture of supporting technological development must be cultivated throughout the company to ensure employees are prepared to implement new technologies (Raj et al., 2020). However, many managers and employees continue unwilling to modify their production strategies and work processes. This could be because some technologies produce enormous quantities of personal data on spending behaviour, financial management, domestic habits and health information and employees often fear that I4.0 technologies can increase the amount of scrutiny over their work (Moeuf et al., 2020). Studies show that qualified employees are needed for innovation and management of new technologies (Srivastava et al, p3, 2022). This is reinforced by Matt et al (p252, 2020) who argue a lack of skilled staff is a critical barrier to adopting I4.0. The previously mentioned study by G. Orzes et al of organisational barriers additionally identified a lack of skilled workers 6 times and lack of knowledge 10 times (cited in Matt et al, p255, 2020), which confirms the need for skilled workforce and technical knowledge. Adopting I4.0 will necessitate workers to boast an extensive range of competencies. This gap in competencies was also noted by Hecklau et al. (2016), who created a competence model to assist businesses in meeting the workforce challenges of I4.0. Hecklau et al. (p2, 2016) characterised competencies as a set of skills, abilities, knowledge, attitude and motivations an individual needs to cope with job-related tasks and challenges effectively. A catalogue of essential competencies required by personnel to handle specific jobs and tasks in I4.0 was created and separated into the four essential categories of proficiencies: technical, methodological, social and personal to produce a competency model tool to assess skills of workers to identify essential skill gaps (Kannan et al, p845, 2021).  Key differentiators in every global scenario will be education and the development of skills. Companies have to build their R&D capabilities, as well as expertise in data analytics and product design moving forward. They will need qualified, computer-savvy factory workers and agile managers for complex global supply chains (Iyer, p666, 2018). In many ways, small businesses stand to gain the most from the adoption of new technologies since they often have great difficulty competing with larger firms (Peltier et al, p407, 2012).  
From an individual perspective, the process of adopting I4.0 involves a certain degree of risk and change.  A study by Peltier (p422, 2012) say that an owner/senior manager’s attitude toward change and propensity to take risk are decisive when deciding to adopt I4.0. Studies by Rogers (2003) (cited in Peltier et al, 2012) shows that early adopters of I4.0 have a more favourable attitude towards change. 
Masood and Sonntag (p7, 2020) state that cost and financial commitments had the biggest impact when adopting I4.0 which would affect the rate of adoption, which is supported by Erol et al (p3, 2016) who state that vast financial capital is required for the acquisition of new technology.  This supports the relevant research around SME’s and a lack of resources available hindering I4.0.  The perceived relative advantage of I4.0 will limit a company’s intention to adopt new technology and that perceived relative advantage affects I4.0 adoption (Srivastava et al, p3, 2022).  
Integration capabilities and complexity were shown to have a significant effect on the challenges observed and remains a prominent issue with technology implementation (Masood and Sonntag, p11, 2020). Srivastava et al, (p3, 2022) say that increased compatibility with I4.0 is likely to make the adoption of Industry 4.0 feasible.  Prause (2019) state the more sophisticated that a company’s manufacturing technologies are, the more likely I4.0 technologies will be deemed to be compatible with current infrastructure, hence they will be more likely to be adopted.  Furthermore, perceived compatibility significantly influences I4.0 adoption among SMEs, since the implementation of I4.0 requires significant organizational and structural alteration and changes in existing work practices (Ghobakhlooa, Ching, p9, 2019). Business processes in manufacturing are frequently still static and applied through inflexible software systems. Nevertheless, they cannot be exchanged easily overnight by service-oriented systems. It will be vital to integrate novel technologies into older ones (or vice versa), longstanding systems will require upgrading (Kagermann et al, p26, 2013). 
A factor that potentially has an impact on I4.0 is the type of SME ownership. A study by Srivastava et al (p6, 2022) discovered that ownership has a significant influence in SME’s adopting I4.0, which is consistent with Li’s (2010) finding that firm ownership has an impact on e-business integration. Furthermore, the findings show that privately-owned SME’s are more likely than publicly-funded SME’s to adopted I4.0. 
In Hungary, the most significant influences when adopting I4.0 in the manufacturing process are IT developments and flexibility, which have an impact on financial results (Nagy et al, p4, 2018). Wang et al (p, 2016) says I4.0 significantly improves factory productivity through autonomous process and machine connectivity. Furthermore, the implementation of I4.0, should combine the smart objects (CPS’s, smart sensors, robots) with big data analytics. The smart objects can reconfigure to realize high flexibility, whereas the big data analytics can provide global feedback and coordination to achieve high efficiency, improved productivity and to reduce production costs by decreasing product development and time-to-market. An example of efficiencies and addressing issues such as sustainability of societal and environmental resources is that currently, many manufacturing lines continue running and consuming high quantities of energy during breaks, weekends and shifts where there is no production.  I4.0 solutions depending on manufacturing process could potentially introduce robots that would be powered down during short breaks or utilise extractors that use speed-controlled motors that can be adjusted to meet requirements instead of motors that cannot be controlled in this way saving energy and money (Kagermann et al (p27, 2013).  Masood and Egger (p181, 2019) indicates that augmented reality (AR) supported tasks are more efficient in terms of task completion time and error rates, which supports the notion that I4.0 improves efficiencies and productivity. An example of AR applications includes maintenance processes, where as soon as operators depend on or can profit from (real-time) information, AR can be used to intuitively display this information on site. Visualisation technology enable operators to move around, access and read information hands-free, possibly speeding up operations significantly (Syberfeldt et al, p182, 2016).  Syberfeldt et al (p182, 2016) go on to state that having real-time information and the possibility of obtaining that information hands-free means I4.0 technologies offer greater efficiencies for industrial applications.  Wylie (p2, 2016) further supports the switchover in industry to smarter devices with greater local computing power and network communications (I4.0), which helps businesses enjoy measurable benefits including improvements to process safety, reliability, and transparency into the manufacturing process. A study by Masood and Sonntag (p7, 2020) identified positive impacts of adopting I4.0, which were time-to-market, reduced stockholding and tighter supply chains were among some new benefits that emerged. Arm et al (p474, 2018) further support the benefits I4.0 can provide and the challenges it attempts to solve in the current manufacturing industry like contracting product cycles, growing product diversity systematically, cost reduction, quality improvement, resource efficiency and advancements in customer service provision.
Matt et al (p136, 2020) state that in order to develop safe and efficient solutions to manufacturing hurdles, (productivity capacity, ergonomic, safety and quality) the general design of an industrial machine (and related process) should consider the integration and the optimization of safety systems with functional systems in the early design stages. Nevertheless, it is a common procedure to design and develop the machine without considering the safety requirements and then to add them after the fact. This condition makes the design results unavoidably more inefficient and time-consuming, especially for collaborative systems. An in-depth early design phase is essential when adopting I4.0 and will reduce costs and implementation time frames. To support this Iyer (p66, 2018) states that sensors, which are the nucleus of IOT which is pushing I4.0, requires software programs for gathering the data, choosing the right data and presenting them for appropriate decision making. Product design is becoming more complex and considerable time should be given to this phase before implementing.
A case study of a business implementing I4.0 automation machinery, cited in Matt et al, (p294-295, 2020) conducted a feasibility study. Input into the study included budgeting, expected benefit and productivity improvement, expected benefit and cost analysis and risk analysis. The aforementioned analysis conducted are all considerations to be made by SME’s when thinking of implementing I4.0 and allow for more informed decision making.  This is supported by Schroder (2016) who argues that I4.0 brings many opportunities, but also some significant requirements: data security, significant financial resources, developing an implementation approach and finding skilled employees.
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I4.0 is a complex concept that comprehends a lot of different technologies/software and allows enterprises to completely change their business models (Kagermann et al, 2013) opening up revenue and process efficiencies, addressing numerous issues associated with traditional business models and manufacturing.  However, the long-term benefits associated with I4.0 might not be the imminent goals of SME’s.  Such goals of SME’s could be to merely survive and grow at a slower pace due to a lack of appetite for risk taking, which is supported by Amaral and Pacas (p,3, 2021) and would suggest that the benefits of I4.0 may be a concept viewed by SME’s as notion for the future once they have the available finances and workforce capabilities, when in fact the benefits experienced by I4.0 could well enable faster growth than the current pace they are experiencing.  Matt et al’s (p252, 2020) work focuses on SME’s because they are expected to face more difficulties in adopting I4.0 than large firms due to the lack of available resources and knowledge (Muller et al. 2017; Sandberg and Aarikka-Stenroos 2014).  However, they can more easily change toward the I4.0 paradigm if a suitable roadmap/strategy is available, due to their higher flexibility and reduced internal governance compared to larger corporations (Mohnen and Rosa 2002). Fundamentally, adopting I4.0 is a complex process and different firms face a different cycle of obstacles no matter the size, maturity or geography they operate within. With each constraint discussed, each causing different impacts on I4.0 adoption and performance, a thorough understanding is required. Therefore, it is essential to realize these differing effects of the constraints that hinder the adoption of I4.0 as they become more prevalent within firms across the world through education and awareness (Dalenogare et al., 2018). A collaboration between industry and academic institutes is critical for progress and I4.0 adoption (Srivastava et al, p2, 2022).
A few of the salient themes that affect the adoption of I4.0 are organisational technological capabilities, employee technological experience and capabilities; financial resources; organisational culture (absorptive capacity); legal (data security concerns); difficult interoperability/compatibility; weak IT infrastructure; technical (lack of standards, uncertainty about the reliability of the systems; implementation process (need for new business models, lack of methodical approach for implementation, high coordination effort); Poor linkage and with education institutes and lack of external governance/support by governments.
Conducting a gap analysis of employee competencies and self-assessment via a readiness/MM will better prepare SME’s when making strategic decisions to adopt I4.0.  Another prominent theme is the need for effective training capabilities of firms to implement and maintain I4.0 technologies. The ability to maintain the knowledge is essential because merely implementing is not going to be enough in the ever evolving and technologically advancing economy.  Furthermore, the support of governments and linking with educational institutes that provide students with real experience of working with I4.0 technologies, before they begin employment, has been identified as crucial if SME’s are to transition towards a digitalised working environment. 
When SME’s strive for a seamless integration of I4.0 technologies they need to have a strategic roadmap that addresses issues such as operations technology maturity, digitalization maturity, overall organizational readiness and digitalization knowledge competency supported by (Ghobakhlooa, Ching, p10 2019). It is fair to say that I4.0 is a necessity if SME’s are to remain competitive in future and that I4.0 offers great benefits and challenges to the environment, business and society.  However, if SME’s overcome and manage these challenges effectively, they will be in a strong position to reap the benefits to be gained from new manufacturing and industrial technologies (Matt et al, p9, 2020).
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