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[bookmark: _Toc40627738]Introduction
What a smart home is will be discussed and investigated, With technology playing a massive part with consumers day to day lives devices, which once were not considered to be smart devices are now getting an important upgrade to improve the way we use our devices today. will also show diagrams and discuss how to create a smart home.
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Internet of things (IOT)
The internet of things (IOT) is everywhere it is used in all devices with a internet connection making it easier to transfer data device to device instead of the need for human interaction for example airplanes have sensors in their engines and check on the performance while the plane is flying and will send all data on how the engine is performing this might not seem important for any one not in the automotive industry but there are millions of examples how everyday life is surrounded by the internet of things with the improvement in mobile phone technology. 
It has never been easier to connect devices to your mobile phone before you could only connect our mobile phone to speakers or computers now with embedded sensors, processors and communication software it is possible to set motion detection to doorbells to detect when someone is at your door and receive a live video feed and communicate with who is at your door any where in the world with the technology growing the possibilities are endless.
[bookmark: _Toc40627740]Smart homes 
What is a smart home? Using the IOT a smart home is possible to send and receive data from different devices to one another in your home this could be as simple as asking Alexa [1] what’s the weather going to be and getting the results spoken back to from Alexa [1] or connecting to an alarm clock to a kettle so when the alarm clock  goes off when the user wakes up for work it will automatically boil the kettle ready for when the user get out of bed [2]. 
It is also having an impact on the way individuals use their gas and electric smart meters [3] are used to detect how much gas and electric the users are consuming and feeding back a up-to-date scale of how much it cost [4]  for all the items we are running it is also making it easier to set when we wont our gas and electric to run and set limits. It also changes the way we set our heating systems on and off with the convenience of seating it from our mobile phones this making it easier for those cold mornings [5].
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Security 
With the increase in smart home technology and more people opting for smart devices there has been an increase into cyber-crime and hacking [6] with most smart devices set to factory-set passwords a lot of users don’t change these passwords [7] this might only be an automated light bulb system people just leave as is because don’t believe there is any risk and no sensitive data connected with this smart device but with devices connecting to one another this is an easy way for a hacker to enter on through the device to connect to other devices and take over all connected devices [8]. 
It’s not just stealing sensitive data hackers can lock on to devices with a camera for a few example smart TV, door-bells and security cameras if any of these devices get hacked this will let the hacker know when the users home is empty and can ever change the users security systems to make it easier and leave the user more vulnerable to burglaries. 
How to make your smart home safer: 
· First steps will be to change the router name when receiving the router, the original router name might hold sensitive data and have the make and model of the router in the name [9].
· Set up a guest network this will keep all devices secluded and not visible to other users [10].
· Change passwords which come with the smart devices, hackers are wise to a lot of the default passwords which come with the smart devices and make it a strong password using capitals, numbers and symbols [11].
· Be careful where and how you connect devices when out and about and want to check or use some smart devices when using different networks such as checking into a coffee shop to use the Wi-Fi reframe from using the free Wi-Fi this is a hot spot for a lot of hackers because a lot of these free Wi-Fi access points have very limit security features and make it easier for hackers to gain access to the smart device.
· Stay up to date with software updates they may seem a pain, but a lot of these software updates have patches and fixes for problems with security.
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It was discovered that a research paper called the “effective smart home systems based on flexible cost in Pakistan” [12] discusses how to create a smart home for a reasonable price using Arduino kits to control the users  air conditioning, lights, fan, and table light and it discusses how to complete and this was a great example of how this technology can still be achieved and with the cost of smart appliances showing that it just isn’t limited to the rich anyone can create and develop their own smart home.
With all the smart devices available to make day-to-day life easier for users, there are some people who rely on this technology to help them complete their day-to-day task it is nice to be able to tell Alexa to play your favourite song but the technology is cable of so much more in a research paper called “A smart home appliance control system for  physically disabled people” [13] it discusses the great advantages on how smart technology is capable of helping improve living conditions for disabled people using Amazon Alexa [1] to connect to ordinary devices using smart plugs to control products such as microwaves and kettles without having to go out and buy smart microwave or kettle so even if the product isn’t smart it can still be used as one.
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When creating a smart home, it was designed for the user with disabilities to make it easier for them to complete task and make it more convenient to ensure their safety.
Some of the main features include:
· Motion detected light system to turn lights on when the user walks from different rooms.
· Imagery recognition doorbell when someone comes to the door a security camera linked to the doorbell and the users mobile phone shows a video off the person at the door and can interact with out having to answer the door.
· A firewall to protect the user from hackers and cyber-attack to keep all data and smart devices safe due to the nature of completing the fire wall this was not completed but the concept is there to show protection.
· Smart front door and back door connected to smart phone to lock and unlock doors it was going to be implemented to have voice recognition but due to the sensitivity of this and anyone could speak and open and close doors. It was decided to connect to a mobile phone instead and just in case the device is forgotten when leaving the house fingerprint recognition was also implemented to stop user being locked out.
· All appliances have voice recognition connected and connected to mobile application this includes washing machine, kettle, microwave, heating, lamps.
· Voice automated blinds  
· Motion detected taps in bathroom and kitchen 
· Voice recognition heating system to set the temperature of the room.
· Due to the importance of this smart home it was created to have a backup generator powered by solar panels that in case of a power cut that the property will still be able to receive electricity to help the user. 
· Voice recognition bed to be able to command and move to help get in and out of bed.
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[bookmark: _Toc40627744]Conclusion, Recommendations and limitations 
Construction of the smart home had a lot of features implemented into the framework but also had limitations due to lack of knowledge in network infrastructure all devices which worked through voice recognition needed to be run by using an Amazon Alexa [1] looking to the future this will be connected by its own in home device which will run its own virtual Artificial intelligence (AI) [14] to be able to complete all task that the Amazon Alexa completes [1]. 
Switches are used in every room to connect devices to the internet looking to the future and after a  better understanding of networks it will implemented to create and setup sections for individual IP addresses and look at a more suitable solution for the network to run. 
In conclusion smart technology is improving the way we live our lives but without knowledge and understanding this technology could be leaving you vulnerable to cyber crime and hackers, it is important to stay safe and change passwords but does some of the blame fall on the companies creating theses products to explain the security which comes with the device better measures are needed to improve safety and the risk with theses smart devices.
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