Worksheet: VM Scale Sets (VMSS)
In this worksheet, you will create a VM scale and watch as the number of VMs scale up and scale down. Scaling is a little difficult to demonstrate since it relies on the demand on the VMs increasing until it reaches a point the VMSS decides it needs to start a new VM to handle the increased load. First we will use manual scaling to scale the VMs then we will “try” to increase the load to demonstrate automatic scaling but we will probably find it difficult to achieve this.
[bookmark: _Hlk157672957]IMPORTANT: Where you see angle brackets < >, this represents a value that you must provide yourself. For example, <YOUR_RESOURCE_GP> requires you to enter an appropriate resource group name of your choice. Unless otherwise stated, these are the names that should be given to a resource or the name of an existing resource that you have already created.
Values not in brackets represent names of resources that you have already created or you should already know, so use the corresponding name for that resource. For example, YOUR_RESOURCE_GP means that you have already created a resource group and you should provide the name of this resource group here.
1. Only do this once……
If this if the first time you are using Azure, then setup your subscription details as the default so that you do not need to enter them whenever you wish to execute a command.
az account list -o table
az account set --subscription YOUR_SUBSCRIPTION_ID

Once you have set the default subscription, there is no need to repeat this process ever again!!
2. Resource Group
Before creating any resources, you must create a resource that can contain those resources. For student Azure accounts your location is “uksouth”. Choose an appropriate resource group name.
# create resource group
az group create --name <YOUR_RESOURCE_GP> --location YOUR_LOCATION

You can list resource groups:
# List all the resource groups 
az group list -o table 
az group list -o table --query "[?location=='ukwest'].name"

3. Identify a suitable size VM you can use and a suitable Ubuntu image
You will need a larger VM size for this exercise, as an example “Standard_DS1_v2”. Also look for an Ubuntu image that you can use, starts with “Ubuntu” such as “Ubuntu2204”. Remember these names because we will use them later for UBUNTU_IMAGE  and VM_SIZE.
# List available VM sizes at given location
az vm list-sizes --location YOUR_LOCATION --output table|more  

# List the available images at the given location
az vm image list --query "[].{Alias:urnAlias,Version:version}" --output table

4. Create a Virtual Machine Scale Set (VMSS)
We do not need to create a VM because we will use the scale set to create the VMs for us. For demonstration purposes, we will set the initial number of VMs required to zero (instance-count = 0) because we want to show the scale set creating the VMs as we manually scale the VMs (capacity) and we want to install Nginx. We provide the image (UBUNTU_IMAGE) that we require, which allows the VMSS to create the VMs with the image we need. When we create the VMSS, Azure is smart enough to realise that the virtual network and subnet do not exist so these are created for us with the names we provide. If we had created them ourselves then we could have provided their names here instead.
To simplify things, we use a very basic username and password approach to login to the VMs.
# We start with 0 (instance-count).
az vmss create --resource-group YOUR_RESOURCE_GP --name <YOUR_VMSS> --orchestration-mode flexible --vnet-name <YOUR_VNET> --subnet <YOUR_SUBNET> --vm-sku VM_SIZE --image UBUNTU_IMAGE --instance-count 0 --admin-username azureuser --admin-password 123456@Abcde
Interestingly, since a scale set without a load balancer would be a bit limited, a load balancer has also been automatically created for us together with a public IP address.
# See we have a load balancer was automatically created
az network lb list --resource-group YOUR_RESOURCE_GP --query [].name --output tsv

# Get the name of the public IP address automatically created
az network public-ip list --resource-group myvm-resource-gp -o table

# Get the public IP address for the load balancer
az network public-ip show --resource-group myvm-resource-gp --name myScaleSetLBPublicIP --query '[ipAddress]' --output tsv


5. Install Nginx
Instead of installing Nginx on each VM separately, we can install Nginx as an extension on the VMSS which means that Nginx will automatically appear on each VM it creates. One of the reasons for setting instance-count to zero when we created the VMSS was to prevent it starting VMs before we were able to do this, which would have meant that we would have had to manually install it on the VMs started before we got to this point.
az vmss extension set --resource-group YOUR_RESOURCE_GP --vmss-name YOUR_VMSS --publisher Microsoft.Azure.Extensions --name CustomScript --version 2.0    --protected-settings '{"fileUris":["https://raw.githubusercontent.com/UWTSDStudents/nginxquickapp/refs/heads/main/automate_ngnix.sh"], "commandToExecute":"./automate_ngnix.sh"}'
From now on, any VMs created by the VMSS will be running Nginx.
6. Manually Scaling VMs
Using the VMSS we can simply scale up and down, listing the VMs to see them being created and destroyed.
# See we VMs automatically created.
# At the start there are no VMs since we stopped the VMSS from creating any by setting the instance-count to zero
az vm list --resource-group YOUR_RESOURCE_GP--show-details --query "[].{Name:name}" --output table

# Scale Out to 3 VMs
az vmss scale --name YOUR_VMSS --resource-group YOUR_RESOURCE_GP --new-capacity 3
az vm list --resource-group YOUR_RESOURCE_GP --show-details --query "[].{Name:name}" --output table

# Scale In to just 2 VMs
az vmss scale --name YOUR_VMSS --resource-group YOUR_RESOURCE_GP --new-capacity 2
az vm list --resource-group YOUR_RESOURCE_GP --show-details --query "[].{Name:name}" --output table

7. Add a NSG Rule
A Network Security Group (NSG) has been automatically created for us. The same NSG is assigned to each VM created by the VMSS but we need to find its name before we can create the rule
az network nsg list --resource-group YOUR_RESOURCE_GP -o table
Say we named the VMSS “myScaleSet” then the NSG will be named something like “myScaleSetNSG”
Since all the VMs share the same NSG, we simply need to apply a rule to it that allows all inbound TCP traffic to the load balancer to forwarded to port 80 and it applies to all the VMs.
# We have had an Network Security Rule to each VM in the scale set
# They all share a common Network Security Group so this is easy.
az network nsg rule create --resource-group YOUR_RESOURCE_GP --nsg-name YOUR_NSG --name <YOUR_NSG_RULE> --direction Inbound --protocol tcp --priority 800 --source-port-ranges '*' --destination-port-ranges 80 


8. Connect to and test the Load Balancer
To connect to the Load Balancer we need to display the actual IP address so we can connect to it through a web browser.
az network public-ip list --resource-group YOUR_RESOURCE_GP -o table

# Display the public IP address of the load balancer
az network public-ip show --resource-group YOUR_RESOURCE_GP --name YOUR_PUBLIC_IP --query ipAddress --output tsv

CONNECT TO THIS IP ADDRESS IN A WEB BROWSER
RECONNECT TO SEE RESPONDING VM CHANGE

The load balance will choose different VMs to process the traffic. In this case, we will not be able to distinguish between the VMs so instead we can demonstrate that a VM has to be handling the load by shutting down a VM and noting that the traffic is still being handled. We could also shut them both down and notice that the traffic is no longer being handled.
az vm list --resource-group YOUR_RESOURCE_GP --show-details --query "[].{Name:name}" --output table
Select one of these VMs by name 

# It’s just a demo, so we can stop and start VMs to make the load balancer switch between them
az vm deallocate --resource-group YOUR_RESOURCE_GP --name VM_NAME
az vm list --resource-group YOUR_RESOURCE_GP --show-details --query "[].{Name:name,State:powerState}" --output table

az vm start --resource-group YOUR_RESOURCE_GP --name VM_NAME

9. Automatic Scaling
This is harder to demonstrate and may not work!!
To start with we enable auto scaling and specify our limits, that is, the minimum and maximum VMs we want in our scale set. We can also specify the initial number of VMs we want running within this range.
# Create AutoScale Settings
# Specify min and max VMs for scaling and initial default number
# of VMs to start (count)
az monitor autoscale create --resource-group myvm-resource-gp --resource myScaleSet --resource-type Microsoft.Compute/virtualMachineScaleSets --name myAutoscale --min-count 1 --max-count 5 --count 2


Next we need to provide a rule that controls how we scale out and a rule that controls how to scale back in again. In this demonstration, we will use CPU load to determine how we scale.
# Add rules for scaling out and in
# Scale out by 2 VMs if avg CPU load > 40% over a 5-minute period
# Scale in by 1 VM if avg CPU load < 30% over a 5-minute period 
# 5 mins is the miniumum recommended period 
az monitor autoscale rule create --resource-group myvm-resource-gp --autoscale-name myAutoscale --condition "Percentage CPU > 40 avg 5m" --scale out 2
az monitor autoscale rule create --resource-group myvm-resource-gp --autoscale-name myAutoscale --condition "Percentage CPU < 30 avg 5m" --scale in 1

Now it gets difficult because we need to load up our VMs until the CPU load becomes too high and the VMSS has to bring up additional VMs.  To achieve this, we have to login to each VM and then run a program called stress that allows us to load the VM (this may be enough if we do it a few times!!).
First we need to create a Bastion that allows us to connect to the VMs. To speed up and simplify this process we will use a script I created.
cd ~
git clone https://github.com/UWTSDStudents/azurebashscripts.git
chmod +x azurebashscripts/*.sh
~/azurebashscripts/mkbastion.sh --resource-group YOUR_RESOURCE_GP --name <YOUR_BASTION_NAME> --vnet YOUR_VNET --subnet-prefix 10.0.1.0/24 --public-ip-name <YOUR_BASTION_IP> --public-ip-static --location YOUR_LOCATION

Next we connect to each VM in the web portal.
In the resource group, pick a VM and click on it to open it.
[image: ]
Click on connect and select Bastion
[image: A screenshot of a computer

Description automatically generated]
Enter the username “azureuser” and password “123456@Abcde” to login.
[image: A screenshot of a computer

Description automatically generated]
Use the following commands to load up the VM, I’ve repeated the “stress” command 3 times here. Note: you may need to hit enter twice after the & which runs the command in the background.
ssh azureuser@<YOUR_VM>
azureuser@VM1:~$ sudo apt-get update
azureuser@VM1:~$ sudo apt-get -y install stress
azureuser@VM1:~$ sudo stress --cpu 80 --timeout 420 &
azureuser@VM1:~$ sudo stress --cpu 80 --timeout 420 &
azureuser@VM1:~$ sudo stress --cpu 80 --timeout 420 &
azureuser@VM1:~$ exit
REPEAT FOR EACH VM TO LOAD THEM ALL

If it works then we should see the number of VMs increase and decrease as the load builds and falls. However, this can 5-15 minutes so be patient.
# VERY SLOW
# List the VMs (it will take 5 mins scale out and another 5 mins to scale in)
az vm list --resource-group myvm-resource-gp --show-details --query "[].{Name:name}" --output table

10. FINISH: Delete Everything
The easy way to stop and delete everything we have created is to just delete the resource group that contains all these resources.
# Clean up
az group delete --name YOUR_RESOURCE_GP --yes
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