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Introduction
(College of Policing 2020) There are many challenges when it comes to cyber hate crime, which is why the police deploy methods to respond to them. When discussing cyber-crime, it is important to ascertain its definition, which is where criminals use technology to commit crimes, making it a global threat and a very accessible crime (National Crime Agency 2019). Hate crime is less sophisticated compared to cyber-crime as it is based off of someone being hostile towards someone’s race, religion, disability, sexual orientation and transgender identity (Crown Prosecution Service 2025). When paired together hate crime is used online to target those different groups of people with the purpose of threatening, intimidating and voicing hateful opinions online. The individuals who commit hate crime online, often believe they are not committing a crime and are instead using ‘free speech’. 
One of the main disturbances of cyber hate crime, is that it can lead to radicalisation and possible terrorist attacks in the UK, if not detected early enough (National Police Chiefs Council 2023). The main challenge with cyber hate crime is the fact it can be undetectable until a real threat is imminent. It is also hard to act on, as the police need a reasonable belief that there is a threat that needs a police response.
There are multiple methods used to combat cyber hate crime, these range from the use of reports from concerned members of the public, where it can be investigated further for its risk. A new method for combating hate crime online is the use of AI, which highlights the nature of online hate crime, explores the scale of the problem and, could potentially predict hate crimes that could be committed in the public (UK Research and Innovation 2025). By investigating the ways cyber hate crime can be tackled, it can be beneficial, as it displays areas where improvements can be made and innovative ways where stopping online hate crime can be more efficient.
Main body
“Between 2012 and 2023, police-recorded hate crimes in England and Wales rose by a staggering 252% and, more than half of 12 to 15-year-olds have seen hateful content online”, this is according to Home Office research (UK Research and Innovation 2025). With hate crime increasing online, it is important to understand the types of hate crime that is being committed, and why it is so challenging for the British public. Hate crime online, ranges from bullying an individual, to voicing threats against minorities, changing the punishment faced in court. The Crime and Disorder Act 1998 refer to race, nationality, colour and religion, where it states a sentence can be increased if section 66 of the Sentencing Act 2020 is committed, which is described as being hostile towards someone’s race, nationality, colour and religion (Crown Prosecution Service 2022). For more serious acts of cyber hate crime, the punishment can differ from being sentenced to weeks or years in prison, depending on the severity of the case, or if a community order is in place, where community service is required alongside rehabilitation services (Crown Prosecution Service 2022). For disability, transgender and sexual orientation the Online Safety Act 2023 came into fruition on the 31st January 2024, targeting communication offences (Crown Prosecution Services 2025).  The punishment for offensive communication can range from up to 51 weeks in prison, a fine, or both (Crown Prosecution Service 2025). An example of a hate crime, is the case of British MP Jo Cox, who was murdered by Thomas Mair. Following the death of the MP, there was a reported 53,000 tweets displaying hateful opinion towards the MP hailing the murderer as a hero due to the MP’s beliefs, which was simply supporting Syrian refugees’ rights (Awan. I and Zempi. I 2022). This prime example of online hate speech expressed the need for change, and also a need for methods in policing to change towards protecting those more vulnerable.
The police service has numerous outlets and methods for tackling online hate crime, these range from thrive, prevent, true visions website and the internet hate crime team, which was established due to the increase of hate crime. The thrive method stands for safeguarding through rapid intervention. Although it is not primarily focused on cyber hate crime, it still holds a purpose when policing online hate crime, as it protects the victims by giving victims the necessary support, whilst also ensuring rapid intervention, for those who are making the hate comments looking at it on a deeper level (Clackmannanshire Council 2025). By understanding why the hate comments are being made in the first place, it can benefit the polices knowledge whilst also protecting its potential victims.
The prevent method is a strategy that targets those who are potentially being influenced by extreme and radicalised ideals. This in turn, also targets those who cyber hate crime has become a serious threat, and there is a need for prevention. In lots of cases of radicalisation, it is often through online hate groups, terrorist organisations and fear/hate mongering posts. By stopping the hate online, it protects vulnerable people from becoming radicalised and committing more serious terrorist attacks (Kent County Council 2025). Prevent plays a key part in the more serious sides of online hate crime, which is why it is a necessary method for policing cybercrime, by using public concern to early intervention.
The internet hate crime team (IHCT), was developed by the National Police Chiefs Council and the Home Office; it was formed to tackle general hate crime online so it could be responded to nationwide. Unlike the other methods, the internet hate crime team does not actively search for online hate crime, but instead works off the back of public complaints, making it the public’s responsibility to report hate speech they’ve seen online (College of Policing 2021). There is only a need for a police response, if specific areas are covered making it more efficient in simplifying policing and resources, but harder for cases that may fall into grey areas leading to be overlooked. The report of a hate crime must target an individual person, be sent directly to the individual or target a specific group/event and refers to any other report (College of Policing 2021). 
The website used for all the reports the internet hate crime team receive, is called the true vision website. The process in which the true vision website works is by firstly assessing the crime and whether it needs to be acted on.  Once in the investigation service, it is the investigators duty to inform the victims about any action it takes, and then to finally work with other agencies and local councils to allocate resources where necessary, to stop the hate crime from taking place and ensuring the victims safety (College of Policing 2021).
When comparing these different methods, it’s important to acknowledge that the primary focus is reducing hate crime online, which is the internet hate crime team, and the use of public reports on the true vision website. Each method has its importance, for example, prevent targets the more extreme hate crimes, which is important for stopping more serious events from taking place, but if there are early reports, the internet hate crime team should have been able to resolve the issue, therefore, decreasing the need for prevent. On the other hand, thrive focuses on the victims of hate crime alongside understanding why the perpetrators of online hate crime have committed the act, or are at risk of that radicalisation. Overall, each play an important part in policing hate crime, but with the internet hate crimes team being focused on online cyber hate crime, it makes it the most viable need for policing this issue compared to the other methods mentioned. The (IHCT) play a vital component in intelligence for hate crime in communities, as it identifies the offenders and resolves potential serious issues (Home Office 2017).
The challenges involved with investigating online hate crime for the internet hate crime team can vary. The high number or online abuse and the anonymity of it, makes it hard to investigate, especially when considering free speech and inconsistent policing (Williams, M. et al, 2021). If the police are only targeting far right comments on social media, it can increase anger in the public, and it makes the police look as if there is a bias. An example of this is a survey that found 36% of British people believed that the far right is treated more strictly by the police service, possibly displaying two tier policing in the public’s eye (Smith, 2024). When the public believes there is a bias within the police it creates huge challenges in gaining public trust for the police services. Another issue displayed is the fact that information gathering for online hate is often done through the tech companies, whom are responsible for the data, which creates challenges for obtaining all the data necessary for seeking the identity of a possible offender (Williams, M. et al, 2021). This, alongside the location of the offender, is what makes policing online hate crime so difficult. If there is a hate comment from a country where the police have no power it makes it a challenge to tackle.
The police have, and will always have failures, as it is how new policies and methods can be made. In its challenges the police service has sometimes overlooked those who are less likely victims. An example of this is how females are often more targeted in cases of cyber abuse and cyber stalking (Victims Commissioner 2022). This creates a societal expectation that its only females who are the victims of this crime, which in turn affects the polices’ view, with a male victim stating “my complaint was disregarded, and I was basically told if I couldn’t ‘hack it’, I should just not go online” (Victims Commissioner 2022). (Victims Commissioner 2022) Also, display’s that it’s not just the male victims, but also other victims who feel they have not been supported and had their incidents acted on, with 40% waiting two years for their report to be worked on. The police fail the justice system by not being fair and unbiased, so when the public feel although they are not getting fair treatment it causes civil unrest, which through history can lead to protests. Cyber hate crime is a prime policing focus with the established internet hate crime team, so if they fail to act on reports, they are failing the victims.
Conclusion
The internet hate crime team and its use of the true vision website is the primary method for policing cyber hate crime. Its advantage is that it uses public reports to format an appropriate response, whilst also supporting victims needs (College of Policing 2021). The disadvantage to this though, is that it solely relies on the reports from the public through the true vision website, so if there isn’t awareness on the website it can be seen how the police could be lacking in tackling the crime, due to people not being aware of the reporting system in use. 
Policing online hate crime can be improved through the use of advanced training and improved partnership, working with social media companies and agencies, such as, Just Stop Hate, to resolve cyber hate crime (National Police Chiefs Council 2025). This, alongside making the internet hate crime teams website more efficient in its reporting process, and creating public awareness of the true vision website. Improving these can increase that public confidence discussed before alongside training the police on its efficiency. The other primary area of improvement is the consistency of policing hate crime online, and ensuring not one demographic is focused on, and instead all victims are treated the same and fairly. 
In conclusion, the challenges associated with policing cyber hate crime and their responses, are combatted with the use of the internet hate crime team (IHCT) and its website. (His Majesty’s Inspectorate of Constabulary and Fire & Rescue Services 2019) found that there is a well-established strategy when policing cyber dependent hate crime and a good early intervention process. This displays the ability to use policing methods and therefore a good understanding of how to respond to cyber hate crime.
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