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1. Introduction

1.1 Abstract

The chosen title for this project proposal is ‘Procedures to a secure home network’. The following project is an interesting topic to the majority of the population due to ‘57%’ [1] of the world's population now connected to the internet. Security within surfing the web remains an issue that continues to be addressed regularly due to the advancement of technology over the last ten years. This technology advancement allows intrusion specialists to have access to have a broader range of hardware/software to perform a cyber-attack such as the breach of personal information belonging to another internet user that is stored within their private online files. According to the 2017 ‘Cyber Security Breaches Survey’ [2] ‘a large percentage’ [3] of companies based in the United Kingdom do not look into protecting themselves from potential cyber-attacks leaving them potentially exposed if a breach was aimed at the company network. Previously, cyber attackers were only attacking PC’s/Laptops but due to the rise in available technology any ‘Internet of Things’ devices are now targeted. For the reasons listed above, it is incredibly important that strong security measures are put in place to ensure safety while relying on the internet for any task. The project will aim to detail security measures to undertake to ensure the security of a personal home network is as secure as possible. Furthermore, alternatives to the original security measures will also be discuss if necessary due to any potential constraints i.e limited budget. 

1.2 Background

There would be no opportunity to educate on the subject of online security without the invention of the internet. The connection of multiple computer networks via ‘data lines and wireless systems’ [4] make up the internet. There are many important figures that are identified as the pioneers of the internet. One of these figures is one of the co- creators of the ‘Transmission Control Protocol’ [5] (TCP-IP) ‘Robert E.Kahn’ [6]. The world first identified the potential of the internet in 1972 at the ‘International Computer Communication Conference (12 July 1972)’ [7] where Robert Kahn demonstrated 20 computers interconnecting via TCP-IP connectivity. The other co-creator of the Transmission Control Protocol (TCP-IP) ‘Vint Cerf’ [8] also played a ‘key role in security technologies’ [8].
The internet was first known as ‘ARPAnet’ [5] and was only available to the United States military in 1968. Within the next few years other governments around the world created their own ‘internal networks’ [5] before the ‘National Science Foundation’ [9] created interconnections within networks using TCP-IP which is still used today. APRAnet first used ‘TCP-IP in 1983’ [10] to successfully send data packets to separate networks when then led to different layers being invented to make the internet experience enjoyable. A key part to that process was the creation of the ‘World Wide Web (WWW)’ [4] which uses ‘hyperlinks’ [4] to display different file types on a computer screen.  The World Wide Web was created by a man called ‘Tim Berners-Lee’ [11]. The World Wide Web creator first proposed his idea in 1989 to the company he was employed at named ‘CERN’ [12]. Tim Berners-Lee then wrote the first World Wide Web server named ‘httpd’ [11] while also creating the first web client which was typically named ‘WorldWideWeb’ [11] in 1990. End-User feedback from frequent internet users prompted Tim Berners-Lee to adjust the development of created web servers up until 1993.
The World Wide Web can be accessed by a computer software called a ‘Browser’. The creator of the browser was an American named ‘Marc Andreesen’ [13] who created the Web browser ‘Mosaic’ [14]which was first made available on ‘UNIX’ systems before developing the ‘Windows’ version soon after. 21st century technology allows World Wide Web users to have an option of a number of browsers to experience the internet.
Alongside the World Wide Web, other properties also excel under the internet. ‘File Transfer Protocol’ (FTP) [15] is an important internet property as it is the protocol for sending and/or receiving media files. FTP allows more than one computer to exchange data over the internet. Due to the advancement of technology, this process can now be done with external applications based on the World Wide Web. 
Households looking to acquire internet connectivity must do so via an ‘Internet Service Provider’ (ISP) [16]. Internet Service Providers allow households to gain internet connectivity usually by a monthly fee (fee dependant on Internet Service Provider). Furthermore, Internet Service Providers gives end-users options of how fast they require the download speed of the allocated internet connectivity. The monthly fee usually depends on how fast the download speed that is being distributed to that particular household is and what internet service provider the household chooses to go with. 




1.3 Area of Study

As the internet has evolved over a number of years there have become many ways end devices can connect with each other. The study of computer networks delves into those different methods of connecting individual end devices.
A computer network is the simultaneous connection of more than one device using either wired or wireless connectivity through internet. The main purpose of a computer network is to exchange resources with each end device. Restraints can be put on certain end devices to restrict access to certain files if a specific end device is appointed as the administrator. Devices such as PC’s, Laptops, Mobile Phones, Tablets and Telephones can all be connected to a network. Without computer networks it would become incredibly difficult for devices such as PC’s to be able to communicate with each other through the use of the internet. The components of a typical network include PC’s, Routers, Switches, Ethernet cables and Console cables.
There are many different types of computer networks used for different purposes. For example, Local Area Networks (LAN) are used within offices with the main aim of being able to exchange data successfully and privately without any unauthorised access. LAN’s typically run at fast speeds which is essential to exchange data efficiently.  LAN uses a main server that can act as the main hub for resources that are intended to be shared with all devices connected to the network. Metropolitan Area Networks (MAN) are usually used in big corporations to connect multiple Local Area Networks located in different areas. A Wide Area Network (WAN) is used for long range connectivity e.g around a country. Different types of end devices interconnecting efficiently is called a converged network. This type of network is usually found in working businesses/education centres.
Different ways to alter networking to ease the use of recipients continues to develop with new technology evolving. Components such as Ethernet cables have advanced over the last 10 years with the aim to speed up the process of intercommunication between end devices. The current fastest available ethernet cable is the Category 7 (Cat7) cable which has the capability to ‘transmit up to 40GB at 50 meters’ [17]. Further development into ethernet cabling remains with the Category 8 prototype which if successfully implemented would have the fastest ‘transmission rates at distances of up to 30 meters’ [17] to date.

1.4 Expected Outcomes

Upon planning a project, it is useful to predict what outcomes are to be expected from the experiment. The main expectation for this project is to successfully develop a home network with the correct security procedures that ensures safe use of the internet with the most minimal risk of an intrusion of the private network. As the router acts as the main hub for internet connectivity it is essential that the existing configuration implemented is analysed.  This project has been planned with the expectation that existing Internet Service Providers security measures are very vague and will not have the capability of keeping out a potential attack on the network. Analysing the current configuration implemented on the chosen Internet Service Provider will help give an understanding on how the network would cope under these set security measures. After analysing the ISP configuration, the process of upgrading security will begin by identifying any potential issues with the configuration while identifying methods to overcome the limited security features. Basic features such as channel switching, ipv4 filtering and ipv4 firewalls are not enough to protect the network from a high-level intrusion. 
 The plan is to demonstrate this network through a simulation using the appropriate app ‘Cisco Packet Tracer’ [18] which allows the user to simulate a real-life network simulation. Furthermore, Cisco Packet tracer has the capability to edit properties of hardware to code security measures within that hardware making the application the perfect choice to simulate this project demonstration. The aim of the demonstration is to display two separate simulations. The first simulation would show a simple network with basic security measures put in place while the second simulation would display a more secure home network with the correct security measures in place.
	Another expected outcome for the secure home network project is to implement updated hardware while maintaining the system software (if applicable) into the system to ensure the latest updated security measures are put in place. This is due to outdated hardware and software being at greater risk of an internal online breach due to greater security measures being developed as time progresses meaning it is less of a struggle to intrude an outdated network ahead of an updated network.
	Furthermore, an expected outcome of the project is to successfully identify any attempt of a breach in security while maintaining that security of the system. This plans to be achieved in three separate tasks. The first task is to attempt to intrude the standard settings of the Internet Service Provider existing security settings with full expectation of being successful. The second task is to alter the default configuration provided by the ISP to see how the security will cope with an intrusion. The expected outcome remains to be a successful intrusion. The third task is to implement external hardware/software with the adequate security measures to deal with potential intrusion such as strong encryption of the implemented routers. Identical to the first two tasks the attempted intrusion will being the expected outcome should result in failed attempts of data breaching from external sources unattached to the network. 
Separate applications can be used to track network traffic such as devices connected and separate network activity. A suitable piece of software to track this activity is the application ‘Wireshark’ [19]. 
	With a home network originating with a standard router from their chosen ISP, security features may not be as up to date as external technology available within networking market. This is why it is essential to compare the different available routers baring in mind: security measures, privacy methods, ease of GUI use and the overall control the router software allows over the network. 
	A speed test of the current implemented internet speeds using ‘Speed Test’ [20] will be conducted while the cat6 ethernet cable is connected physically from a router to an end device to identify the current speed of the basic network. Once this test has ran, a cat7 cable will be implemented to connect the router and end device instead of the cat6 cable. Due to cat7 having over double the frequency of a cat6 cable it is expected that the transfer rate will increase to a higher speed allowing the network to transfer data faster between every network node.



 2. Research & Development Methods 

2.1 Research Methods

While researching relevant information there are many different ways to perform an investigation on the chosen topic. After looking into the different methods to conduct research correctly, the two most suitable research methods have been selected to ensure the research behind this project is performed accurately.
	The correct philosophy used to conduct the research is the Positivism approach. This is because the project bases on constant experiments in aspiration that the results are as accurate as possible. The opposite philosophy the ‘phenomenology’ philosophy sits on the social side of results meaning this is not a suitable philosophy to use as this particular experiment only runs on reliable data that is factual and accurate ahead of subjective.
	The correct research approach undertaken to conduct the research is the deductive approach. This is due to the project being based on real time instead of the future. Furthermore, the deductive approach allows the researcher to propose a theory to represent changes that could be made to an existing theory. 

2.2 Researched Properties

In order to conduct a thorough investigation into home network security many properties must be researched. The main base of this research is the current internet service providers hardware and software available to the average homeowner. Without comparing security measures put in place from internet service providers then it will be unclear on how secure the new proposed system put in place will be in comparison to a regular home network security system. The hardware researched includes the different routers that internet service providers distribute to their customers alongside the availability of the software implemented into the routers and the variety of security measures that particular software offers. Furthermore, the cabling distributed by internet service providers (if applicable) will be analysed alongside whether the internet connectivity is distributed via cable, satellite or any other method. A comparison of available speeds via these separate methods will also be analysed and whether or not this causes a constraint in overall security. The information needed can be found online on internet service providers websites analysing the internet packages they provide their customers which will give an indication on the standard routers ISP’s distribute to their customers. Relevant information can also be found at customer service forums and general feedback websites directing at the researched ISP’s. This will indicate whether or not the average homeowner is satisfied with the service they are being provided. 
Alongside this research, an investigation into the hardware and software that are not provided by ISPs will be analysed to have an idea of what security properties are available to the average homeowner and how these properties would benefit a home network. 

2.3 Risks and Constraints

Upgrades made to any computer-based property will always hold potential risks from compatibility failures to tampered software. Making upgrades to security systems remain no different. The first major risk involved in upgrading security is how safe the data stored on the network will be while the upgrades are being implemented. As potential intrusions can happen at any time, it is important that backup security measures are put in place to ensure that an intrusion to happen to the network would remain as difficult as it would be with the existing security measures put in place. Another risk while upgrading security is tampering of the existing security measures by uneducated personnel in the security field. It must be ensured that someone with a background in security upgrades oversees the security upgrades otherwise the security could be unintentionally weakened due to the average user being uneducated in network security.  
	A major constraint with this experiment is the availability of hardware to produce the project. Due to not having the required resources to produce the project as a prototype a simulator tool (Cisco packet tracer) must be used to demonstrate the security upgrades ahead of a real-life prototype. Within this simulation, results cannot be as accurate as the real-life prototype as this method is only a simulation of what is expected to happen with the implemented home network. Another constraint is the budget available to create the project. If external hardware/software is available that can enhance the security of the home network ahead of the existing properties but is only available at a hefty fee, then it will become difficult to produce the strongest possible home network due to there being better hardware/software available at a price.




3. Resources & Planning


3.1 Required Resources

 To successfully develop a secure home network, many different resources are required. The main required resource to demonstrate this project is ‘Cisco Packet Tracer’ [18] which is a network simulation tool that allows end users to demonstrate a network and how the network would run with different hardware, software and commands implemented. Another tool needed to successfully demonstrate how to secure a home network is ‘Wireshark’ [19]which allows the end user to overlook network traffic and to identify any unauthorised access. Furthermore, due to tests having to be made to identify the security strength of the home network, intrusion tools must be used. These open sources tools such as ‘AirCrack-ng’ [21] are distributed to the ‘Linux’ operating system.


3.3 Project Plan

Upon creating a project, it is essential that a project plan is created so every party involved has an idea of what tasks are planned to complete the project and how long the task is estimated to take. Below is the project plan for the demonstration of the ‘Procedures to a secure home network’ project.



[image: ]





4. Conclusion


In conclusion, the goal of the following project is to compare network security measures from regular Internet Service Providers and external hardware/software available to the general public to recognize the difference being basic security measures and advanced security measures. Once this has been identified, a simulation will be demonstrated via ‘Cisco Packet Tracer’ [18] to present how secure a home network could be with external procedures implemented into the network.
	The end goal of the project can be reached by a thorough investigation of available security measures to the general public alongside distributed Internet Service Providers security measures. A major constraint of this process is the cost of the external hardware/software needed to create the most secure home network potentially resulting in a less secure home network that what it could be. That is why it is essential that the external hardware/software purchased are cost effective.
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