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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Web and Databases attacks. Apply your understanding and knowledge from what you learnt in the lecture about these topics by doing the following exercises: 


Use your lecture notes, library database and/or the Internet to answer the questions. 

1. From you understanding of web and databases attack give some reason why it is important for network security professional to have security measures in place for web and databases servers.


2. Name and explain some categories of web server risks.

3. Explain some web server vulnerabilities.


4. Name two main attacks for web servers.

5. What are some of the common DDoS attacks?

6. Discuss SQL injections

7. Explain the most common vandalism for web servers.

8. Do you think scripting errors can cause grief to an administrator?

9. Why are database threats one of the most compromised assets?

10.  What are the first five database threats discuss by IMPERVA? Discuss any one.

11. Defined the six different categories of solution in the multi-layers database security defense strategy.




Case Studies 

The following case studies to be done in group of two or three and a PowerPoint presentation given to the class.

12.  Use the following scenario to determine vulnerabilities of a wireless network

a. After conducting a preliminary security test on the UWTSD network, you have identified that the university has seven Web servers. One is a Windows 2012 server running IIS 8.0.  Lee Cobley, the Webmaster and Network Administrator, says the Web server is used only by the Finance team as a front-end to update inventory data on an Oracle database server.  He says this procedure needs to be done remotely, and it’s convenient for Finance team to use a Web browser when out of the office.  Based on this information, do a PowerPoint presentation on the possible vulnerabilities in the current configuration of the University’s Web server.  Use tools you have learned to search for possible vulnerabilities of IIS 8.0. Your presentation should include any recommendations that might increase Web security.

13. Use the following scenario to assist maintaining security on  wireless systems

a. After discovering that UWTSD has multiple Web servers running on different platforms, you wonder whether your security tools can assess Web application vulnerabilities thoroughly.  You have only two tools for conducting Web security tests: Wapiti and Wfetch. 
Based on this information, do a PowerPoint presentation on other tools for security tester conducting Web application vulnerability testing. Used the skills you have gained to search the Internet and explore the Kali Linux to find tools for Windows and *nix (UNIX or Linux) platforms.  The presentation should state the tool’s name, describe the installation method, and include a brief description of what the tool does.
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