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In this report I will be discussing the various key aspects and areas of implementing a comprehensive security policy for a medium-sized financial company (FinSecure Ltd). A strong and effective computer security scheme is imperative for any company that handles sensitive data, which can give them the ability to knowledgably handle security incidents. 
To produce an effective, comprehensive security policy I will be identifying potential internal and external threats that the company may face, developing a set of security policies, proposing specified measures that will allow them to mitigate identified threats, configure a plan that will allow them to monitor the network and respond accordingly to security incidents, as well as discuss potential training methods that can be used within a training program. Exploring these key aspects will be crucial in allowing me to be able to offer educated suggestions regarding computer system security. 
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It has been brought to light that the company have experienced incidents of phishing attacks. Phishing is a form of cyber security attack, where attackers send emails or messages to people to either trick them into clicking links with malicious content, or trick them into revealing personal, sensitive information. These attacks can be harmful not only to the individual, but to their organisation as the attackers may gain information that allow them to bypass an organisations security. [1]
A more severe form of a potential external attack, known as DDoS (Distributed Denial-of-service attacks), is where the company’s network or system becomes overpowered by a mass number of machines. These machines are directed to this network to harass the target with heavy traffic. These machines will usually contain viruses controlled by the attacker to infect the system. [2]

In contrast to external threats, internet threats originate from within the company/organisation by insiders. An insider is an individual, such as an employee, who is trusted with access to company resources and data. All insiders within an organisation are risks. This is because these people have the potential to use the organisation’s assets in a way that has a damaging impact to the organisation. This can be done either intentionally with malicious purposes, or even unintentionally	 by complete accident. [3]
Security incidents can occur from insiders by accident because all humans are prone to making mistakes, which can lead to security incidents and breaches. An example of this could be where an employee receives an email from an attacker posing to be someone who they are not and attempt to phish the employee to install malware onto the employee’s machine without them even knowing. However, an employee may carry out malicious activity on their own accord. This is typically for their own personal reasons, which may include financial gain. [3]
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To ensure that an organisation is able to optimally protect their digital assets from cyber threats, a strong cyber security policy must be in place. This policy is essential to create a set of guidelines and procedures to administrate the organisation’s access control, network security, password handling, protection of data, reaction to incidences, and recoveries in case of disasters. The absence of solid security policies can also lead to potential financial loss, reputational damage, or liability to legal issues. [4]

The initial step in creating a robust security policy is assessing the potential risks. These risks can be assessed by considering factors such as the type of data being handled by the systems, the type of systems and networks used, and what the potential damage that a cyber-attack may create.  
It is essential for a cyber security policy to establish the access controls for users on the systems and network. The privileges for what users can do should be different depending on their status within the company. For instance, a base employee may only be able to read a specific file, whereas a manager could be able to modify that file. 
To ensure that employees passwords are complex enough to secure the network it can be helpful to include rules that their passwords must follow, such as, length, special characters, complexity, and expiration. This would prevent any employees from using passwords that are too simple or easy to guess.  
As mentioned previously, a lot of cyber-attacks originate from employees unintentionally, meaning that it would be incredibly beneficial to have regular training in place. This would help educate the employees with identifying potential threats or scams and preventing potential attacks. 
However, if a security incident does occur, it would be vital to have a procedure in place where these incidents are effectively detected, reported and documented, perhaps for potential analysis. 
Finally, another vitally important aspect of a cyber security policy is to have effective backup and recovery procedures. These procedures would be incredibly useful in case of an attack as data would be able to be retrieved and restored, as well as in the case of natural disasters, such as fires, floods, etc. [4]
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To decrease the chances of the company’s systems and networks being successfully attacked, it is vital that measures are implemented to constantly combat potential threats. 
A common way for attackers to gain access into systems is by studying system patches to try and manufacture exploits that can be used. To prevent this from having an effect, the company can ensure that all available software updates are done as soon as possible – automating these updates can be beneficial. 
In case of a system breach/attack, a system recovery plan can be created and used to guarantee the restoration of data, this would be in conjunction with backup and recovery procedures. This plan would be in place to safeguard integral data, configurations and logs to prevent any down time or loss of continuity due to unforeseen circumstances. 
It can also be beneficial to be proactive by actively attempting to detect, contain and eliminate any presence of malicious activity within the network. The company should be dedicated teams who relentlessly seek for threat actors within the network. Being able to establish these proactive steps will allow the company to be able to move past basic detection methods and allow them to facilitate real-time threat detection by making use of constant monitoring strategies. 
For even further protection of the company’s systems, user accounts that have eminent privileges should be prioritized with further protection. This can be done by making use of multi-factor authentication instead of single-factor authentication. This stronger type of authentication can enable us to complement factors such as passwords by also requiring the user to identify themselves externally. [5]
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It is essential for any organisation to have an incident response plan in case of a cyberattack, as it can allow us to have an efficient and effective response to a security incident and attempt to minimise any damage done to the organisation. 
An effective response plan will offer assistance on what to do to respond to a cybersecurity incident and outline different responsibilities and authorities within the organisation to manage their response. Additionally, this plan will cover all the legal and regulatory requirements involved in these kinds of incidents. [6]
The first step in this plan is the preparation, where factors such as how actions are prioritized, who is in charge of which key areas, and how the response will be managed, are established. A part of this preparation would also be to ensure that logging and monitoring tools are in place to allow us to see where an attack may originate from on the network and to provide us with fast, accurate analysis of the attack. Additionally, this step would give us time to train staff so that response teams can be made up. 
The second step in this process is to implement effective security safeguards, which can give an organisation the ability to identify vulnerabilities or attacks very quickly. This can be done via the implementation of intrusion detection systems, firewalls and SIEM (Security Incident Event Management) tools. Other tools that can be used could include some kind of logging tool, which can be analysed to identify and pinpoint anomalies within the network and systems. 
The next step takes place after an attack has happened, where the team focuses on minimising the impacts of the attack. The team can make use of the tools and resources already set up to comprehend where the problem lies and what aspects of the network/systems are affected. Once this has been identified, the team can take action by possibly shutting down devices, figuring out the root of the attack, and restoring the devices. However, this this step will have some dependency on how severe the incident is/how critical the data is. During this process, it is vital that the team continuously documents all actions involved to compile a collection of evidence. This documentation is vital in the next step of the plan as it can be used to assist in future incident response planning. 
In addition to the previous steps, it may be worth holding a post-incident meeting to discuss specifically what happened during the incident, and how the organisation decides to respond. This will include the pros and cons of the strategy used to perhaps improve on in the future, to build a stronger response plan. 
Finally, instead of designing an incident response plan and waiting until an incident happens to decide its effectiveness, the plan can be tested and simulated to have a more accurate representation of how strong the plan is. These should be regular, so that different kinds of incidences can be tested for. For instance, one month the team could simulate a ransomware attack and another time a DDoS attack may be simulated. [7]
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To ensure that staff are able to confidently comply and apply themselves to the company’s new security policies, it is vital to have training programs in place. This is essential because employees who are educated on the fundamental computing practises, are able to support the protection of confidential data and prevent potential financial loss. With the implementation of effective cybersecurity awareness training, companies can minimise risks by enhancing the computing behaviour of the employee when they are faced with a security breach. [8]
In terms of a training program, it would be very beneficial to implement various training methods into the training program. The reasoning for this is that even though any effective training method can educate staff, a variety of methods can offer different benefits for the trainees. Based on a study conducted in 2024, they found that game-based training is the most employed training method used within organisations. They found that traits such as awareness were improved and that trainees were able to increase their understanding, as well as it having a substantially positive effect on their performance and feedback of the method. Another effective method mentioned was presentation-based training, where they found that trainee awareness increased by nearly 20% after the training. Simulation-based training is another method that has shown to create additional awareness in trainees as after trainees were exposed to a simulated phishing attack, they became more aware and secure of potential phishing attacks. 
Based on these findings and outcomes, it would be sensible to make use of these various training methods. [9]
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Ultimately, after thoroughly researching and discussing the different aspects of an effective cyber security solution, it is clear that cyber security is responsible in a companies success to secure their sensitive data, their systems and networks, as well as protect their staff and customers. After highlighting the main threats and challenges facing company’s such as, phishing, DDoS attacks and insider attacks, it has been made clear how important the use of structured safety measures, response planning, and training can be to handle these threats as effectively as possible.
Without this, companies may face numerous consequences including financial loss, reputational damage, or even legal penalties. To ensure that these consequences are avoided, it would be imperative to regularly carry out intrusion detection, staff training, software and application updates, as well as updating systems and making use of new and improved technology.  
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Below, is the link and screen shot evidence of the presentation created to outline the importance of my report:
Link - Network and Cyber Assignment Presentation.pptx
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Identification of Threats =

Cyber security threats are typically either internal or external to the organization

Examples of internal threats can be insider attacks, where a trusted employee cither
purposefully or accidentally attacks an organizations computer systems.

Examples of external threats can include phishing, which is where an attacker tries
to trick an employee using impersonation. DDoS attacks, this is when an attacker
will overload a company’s computer network with a mass number of machines filled
with viruses to harass the system with heavy network traffic.

Being able to identify these threats is crucial in being able to create security policies,
mitigation measures, increase awareness, and train staff effectively to increase

security.
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Security Policies

* Security policies are essential to allow company’s to optimally protect their
digital assets, financials, and reputation from cyber threats.

- * This is done by identifying potential risks, establishing access controls, .

ensuring staff are well trained and made aware of potential cyber dangers,

and guaranteeing that backup and recovery procedures are in place.

* All the above areas must be discussed and analyzed thoroughly to ensure that
the correct actions are being taken into the security of the company.
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Mitigation Measures

* Mitigation measures are essential within cyber security as we can decrease the
probability of computer systems and networks from being attacked, as
effective measures can combat potential threats.

Tt would be vital to evaluate potential measures such as regularly updating
software, creating system recovery plans, scheduling regular backups,
implementing regular intrusion detection, and even moving from single-
factor authentication to multi-factor authentication.
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Monitoring and Response Plan

* Anincident response plan and regular monitoring is imperative to the minimization
of damage o a company’s computer security: An effective plan will create additional
assistance with responding to cyber security incidents and outline the responsibilities
and authorities across the company.

“ This can be done by including detailed preparation, implementation of effective
security safeguards, the actions to take after an attack has taken place, post-incident
‘meetings, as well as effective testing and simulating,

* These steps are crucial in ensuring an cffective response to minimize the damages
of a cyber attack before and after it has taken place.
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Training and Awareness Program

* Ttis important that the staff within a company are capable of complying with these new
secusity policies. This can be done by implementing effective cyber securify awareness
training to educate staff, which can help with minimizing the risks of financial loss o
reputational damage.

* Effective trining methods that could be considered may include game-based training,
presentation-based training and simulation-based training, It has been found that all of these
methods are successful in increasing the awareness of participants which is exactly what the
organization would desire.

* To get the most benefit from this training, it may be worth implementing various training
methods instead of only one, as a variety could create additional benefits to the participants.





image1.png
Steps to Creating
an Incident ®
Response Plan ) Test your incident





