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[bookmark: _Toc236575843]Section 1: Introduction
[bookmark: _Toc236575844]1.1 Context and Background
Digital forensics is a field of cyber security that focuses on the identification, preservation, analysis and presentation of digital evidence in a scientifically defensible, legally acceptable way. It is relevant today because organisations, courts and regulators are increasingly relying on electronic evidence to determine the details of the security incident, data breach or dispute; and the trustworthiness of the evidence chain supports incident response and accountability. There are three recent changes that are changing this field. In 2024, the use of autonomous AI agents powered by large language models (LLMs), which can interact with enterprise systems, browse the web, write and execute code, and do so with minimal human supervision, has increased greatly, from research demonstrations to production tooling in software creation and business applications [3, 10]. Secondly, security researchers have discovered prompt injection to be a feasible and repeatable attack method against these agents, whereby malicious instructions contained in the content the agent processes lead it to act beyond its scope, without the adversary having to take steps to compromise the host where the agent runs or to write traditional malware [3]. Third, and specifically in digital forensics, a small number of rapidly emerging studies have started to consider not whether an LLM can help investigators, but whether an LLM-based agent can be treated as a part of the incident being investigated [1], [10]. There is real industry concern behind these developments and AI agent security incidents continue to appear in the news without a consensus on how to create evidence to support the investigation of such incidents: at this time, organisations with agents that have actual access to systems have little confidence that a subsequent investigation of an agentic incident will be able to distinguish between an attacker-manipulated action and a natural model error [3]. This is not an imagined threat class, it is a reality of granting autonomous, natural-language controlled systems the same status as an administrator, or developer. This research further constrains this larger field to a specific point: How to reconstruct the path of actions and decisions that an AI agent took in a security incident, especially in the context of prompt injection. The funnel progresses from a general level of digital forensics, to an emerging sub-field called AI/LLM forensics, and then to the specific yet un-resolved issue of agent-action reconstruction, which this proposal tackles. This narrowing is also driven by the change in software development and deployment model. Traditional incident response assumes a human or a deterministic script started an action and forensic tools ranging from disk imaging tools to SIEM-based log correlation were built on that premise. Agentic AI takes away the certainty of an action being by one clear source: one request from a human could lead to a series of sub-decisions that are generated autonomously by the model, some of which might never be brought to the attention of a human reviewer, unless the platform is designed to collect them. This is not only a problem of scaling of the tools already in use, but a distinction in the nature of the term “the actor” in the context of AI agent forensics and its use in the forensics context, which is the one that makes it possible to consider AI agent forensics as a new research problem instead of an extension of current practice.
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                        Fig. 1. Research funnel from digital forensics to agent-action reconstruction
[bookmark: _Toc236575845]1.2 Research Problem
Problem statement: There is no prevalent and commonly used artifact taxonomy or investigative framework in place to attribute an AI agent action responsible for a security incident to a manipulated prompt, memory entry, flawed tool integration, or a benign model error. This gap can be seen in the following ways:This gap can be illustrated by the following. Most existing LLM-assisted forensic tooling is designed to leverage LLMs to assist in investigating traditional information, like network traffic, or file systems, rather than to use the LLM as the source of the information [2, 4, 9]. The study of agents as forensic subjects, if it has been done, has focused on real case studies for a single platform or framework, such as forensic artifact recovery from a single multi-agent framework [10] and there is no general taxonomy that can be readily transferred to other platforms. Most importantly, no one has yet suggested a mechanism to tag an injected instruction as part of a specific context window in a shared context window [3] was found to be the major challenge for detecting injected instruction after the fact. If left unanswered the technical, organisational, and legal implications are: the incident responder will not be able to present a defensible explanation that justifies the actions of the agent; the organization will have a difficult time proving accountability for automated decisions, as required by frameworks like the EU AI Act; and any evidence produced may be successfully contested in court proceedings due to a lack of a chain of custody. Previous studies have addressed parts of this problem, for example, by conducting a benchmarking study of the LLM as an investigator in controlled settings [1], [6], but this previous benchmarking study focused on the LLM as an investigator, rather than on the underlying evidentiary model that the LLM needs to investigate in order to investigate the agent itself, which is the gap this proposal fills. There's also an understated second-order effect that can be overlooked: with no standard evidentiary model, each individual organisation is creating an ad hoc system for logs to be recorded on agent deployments, so even if logs are taken, they're not the same across all platforms or vendors. With this fragmentation, it becomes challenging for incident-response teams, auditors or regulators to develop reusable expertise or tooling; a method used for one agent framework may not be useful for another. The creation of such a shared taxonomy therefore is not just a piece of convenient engineering but a necessary step towards the development of the field beyond the isolated case study, platform-specific approaches.
[bookmark: _Toc236575846]1.3 Research Aim and Objectives
The objective of this research is to create and test an AI agent forensic investigation framework that can reconstruct the security incident and the decision-making of autonomous AI agents or (LLM-based) systems.
This goal is divided into four SMART goals:
Design an artifact taxonomy for the evidentiary data types that are produced by AI agent and LLM-based systems, which includes: prompt provenance, session/reasoning trace, memory state, tool-call attribution, and multi-agent causal chain. Specific: specifies precisely what type of evidence will be included in the framework. Measurable: success is a five category taxonomy that has measurable steps and is supported by literature review. Achievable: A structured literature review has been completed and scoped in Section 2, so there is no special expertise required to achieve. Relevant: gives a conceptual backdrop on which the rest of the objectives build. Time bound: finished during Week 4 of the project. To outline a four phase investigative approach to an incident forensics for AI agents (preservation, reconstruction, attribution, reporting) Specific: outlines the steps involved in a procedure that an investigator takes. Measurable: an explicit method that can be applied to an experiment. Achievable: developed with an open source multi agent platform, only a research workstation and API access needed. Relevant: takes the taxonomy from O1 and makes it operational in a usable approach. Time bound: should be finished by Week 7. To assess the framework in a simulated scenario of a prompt injection attack. Specific: is able to identify the source of a harmful acts/situation as it is perceived. Measurable: An attribute value in terms of an actual ground truth timeline, expressed with a clear confidence statement. Achievable: the sandbox situation is completely under the researcher's control. Relevant: directly examines the applicability of O1 and O2. Time-bound: must be done by Week 9. To develop design recommendations for AI agent platform developers and adopting organisations to be forensic ready. Specific: maps the results of the evaluations into specific logging and provenance needs. A documented recommendation that can be backed up with evidence and is cross-referenced to the gaps in evidence identified in O3. Achievable: from own evaluation data. Relevant: provides the implementation of the aim in practice. Time bound: accomplished by Week 11. There is no break between the problem, and the final deliverable, the objectives are logical in the sequence from the problem to the expected outcome, O1 says what evidence should be present, O2 says how to get the evidence and how to interpret it, O3 says whether or not that is the way it works in an actual setting, O4 says how to turn the results of evidence into something practical.
[image: ] Fig. 2. Logical chain from research problem to expected outcome (O1-O4).
[bookmark: _Toc236575847]1.4 Significance of the Research
This research benefits three groups. Incident response practitioners gain a concrete method for investigating agent-related incidents rather than relying on ad hoc log analysis. Platform developers gain a design-time checklist for building forensically sound logging into agent frameworks before incidents occur, addressing the design-time responsibility identified in industry commentary [3]. Academically, the research contributes an artifact taxonomy and evaluated framework to a literature that currently lacks one, extending rather than duplicating the benchmarking work already published on LLM investigative performance [1], [6]. Practical applications include incident-response playbooks, procurement criteria for evaluating third-party agent platforms, and a foundation for future standardisation efforts.
[bookmark: _Toc236575848]Section 2: Literature Review
This review is conducted as a systematic literature review (SLR) following the process established by Kitchenham for software engineering research, which specifies an explicit, repeatable search-and-selection protocol in place of an ad hoc reading list [11].
[bookmark: _Toc236575849]Search Strategy
Sources were found using IEEE Xplore and ACM Digital Library and ScienceDirect, plus arXiv for pre-print material, and vendor security-research security blogs and NIST for targeted searching for sources that had peer-reviewed coverage, but were not yet available. Boolean combinations of search strings that contained agent/LLM terms and forensic and security terms, such as (“large language model” OR “LLM agent” OR “AI agent”) AND (“digital forensics” OR “incident response” OR “forensic investigation”), and a second search string that replaced the forensic and security terms with “prompt injection” to capture the literature specifically around the attack-vector. The search was limited to the years 2021-2026, as LLM agents were not found in previous literature, with the exception of process models for the use of digital forensics previously published by NIST (SP 800-61) and the NGDFIM. The following criteria were applied to include articles: They were peer-reviewed or credible pre-print articles published in the English language, and they had a direct relevance to LLM/agent forensics, LLM-assisted investigation, or agentic security incidents. The following articles were excluded from the study: articles where LLM was mentioned only as a productivity or content generation tool without security or forensic element; and non-technical opinion pieces that did not contribute to the methodological or evidential aspects. Around 60 candidate records were found in the databases searched in the first search. Following de-duplication and title/abstract screening of sources, 24 were advanced to full-text review, with 10 advancing to the criteria that are summarised below and two sources that were considered to be foundational forensic process/standards sources (identified as exceptions) being retained. This is an estimate from the proposal stage and will be elaborated and fully documented – ideally using a simple numbers in/numbers out document – as the review is completed as part of the dissertation.
[bookmark: _Toc236575850]Synthesis
The aim of this review is to give insight into the current knowledge of forensically investigating LLM-based agents and to pinpoint exactly where the central research problem of the literature remains unresolved. The review is thematic, and not chronological, because the literature is limited to the past 2-3 years and the thematic organisation is more useful in revealing the unique research questions each strand is addressing. Four themes emerge. The most well-developed of these, LLM as Forensic Assistant, involves breaking up investigator tasking into smaller subtasks carried out by specialized agents, and reducing workload and tooling complexity [2, 7] and related work investigates the use of LLM pipelines in the context of network-traffic timeline reconstruction and the wider concept of automating the forensic process [4] and ForensicLLM outlines a methodology for timeline-analysis tasks that draws on NIST requirements and is quantitatively benchmarked on BLEU/ROUGE scores [9]. The great strength of this theme is the actual reduction of investigator workload by using LLM as tooling and the limitation is that the LLM is used as a tool and not investigating the agent itself when it is the cause of an incident. The latter theme LLM/Agent as a Forensic subject is newer and directly relevant to this proposal. This is where validation controls, human oversight, checks for reproducibility and interpretability were added to the research done at the conference, with the aim of dealing with the non-determinism that is present in an LLM being used in a way to investigate or be investigated by them. The AutoGen framework itself logged its activities and state as forensic evidence [10] in a case study of the platform, and the industry discussed the types of evidence agents need to gather which are not traditionally captured by forensics, such as the history of construction progress and chains of tool calls [3]. The contribution here is that agents need to be forensically examined (which is true in all three cases), and the limitation in all three is that none suggests a taxonomy and a source-tagging mechanism to rapidly attribute provenance, which remains as an open problem.  The third theme is on benchmarking investigative agents, which assesses LLM agents' ability to conduct security-analysis tasks. Prior studies evaluated LLM agents against attack-investigation tasks defined by NIST SP 800-61, while CyberSleuth compared different architectures of agents and model backends in a controlled scenario using a set of CVE-based web-attack tasks [6] to demonstrate that simple multi-agent orchestration outperforms deeply nested coordination. This theme provides strong, consistent assessment practice, and this proposal translates this to the assessment of investigating an agent as a subject rather than the quality of the agent's performance as investigator. The fourth theme is methodological: Forensic process models themselves. Conventionally, the forensic process is represented in terms of the four phases of forensic practice: Identification, Preservation, Analysis, and Reporting, as are the NGDFIM and NIST SP 800-61. Therefore, the output of this proposal's four phases is compatible with existing practice, not introducing a completely new process vocabulary. In addition to the process models, the literature reviewed is based on a number of different technical frameworks, which this proposal adopts selectively. The multi-agent orchestration model employed in the studies of AutoGen [2] and [10] differentiates between the specialised worker agents that are assigned sub-tasks by the controller agent, is the foundation for the multi-agent causal-chain evidence category proposed in Section 4 of this study's eventual framework. 

[image: ] Fig. 3. Four thematic strands in the reviewed literature and their relationship to the research gap.
The attribution-accuracy metric proposed here should be reported in the same way as in the twelve-model benchmarking study, i.e. along with an explicit statement of uncertainty, not merely as a percentage [1]. ForensicLLM's proposed quantitative evaluation, based on BLEU/ROUGE, further confirms that the ability to reconstruct a timeline can be quantified, but as BLEU/ROUGE were developed for measuring the similarity of natural language, it is more suitable for the problem of measuring the correctness of the chronological reconstruction than this study's research question. Regarding quality, each of the 10 core sources was evaluated informally using three criteria found in SLR quality-appraisal practice: the explicitness of the description of the evaluation method, whether any claims in the study are made based on reported data rather than using assertions, and whether the scope of the study (single platform, multi-platform, or purely conceptual) is clearly described. All ten sources addressed at least two of the three criteria and the majority of the sources mainly assessed one agent platform or one set of benchmarks, indicating that the generalisability gap is a major concern that is already present in this proposal. The two main technical challenges – non-determinism and distributed evidence – have been widely recognised, but there are different approaches to solving them: benchmarking-oriented sources prioritise quantitative accuracy measures [1, 6, 9] while the AutoGen case study and industry commentary are interested in qualitative evidence-type cataloguing [3, 10]. This difference is probably due to the immaturity of the field: whilst quantitative benchmarks require a solid ground truth which is not currently available for agent-forensic taxonomies, cataloguing is a descriptive process at this early stage. This proposal's mixed methods design (Section 3.2) will be designed to do just that, synthesize the two using a qualitative taxonomy design based on literature found in the cataloguing literature, and a quantitative design that utilizes an attribution-accuracy evaluation based on the benchmarking literature. To conclude, the literature reviewed shows that forensics with LLM is fairly developed, forensics as an agent is a nascent and pressing issue and that strong benchmarking methodologies are already in place and can be modified. This study lacks a taxonomy of artifacts that is organized and cross-platform, a source-tagged prompt-provenance mechanism, and an evaluated investigational framework – the very things that this research is seeking.

[bookmark: _Toc236575851]Section 3: Research Design and Methodology
[bookmark: _Toc236575852]3.1 Research Design
The ontological position taken in this research is a broad approach that assumes an objectivist position: Either agent behaviour, either the calls of the tools or the contents of the log are taken as observable, recordable facts about a technical system, although the internal decision process of the model is non-deterministic. This is in line with a pragmatist epistemological approach, as the research question, "how can the path for a decision-making agent be reliably reconstructed" is a practical, applied question where a combination of qualitative design work and quantitative evaluation will yield a usable, defensible answer, not a single positivist or interpretivist view. My background as a researcher is to have studied and gained technical experience in cyber security and digital forensics tooling in this MSc programme, which encompasses the development of a defensive research platform that features log analysis and forensic tools. This provides hands-on experience of the forensic process models and agent architectures, but can also be a danger of purely technically elegant taxonomy design over usability on the ground; this is offset by focusing each of the elements of the framework on a gap identified in the literature (Section 2) rather than on the designer's personal taste, and is further mitigated by using an example scenario to test the framework, not by relying solely in the designer's personal judgment. The approach used in the overall research is Design Science Research (DSR) which is suitable because the primary product is an artifact; the investigative approach is to solve a defined practical problem, which fits the sections of this proposal: problem identification (Sections 1.2 and 2) and the design, demonstration and evaluation of the artifact (O1–O2), consistent with how DSR has been applied in similar agentic-forensics evaluation research [1]. DSR is desired over a purely theoretical or analytical approach because the research problem stipulated in Sections 1.2 and 2 is not one of lack of conceptual understanding, but one of a usable method – the demonstration and evaluation cycle of DSR ensures a practical test.
[image: ]
                                 Fig. 4. Design Science Research (DSR) cycle applied to this study.
[bookmark: _Toc236575853]3.2 Research Methods
The research design of this study is a mixed methods. The literature's conceptual structuring, that is, thematic synthesis of the literature and taxonomy framework design, must be done qualitatively because it is a conceptual structuring problem that is not something that can be numerically measured. Objective O3 requires a measurable claim about the accuracy of attribution and, if the proposal is a purely qualitative assessment, then the value of the framework in practice would not be evaluated. The specific strategy is a single case simulation experiment: A simulated security incident will be designed and then run in a system that is a multi-agent orchestration system (e.g., Microsoft AutoGen or a similar system) that will be sandboxed and open source, not an actual security incident that can be observed at the proposal stage, either ethically or practically. This is similar to the approach taken in other benchmarking studies in a controlled scenario [6]. A coding-assistant style agent will be constrained to a benign web-summarisation task where one retrieved page will include a direct command, pointing the agent to an unauthorised shell command, thus simulating a real prompt-injection attack.
[image: ] Fig. 5. Simulated prompt-injection incident scenario and evaluation flow.
The framework will be evaluated using attribution accuracy, which is defined as the percentage of the constructed ground-truth timeline that is correctly reconstructed by applying the framework, with an explicit confidence statement instead of a simple percentage as in previous LLM-forensic validation studies which account for the non-determinism in agent behavior [1]. For each qualitative divergence between the framework's reconstructed timeline and the ground truth, the cause of the divergence will be analysed, this directly feeding into the Objective O4 recommendations. A secondary metric, evidentiary completeness, will capture the proportion of the five taxonomy categories (Section 4) that could be recovered from the available logging from the platform without additional instrumentation versus the categories that needed to be manually reconstructed from the available logging. This is important since an accurate attribution might be falsely optimistic if it were only possible with extra effort in manually logging the events, but not when it is a working incident responder under time pressure; if the only way to achieve accurate attribution is to do a lot of manual work, then the framework is not doing a lot of the work for you; reporting completeness in conjunction with accuracy is a fair assessment of what the framework can do for you without your extra effort.
[bookmark: _Toc236575854]3.3 Research Materials
[bookmark: _Toc236575855]Section 4: Expected Outcome
The research is expected to produce a validated five-category artifact taxonomy, an evaluated four-phase investigative framework, a measured attribution-accuracy result for the simulated scenario reported with an explicit confidence statement, and a set of forensic-readiness design recommendations for agent platform developers. In practice, this would give incident responders a concrete method for AI-agent incident investigation and give platform developers a design-time checklist for forensically sound logging, contributing to the literature gap identified in Section 2. Likely limitations include reliance on a single simulated scenario and a single agent platform, which restricts how far the attribution-accuracy figure generalises; the sandbox's inability to capture production-scale complexity such as concurrent sessions or long-running shared memory; and a time constraint that limits evaluation to one attack type (prompt injection) rather than the broader space of possible agent-incident causes, such as memory poisoning occurring independently of any single session. A further anticipated risk is that the chosen open-source agent platform's architecture may not cleanly separate the five taxonomy categories in practice, for instance if reasoning traces and tool-call records are interleaved in a single log stream rather than stored separately; if so, the framework's reconstruction phase would need to include an explicit log-parsing step not currently anticipated in Section 3.2, which would be documented as a methodological amendment rather than treated as a failure of the overall approach. Despite these constraints, even a partially successful evaluation, for example one that achieves high completeness but only moderate attribution accuracy, would still yield a useful, evidence-based account of exactly where current agent logging falls short, which is itself a valuable and directly usable contribution for Objective O4.
[image: ]
Fig. 6. Five-category AI agent artifact taxonomy.
[image: ]
Fig. 7. Four-phase investigative framework mapped to NIST SP 800-61 phases.
[bookmark: _Toc236575856]Section 5: Timeline
The project is planned across a 14-week period from proposal approval to submission, structured around the four objectives set out in Section 1.3.
[image: ]
                      Fig. 8. 14-week project Gantt chart with risk points and supervisor check-ins

	Period
	Key Activities and Milestones

	Weeks 1–2
	Finalise proposal, submit ethics form, confirm supervisor sign-off, complete database search and screening for the SLR

	Weeks 3–4
	Complete full-text review and thematic synthesis; finalise artifact taxonomy (O1); set up sandboxed multi-agent test environment

	Weeks 5–7
	Design and implement four-phase investigative framework (O2); configure logging/instrumentation for the test platform

	Weeks 8–9
	Construct and execute simulated prompt-injection scenarios; apply framework; collect results (O3) — risk point: scenario may need redesign if the agent platform's logging proves too limited to instrument

	Weeks 10–11
	Analyse results; synthesise forensic-readiness design recommendations (O4); begin dissertation drafting

	Weeks 12–14
	Complete analysis, discussion and conclusion chapters; proofread and format; finalise reference list; submit



The principal risk points are the sandbox setup (Weeks 3–4), where the chosen agent platform's default logging may prove more limited than anticipated and require additional instrumentation time, and the scenario-evaluation stage (Weeks 8–9), where an initial scenario design might not produce a clean enough ground truth for reliable accuracy measurement. Both risks are managed by front-loading platform selection and a small pilot scenario earlier than strictly necessary, so that any redesign can happen without displacing the write-up period. A secondary risk sits at the literature-review stage (Weeks 1–4): because this sub-field is publishing rapidly, new directly relevant sources may appear after the search cut-off; this is managed by re-running the core search strings once, briefly, immediately before the analysis chapter is finalised, so that any significant new work can be incorporated without requiring a full re-screening of the review. Supervisor check-ins are planned at the end of Weeks 4, 7, and 11, aligned with the completion of O1, O2, and O4 respectively, so that any structural concerns are caught before they compound into the write-up phase.
[bookmark: _Toc236575857]Section 6: Overall Presentation of the Proposal
Self-check prior to submission: the document is structured with headings matching the assessment specification (Sections 1–7); academic tone, grammar, and formatting have been kept consistent throughout, avoiding contractions and informal language; and the document should be proofread a further time for clarity and consistent terminology before Turnitin submission.
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