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[bookmark: _Toc224652522]Abstract 
This report presents a comprehensive data security and governance framework for HealthPlus Analytics (HPA), a healthcare technology organisation facing an increasingly complex cyber threat landscape. Modern attacks including Ransomware‑as‑a‑Service (RaaS), AI‑driven social engineering, supply chain compromises, and cloud misconfigurations pose significant risks to patient data and regulatory compliance. The proposed framework aligns with Zero Trust principles, the NIST Cybersecurity Framework (CSF), and ISO/IEC 27001:2022. Key recommendations include role‑based access control (RBAC), multi‑factor authentication (MFA), encryption of data at rest and in transit, deployment of Endpoint Detection and Response (EDR), SIEM‑SOAR‑enabled monitoring, and a structured incident response lifecycle. Continuous simulation‑based training and persona‑specific awareness programmes further strengthen organisational resilience. Collectively, these measures enhance HPA’s security posture, support UK GDPR and NHS Digital compliance, and protect sensitive patient information from emerging threats.
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[bookmark: _Toc224652523]1. Introduction
Cybersecurity has become a fundamental component of organisational resilience in an increasingly interconnected digital environment. Healthcare technology organisations face heightened risks due to the sensitivity of patient data, the prevalence of hybrid work, and the strict regulatory requirements imposed by frameworks such as the UK GDPR. As noted in the original report, “just one attack can undermine the integrity of data, break the requirements of the relevant regulatory standards, and cause significant reputational loss.”
This report, commissioned by the board of HealthPlus Analytics (HPA), evaluates the organisation’s exposure to modern cyber threats and proposes a multi‑layered security framework. It identifies internal and external threats, outlines modern security policies, recommends technical mitigation measures, and presents a proactive monitoring and incident response strategy. The report also proposes a continuous training programme designed to embed cybersecurity awareness into organisational culture.[image: ]
[bookmark: _Toc224652588]Figure 1: Computer Security and Its Global Challenges. 
Source: Self-Developed. Data Source- [37].


[bookmark: _Toc224652524]2. Policy Analysis and Reporting on cybersecurity threats to HealthPlus Analytics (HPA).
[bookmark: _Toc224652525]2.1 The Identification of The Modern Threats
HPA operates within a rapidly evolving threat landscape characterised by increasingly sophisticated external and internal threats. External threats remain the most significant, particularly Ransomware‑as‑a‑Service (RaaS). Groups such as Lazarus have deployed Medusa ransomware against healthcare organisations, lowering the barrier to entry for advanced attacks [3]. The 2024 Change Healthcare breach, which affected 192.7 million individuals, demonstrates the scale of potential disruption and the vulnerability of healthcare systems [4].
AI‑powered social engineering has also intensified. Attackers now use deepfakes, AI‑generated vishing scripts, and hyper‑personalised phishing campaigns to bypass traditional defences. A notable example includes a deepfake CFO convincing an employee to transfer $25 million 6][7]. These attacks exploit human trust and are increasingly difficult to detect.[image: healthcare data breaches of 500 or more records 2009-2026]
[bookmark: _Toc224652589]Figure 2: Healthcare Data Breaches Affecting 500 Or More Individuals. 
Source: [5].
[image: causes of healthcare security breaches 2009-2025]
[bookmark: _Toc224652590]Figure 3: Causes of Healthcare Security Breaches (2009-2025). 
Source: [5].
Supply chain attacks continue to rise, exploiting trusted third‑party vendors. The 2025 Ericsson breach, caused by a compromised supplier, highlights the fragility of interconnected digital ecosystems and the risks associated with vendor access [8].
Cloud adoption and hybrid work environments introduce additional risks. Misconfigurations, identity weaknesses, and expanded attack surfaces create opportunities for unauthorised access and data exposure [9].
Internal threats, both malicious and accidental, remain a persistent concern. As highlighted in the report, “unauthorised access/disclosure… affected more than 76% of breach victims” in January 2026 [10]. Insider risks include phishing susceptibility, mishandling of patient information, and intentional data theft.

[bookmark: _Toc224652526]2.2 Modern Security Policies
To protect sensitive patient information, HPA must adopt clear, enforceable security policies grounded in Zero Trust principles (“never trust, always verify”) and aligned with NIST CSF and ISO/IEC 27001:2022. These policies uphold the CIA Triad: Confidentiality, Integrity, and Availability.[image: Zero Trust Cybersecurity: 'Never Trust, Always Verify' | NIST]
[bookmark: _Toc224652591]Figure 4: Zero Trust Cybersecurity: ‘Never Trust, Always Verify’. 
Source: [11].
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[bookmark: _Toc224652592]Figure 5: The Information Security Tridal. 
Source: [14].
[bookmark: _Toc224652572]Table 1: Modern Security Policies.
	Modern Security Policies

	Access Control and Identity Management Policy
	This policy enforces least privilege and role‑based access control (RBAC), ensuring employees access only the information required for their roles 14][15]. Multi‑factor authentication (MFA) is mandatory across all systems to reduce credential theft and strengthen confidentiality [13]. These measures are feasible using existing identity management tools.

	Policy on Data Protection and Encryption
	To maintain confidentiality and integrity, all patient data must be encrypted at rest using AES‑256 and in transit using TLS 1.3 [16]. This policy directly addresses cloud misconfiguration risks and ensures data remains protected even if accessed unlawfully.

	Incident Response and Business Continuity Policy
	Aligned with NIST Respond and Recover functions, this policy outlines procedures for detecting, containing, and eliminating threats such as ransomware [17]. It mandates off‑site, regularly tested backups and biannual tabletop exercises to ensure operational readiness.

	Acceptable Use and Third-Party Risk Policy
	This policy governs the secure use of organisational assets and establishes strict requirements for third‑party vendors. All suppliers handling HPA data must comply with HPA’s security standards and contractual obligations, mitigating supply chain vulnerabilities [15].




[bookmark: _Toc224652527]2.3 Technical Mitigation Measures.
HPA should implement layered technical and administrative controls consistent with Zero Trust and the NIST CSF. [18].
[image: ]
[bookmark: _Toc224652593]Figure 6: NIST Cyber Security Framework. 
Source: [18].
Multi-Factor Authentication (MFA): 
[image: Multi-Factor Authentication: How It Works and Why It Matters]
[bookmark: _Toc224652594]Figure 7: Multi-Functional Authentication. 
Source: [19].
MFA is essential to counter AI‑driven credential theft and insider risks. Phishing‑resistant methods such as biometrics or FIDO2 tokens should be prioritised 20][21]. Implementation should focus on privileged accounts and remote access.

Endpoint Detection and Response (EDR): EDR agents provide real‑time monitoring of suspicious activity, including abnormal file executions, which have been observed in healthcare attacks [23]. EDR supports rapid isolation of compromised devices, protecting system integrity and availability [22].

[image: What Is Endpoint Detection and Response (EDR)? - Palo Alto Networks]
[bookmark: _Toc224652595]Figure 8: The typical operational flow of an EDR system. 
Source: [22].
Security Information and Event Management (SIEM): 
[image: ]
[bookmark: _Toc224652596]Figure 9: Security Information and Event Management (SIEM). 
Source: [24].
A modern SIEM aggregates logs from EDR, cloud platforms, and network devices to enable centralised threat detection and correlation 24][25]. Custom rules should identify lateral movement patterns typical of ransomware campaigns.

Cloud Security Posture Management (CSPM): 
[image: What Is Cloud Security Posture Management (CSPM)? | Fortinet]
[bookmark: _Toc224652597]Figure 10: How Does CSPM Work. 
Source: [26].
CSPM tools continuously assess cloud environments for misconfigurations and compliance gaps, reducing exposure to shadow IT and supporting GDPR/NHS compliance [27].
Offline Backups: Given that attackers increasingly target backups, HPA must maintain offline, immutable backups that are regularly tested through restoration exercises [28]. This ensures system availability during ransomware incidents.
[bookmark: _Toc224652528]2.4 Proactive Monitoring and Incident Response
HPA requires a 24/7 monitoring and incident response strategy aligned with the NIST Detect, Respond, and Recover functions [29].
Monitoring Strategy: Continuous monitoring of EDR, CSPM, and network logs is essential. SOAR automation should be used to reduce alert fatigue by handling low‑level responses such as isolating endpoints or blocking malicious IPs [30]. This allows human analysts to focus on complex investigations and threat hunting.

Incident Response Procedure: Response life cycle will be systematic, comprising 6 steps:
[image: ]
[bookmark: _Toc224652598]Figure 11: HPA Incident Response Lifecycle. 
Source: Self-Developed.
I. Preparation: Consequently, capture and test a current incident response plan.
II. Identification: SIEM alerts cause investigation depending on the severity.
III. Containment: SOAR is used to automate immediate containment (e.g. block malicious IPs, isolate affected systems).
IV. Eradication: The threat hunting groups eliminate malware and seal gaps in systems [31].
V. Recovery: Systems are put back together using immutable, offline backups, an imperative step proven out by real ransomware attacks.
VI. Lessons Learned: Reviewing incidents after an incident corrects future responses.
[bookmark: _Toc224652529]







2.5 Continuous Training and Awareness.
[bookmark: _Toc224652573]HPA must adopt a continuous, simulation‑based training programme that embeds cybersecurity into organisational culture.
Table 2: Continuous Training and Awareness.
	Continuous Training and Awareness

	Ongoing Simulation-Based Training
	Traditional annual training is insufficient. HPA should deploy regular phishing, smishing, and vishing simulations tailored to healthcare workflows [32]. AI‑driven spear‑phishing simulations enhance realism and improve retention, which can reach “up to 75% compared to 10–20% in lectures” [32].

	Persona-Based Content
	Training should be role‑specific:
• 	Clinicians: patient portal and telehealth‑related scenarios
• 	Administrative staff: credentialing‑related lures
• 	IT teams: red‑team exercises [34]
This increases relevance and engagement.

	Motivational Framing
	Research shows that patient‑safety‑oriented messaging significantly improves training outcomes [35]. HPA should frame cybersecurity as essential to protecting patient welfare. Reinforcement should include newsletters, posters, and “security moments” during team meetings.



[bookmark: _Toc224652530]3. Conclusion
This report synthesises a multi‑layered security framework tailored to HPA’s threat environment. By adopting Zero Trust principles, implementing SIEM/SOAR‑driven monitoring, and deploying continuous simulation‑based training, HPA can significantly reduce ransomware, social engineering, and insider threats while maintaining regulatory compliance. Immediate priorities include deploying phishing‑resistant MFA and establishing immutable offline backups. Future enhancements should explore NHS Digital threat‑intelligence sharing and AI‑driven defensive technologies. Biannual reviews will ensure the framework remains aligned with evolving threats.
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