If you want, you can just use some Linux Debian Commands in your assignment for tasks 2.1,2.2,2.3,2.4.

In Cardiff Network, 
2.1 Install Routing and Remote Access Service and modify firewall rules to allow ICMP Traffic.
Step 1: Step 1: Enable IP Forwarding (Routing)
sudo nano /etc/sysctl.conf
net.ipv4.ip_forward=1
sudo sysctl -p

Step 2: Configure NAT (If You’re Acting as a Gateway)
sudo iptables -t nat -A POSTROUTING -o eth0 -j MASQUERADE
sudo iptables -A FORWARD -i eth1 -o eth0 -j ACCEPT
sudo iptables -A FORWARD -i eth0 -o eth1 -m state --state RELATED,ESTABLISHED -j ACCEPT
sudo apt install iptables-persistent
sudo netfilter-persistent save

Step 3: Allow ICMP (Ping) Traffic
sudo iptables -A INPUT -p icmp --icmp-type 8 -j ACCEPT
sudo iptables -A OUTPUT -p icmp -j ACCEPT
sudo iptables -A INPUT -p icmp -j ACCEPT 
sudo netfilter-persistent save

Step 4: Verify Setup
cat /proc/sys/net/ipv4/ip_forward
sudo iptables -L -v
ping <debian-router-IP>


2.2 Configure Site-to-Site VPN to London Network. Set the connection type to “persistent connection”
Step 1: Install strongSwan
sudo apt update
sudo apt install strongswan strongswan-pki -y
Step 2: Enable IP Forwarding on Debian
sudo nano /etc/sysctl.conf
net.ipv4.ip_forward=1
sudo sysctl -p
Step 3: Configure strongSwan for Site-to-Site VPN
sudo nano /etc/ipsec.conf
config setup
    charondebug="ike 2, knl 2, cfg 2, net 2, esp 2, dmn 2,  mgr 2"
conn %default
    keyexchange=ikev2
    ikelifetime=60m
    keylife=20m
    rekeymargin=3m
    keyingtries=%forever
    authby=psk
    dpdaction=restart
    dpddelay=30s
    dpdtimeout=120s

conn cardiff
    left=YOUR_PUBLIC_IP
    leftsubnet=192.168.10.0/24
    right=SWANSEA_PUBLIC_IP
    rightsubnet=192.168.20.0/24
    auto=start
Step 4: Set Pre-Shared Key (PSK)
sudo nano /etc/ipsec.secrets
YOUR_PUBLIC_IP SWANSEA_PUBLIC_IP : PSK "yourStrongPresharedKey"
Step 5: Restart and Enable Services
sudo systemctl restart strongswan
sudo systemctl enable strongswan
Step 6: Open Required Firewall Ports
sudo ufw allow 500,4500/udp
sudo iptables -A INPUT -p udp --dport 500 -j ACCEPT
sudo iptables -A INPUT -p udp --dport 4500 -j ACCEPT
Step 8: Confirm VPN Tunnel
sudo ipsec statusall
sudo ipsec up Swansea

2.3. Create a child domain named car.yourname.acca in yourname.acca tree (Eg: car.nitheesh.acca)
We can set up a second standalone Samba AD domain, like car.mybusiness.local, but it will be a separate forest — not a child of mybusiness.local.
sudo apt update
sudo apt install samba krb5-config winbind smbclient -y
sudo samba-tool domain provision \
  --use-rfc2307 \
  --realm=CAR.MYBUSINESS.LOCAL \
  --domain=CAR \
  --server-role=dc
sudo systemctl stop smbd nmbd
sudo systemctl disable smbd nmbd
sudo systemctl enable samba-ad-dc
sudo systemctl start samba-ad-dc


2.4. Configure DHCP Services. The range is 10.1.1.10 – 10.1.1.20. Determine other DHCP options as per the infrastructure. 
Step 1: Install ISC DHCP Server
sudo apt update
sudo apt install isc-dhcp-server -y
Step 2: Define the Interface
sudo nano /etc/default/isc-dhcp-server
INTERFACESv4="eth1"
Step 3: Configure DHCP Server
sudo nano /etc/dhcp/dhcpd.conf
default-lease-time 600;
max-lease-time 7200;
authoritative;
subnet 10.1.1.0 netmask 255.255.255.0 {
  range 10.1.1.10 10.1.1.20;
  option routers 10.1.1.1;
  option subnet-mask 255.255.255.0;
  option domain-name-servers 8.8.8.8, 8.8.4.4;
  option domain-name "yourdomain.local";
}
Step 4: Start & Enable DHCP Server
sudo systemctl restart isc-dhcp-server
sudo systemctl enable isc-dhcp-server
sudo systemctl status isc-dhcp-server

Step 5: Confirm Operation
cat /var/lib/dhcp/dhcpd.leases


