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Hyper-fort is under pressure from employees to allow them system access using personal devices. This needs careful consideration in order to adequately protect data and intellectual property. 
This report looks at the risks and challenges of allowing personal devices to be used, and the potential benefits of the suggested solution, which is desktop virtualization.
The solution is appropriate for Hyper-fort - it offers the access staff want, whilst maintaining the security levels the business requires.
There is an assumption made that Hyper-fort wish to focus on security and are willing to invest in suitable technology.
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[bookmark: _Toc534813676][bookmark: _GoBack]Introduction
With the rise of people carrying high end devices every day, and remote or home working becoming popular, there has also been an increase in the number of people that want to carry just one device – using their own device in favor of those issued by an employer. This is commonly known as Bring Your Own Device (BYOD) or Bring Your Own Tech (BYOT).
“BYOD is the new concept replacing the older one i.e. Use what you are told (UWYT)”. [1]
The worldwide BYOD market is rapidly growing: This market was worth nearly $113 billion in 2016 and could represent $318 billion by 2022 This presents an IT department with significant challenges if they are to allow as many devices as possible to be used, without data or network security being at risk. [2]
Although other options are touched on, this report focuses on desktop virtualization and secure token logon in order to restrict access to the network.
We will consider the limitations and advantages of BYOD, costs of poor security, options for managing personal devices, and whether virtual desktops can provide a suitable solution.
[bookmark: _Toc534813677]1. Security requirements at Hyper-fort
[bookmark: _Toc534813678]1.1 The minimum security level required
Cybercrime is on the increase and organized criminal gangs play a significant part in banking and commercial fraud. In a single day millions of attacks are detected.

[image: ]
Figure 1….live attacks are monitored on various websites
Hyper-fort has access to customer and employee data, potentially including account passwords and banking details, and must also protect intellectual property.
Any BYOD solution needs to ensure that, as a minimum, the data and network remain completely secure from data loss and malicious code.
[bookmark: _Toc534813679]1.2 Security and accessibility
To remain completely secure you need an air-gapped network that has no interface with external systems or data. This will be appropriate in a limited number of areas, such as security services.
For Hyper-fort, an internet based business, we need to balance the data security against availability whilst maintaining integrity:
· Is the data secure?
· Is it easily accessible?
· Is it good data (ie. unaltered, not tampered with)?
This is commonly known as the CIA Triad.
[image: ] [3]
In business there is usually an expectation that systems will be available at least 99.999% of the time. This is often referred to as the Realm of Five Nines. 
That allows 5.26 minutes per year downtime – to include planned and unplanned downtime, so any solution needs to be able to cope with outages (power cut, ISP failure, natural disaster etc.).
[image: ] [4]
[bookmark: _Toc534813680]1.3 The cost of a data breach
In 2013 Target failed to act on known vulnerabilities in their network and security, inadvertently allowing a piece of malware to install itself on the network, which then collected their customer’s card details. The breach was huge, as was the financial impact to Target and the affected customers. 
         [image: ] [5]
[bookmark: _Toc534813681]1.4 BYOD in the real world
[bookmark: _Toc534128050]User behavior has been cited as a significant factor for data breaches - ”… as a result of security vulnerabilities exploited by hackers, lost mobile devices…it (user behavior) has become the weakest link…” [6]
[bookmark: _Toc534805987]This does not mean that BYOD is a bad idea, but implementation needs to be appropriate for the organization and carefully managed. A college allowing students to use cloud-based document storage needs a different solution to a financial organization allowing staff to access customer accounts.
Although there are few case studies of large industries that have adopted BYOD, one did look at Intel who are still successfully using it - “…more than 39,000 devices registered on its network and about 70 percent of them are personal devices…a strategy was developed within six months. Then the company spent another nine months addressing legal and human resources issues”. [7]
[bookmark: _Toc534805988]In a recent study looking at the effect of BYOD on student learning results proved that “…the BYOD approach demonstrated a valuable benefit on the students' long-term transfer of learning. Students in the BYOD instruction class exhibited a steady growth on learning outcomes and subsequently scored higher on the learning retention segment of the study”. [8]

[bookmark: _Toc534813682]2. Pros and cons
[bookmark: _Toc534813683]2.1 Advantages
Staff may feel happier working when using their own device. Most people choose their device carefully and it suits not just their needs but what they desire in a device. Having invested so much time and money in making their purchase most are likely to prefer to use it for work. To some extent their device brings them happiness. 
There will be a cost saving as staff have already purchased the device and any associated licenses, and as the device will be supported by the user there will be less need for IT to support equipment. 
With staff able to work from anywhere, and the ability to push staff connections to the fastest or more available site, the workforce becomes more flexible.
Where BYOD has been introduced productivity has improved. Intel reported that workers saved 57 minutes/day...which totals 5 million hours annually [7]
The fewer devices being built and later discarded, the better it is for the environment. When Intel allowed 27,000 staff to use a single device there were fewer devices needing to be made.
[bookmark: _Toc534813684]2.2 Disadvantages
Staff may resent any restrictions placed on their device, or their use of it. There might a mindset of ‘it is my device, I can do what I want’. It may create a resentment that could lead to negative behaviors.
There are many devices and operating systems in use today, and there may be bespoke systems. A single solution that works on all is unlikely. 
When data is allowed outside the security of the network, there is an increased risk due to the increased likelihood of an issue. Risk is the combination of the probability of an event and its consequence: 
Risk = Likelihood × Impact
In IT the users are commonly assumed to be the weakest link. In most cases issues are not deliberate or malicious on the part of the user, but that does not reduce their impact or the implications. Where research was looked at whether users adequately considered security whilst shopping online it was found that “..if the perceived benefits are estimated to be sufficiently interesting, users are prepared to overlook the dangers arising from the risks they agree to take”. [9]
[bookmark: _Toc534813685]2.3 Challenges for IT security
If managed incorrectly there are risks with BYOD. The IT department would need to manage several areas.
Device integrity cannot be assumed as without correct management a device becomes a risk:
· An unpatched OS can be vulnerable to attacks
· Inadequate virus/malware protection
Most devices are mobile so are not kept in a secure area:
· Device can be lost/stolen
· Device can be left unlocked whilst logged on
Wi-Fi cannot be assumed secure:
· Poorly secured personal network or Wi-Fi – a broadcast SSID with an out of the box password potentially allows anyone to connect to a home network.
· Unsecured public Wi-Fi - most people will connect to a coffee shop’s Wi-Fi casually, despite there being no guarantee who is creating the connection or how secure it is.
User:
· Click on unknown links etc.
· Install apps without knowing who built them
· Deliberate malicious intent
· Subject to social engineering or phishing
· Staff member leaves the company
It is essential to create a device and user policy, and use device management. See Appendix A for a sample policy. 
“A BYOD policy should incorporate secure device management, the tracking and careful deployment of mobile applications, and clear guidelines regarding employee and employer collaboration” [10]
MDM (mobile device management) is software that will allow IT to apply policies to user devices. There are several vendors providing different products that offer similar protection, such as Blackberry, Mobile Iron and Boomi. 
MDM will generally offer:
· App installation and control
· Password policy enforcement
· Tracking of device
· Remote wiping
· Data encryption
An MDM solution can cover off many of the risks associated with BYOD, but not all. Poor Wi-Fi security and deliberate misuse remain a risk.
Because desktop virtualization works differently, it is more secure. Data cannot be extracted from the network, or malware injected. A device using Citrix would not need this level of management.
[bookmark: _Toc534813686]3. Other options
[bookmark: _Toc534813687]3.1 VPN (Virtual Private Network)
Positives – secure connection, reasonably inexpensive
Negatives – requires software installing and configuring on the user device. 
A long established secure remote access method. Properly installed and managed it offers excellent traffic security – data will not be intercepted. However, client installation often needs to be completed by the IT department and will be available for a limited number of devices and OS.
Because data is passed between the device and the network there is a risk to both. Depending on the VPN solution used it may be possible to save data to the device.
[bookmark: _Toc534813688]3.2 Microsoft Direct Access (Also known as Unified Remote Access)
Positives – fast and secure, free or low cost
Negatives – works on limited OS, may require network changes
An always on VPN connection built into some versions of MS Server. It offers the same security and the same potential risks. It is available for a limited number of user OS and devices. Depending on the version of MS Server installed network changes may need to be made, as one version requires IPv6 to be used end-to-end.
[bookmark: _Toc534813689]3.3 File Sharing
There are many cloud-based options for file sharing, i.e. Dropbox, Office365/OneDrive. Whilst some are secure and suitable for small and possibly medium business, they could not support the complex data security and access needs in this case.
[bookmark: _Toc534813690]4. Desktop virtualization
[bookmark: _Toc534813691]4.1 Why virtualization differs from remote network access
The major difference between virtualization and VPN/remote access is that data does not leave the network when using a virtual desktop. 
Users connect to a server that runs their desktop. Images of that desktop are sent to the user device, and keyboard/mouse inputs are fed back to the server.
Data is visible on the screen, but is never on the actual device. It cannot be saved or downloaded so remains secure within the network. Neither can the personal device send or install anything to the network.
Other methods of remote access require a link between the device and the network. That link represents a risk as the device is now effectively inside the network. 
[bookmark: _Toc534813692]4.2 Citrix and thin clients
Citrix has been chosen as it’s already well used in the industry and offers support for a wide range of devices and platforms. There are other desktop virtualization products available.
Most staff could probably use thin clients and an almost entirely Citrix based solution could be implemented. Thin clients are a small computer with minimal OS that connects to the server hosting the virtual desktop.
Citrix desktops can be built for different needs, potentially reducing license costs. All will need an OS license, but where staff do not need a product, such as MS Office, it can be excluded.
Staff using their own device will install a receiver in order to use Citrix. It is available for a wide range of OS and devices and is backward compatible.
[bookmark: _Toc534813693]4.3 The user experience
The user will go to a secure webpage (https) and use the RSA token to log into the network, at which point they will be offered a desktop that will need their network credentials. Once credentials are validated the session is started on the Citrix server. The user will see something much like a PC startup and desktop.
[bookmark: _Toc534813694]5. The extra level of security
[bookmark: _Toc534813695]5.1 Secure token access
Adding an extra level of security reduces the risks posed by poorly secured devices. 
The RSA cryptosystem has been incorporated into a range of products from a physical token, to biometrics via a phone or other device. It is compatible with a wide range of operating systems and devices. 
The RSA token has been chosen because it’s already widely used in industry and offers a high level of security. There are other products available offering secure token access.
RSA (Rivest–Shamir–Adleman) is one of the first public-key cryptosystems and is widely used for secure data transmission. [11]
[bookmark: _Toc534813696]
6. The Hyper-fort network
[bookmark: _Toc534813697]6.1 The network design
The Hyper-fort network is based on a 3-layer hierarchical design:
[image: ] [image: ] [12]

This diagram represents the LAN at Hyper-fort head office. There are several sites globally (WAN), all with a similar network configuration:

[image: ]

There are two ISPS and two firewalls, providing a resilient connection in the core layer:
[image: ]

Switches distributes the traffic in the distribution layer. Using two switches adds resilience:
[image: ]

Access layer consists of switches, Wi-Fi access points, and user access. There are multiple switches and wi-fi access points for resilience:
[image: ]
The internal Wi-Fi access points are configured to allow connections from Hyper-fort devices, client devices, and staff personal devices. Each class of user will connect to a different ‘network’ (SSID) using a password. Traffic from the three classes of user will use separate VLANS, with only the Hyper-fort devices connecting direct to the LAN (local area network).
Where access to an office cannot be guaranteed to be secure (for instance a customer facing desk) hardware with be locked down using hardware locking devices. 
The server room is kept secured at all times with RFID (tag) access. There will likely be several secure rooms within the premises, housing routers, firewalls and switches. These areas are accessible only to the appropriate IT staff.
Hyper-fort devices will be able to access the network externally using VPN:
[image: ]
Personal device users will access using the virtual desktop solution:
     [image: ]
Citrix runs on a bank of servers that each host multiple virtual servers, running the Citrix desktops.
[bookmark: _Toc534813698]6.2 Using your own device in the office
Personal devices cannot connect directly to the network when staff are in the office as it would circumvent the security measures that are in place.
In order to keep user, company and client devices separate they will connect to different VLANs (virtual local area networks). Company devices connect direct but non-company devices connect as if they have come in on the internet. The traffic from the three VLANS will be kept separate.
[bookmark: _Toc534813699]6.3 Business continuity
The server farm consists of file, mail, web etc. servers, and several Citrix servers, each running virtual servers supporting the Citrix desktops. There is a similar farm on each site.
In the event of a farm or site going down, users will be automatically routed to other sites in order to continue working. If well configured and managed this will be seamless and there will be no downtime for users.
[bookmark: _Toc534813700]Conclusions
BYOD is becoming increasingly popular and cyber criminals are interested in taking advantage of poor data or network security. In order to strike the balance between allowing BYOD whilst protecting digital assets, Hyper-fort must implement a solution that balances access against security. Desktop virtualization is able to deliver that solution.
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Appendices
[bookmark: _Toc534813704]Appendix A – Sample device and user policy
Mobile Device Policy
Overview
Mobile computing devices (smartphones, tablets, convertible laptops, and various other personal computing devices) are becoming an implementation standard in today’s computing environment.  Their size, portability, and ever- increasing functionality are making the devices desirable in replacing traditional desktop devices.  However, the portability offered by these devices can also increase security exposure to individuals using the devices.
Purpose
The purpose of this policy is to establish the procedures and protocols for the use of mobile devices and their connection to the network.  
Scope
This policy applies to all [LEP] staff who use personal devices for business purposes or business-issued mobile computing devices.
Policy
GENERAL
All mobile devices, whether owned by [LEP] or owned by staff, that have access to systems and applications are governed by this policy.  Applications, including cloud storage software used by staff on their own personal devices are also subject to this policy.  The following general procedures and protocols apply to the use of mobile devices:
Mobile computing devices must be protected with a password required at the time the device is powered on 
Passwords must meet the requirements outlined in the [LEP] Access Control and Password Policy	Comment by Stacey, Jill: Guidance Note:  This refers to another sample policy.  If you are not adopting this policy, you will need to update this document accordingly.
All data stored on mobile devices shall be encrypted
Wireless encrypted security and access protocols shall be used with all wireless network connections  
Staff shall refrain from using public or unsecured network connections while using their mobile device for work
Personal mobile computing devices that require network connectivity must conform to all [LEP] standards for use and configuration
Personal devices used for work business shall be registered with the [Insert Appropriate Role] approved by [Insert Appropriate Department]
Unattended mobile computing devices shall be physically secured
Mobile computing devices that access the [LEP] network shall have active and up-to-date anti-malware and firewall protection
Lost and stolen devices shall have locations services enabled and the units “bricked” or wiped of all information so they are unusable until recovered or destroyed
USER DEVICE RESPONSIBILITIES
The following procedures and requirements shall be followed by all users of mobile devices:
Staff shall immediately report any lost or stolen devices
Unauthorized access to a mobile device or company data must be immediately reported
Mobile devices shall not be “rooted” or have unauthorized software/firmware installed
Staff shall not load illegal content or pirated software onto any mobile device
Only approved applications are allowed on mobile devices that connect to the [LEP] network
Mobile devices and applications shall be kept up-to-date
Operating system and application patches should be installed within 30 days of release
Mobile devices shall have active and up-to-date anti-malware/virus protection software
All mobile device physical storage partitions shall be encrypted
Personal firewalls shall be installed and active where available 
Staff shall use [LEP] corporate email system when sending or receiving [LEP] data
Staff are responsible for ensuring all important files stored on the mobile device are backed up on a regular basis
Mobile Device Management (MDM) will be used to enforce common security standards and configurations on devices
Staff shall not modify configurations without express written authorization from the [Insert Appropriate Role]
ADMINISTRATIVE RESPONSIBILITIES
The [Insert Appropriate Role] or their designee shall ensure:
Specific configuration settings shall be defined for personal firewall and malware protection software to ensure that that this software is not alterable by users of mobile and/or employee-owned devices.
Annual security training is provided to users of mobile devices.  The content and form of that training shall be decided by the [LEP] or their designee.  Periodic security reminders may be used to reinforce mobile device security procedures.
MDM software is used to manage risk, limit security issue, and reduce costs and business risks related to mobile devices.  The software shall include the ability to inventory, monitor (e.g. application installations), issue alerts (e.g. disabled passwords, categorize system software (operating systems, rooted devices), and issue various reports (e.g. installed applications, carriers).  
MDM software enforces security features such as encryption, password, bricking, and key lock on mobile devices.  
MDM software shall include the ability to distribute applications, data, and global configuration settings against groups and categories of devices.
Regular reviews and updates of security standards and strategies used with mobile computing devices. 
Procedures and policies exist to manage requests for exemptions and deviations from this policy.
[Insert Appropriate Department] shall implement procedures and measures to strictly limit access to sensitive data moving to and from mobile computing devices since these devices generally pose a higher-risk for incidents than non-portable devices.
Audit Controls and Management
On-demand documented procedures and evidence of practice should be in place for this operational policy as part of [LEP].  Satisfactory examples of evidence and compliance include:
Spot user checks for compliance with mobile device computing policies
Readily available processes and procedures for staff use of mobile devices
Configuration and support guidelines and procedures for mobile devices
Communication and device logs of attached units showing appropriate management and monitoring protocols are in place
Anecdotal and archival communications showing regular implementation of the policy
Enforcement  
Staff members found in policy violation may be subject to disciplinary action, up to and including termination.
Distribution
This policy is to be distributed to all [LEP] staff and contractors using [LEP] information resources.
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With public sentiment resolutely against them, Target was left with little choice: in
2015, the company agreed to settle a class action lawsuit for $10 million, providing up
to $10,000 in relief to customers with injuries stemming from the data breach (Cooney,
Kurane, Walsh, & Dwivedi, 2015). In addition to the settlement with customers, Target
agreed to a settlement for $67 million with Visa Inc., a $20.25 million settlement with
several banks and credit unions, and a $19.11 million settlement with MasterCard Inc.




image6.png




image7.png
= Core layer: Provides optimal transport between sites and high-performance
routing. Due the criticality of the core layer. the design principles of the core
should provide an appropriate level of resilience that offers the abiliy to recover
quickly and smoothly after any network failure event with the core biock

= Distribution layer: Provides policy-based connectivity and boundary
control between the access and core layers.

= Access layer: Provides workgroup/user access to the network The two
primary and common hierarchical design architectures of enterprise
campus networks are the three-tier and two-tier layers models
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