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I.

Introduction

Networking is a key part of modern IT infrastructure, allowing systems to communicate
and share data efficiently. In this coursework, we take on the role of an IT professional
hired by a Multinational Corporation operating on Swansea and Cardiff. Our task is to
ensure a reliable network connectivity between the two networks. First, we are asked to
do research about fundamental networking concept to get a clearer understanding of
how these components interact to support network communication. Then, we will build
a virtualized network by setting up and managing a hypervisor depending on a specific
topology. This practical experience will help us better understand virtualized
environments and how they connect within the network.

Research

1. Hypervisor

a- Hypervisors and their architecture

A hypervisor allows multiple virtual machines to share a single server’s resources.
There are two different types of hypervisors: the type 1 that runs directly on the host
machine’s physical hardware, while type 2 operates on top of an existing host OS,
acting as an intermediary between the hypervisor and the hardware.
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Hypervisor > |0s 2




b- Characteristics and aspects of hypervisors

A hypervisor acts like a conductor for a computer, taking the physical resources of
the machine (processor, memory, storage, network connection) and sharing them
among multiple virtual machines. These virtual machines can run as if they were
real, independent computers, even though they are using the same physical
resources. Each virtual machines works independently and is separated from the
others. This separation means that if there is an issue in one virtual machine, it will
not impact the others, which ensure security and stability. Hypervisors have many
requirements regarding the version used but regardless of the hypervisor features we
want to use, we need:

- A 64-bit processor with second-level address translation (SLAT)

- Virtual machine Monitor Mode extensions

- At least 4 GB of RAM to have enough memory for the host and all virtual
machines that will run at the same time

- Hardware-assisted virtualization

- Hardware-enforced Data execution Prevention (DEP).

Type 1 hypervisors can handle many virtual machines depending on hardware
capacity by sharing CPU power and memory resources based on demand. They can
group many physical servers making it easier to add machines. In contrary, virtual
machines on a type 2 hypervisor runs depending on the host OS and they lack multi-
host support so if the host crashes, all the virtual machines go down. Also, storage
scalability depends on the host’s capacity, requiring hardware upgrades if the storage
go down.

c- Overview of hypervisor solutions on the market

One of the most used type 1 hypervisors on the market is VMware ESXI that is high
in performance and efficiency, has an enterprise-grade scalability, it also has a high
availability, and it is very secure. Then, some of the most used type 2 hypervisors
on the market is Oracle VirtualBox that can run on multi-platform (Windows,
MacOS, Linux...), it is free and open source, it is possible to save the state of a
VirtualBox and restore it later thanks to snapshots, it has also a seamless mode and
a multiple networking mode for a more flexible connectivity. (1)



2. IP address

a- Importance of IP addresses and its function

An IP Address is a device’s unique number in a network. It is represented as a unique
string of numbers separated by periods or colons, depending on the version used,
that serve to identify devices on a network which makes them crucial to ensure data
exchange in network communication. It proceeds by broking data information into
packets that contains source and destination of IP addresses. After that, routers will
use this information to determine the best path for data to reach its intendent device.

b- Different versions of IP addresses

There are two different versions of IP addresses, there is IPv4 and IPv6. The IPv4 is
the first and the most used version with 32-bit address space which means that it can
support up to 4,3 billion unique addresses. It consists of 4 octets (8 bits each), that
can have a value between 0 and 255, and it is represented in dotted decimal notation
with each octet separated with a dot. Also, [Pv4 addresses are divided into different
classes that determine their range and purpose. (2)

Format of IPv4:

192.16. 254 .1

vy

10101100 00010000

AN

8 bits 8bits 8 bits 8 bits

32 bits (4 bytes)



However, because of the increasing number of connected devices, IPv4 began to run
out so a new version was created which is the [Pv6. The IPv6 provides a much larger
address space and improve network efficiency with 128-bit addressing system which
means that it can support up to 340 undecillion addresses, each address consists of 8
groups of 4 hexadecimal digits separated by columns. (3)

Format of IPv6:

2001 : ODCS8 : E004 : 0001 : 0000 : 0000 : FOOA

8 bits 8 bits 8 bits 8 bits 8 bits 8 bits 8 bits

128 Bits

c- Role of routers and switches in data flow

The role of a switch is to simplify the sharing of information by connecting all the
devices in a local area, that can share information and talk to each other. Thanks to
switches, it is possible to create a network and when a device send data, the switch
identifies the address of the destination so it can forward data only to that specific
device. Unlike switches, a router connects multiple switches, and their network, to
form a larger network. In fact, a router direct data by forwarding IP packets between
networks for efficient transfer. (4)



d- Subnetting

Subnetting is a network within a network, it allows network segmentation thus
breaking a larger network into multiple networks. It makes network more efficient
because network traffic can travel a shorter distance without going unnecessary
routers to reach its destination. Also, proper subnetting allows better control of
network traffic and it improves network efficiency. (35)

Routing

Role and function of routing

Routers have two functions: it determines the best path to forward packets (routing
table), and it forwards these packets to the right destination. They connect many
networks to the internet through multiple interfaces, each belonging to a different IP
network. Referred as the default gateway, a router routes traffic between the local
network and the internet using a routing table that stores information on connected
and remote network. The default gateway does not require configuration, and it is
only used when forwarding packets to remote network. (6)

Static and dynamic routing protocol

Static routing is used when we know the IP address of the end device it wants to
reach and the gateway through which we can reach it. It is done manually so it should
always be maintained continuously. In consequence, if the IP address is changed so
the static route will not be able to provide access to a device. In opposition, dynamic
routing will automatically deploy a mass of desired routes. In this type of routing,
many routers are connected to many endpoint devices and interconnect them to a
WAN (Wide Area Network). In result, if there is a problem with one router, it will
not disrupt network. This type of routing selects the best path to the end device by
picking the route with the lowest cost among the others. (7)

Deployment of routing protocols in real time network

OSPF is used by Cisco that uses its own Cisco routers in its infrastructure, it is
deployed using a hierarchical structure, where the network is divided into OSPF
areas. First, the Backbone Area is the central area that all other areas must be
connected to it. Then, there is all the other areas that are connected to the central
area and that can be designed to optimize routing and reduce OSPF overhead. Each
router is configured for a specific OSPF process and interfaces are added to the
OSPF configuration. (8)



Meta, the world largest social media platform, must handle massive amount of data
and traffic daily using advanced networking technique including Border Gateway
Protocol (BGP). To deploy BGP, it deploys high-performance border router and core
switches in data centers, each assigned with an Autonomous System Number (ASN)
along with BGP route reflectors for internal traffic management. BGP enable rooting
between different distinct networks allowing them to share information on reaching
IP addresses blocks across the internet. (9)

Network Services

VPN

VPN are used to secure our data and ensure a better privacy and freedom to access
region-bound content, it also makes the location and browsing history untraceable.
To do so, VPN creates a link between the computer and the VPN server that will
encrypt personal data and will mask IP address in the encrypted tunnel. Thanks to
VPN, remote work is possible because we can have access to resources over a
private connection from anywhere as long as we can get online. (10)

DHCP

DHCP (Dynamic Host Configuration Services) is used to provide IP addresses and
many network services, such as subnet mask or default gateway, to devices. Without
DHCP, IP addresses must be configured manually for computers that are moved
from one subnet to another and new ones. This process is automated thanks to DHCP
server that maintain a pool of IP addresses and leases an address to every DHCP-
enable client and IP addresses that are no longer in use are automatically returned to
the pool for reallocation. (11)

Active Directory Domain Services

AD DS (Active Directory Domain Services) can be compared to a data store that
stores information objects on the network that will be easier for administrators and
users to find and use them. It is structured as the basis for a logical, hierarchical
organization of directory information. It also contains information about Active
Directory objects which includes shared resources such as servers, volumes, printers
and network user and computer accounts. (12)



d-

II.

Certificate Authorities

CA (Certificate Authorities) are used to verify the identity of websites, individuals,
or organizations to secure online communication using encryption and
authentication. It issues digital certificates to websites, businesses and individuals.
Whenever a website begins by “HTTPS”, it means that a CA has verified the site
and issued a certificate to ensure connection. (13)

Technical documentation

Hypervisor choice

I chose to work on a type 2 hypervisor to complete this network using Oracle VM
VirtualBox. The first thing that influenced my choice is that type 2 hypervisor are
easy to install on regular software because it runs on an existing OS compared to
type 1 hypervisor that needs a separate dedicated hardware. Type 2 hypervisors
provide a graphical interface and has some features such as snapshots that makes it
easier for students to test different OS environment.

Also, the fact that it runs on an existing host means that it uses the host operating
system’s driver and hardware capability, it also means that users can run many OS
environments on a single machine without affecting the host OS. Choosing a type 2
hypervisor is the best solution for someone that is starting to learn network and that
is a beginner because it is easier to use it than a type 1 hypervisor that is ideal for
large scale virtualization. In top of that, I had to choose a hypervisor that suit our
need in the coursework so chose Oracle VirtualBox because it is free and it supports
multiple OS, which is what we need for the coursework since we are going to
download four Operating Systems.

Hypervisor setup

For the setup of the type 2 hypervisor, we first had to download the VirtualBox for
our computer using the Windows host package on the official website.

18 VirtualBox Home Download Documentation  Communi y @

Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

EIGETOEE T

VirtualBox Platform Packages

VirtualBox Extension Pack
VirtualBox 7.1.6 Extension Pack

VirtualBox 7.1.6 platform packages
B8 Windows hosts

macOS / Intel hosts

macOS / Apple Silicon hosts
n Linux distributions

KY Solaris hosts
KJ Solaris 11 IPS hosts
Platform packages are released under the terms of the GPL version 3

AN

Figure 1: Oracle VirtualBox installation

This VirtualBox Extension Pack Personal Use and Educational License governs
your access to and use of the VirtualBox Extension Pack. It does not apply to
the VirtualBox base package and/or its source code, which are licensed

under version 3 of the GNU General Public License "GPL").

See our FAQ for answers to common questions.

VirtualBox
(PUEL)

PUEL License PUEL License

Pack Use and License




Now that our VirtualBox is setup, we had to download the Operating Systems
following the topology represented by the diagram below and we can see that we
have two areas: LAN Swansea and LAN Cardiff that are both connected to the
external network. In the two areas there are two OS with one server that is connected

to a client and to the external network, also each of the OS’s are connected to the
network.

LAN Swansea

210.103.5.1/30

:

Windows Server 2022 Windows 10

Client C1

g

210.103.5.2/30

Debian Linux Ubuntu Linux

LAN Cardiff

Figure 2: Coursework topology
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Based on the topology, we started by downloading and setting up the windows server
which is Window Server 2022 on the official website of Microsoft.

I .
B Microsoft | Evaluation Center Windows ~  Windows Server ~  SQLServer v System Center ~  Microsoft Security «  Additional products All Microsoft «

Windows Server 2022

Overview  Get started for free  Description  Prerequisites Resources Supporting products

Overview

In addition to your trial experience of Windows Server 2022, you can more easily add and manage languages and Features on Demand with the new Languages and Optional Features
1SO. Download this ISO.

This ISO is only available on Windows Server 2022 and combines the previously separate Features on Demand and Language Packs ISOs, and can be used as a FOD and Language pack
repository. To learn about Features on Demand, see Features on Demand. To learn about adding languages, see Add Languages.

Get started for free

Please select your evaluation experience:
Try Windows Server on Azure > Create a Virtual Machine in Azure >

Download the ISO > Download the VHD >

Figure 3: Windows Server 2022 installation

After adding it on the VirtualBox, we had to do its settings by adding the ISO file that
we already downloaded and by setting the memory to 8 GB and four processors to have
enough storage on the OS. Then, because Windows server is connected to the external
network and to windows client, we had to put two adaptors that are internal adaptors.

€2 5-DC - Settings - m} X
Network
B General etwor
Adapter 1 Adapter 2 Adapter 3 Adapter 4
System i
E\ Display Attached to: | Internal Network v
Storage Name: | External v

(DJ Audio

@ Serial Ports Cable Connected

£ use

D Shared Folders

Serial Ports

Port 1 Port 2 Port 3 Port4
if] User Interface =

Cancel Help

O Settings

install a feature.

n
ys
Build 20348.te_release.21050/-1500

: ¥ . 19:14
ere to search & ds 03/03/2025 B




{3 S-DC - Settings - o X

G M Search settings P

Network
@ General e
Adapter 1 Adapter2  Adapter 3 Adapter 4

System ;

Enable Network Adapter

E] Display Attached to: | Internal Network v

Storage Name: | LAN SWANSEA v

({)j Vit PR/ 100G M7 eskinp (S258 0L
Audio

Promiscuous Mode: | Deny
]:]'_J Network a [z

@ Serial Ports
& USB

[] Shared Folders

E User Interface

Serial Ports

Port 1 Port 2 Port 3 Port4

Cancel Help

2 items

Windows Server 2022 Standard Evaluation
Windows License valid for 177 days
Build 20348.fe_release.210507-1500

) E _ 19:14
ere to search € ds 03/03/2025 EB

Figure 5: Windows Server 2022 settings

Then we had to download the windows client and chose to download the window 10
version.

B Microsoft |  Software Download  Windows v Windows insider Preview A MicrosoR v Search O Sgain

Download Windows 10 Disc Image (ISO File)

Before updating, please refer to the Windows release information status for known issues to confirm your device is not impacted.

You've been routed to this page because the operating system you'se using won't support the Windows 10 media creation tool and we want to make
sure you can download Windows 10. To use the media creation tool, visit the Microsoft Software Download Windows 10 page from a Windows 7,
Windows 8.1 or Windows 10 device.

You can use this page to download a disc image (SO file) that can be used to install or reinstall Windows 10. The image can also be used to create
installation media using a USB flash drive or DVD.

> Before you begin

Windows 10 2023 Update | Version 22H2
Select edition

Windows 10 editions below are valid for bath Windows 10 Home and Windows 10 Pro.

Windows 10 (multi-edition 1S0) 3

> More download options

Figure 6: Windows 10 installation
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For the settings, we had to put 4 GB for the memory and two processors which is less
than the server because the client do not need as much memory as the server that can be
connected to many clients so it needs more memory. For the adaptors, we put one
adaptor because it is only connected to the server.

k<3 ClientS1 - Settings — ] X

Network
@ General
Adapter 1 Adapter 2 Adapter 3 Adapter 4

System Ko row.

nier

@ Display Attached to: | Internal Network v
Storage Name: | LAN SWANSEA %
Adupter Type: Vel PR ICOGIAT e skinp (52500
(DD Audio :
Promiscuous Mode: | Deny ~
D'—] Network AC A

@ Serial Ports Cable Connected

ﬁ usBe

[] Shared Folders

EI User Interface

Serial Ports

Port 1 Port 2 Port 3 Port4

Cancel Help

Windows 10 Enterprise Evaluation

Windows License is expired
Build 19041.vb_release.191206-1406

19:14

A NG s BB

Figure 7: Windows 10 settings

The LAN Swansea network is setup, we now have to setup the LAN Cardiff network
setup by beginning with the download of the Linux server which is Debian. For its
settings, we had to put 8 GB and four processors because it is the server. Juste as for
windows, we had to put two adaptors.

T
( D Blog Micronews Planet
debian / downicad debian

Download Debian
This page has options for downloading and installing Debian 12.9.0, the stable release.

« Download mirrors of installation images

nstallation Manual with detailed installation instructions
« Release notes

« |SO images for Debian testing

« Verifying authenticity of Debian images

Download an installation image Try Debian live before installing
« Asmall installation image: can be downloaded quickly and should be recorded onto a You can try Debian by booting a live system from a CD, DVD or USB key without installing
removable disk. To use this, you will need a machine with an Internet connection any files to the computer. You can also run the included Calamares Installer. Only

for 64-bit PC. Read more information about this method.

84-bit PC netinst iso, 32:bt PC netinst iso. 84-bit PC netinst torrents, 32:bit PC netinst torrents

' Live Gnome, Live Xice, Live KDE, Other five ISO, live torrents
« Alarger complete installation image: contains more packages, making it easier to
install machines without an Internet connection.

T+ 4-bit PC DVD-1 is0, 32-bit PC DVD-1 iso, 64-bit PC torrents (DVD), 32-bit PC torrents (DVD)

Figure 8: Debian installation



Finally, we downloaded Ubuntu that is the Linux client for Cardiff network. Just as for
windows client, we had to put for the settings 4 GB and two processors. Because it is
only connected to the server, we put only one adaptor.

Desktop Server Core Cloud

The open source desktop operating system that powers millions of PCs and laptops

DOWﬂ load U bU n tU DESktOP around the world. Find out more about Ubuntu's Features and how we support

developers and organisations below.

Discover Ubuntu Desktop Check out the blog »

b The latest LTS version of Ubuntu, for desktop PCs and laptops. LTS stands for long-
U U ﬂ tU 2 4 . 04 . 2 LTS term support — which means five years of free security and maintenance updates,

extended up to 12 years with Ubuntu Pro

Download 24.04.2 LTS 5.9GB

For other versions of Ubuntu Desktop including torrents, the network installer, a list of
local mirrors and past releases check out our alternative downloads

@ What's new System requirements How to install

@ New Desktop installer with support for autoinstall
@ New App Center and Firmware Updater applications

@ GNOME 46 with support for quarter screen tiling

Figure 9: Ubuntu installation

3. IP address configuration

For each OS’s, we had to configure an IP address, I chose to keep the same IP addresses
that were used in the course. We had to configure the IP addresses manually on the OS’s
network connections and we can check if it was changed or not by looking for it on the
command by tapping ipconfig.

Server Manager * Dashboard Manage Tools  View  Help

I
=

IiE Dashboard A« Networkandln(errl(g > Network Connections v 0 Search Network Connections 0@

§ Local Server !
Organize v Disable this netw{ = _ bn  » 5~ M@ o

i All Servers s RN -
¥ File and Stora - Ethernet hd 7 " [Ethernet 3
< .:? Unidentified network | | . Network 3
W7 Intel(R) PRO/1000 MT D letworking | Sharing Iintel(R) PRO/1000 MT Desktop Ad...
C
d Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Hide
(®) Use the following IP address:

1P address: 210.103. 5 . 1
Subnet mask: 255 . 255 . 255 . 252

Obtain DNS server address automatically

TH
N
N
E (O Obtain an IP address automatically
i
N
N

(®) Use the following DNS server addresses:
Preferred DNS server: 192.168. 1 . 1
Alternate DNS server: :}

[ validate settings upon exit e

3items 1item selected == =]

Cancel

; 18:45
H L Type here to search = & d= 03/03/2025 5

Figure 10: Windows server external IP configuration




Server Mapager » Dashboard Manage  Tools

Dashboard ™ ~§' <« Network and Internet > Network Connections v o

B Local Server

2
m
|

o

Organize v Disable this netw(

= bn  » is |
W& All Servers > ] (2]
ii File and Stora ™ Ethernet Ethernet 3

9 L\/’! Unidentified network Network 3

@ Intel(R) PRO/1000 MT Dé Networking | Sharing Intel(R) PRO/1000 MT Desktop Ad...

C

q Internet Protocol Version 4 (TCP/IPv4) Properties X
General

TH  You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

IP address:
Subnet mask:
Default gateway: ‘:l

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 192.168. 1 . 1

Alternate DNS server:

Hide

mm o m s

H

[[Jvalidate settings upon exit
3items  1item selected

H R Type here to search

Figure 11: Windows server internal IP configuration

¥

Recycle Bin

k & Networ = ]

! <« Network and Internet > Network Connections ¢] Search Network Connections

Organize v Disable this netw{ = _{H“md i v 3 i | o

L Ethernet

\V!/r Unidentified network | Networki
&7 Intel(R) PRO/1000 MTD etworking

C

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

®

IP address: 192.168. 1 . 10
Subnet mask: 255.255.255. 0

Default gateway: 192 .168 . 1 .

Obtain DNS server address automatically
(® Use the following DNS server addresses:
Preferred DNS server: 192 .168 . 1 .

Alternate DNS server:

[ validate settings upon exit

VAd!anced.r..
litem  1item selected

Windows 10 Enterprise Evaluation
Windows Licen expired
Build 19041.vb_release.191206-1406

R Type here to search

Figure 12: Windows client IP configuration
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Figure 13: Linux server IP configuration

Activities £ Settings 3 Mar 19:08

Settings

Cancel Wired
2 Ne = Details Identity Pv4 IPv6 Security -+
3 Bluetooth
1Pv4 Method Automatic (DHCP Link-Local Only [ OF-.
@ Appearance © Manual Disable |
ShateditoGther coiipiters h
& Notifications Shared to other computers
Q Search Addresses
10 Muttitasking 101110 255.255.255.0 ®
off 13
88 Applications
W Privacy DNS Automatic

@ Online Accounts

«¢ Sharing

Routes Automatic ()

4 Sound

(& Power

Figure 14: Linux client IP configuration
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4. Test and troubleshoot

We tested the connectivity by pinging the gateway for each of the OS’s within the
same network and then with different network. We started pinging Windows Server
but at first it didn’t work so we had to go on the firewall to authorize the pinging in

Windows.

File Action View Help

A =| H i
&3 Inbound Ryles

&3 Outbound kiles

%% Connection Security Rules
B, Monitoring

P Windows Defender Firewall with Advanced Security

Name

@ Core Networking - IPv6 (IPv6-In)

& Core Networking - Multicast Listener Do...
@ Core Networking - Multicast Listener Qu...

@ Core Networking - Multicast Listener Rep...
O Core Networking - Multicast Listener Rep...
@ Core Networking - Neighbor Discovery A...
@ Core Networking - Neighbor Discovery S...
@ Core Networking - Packet Too Big (ICMP...

@ Core Networking - Parameter Problem (...
@ Core N k - Router

Group
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Netwarking
Core Networking
Core Networking

Core Network

@ Core Networking - Router Solicitation (IC...

@ Core Networking - Teredo (UDP-In)

@ Core Networking - Time Exceeded (ICMP...

Core Networking Diagnostics - ICMP
Core Networking Diagnostics - ICMP

@ Cortana

@ Delivery Optimization (TCP-In)

@ Delivery Optimization (UDP-In)

@ Desktop App Web Viewer

@ DIAL protocol server (HTTP-In)

@ DIAL protocol server (HTTP-In)
Distributed Transaction Coordinator (RPC)
Distributed Transaction Coordinator (RPC)

Distributed Transaction Coordinator (RPC...
Distributed Transaction Coordinator (RPC...
Distributed Transaction Coordinator (TCP...

Dictributed Traneaction Coordinator (TCP.

ﬂ L Type here to search

Figure 15: Windows firewall

We can see in the screenshot below that the ping was successful with Windows client
and with the external network, but the transmission failed when we tried to ping with
Ubuntu that is not in the same network as Windows Server.

&/ « Network and Internet >

Core Networking
Core Networking
Core Networking
Core Networking Diagnostics

Enable Rule

Jnostics
Cut gnostics
Copy
Delete |

|}
Help bves

DIAL protocol server

DIAL protocol server
Distributed Transaction Coo...
Distributed Tranaction Coo..
Distributed Transaction Coo..
Distributed Transaction Coo...
Distributed Transaction Coo..

Dictributed Traneaction Coo.

Network Connections

Profile
All
Al
Al
All
Al
All
All
Al
All
All

Private...

All

All

Al

All
Domain
Private
Private.
Domain
Domain
Private,

Private...

Domain

Enabled

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Actions
Inbound Rules TS
& NewRule...
Y Filter by Profile >
Y Filter by State >
Y Filter by Group »
View >
3 Refresh
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Then, we did the same for the client and the ping was successful with the server and we
tested to ping with Debian and its client, but it didn’t connect because it is a different
network.

- I

RecycleBin

A & « Network and Intemet > Network Connections

B¥ Command Prompt

Windows 10 Enterprise Evaluation

Windows License is expired
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Figure 17: Windows client ping test

We did the ping test on Linux OS’s and for Debian both the connectivity with the
external network and the Linux client were successful but the connection with Windows
client failed.

10.1.1.19

? pack
~tt min

Figure 18: Linux server ping test
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Finally, we tested Ubuntu connectivity, it succeeded to ping with Debian, but it didn’t
connect with the external network and Windows client.

competitor@competitor: ~ Q = X

competitor@competitor:~$ ping 10.1.1.1

PING 10.1.1.1 (1@0.1.1.1) 56(84) bytes of data.

64 bytes from 1@0.1.1.1: icmp_seq=1 ttl=64 time=0.287 ms
AC

--- 10.1.1.1 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time @ms
rtt min/avg/max/mdev = ©.287/0.287/@.287/0.000 ms
competitor@competitor:~$ ping 210.103.5.1

ping: connect: Network is unreachable
competitor@competitor:~$ ping 192.168.1.10@

ping: connect: Network is unreachable
competitor@competitor:~$

Figure 19: Linux client ping test

II1. Reflections

1. Technical reflections

During this coursework, I had some issues particularly with backing up the OS’s.
Instead of making a copy of my work and keeping it on the One Drive, I was moving
my files which caused problems that forced me to download and set up the OS’s
again. Because it persisted, I had to switch to another computer to continue my work.

2. Personal reflection

Before this course, I had no experience with networking, making it a bit challenging
at first. However, working on this coursework on my own pushed me to research
and experiment which helped me learn a lot about networking.
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