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With the rise of technology and the heavy reliance on computers, hackers are creating new ways to bring pain and misery to the unaware consumer. Malware, otherwise known as malicious software, is just one of such methods, and perhaps the deadliest. This software is designed to infiltrate, damage and potentially destroy your files without your consent [1] . It can be done both remotely by phishing emails for example, and it can be installed manually if the hackers has physical access to computers [2]. This is therefore especially deadly to small businesses with all their data on one or several computers and no back up strategies in place. In this case, it is vital that such businesses take extra measures to prevent such viruses from taking advantage of their data.



[bookmark: _Toc24638330]What is Ransomware?

Ransomware is a form of malware that encrypts a victim's files. The hacker then demands a ransom from the victim to restore access to their data upon payment, in the form of a decryption key [2]. Ransomware now make up to 40% of reported malware incidents so it is key that preventative measures are put in place to protect such data [3]. 
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There are two main categories of ransomware: crypto ransomware and locker ransomware. Locker ransomware, like the name suggests, locks the victim out of their device completely, stopping them from using it. Once successfully locked out, cyber criminals will then demand a ransom to unlock the device. 
The other type of ransomware is crypto ransomware. This ransomware encrypts files on your device so the user cannot access them. The only way access is then gained is by paying the set ransom to the criminals. [4]
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Cryptowall is a horrible piece of crypto ransomware defined as a Trojan horse. This means it masks its true purpose of destroying/ holding ransom your files is disguised as something more innocent, such as an email link [5]. Like most ransomware, it will encrypt your files and offer an encryption key at a set price. As well as this, the code hides itself within the operating system and then adds itself to the start-up folder. Furthermore, it also deletes volume shadow copies of your files, making it almost impossible to restore your data [3]. As with most viruses, it is constantly updating itself, so it is getting harder and harder to counteract it.

[bookmark: _Toc24638333]Infection methods

The most frequently used delivery methods of ransomware are from phishing spams. This involves an email with a link attachment from a seemingly known source. When clicked and opened, however, the ransomware is unleashed, taking over the victim’s computer. Other infection methods are available though, such as through websites. Complex pieces of code, called exploit kits, are executed when a victim visits or is redirected to a hacked website. This code searches for and then compromises the vulnerable aspects of your system, thus ensuring the need for security updates. The last of the main infection methods, and yet probably the easiest to solve, is the Remote Desktop Protocol (RDP) attacks. This is when employees leave RDP client points accessible to the internet, meaning hackers can scan blocks of IP addresses for such open RDP ports. Once found, hackers can then systematically go through simple passwords to gain access to the data held [6]. 
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In short, a Cryptowall affects almost every file commonly used by businesses and homes alike. This includes but is by no means limited to:

· pdf
· pmg
· mp3
· jpg
· gig
· xls
· wps [7]
This therefore means no file format is safe from viruses so extra measures should be put in place to prevent this. 
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Ransomware can have some catastrophic effects to both businesses and home users alike so knowing what to do to protect yourself and others against it is a must. The following are general tips and advice to ensure you don’t become a victim:

· Ensure you have a strong password. This may seem obvious, but with infection methods like RDP relying on weak passwords you must change your password regularly to help avoid data breeches. Change your passwords every 3 months or so and use a mixture of symbols, numbers and letters to ensure hackers have a hard time accessing your data. 
· Update your computer when asked. Another simple change, however, if you don’t keep your operating system up to date, any security updates may be missed allowing for your system to become vulnerable.
· Back up your files. This way, if an attack was to occur you wouldn’t need to pay the ransom as your files are already safe. Use a few different methods to back up these files too, so for example you could save them to the computer, one drive and an external source for added security.
· Install antivirus software. This stops malicious and ransomware software as they arrive, making sure your files are safe from harm. Another good software to install is whitelisting software, which prevents unauthorised executions from occurrence [2]. 
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If you are unlucky enough to get attacked using ransomware, you need to decide whether or not to pay the ransom. Usually, paying the ransom is not advised, however if you have legal, medical or important family documents on your device, sometimes paying the ransom is worth it. Alternatively, if you decide not to pay the ransom, you need to take the following steps to have a chance of recovering your files.

1. Disconnect from everything. Ensure your devise is offline and not connected to any wired devices that could spread the ransomware.
2. Take a photo of the ransom note so you can show the police at a later date.
3. Use an anti-virus or an anti-malware software to clean the device of malware. 
4. See if you can recover the files. Many pieces of encryption software delete the original files after encryption so this may be a simple way to recover them.
5. Find out what you are dealing with. Ransomware has different strains and it is key you know what one you are dealing with before you set about encryption.
6. Find a decryption tool. Use one most suited to your specific strain of ransomware. 
7. Restore your files by doing a backup. If you regularly back up your device, the files should be able to be recovered. Plug a backup drive into another machine to check the status of the files. If the files are no longer encrypted, fully wipe the drive, reinstall the operating system and restore the files after back up. [8]
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To conclude, he best way to combat ransomware, as with any sort of malware, is prevention. Follow the guide listed above in order to protect your devices from ransomware, and remember to back up your files regularly. 
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