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Networking Operating Systems and Services (NOSS)-(ACCA5023) – Worksheet 1 
Task 1: Building a Virtual LAN using type 2 hypervisor management software 

VM creation and Operating System installations

Creation of servers 


[image: ]
The server1 has been created using Oracle VirtualBox a type 2 hypervisor program that allows the creation of virtual machines. This virtual machine has an operating system installed and it has been created with specific hardware modifications to suit the purpose of a server on the network.



Creation of clients

[image: ]
The virtual machines labelled Client1 and Client2 are the machines in which the users of the network will connect to. These machines have specific requirements set to allow the functions of the users using the machines. 

Optimising the servers

[image: ]
Now a version of windows server 2019 has been added to SATA port1 on both servers. Also, PAE/NX is enabled so that they can be more accessible to each of the virtual machines. If this was disabled, then it would be restricted to the amount of RAM it can access.

Optimising the clients
 
[image: ]
On both Client virtual machines within the SATA port1 an optical drive with windows 10 consumer edition has been added. PAE/NX has also been enabled to allow the client machines better accessibility similarly to the servers.


Launching the Server 

[image: ]
Now that all the hardware and software has been specified the server is able to install so that it can be run and used. Both server1 and 2 had to do this process before being able to be used. 



Launching Clients 

[image: ]
Whilst loading Client1 and Client2 machines there is a similar setup to the servers. However, this time windows 10 education is going to be installed as we need this operating system not the windows server 2019. This operating system will function as a real machine would and we can connect these machines to the servers.






Changing the Internet Protocol 

[image: Graphical user interface, application

Description automatically generated]
We need to change the IP addresses of the servers so that they are connected to the same network but have difference device addresses, this means that they will be able to communicate. 



Adding the PrivateNet1

[image: Graphical user interface, text, application

Description automatically generated]

The servers both now have a second adapter with private networks so that client machines can connect to the servers. 

Setting up PrivateNet1 on Client1

[image: Graphical user interface, text, application

Description automatically generated]
Now that the privatenet1 has been created on the servers, client machines can be connected to them using IP addresses. 

Pinging Server1 from Client1

[image: Graphical user interface, text

Description automatically generated]

Pinging from the client to the server allows for us to see that it is able to communicate on the network.  

Turning off firewall 

[image: A screenshot of a computer

Description automatically generated with medium confidence]

To verify the LAN connectivity the firewall has been turned off, this is done to make sure the firewall OOBE elements don’t interfere with the ICMP command. 



PrivateNet2 for Server2 and Client2

[image: A screenshot of a computer

Description automatically generated with medium confidence]

The private net 2 is set up on the server2 and the client2 can connect to the same LAN so that there is a connection between these machines.  

Task 2:  Deploying a Network Directory Service and Creating and Understanding Active Directory Network Objects

Part 1: Pre-requisite 

Changing the name of the Server1

[image: ]
The computer name on the server1 is going to be renamed as this is the domain controller. This means that it will manage the network resources, so having a unique name lets us know which one it is.
[image: ]
Here you can see the hostname has been changed and checking in the command prompt confirms it. 

Part 2: Pre-requisite 

Active Directory Domain Services 

[image: Graphical user interface, text

Description automatically generated]
Within the server manager an active directory has been installed to manage, organise, locate, and verify presence of resources on the network. 


Adding a new forest with Root Domain name

[image: Graphical user interface, text

Description automatically generated]

The ADDS can be configured to how we want it, nosstask.msft has been used because the machine has Windows Server 2019 installed.


Adding a DSRM restore mode password

[image: A screenshot of a computer

Description automatically generated]
The password is required to be secure as this is what we will need to use if the machine needs to be restored at any point. 

Locations of the Databases

[image: Graphical user interface, text

Description automatically generated]
We need to have these locations so that we know where the database, log files and SYSVOL folders are just in case we need to access them. 

Summary of selections

[image: Graphical user interface, text, application

Description automatically generated]
This is the review of all of the options that have been chosen and installing these will change the server from a standard server to a domain controller.
 

Part 3:  Creating user Account Objects using Active Directory Users and Computer Snap-In Console.

Active Directory Build

[image: A screenshot of a computer screen

Description automatically generated]
This is verified as the domain controller is displayed within the active directory of users and computers. 

Adding a New User

[image: A screenshot of a computer

Description automatically generated]

This is another account that is being created as a user on the machine. We need this just in case the primary administrator account gets hacked, passwords are lost. This is important as it has access to a lot of information of the network and devices on the network. 

Password For New User

[image: Graphical user interface, text, application

Description automatically generated]

There is a secure password set so that this account cannot be targeted too. The user will also no longer have to change the password at login saving time logging in. 
[image: Graphical user interface, text, application

Description automatically generated]



User not a domain admin member

[image: Graphical user interface, website

Description automatically generated]

As the user is not a domain admin member the account is not able to be logged into. 

Adding Member to Domain Admin Member

[image: Graphical user interface, text, application

Description automatically generated]

Adding this account to the domain admins allow the user to login to the server. If the main login account was compromised this account would be able to be used. 

Part 4: Object Attributes of Interest

New User Account

[image: Graphical user interface, text, application

Description automatically generated]
These members are part of the domain users.

Restricting Logon Hours 

[image: Graphical user interface, application

Description automatically generated]

Restricting the hours limits the times that a user can log in to the account. 


Password Changing Denial 

[image: Graphical user interface, application

Description automatically generated]
This stops users choosing weak passwords for better security of the account.

Part 5 Adjoining the Domain and Testing User Logins

No Computer Accounts Created

[image: Graphical user interface

Description automatically generated with medium confidence]
No computer accounts have been created yet. 

Creation of a New Computer

[image: Graphical user interface, text, application

Description automatically generated]

This new computer account will be adjoined, the reasoning for this is so that you can access different services and resources from logging into a single login. 

Changing Computer Name
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Description automatically generated]

Confirming this is done by restarting the computer.

Preferred DNS server

[image: Graphical user interface, text, application, email

Description automatically generated]

The DNS server address has been changed to allow client1 to connect to the server1.

Domain Changes

[image: Graphical user interface, application

Description automatically generated]

Nosstask.msft is the domain in which the client1 will be a member of. 


Changing DNS Settings

[image: Graphical user interface, text, application, Word

Description automatically generated]

The DNS server address is 192.168.1.1 as the IP address is 192.168.1.2 and these cannot be the same. 











Domain Changes

[image: Graphical user interface, application

Description automatically generated]
Now that this has been changed the computer is accepted and part of the nosstask.msft domain and can login to the server1. 


Task 3: Observations

Type 1 and Type 2 Hypervisors

The main difference between type 1 and type 2 hypervisors could be seen as the fact that one “runs directly on the underlying computer’s physical hardware” [1] and the other “runs as an application in an OS” [2]. The reasoning for why you would choose to use either type 1 or type 2 hypervisors can be down to the benefits and drawbacks of using each system. 
Some type 1 hypervisors that can be used are “VMware vSphere / ESXi, Microsoft Windows Server 2012 Hyper-V, Xen / Citrix XenServer” [3] and these all offer different services, some for free and for commercial editions. For example, being able to scale up to “512 VMs per host, up to 2048 vCPUs per host, up to 64 vCPUS and 1TB of vRAM per VM” [4]. This is a benefit as it gives you the option of creating lots of virtual machines on the same host and with storage that can be scalable up to 1TB for each VM giving a lot of storage that can be utilised. A drawback to using this type of hypervisor is that “type 1 hypervisor often needs a separate management machine to administer different VMs and control the host hardware” [5], meaning that you need additional hardware not just the hardware for the virtual machines. Another drawback of Type 1 hypervisors is that they could cost more, with Microsoft Hyper-V if you have MSC it can cost around “$1,323” [6]. However, if you do not get MSC it is free with an enterprise agreement [7]. 
Some type 2 hypervisors that can be used are “VMware Workstation/Fusion/Player, VMware Server, Oracle VM VirtualBox” [8] and some of these are also able to be used for free or you can pay for additional features. Some benefits of type 2 hypervisors include, they are “suitable for individual pc users needing to run multiple operating systems” [9]. Implying that you don’t have to have an organisation or lots of resources to be able to have one and use one. Also, it “enables quick and easy access to an alternate guest OS alongside the primary one running on the host system.” [10]. Showing that you can use the virtual machine to use multiple operating systems on one device allowing for different softwares on Windows and Linux to be used at the same time on one device, with one being on a virtual machine. A Drawback of type two hypervisors is that “it relies on the host machine’s pre-existing OS to manage calls to CPU, memory, storage and network resources” [11]. Suggesting that if the machine that you are using to run the virtual machine is not very good or high spec, the experience you could receive on the virtual machine is not always going to be reliable or perfect.

Cloud Computing

Cloud computing is described by Faction, “A computing model where businesses can access virtualised IT resources” [12]. This is a benefit itself of cloud computing as it does not require the business to have physical hardware and infrastructure that can manage and be capable of protecting “servers, processing power, data storage, virtualization capabilities, and networking infrastructure” [13]. Also, this alternate way of working can be cheaper for businesses as they have no bills for the equipment, property, security, and maintenance of the hardware that could be required. A drawback of this however is that the business has the trust in a provider and if this provider could not supply the business for whatever reasons anymore, they could have issues. Another benefit of this is security, as everything is online, they can make great use of “network wide and identity controls” [14] to make sure that only the people who are authorised can gain access to resources and anything that is accessed can be monitored. The providers would also have security features implemented to stop attackers from accessing businesses infrastructure. 

DNS

DNS also known as Domain Name System is described by DNS Made Easy, as “a system for computers and services connected to the internet that resolves domain names to IP addresses” [15]. This means that it changed domain names that users would type and search for ‘www.youtube.com’ and this would be changed to an IP address which would have the appearance of 199.223.232.0 [16] so that a computer can go to the website. This is important within ADDS as  DNS is used as a “domain controller location mechanism” [17]. Which means that when operations are performed within the active directory the DNS is used to locate active directory domain controllers [18]. Examples of these operations can be “authentication, updating, or searching” [19].

Overview of Critical roles

One crucial part of an enterprise network is the network devices it has. These can consist of “routers, switches, firewalls, storage” [20]. A networking having all of these devices allows for the clients and administrators to connect with other devices, resources they are required to have access to, and space for any of the documents and data they need to store. Whilst having protection to stop attackers from gaining access to any of these. Another crucial part of an enterprise network is having local area networks (LANs) and wide area networks (WANs). This is down to enterprises having “vast geographical areas – many of them even reaching other continents” [21]. This is important as it allows all these devices, using different operating systems and applications to all connect to the network and have the ability to operate together. 

Terminologies and Purposes 

Ping

A ping is a command prompt command that you can use to test the connection between two devices. This was done during task 1 and task 2 of this worksheet to test the connection between client1 and server1. The reason for doing this is to show that the devices could connect each other and that the addresses set were done correctly. If a ping is successful, it should send and receive the same number of packets sent [22]. it can also display the amount of time it took to send and receive the packets again. This is also a common command to be used when troubleshooting to see if the connection works. 

Server Management

Server management can be related to many things on a server. Some aspects of server management involve “monitoring, updating, and setup” [23]. There are also other aspects that can be related to the uses of the server, but these would be about the business, enterprise, or organisation. This management makes sure that applications and services are functional and if not, the issues are resolved or highlighted for a user to take action. It can also keep software up to date by downloading updates and this is useful for the users on the network as they do not have to do this on each device if setup correctly. Setup on the server is under the management as this can make sure that the devices are connecting and able to access the resources that the network can offer to that device when connected. 

Firewall

Firewalls are commonly software but can be hardware devices that inspect IP packets. This is done whilst they “flow in or out of a network” [24]. These packets can be accepted or refused, and this is done by “comparing them to a set of preconfigured rules” [25]. So, if any of these packets apply to rules that have been set the packets could be accepted or denied and this can help protect the network stopping dangerous packets. Within the Worksheet we disabled a firewall so that we could ping from the server to the client to verify the LAN connection. We had to do this as OOBE elements can interfere with the ping command.

PAE/NX

PAE/NX can be enabled and disabled when configuring a virtual machine. The physical address extension (PAE) if enabled on a virtual machine, and the host where the virtual machine has the capabilities can allow access to more than “4 GB of RAM” with even a “32-bit x86 CPU” [26]. This is good as more bits can be allocated to memory addresses and this can give you more GB of RAM that you can access. If this is disabled, then it obviously prevents this from being able to be done. This was enabled on our servers and client virtual machines so that we could make use of more RAM where available.

OOBE

OOBE or more understandably out of box experience is what users are hit with when turning on a device for the first time. This normally consists of windows that may ask you to create an account, set up internet connections and accept licences to use the device. You can also find options like we did in the worksheet where you can select the language that you speak or would like to set for the device. Also, the time zone of the country that you are in can commonly be found on these windows, to set up the date and time of the machine and to make sure that functions of the deice work correctly. You can also set the type of keyboard you are using, so that the machine recognises the inputs that you press on the keyboard as different countries have different locations for letters, numbers, and symbols. Generally, these are the common aspects that you would expect to find, however with some operating systems you may find some optional features that you can setup or access. 

Reflection 

After completing this worksheet and observation task I believe I have developed and improved my understanding on Network operating systems and services, and I am pleased with the skills and knowledge I have gained. There were parts that I did not understand first time and found difficult like learning the terminology, and the reasoning for using specific aspects and features. However, I plan to continue developing my knowledge outside of this worksheet. 
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