Network Operating Systems and Services

Assignment:
Build, deploy, configure and manage a Type 2 Hypervisor platform based Virtualised network.
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[bookmark: _Toc97206948]Practical Work
This section will be going over creating, deploying, and managing a type 2 hyper visor platform based virtual network. For this guide, VirtualBox was used as the hypervisor.

[bookmark: _Toc97206949]Creating the VM’s and configuring the network
Press new and name the first server. Next set the amount of RAM (2GB – 4GB) depending on the host machines capacity. Create a virtual hard disk with a capacity of 25GB. For the final create page ignore all the fields and press next and finish.
Within the settings. Configuration will come first. Within system settings, enable PAE/NX and increase the processor(s) if the host system can spare. This will increase the performance of the server.
Within the storage section select windows server iso for the disk. Please refer to [F1] for figures.
To create the second server and two clients simply cloning the created VM will work. But for the clients make sure to change the ISO file. [F2]

[bookmark: _Toc97206950]Setting up the OS
Start by selecting the time zone and keyboard. Once done install the OS. Once installed, a screen for activating windows will show. Skip this by selecting I don’t have a product key. Then accepts terms and use custom installation type. Select the 25GB drive and press next. Once installed insert a complex password and write it down for later (Eg. Pa55w0rd!001). After all the steps you’ll be greeted to the windows screen. Please refer to [F3] for examples.
For clients the process if similar. But near the end the OS will ask about marking and advertisements. This wont impact the rest of the tutorial so select what you want.

[bookmark: _Toc97206951]Network setup
First close all VM’s that are currently running. Next, go into the first servers network settings and change adapter 1 to “Internal Network” and name is PublicNet1. Start the server and go to the control panel. Go to the network and internet section and then network status and tasks. Finally select change adapter settings. There should be only one adapter displaying, change the name to “PublicNet” and go to the properties. Edit the IPv4 properties and set it to the relevant config shown in [F5]. Refer to [F4] for an example of the process.
Repeat the steps by closing the server and adding another adapter to the server called “PrivateNet1”. Use the graph to repeat the steps for server 2.
The clients only need one adapter, and it relates to the server in [F5]. Meaning repeat the steps for the client that was done for the servers but for only the “PrivateNet”.
[bookmark: _Toc97206952]Confirm network connection
To confirm the connection between server and client. First disable the firewall on both the client and server and then open the command prompt. Once done, enter the IP of either the server or client depending where the ping is being sent from and check to see if a reply is received. If a reply is received the network, was setup. Refer to [F6] for an example.

[bookmark: _Toc97206953]Renaming servers
First open file explorer and go to “This PC” properties. Go to system properties and open the computer name tab. Change the name of the first server to “DC1-NWT” and save settings. This will force reset the server and change et he settings. To confirm the change go back to the system settings to check the computers name. [F7]

[bookmark: _Toc97206954]Deploying a network directory server
Open the server manager and click on add roles and features. You will be prompted with a wizard and ignore the first screen and click next. Makre sure “Role-based or feature-based installation” is selected and press next. The destination server should only show one server. Select it and press next. For server roles select “Active Directory Domain Services” and add features. For the rest click next until you reach the confirmation screen. Press install and then close once installed. Please refer to [F8] for an example.
After the above steps, click the flag icon and clock “Promote this server to domain controller”. A domain service wizard will be prompted. Select “Add a new forest” and name it “nosstask.msft”. Make sure “Windows Server 2016” is selected for the functional levels as well as DNS and GC. Once that’s confirmed enter a DSRM password and note it down for later. Ignore the DNS delegation and press next. For “NetBIOS” use “NOSSTASK” and press next. Ignore the next screens and install. Use [F9] as reference. 

[bookmark: _Toc97206955]Creating user accounts
Open “Active Directory Users and Computers” and go to domain controllers to confirm the server is in there. An entry called “DC1-NWT” should be there. Right click the users tab and create a new user. Enter the details relating to you and for the username use “NWT-” and then initials. Enter any password you want and make sure only “Password never expires is selected”. Once done, in the user’s section click domain admins and add the new account to the members. To do this simply using the user’s login name will be fine. (Eg. NWT-ZE). [F10]
After the above create another account but don’t add them to any group.
[bookmark: _Toc97206956]Object attributes
Select the domain users and go to the members tab. All users should be shown under the domain. Select the second account created and go to the account section. Enable user cannot change password. And then go to logon hours. Within this section an admin can setup permitted login ours. For an example within [F11] the user can only login between Monday 10am to Thursday 3pm. And cannot login between 11am to 12pm noon on Wednesday and Thursday. Use [F11] as reference.

[bookmark: _Toc97206957]Adjoining the domain and testing user logins
Within the Active Directory, open the “Computers” tab and create a new computer. Enter a computer name (Eg. WS1-NWT) and then press ok. Now the workstation needs to join the domain. To do this launch the client connected to the same network and then rename the computer to the matching computer setup on the server. After that go to the IPv4 properties. Edit the domain to point to the server (Eg. 192.168.1.1) and press ok. 
After above, go to the system settings and go to computer name / domain changes. Set the domain to “nosstask.msft” and press ok. You will be prompted with a username and password. Enter the administrator’s username and password and press OK. Once done the workstation will force restart and prompt the user to login. Go to “other user” and use the non-administrative account details to login. Once login confirm by going to the start menu and looking at the profile. Use [F12] as reference.
If the user tried to login outside the permitted login time a error would display [F13]. And if the non-administrator tried to login into the server a error will display showing that they cannot due to not administrator privileges.


[bookmark: _Toc97206958]Observation Tasks
This section will go over the different technologies used within the practical task.
[bookmark: _Toc97206959]Hypervisors
There are two types of hypervisors. Type 1 and type 2. This section will go over the differences between them.
[bookmark: _Toc97206960]Type 1 hypervisors
Type 1 or other known name “Bare-metal” is a type of hypervisor that runs directly on the hosts physical hardware. The hypervisor doesn’t need to load any underlying operating system. This allows the virtualization to be efficient with the resources given as well as preform the best compared to other hypervisors. Not only being efficient, type 1 is also more secure since it isolates an attack on a VM and cannot spread to other VM’s on the same hardware. [1]
If an organisation needs a hypervisor for production level workloads. Then type 1 is well suited for the job. This is due:
· High uptime
· Failover features
· Production-ready features
· Saleable
· Security
[bookmark: _Toc97206961]Type 2 hypervisors
Type 2 or other known as “Hosted hypervisor” is typically used on top of an existing operating system. This is due to it relying on the hosts machines pre-existing operating system to manage calls to the CPU, memory, storage, and network resources.
Due to the underlying operating system that the host system must have for the hypervisors to work, this often meant that the virtual machines had unavoidable latency. This is due to the virtual machines that are interacting with the hypervisor needs to pass though the hosts operating system. Not only does this induce a delay in interactions, but it also increases the security risk not only the virtual machines but the host as well. Since the host can be compromised, this means that all virtual machines can be compromised as well. [1]
Consequently, the type 2 hypervisor is not used for production level workloads / computing. Type 2 is commonly used for:
· Client hypervisors
· Performance isn’t a requirement
· Security isn’t a requirement
· Testing
· Pre-plan production setup
· Lower costs
[bookmark: _Toc97206962]Cloud services
Cloud computing allows the on-demand availability of computer resources. This also allows companies to purchase resources without the need for direct active management. And allows then to have services in multiple locations across the globe. 
[bookmark: _Toc97206963]Infrastructure as a service
This allows businesses to purchase the computer power needed for hosting their cloud services. A good example for this would be AWS that allows a user to easily purchase servers at different locations around the world for specified needs.
[bookmark: _Toc97206964]Platform as a service
Business can run their applications without the need for managing online systems. A good example of this would be AWS Lambda which allows users to run their code without needing to manage the actual server itself.
[bookmark: _Toc97206965]File storage
File storage services allow businesses to store any type of data the need on the cloud. A good example for this is OneDrive, which allows a business to purchase a certain amount of storage and allows collaboration features. 
[bookmark: _Toc97206966]Backup services
Backup services allow businesses to backup, store and recover computer files and data. An example for this would be IDrive which allows businesses to back up their data with an end-to-end data encryption to keep everything secure. 
[bookmark: _Toc97206967]Advantages
There are many advantages to cloud computing. From the easy implementation of services to the flexibility of the services.
Easy Implementation
This allows businesses to host their services online without needing to manage the hardware and networking of the service. 
Accessibility
Cloud computing can be accessed from anywhere at any time. This ensures that the application used by a business is always available and accessible from anywhere.
Cost
Overhead costs are kept to the minimum with cloud services. This is due to the resources needed for a service can be specified and scaled anytime. Instead of purchasing hardware and hosting it themselves which can host a fortune.
Flexibility for growth
Due to how flexible cloud services are. A business can grow their services online based on needs.
[bookmark: _Toc97206968]Disadvantages
Cloud services unfortunately have disadvantages. From control to redundancy issues. 
No control
When moving to the cloud, you no longer have any control over your data and the hardware. 
Limited features
Not all cloud services are the same. Some providers tend to offer limited services and features. Meaning that a business might not receive the customization and features they want. 
No Redundancy
A cloud service can go down at any point. Meaning that if there are no redundancy setup pointing to other cloud services or a locally hosted service. Then downtime is to be expected. 
Bandwidth issues
Some services might limit the resources and bandwidth that a business can use. Meaning that depending on the service used, bandwidth issues can be stumbled upon and cause downtime, or limit what you can do. 

[bookmark: _Toc97206969]Domain Name System (DNS)
Domain Name System allows the translation of domains names and host names (Eg. www.google.com) to an IP address (Eg. 192.168.0.1). A DNS is like a phone book that allows that translates the domain that the user enters to a computer readable IP. Nameservers store DNS records which store the domain name and the IP address that it leads to. Unfortunately, there isn’t just one nameserver that hosts all the DNS records. They are distributed all around the globe. So, a DNS resolver works by first interacting with the root name server. The root server accepts the request and then redirects the DNS resolver depending on the domain extension used. When redirected to a top-level domain nameserver (TLD nameserver). It would take in the query and redirect the DNS resolver to the authoritative nameserver. Finally, the DNS resolver reaches the authoritative nameserver which is usually the last step. This nameserver contains information specific to the domain name which is requested. And it can provide the resolver with the IP address of the domain. DNS is very important within Active Directory domain services due to it underpinning the critical server operations like domain controller replication and client-server communications.

[bookmark: _Toc97206970]Enterprise network critical roles
Active directory is one of the critical roles within an enterprise network due to the “Role or Feature based installation”. Another two would be security role where with the firewall and performance role of bandwidth management. For an example, a firewall can be setup to make a big portion of the security within a server. While bandwidth management is important for big data and data streaming. Meaning that if setup properly it can become a critical role when delivering services to clients.

[bookmark: _Toc97206971]Terminologies and Technologies
Within the practical task, many terminologies and technologies were used. Here is a description of some of them. As well as the comparison with Linux tools.

[bookmark: _Toc97206972]Ping
Ping is a networking tool that can be used to test the connection between two devices. It is a native tool to windows and Linux. There are no differences between them so using either OS won’t cause any issues.
[bookmark: _Toc97206973]Firewall
The firewall is another networking tool. But this one is mostly used by administrators to setup rules so that malicious traffic can be blocked within and outside the network. This helps secure the network and devices. Linux also has a firewall which allows administrators to setup rules. But the Linux firewall provides more features and options compared to windows while windows is more straightforward [3].
[bookmark: _Toc97206974]PAE/NX
This is a feature within hypervisors like VirtualBox where the host exposes its CPU to the virtual machine. Both Windows and Linux support this depending on the hypervisor used.
[bookmark: _Toc97206975]Server Management
This is a tool within Windows server to view and manage the server roles and configuration. It allows administrators to manage local or remove servers without needing to physically access the machines or needing to remove connect to the server. 
Linux doesn’t have a native server management tool. But allows an administrator to download or purchase any management tool like: 
· Plesk
· SolarWinds
· IBM Linux Server Manager
Depending on the management software this allows the administrator to do the same things as windows server manager or more.
[bookmark: _Toc97206976]Active Directory
This is a service within Windows Server that allows the administrator to setup a service that allows a domain to be setup so workstations can connect to a centralised server so that admin tasks and account creation / moderation can be done easily. 
Linux doesn’t have an active directory. But administrators can create their own service that sequivalent from Kerberos [4] and OpenLDAP [5] (Which is basically Active Directory when combined). For polices OpenLDAP can be used.
But paid software can be used as well. Red Hat Directory Server can be used, and FreeIPA can be used as well.
[bookmark: _Toc97206977]Reflection
From the practical task. I have learned how to setup an Active directory and adjoin the domain to workstation for a centralised system.
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