[bookmark: TITUS1HeaderFirstPage] 

[bookmark: TITUS1HeaderEvenPages] 


[bookmark: TITUS1HeaderPrimary] 





Benefits of Sharing Information
The lawful sharing of information has a number of benefits for the police service:
 It is a two-way process with information flowing both from and to the police service and helps to provide improved public services. It enables links to be made between people, objects, locations and events using data that might not have been available to the other party without it being shared. 

Increased openness among partner agencies builds confidence and trust in the police service. 

It allows police and partners to make better informed decisions on how best to protect the public. 

Formalised processes increase confidence of individual officers and staff to lawfully share information. It increases expertise and professionalism. 


Sharing information within the police service

Subject to any handling codes applied to the information, police forces can freely share information with one another if it is for a policing purpose. (See the section covering the National Intelligence Model for an explanation of handling codes.) 
You have a responsibility to ensure the security of information and you must record your information sharing decisions in accordance with your own force policy. It is vitally important that you submit intelligence in an ‘unsanitised’ format. 

Sharing information outside the police service
Before information can be shared with bodies outside the police service there must be one of the following: 

Statutory obligation - a specific legal obligation or requirement to disclose police information to another party. For example:
Disclosures from the Disclosure and Barring Service (DBS) for vetting purposes 
Road Traffic Act 1988 - such as exchange of name and address after a collision 
Court Order such as a Disclosure Order, or 

Statutory power - a specific legal power, but not an obligation, to share police information with another party. For example:
The Children Act 1989 
The Crime and Disorder Act 1998 
The Criminal Justice Act 2003, or 

Common law - if there is no statutory obligation or power to share information then a common law policing purpose must be established. For example:
The Notifiable Occupation Scheme (Home Office Circular 6/2006), which relates to professions or occupations that carry a special trust or responsibility. 

The decision to share police information 
Once a policing purpose has been established then you need to conduct a risk assessment as to what information to share. The assessment must carefully balance the data protection and human rights conditions against the policing purpose. Any information that is shared must be necessary for the purpose for which it is being shared. 
Police forces should actively seek opportunities to share non-personal information such as providing details of burglaries in a specific area with the relevant Neighbourhood Watch group. However, the sharing of personal or sensitive personal information requires additional safeguards. 

Information Sharing Agreement (ISA)
The purpose of an ISA is to formalise arrangements between organisations which need to share information on a regular basis. 
An ISA may be an existing national agreement between agencies or it may be a purely local arrangement

Key responsibilities for information sharing - a summary

1. Purpose - ensure the information being shared meets a policing purpose, or can be lawfully disclosed for a statutory purpose and is proportionate and necessary. 

2. The information - ensure the information is relevant, accurate and adequate for the purpose for which it is being shared. 

3. Legal requirements - ensure that when personal or sensitive personal information is shared, the requirements of the Data Protection Act 1998, the Human Rights Act 1998 and the common law duty of confidentiality have been met. 

4. Risk assessment - apply protective marking to the information being shared under the GCS where applicable. Otherwise carry out a risk assessment where the sharing is with partners in the voluntary or private sectors that do not have a statutory purpose to share information. 

5. Record the decision - you are responsible for recording any decisions to share or not to share information on the relevant system within your force. The decision must be auditable at a later date (remember the support offered to you under the National Decision Model). 




Information Sharing Agreement (ISA)

What is an ISA?
They are formal agreements between organisations that are sharing personal data.  They explain why data is being shared and set out the principles and commitments organisations will adopt when they collect, store and disclose personal information about members of the public.
Protocols/agreements also explain when information can be shared. Without such formal agreements, public organisations may find themselves falling short of common standards.  Also, there may be confusion over responsibilities - both within and between organisations.

When can information be shared?
There are several types of circumstances where information can be shared.
If you genuinely believe that imminent harm will come to someone if you do not disclose information immediately, you should release the information.  The Data Protection Act does not put privacy above people’s welfare.

Emergency situations
In an emergency situation most organisations will share information without asking for further details.  The Data Protection Act allows the processing of personal data if it is in “the vital interests” of the data subject or any other person; usually this would mean that someone was at immediate risk of harm.  For example, in cases of life or death, such as where an individual’s identity and/or medical history is disclosed to a hospital’s A&E department treating them after a serious road accident.  There should be conditions of real urgency that necessitate the immediate sharing of data without reference to proper procedures.  This method of sharing data must not be abused e.g., by the requester exaggerating the gravity of the situation.

Routine
Another circumstance is the routine and systematic dissemination of information between partners for the purposes of a particular initiative.  These initiatives can be fairly broad in aspect and include tackling anti-social behaviour, child protection, and social care.  Information sharing is vital to these initiatives and protocols should be drawn up outlining the process and method of sharing data.  This is likely to happen on a regular basis and in a controlled manner in a multi-agency setting.  There will usually be named individuals through whom all requests should be made.

Ad-hoc
In many cases requests are made on an ad hoc basis between organisations and individuals.  This covers a very wide range of possibilities and is much more complicated.
In a non-emergency situation a request for personal data should be made via a Section 29(3) form.  This will allow the receiving organisation to consider the request and either provide the information or refuse to release it.  If the request is refused but the information is still deemed to be necessary then a court order can be applied for.  Asking for a court order is seen as a safer option for some organisations as a complaint can be made by the data subject if they feel their data has been shared unlawfully.
Requests from other organisations should state the authority or power that allows the information to be shared, eg the Child Support Agency has several powers that oblige organisations to disclose data.  Any request should state that power and should be made under Section 35(1) of the Data Protection Act.  These type of requests should always be made in writing with time for the receiving organisation to consider them.

Failing to share key information
The Fiona Pilkington case had its origins in harassment and ASB. Fiona and her daughter suffered frequent and sustained local disorder, often directed at their home, over a period of several years. This was reported to the police, but ‘incidents were too often dealt with by police officers in isolation and with an unstructured approach’ (IPCC, 2011). This and other factors, such as not identifying the family as vulnerable, and not recognising the ASB and harassment as targeted hate crime, caused frustration. Fiona eventually took her own life and that of her disabled daughter, Francecca.

The SIRO (Senior Information Risk Owner) must establish the risk appetite statement for the information assets under their control. This enables IAOs and accreditors to make effective risk management decisions and defines the extent to which risks must be mitigated or escalated.
Insufficient guidance on legitimate, acceptable levels of risk may develop an overly cautious (risk averse) culture which results in a failure to seize important opportunities that maximise performance. Conversely, excessive risk may be accepted without regard to the potential impact. The alignment of risk exposure to risk appetite maximises business performance through taking acceptable risks when developing and delivering services.
An accreditor or an IAO can only deviate from the risk appetite with the authority of the SIRO following an information REC. In relation to national systems or nationally connected systems, this authority needs to come from the NSIRO.
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