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I. [bookmark: _Toc192205602]Introduction
In today’s interconnected world, networking plays a vital role in ensuring seamless communication and data exchange. This report examines key networking concepts, including hypervisors, IP addressing, routing protocols, and network services. It explores how virtualisation optimises resource utilisation, how IP addressing facilitates efficient data transmission, and how routing protocols maintain reliable connectivity. Additionally, it discusses essential network services such as VPNs and DHCP, as well as the practical aspects of network deployment and testing. 






















II. [bookmark: _Toc192205603]TASK 1
1. [bookmark: _Toc192205604]Hypervisors 
Hypervisors are essential for virtualisation. They enable multiple virtual machines (VMs) to share a single physical server. They are categorised into two main types [1]  
· Type 1 (Bare-Metal) Hypervisors: run directly on hardware, offering better performance, security and scalability. Examples: VMware ESXi, Microsoft Hyper-V and KVM.
· Type 2 (Hosted) Hypervisors: They operate within an existing operating system, making them easier to set up but less efficient. Oracle VirtualBox and VMware Workstation. [2] 
1.1. [bookmark: _Toc192205605]Architecture and Hardware Requirements. 
Type 1 hypervisors interact directly with CPU, memory and storage, reducing latency. They often require server-grade hardware with features like hardware-assisted virtualisation, type 2 rely on the host OS, needing fewer hardware optimisations but consuming more resources. [3] 
1.2. [bookmark: _Toc192205606]Advantages and Scalability.
· Advantages of using hypervisors include improved hardware utilisation, cost savings, and flexibility. By running multiple VMs on a single host, organisations can maximise their hardware investments and reduce the need for additional physical servers. [4] 
· Scalability is a significant benefit, especially with Type 1 hypervisors, which are designed to manage large numbers of VMs across extensive infrastructures. They support features like live migration and dynamic resource allocation, facilitating seamless scaling as organisational needs evolve.[5] 
1.3. [bookmark: _Toc192205607]Security and Compatibility. 
· Security is enhanced through the isolation of VMs, preventing issues in one VM from affecting others. Type 1 hypervisors, with their minimalistic design and direct hardware access, offer a smaller attack surface compared to Type 2, which depend on a host OS that could introduce vulnerabilities. [6] 
· Most hypervisors support a wide range of operating systems and hardware configurations. VMware ESXi dominates enterprises, while KVM and Xen are preferred for open-source flexibility. [7]  
There are several hypervisor solutions available, each catering to different needs. VMware ESXi is renowned for its comprehensive feature set and strong support ecosystem. Microsoft Hyper-V offers seamless integration with Windows environments, making it a natural choice for organisations utilising Microsoft products. Open-source options like Xen and KVM provide flexibility and are favoured in environments where customisation is key. [8] 
2. [bookmark: _Toc192205608]IP Addressing.
IP addressing is fundamental to how data moves across the internet, it ensures each device has a unique identifier, enabling communication between networks [9].  During the group discussion, Team 3 highlighted how Network Address Translation (NAT) plays a crucial role in converting internal private addresses into public global addresses, enabling devices to communicate over the internet securely. 
2.1 [bookmark: _Toc192205609]Data Transmission and the Role of IP Addresses.
Data travels across networks in packets, each containing source and destination IP addresses. These addresses guide packets to their destinations, ensuring reliable communication [10].  As discussed on the groups, NAT ensures privacy and security by masking internal IP addresses. It allows multiple devices on a local network to share a single public IP, conserving the limited IPv4 address space. [11]  
Example: When a device with a private IP (192.168.1.10) accesses the internet, NAT replaces the private IP with the router’s public IP. On receiving data from the external server, NAT maps it back to the internal IP, ensuring accurate delivery.
2.2 [bookmark: _Toc192205610]Routers, Switches, and Network Flow.
· Routers operate at the Network Layer (Layer 3), using IP addresses to determine the best path for data packets. They connect different networks, ensuring data reaches its destination efficiently.
· Switches work at the Data Link Layer (Layer 2), using MAC addresses to forward data within the same network. They optimise internal traffic but rely on routers for external communication. [12]  
During the group discussion, it was noted that routers use NAT to facilitate communication between private and public networks, preserving global IP addresses. [13]  
2.3 [bookmark: _Toc192205611]IPv4 vs. IPv6 and Subnetting. 
· IPv4 uses a 32-bit address format, supporting around 4.3 billion addresses, which are almost exhausted.
· IPv6 solves this with 128-bit addresses, providing vast address space and improved security features like IPSec.
· Subnetting enhances IP utilisation by dividing a network into smaller sub-networks, reducing congestion and improving security. [14]  
Example: A company with 192.168.1.0/24 can create subnets (/28, /30) for different departments, optimising IP usage and reducing broadcast traffic. 
3. [bookmark: _Toc192205612]Routing.
Routing protocols are essential for directing data across networks, to ensure efficient and reliable communication. They determine optimal paths for data packets by adapting to network changes to maintain performance. [15]  
[bookmark: _Toc192205613]3.1	Static and Dynamic Routing.
Static routing involves manually configuring fixed paths for data. While simple and secure it lacks flexibility, any network change requires manual updates, making it impractical for large or frequently changing networks. In the other hand, dynamic routing uses algorithms to automatically adjust paths based on current network conditions, enhancing scalability and fault tolerance. However, it demands more processing power and can be complex to manage. [16] 
[bookmark: _Toc192205614]3.2	Real World Deployment.
· OSPF in Enterprise Networks: Enterprises often use the Open Shortest Path First (OSPF) protocol to manage internal routing. For instance, Acme, Inc. implemented OSPF to dynamically route data between its local and remote offices, ensuring efficient communication across its wide area network. [17]  
· BGP in Internet Service Providers: The Border Gateway Protocol (BGP) is the backbone of the internet's routing system. ISPs deploy BGP to exchange routing information, ensuring data finds the most efficient path across diverse networks. For example, large ISPs establish BGP connections to manage traffic flow and maintain network stability. [18] 
· ISIS in Scalable Networks: The Intermediate System to Intermediate System (ISIS) protocol is favoured for its scalability and efficiency. A case study highlighted its deployment in a smaller enterprise, demonstrating ISIS's adaptability beyond large scale networks. [19] 
These examples illustrate how different routing protocols are tailored to meet specific network requirements, ensuring reliable and efficient data transmission. 
[bookmark: _Toc192205615]3.3	Analysis of Routing Protocols.
Routing protocols are essential for directing data across networks. Here is a concise overview of common protocols, their benefits and challenges: [20] 
· OSPF (Open Shortest Path First): Ideal for large enterprise networks, offering fast convergence and efficient routing updates. However, it presents challenges such as complex configurations and higher resource consumption. 
· BGP (Border Gateway Protocol): Ideal for ISPs managing inter-domain routing, offering high scalability and policy-based routing decisions, but comes with slower convergence and security vulnerabilities if not properly managed.
· EIGRP (Enhanced Interior Gateway Routing Protocol): Common in Cisco-based networks for medium to large organisations, known for rapid convergence and efficient resource utilisation, but limited by its proprietary nature, restricting interoperability with non-Cisco devices.
· RIP (Routing Information Protocol): Suitable for small, simple networks, offering easy configuration and low resource requirements, but struggles with limited scalability (max 15 hops) and slow convergence.
· IS-IS (Intermediate System to Intermediate System): Used in large ISP and service provider networks, providing scalability and rapid convergence, but comes with complex configuration and is less common in enterprise environments.

4. [bookmark: _Toc192205616]Network Services.
Network services are key to maintain security, efficiency and centralised management in modern IT environments. 
· VPNs: Provide secure remote access by encrypting connections over public networks. However, poor encryption choices and weak authentication can make them vulnerable to attacks. Best practices include using strong encryption (e.g., AES-256), enforcing multi-factor authentication (MFA), and regularly updating VPN software to patch security flaws.[21] 
· DHCP: Simplifies IP address management, but misconfigurations can lead to conflicts or unauthorized network access. To improve security and efficiency, organizations should reserve addresses for critical devices, configure appropriate lease times, and implement DHCP failover to prevent disruptions. Regular audits help identify issues before they escalate. 
· Active Directory Domain Services (AD DS) Is essential for centralized user and resource management, but poorly configured permissions can expose networks to attacks (e.g., privilege escalation). To mitigate risks, organizations should apply the principle of least privilege (PoLP), monitor replication, and enforce strong authentication policies. Documentation is also crucial for disaster recovery planning. [22] 
· Certificate Authorities (CAs) Play a vital role in identity verification and secure communication, yet expired or improperly managed certificates can create security gaps. A two-tier CA structure (offline root CA + online subordinate CA) improves security. Regular updates to certificate revocation lists (CRLs) and automated certificate management help prevent expired or fraudulent certificates from compromising the network.[23] 

III. [bookmark: _Toc192205617]TASK 2
1. [bookmark: _Toc192205618]Choice of Hypervisor.
The author has chosen to use a Type 2 hypervisor for this network implementation because it allows the work to be conducted on a personal device without the need to remove or alter the existing operating system. This approach is ideal for development and educational purposes, as it maintains the stability of the primary system while offering the flexibility to create, modify, and manage virtual networks. [24] 
Additionally, the author chose Oracle VirtualBox because of its user-friendly interface and straightforward setup, making it ideal for this coursework.[25] 
It also supports multiple operating systems, allowing the author to simulate different network scenarios without dedicated hardware. This choice ensures cost-effectiveness and convenience, aligning with the requirements for continuing this topology in Coursework 2. [26] 
2. [bookmark: _Toc192205619]Download and Setup
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Downloaded Oracle VirtualBox and Windows Server 2022, Windows 10, Debian Linux 12.5.0 amd64-DVD iso and Debian netinst.iso.

2.1 [bookmark: _Toc192205620]Deploying the network as per the given topology. 
· Screenshot 1 Installation of the Oracle VirtualBox.  
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· Screenshot 2: Creating virtual machines (VMs) for servers and clients.
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2.2 [bookmark: _Toc192205621]Network topology configuration. 
S-DC Fig 1:  Assigning static IP address on the S-DC Server.
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                                   S-DC Fig 2:  Adding the second IP address on S-DC
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          S-DC Fig 3:  Screenshot of the two static IP address that has been assigned on the S-DC.
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· See below the steps taken for the DCHP server configuration:   
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· Scope configuration.
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 ClientS1 will be configured to obtain an IP address automatically from the server. 
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Assigning static IP addresses on Debian Server.
Server has been checked to start with, and as seeing in the screenshot below it is running.
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Step 1: the network interface will be edited.
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The IP addresses are assigned and working 
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Step 2: Set up DHCP.
The author is facing a problem installing the DHCP server, because the source list file only contain a cd rom source, so the apt cannot not find the server. To fix the problem source list will be replaced with Debian online repositories so the system can download packages from the internet. See below a screenshot. 
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Step 3: Restart DHCP. The command below will restart and apply the changes made.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

[image: ]
This command will update and install the DHCP server
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The DHCP server is unable to reach the DNS server, therefore the following steps will be taken: Try using different nameservers on the DNS 
[image: ]
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This command opens the DHCP configuration file
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All in all, troubleshooting has been made, but the DHCP server is not being updated or installed. 
2.3 [bookmark: _Toc192205622]Testing. 
· Within the Same Network

ClientS1  S-DC
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Successfully connectivity between ClientS1 to S-DC. 

Across different networks: ClientS1 to ClientC1. Unsuccessful connectivity.
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IV. [bookmark: _Toc192205623]TASK 3:
1. [bookmark: _Toc192205624]Technical reflection covering network deployment and testing. 
The author worked through network deployment by configuring static IPs, setting up a DHCP server, and troubleshooting DNS resolution. Despite correctly structuring configuration files and restarting services, the Debian server failed to install and update DHCP. Testing included verifying connectivity, examining logs, and modifying system settings, yet the issue persisted. This highlights the challenges of diagnosing network failures and the importance of systematic debugging in server deployment.
2. [bookmark: _Toc192205625]Personal reflection.
This process tested patience and problem-solving skills. Despite setbacks, it reinforced the need for persistence, adaptability, and attention to detail when troubleshooting network issues. Every failure was a learning opportunity, building resilience and technical confidence.
V. [bookmark: _Toc192205626]Conclusion:
This report has provided an in-depth examination of essential networking concepts, including hypervisors, IP addressing, routing protocols, and network services. The comparison of Type 1 and Type 2 hypervisors has highlighted their respective advantages, while the discussion on IP addressing and NAT has emphasised their role in secure and efficient data transmission. 
Furthermore, the analysis of key network services like VPNs and DHCP, along with the practical implementation of network deployment and testing, reinforces the importance of designing scalable, secure, and efficient network infrastructures. The insights gained from this study will be valuable in navigating the complexities of modern networking and its applications in IT environments.
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C-Server login: c-server
Passuord:
Linux C-Server 6.1.6-18-amd64 #1 SHP PREEMPT_DYNAMIC Debian 6.1.76-1 (2024-62-01) x86_64

The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/«/copuright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent

permitted by applicable law.

Last login: Mon Feh 24 09:56:42 GMT 2025 on ttyl

c-server@C-Server:™$ sudo systemctl status ssh

[sudo] passuord for c-server:

» ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/1ibs/systend/system/ssh.service; enabled; preset: enabled
Active: active (running) since Sat 2025-02-22 10:43:08 GMT; 1 day 23h ago

Docs: man:sshd (8)

man:sshd_config(5)

516 ExecStartPre=/usr/shin/sshd -t (code=exited, status=e/SUCCESS)

533 (sshd)

1 (limit: 2286)

Process:
Main PID
Tasks
Memory: 6.7M
CPU: 1@84ms
CGroup: /system.slice/ssh.service
=533 "sshd: susr/shin/sshd -D [listener] @ of 10-108 startups"

Feh 22 10:43: Starting ssh.service - OpenBSD Secure Shell server..
Feb 22 1 8 C-Server sshd[533]: Server listening on ©.0.0.6 port 22

Feb 22 10:43:08 C-Server sshd[533]: Server listening on :: port 22

Feb 22 10:43:08 C-Server systemd[1]: Started ssh.service - OpenBSD Secure Shell server

c-server@C-Server:™s _

87 C-Server systend[1] :

v o & 9°C Cloudy ~ & & 4 4) um“;,“;m




image101.png
[Running] - Oracle Virt

Input D

GNU nano 7. eto/netuork/inte
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(s).

source /etc/netuork/interfaces.d/x

# The loopback network interface
auto 1o
iface lo inet loopback

# The primary netuork interface
allow-hotplug enpos3

iface enpes3 inet dhcp

# This is an autoconfigured IPv6 interface
iface enpes3 inet6 auto

11:09
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Is0.

This ISO s only available on Windows Server 2022 and combines the previously separate Features on
Demand and Language Packs 1SOs, and can be used as a FOD and Language pack repository. To learn
about Features on Demand, see Features on Demand. To learn about adding languages, see Add
Languages.

Get started for free

Please select your evaluation experience:
Try Windows Server on Azure > Create a Virtual Machine in Azure > Download the ISO >

Download the VHD >
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Create Windows 10 installation
media

See more

To get started, you will first need to have a license
to install Windows 10. You can then download and
run the media creation tool. For more information
on how to use the tool, see the instructions below.

Download Now

> Using the tool to upgrade this PC to Windows 10 (click to show more or less information)

> Using the tool to create installation media (USB flash drive, DVD, or ISO file) to install
‘Windows 10 on a different PC (click to show more or less information)
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[MICROSOFT SOFTWARE LICENSE TERMS
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STATES, PLEASE READ THE "BINDING ARBITRATION AND CLASS ACTION WAIVER” SECTION
'BELOW. IT AFFECTS HOW DISPUTES ARE RESOLVED.

These license terms are an agreement between you and Microsoft Corporation (or one of its affliates).
They apply to the software named above and any Microsoft services or software updates (except to the
extent siich services or updates are accompanied by new or additional terms, in which case those
different terms apply prospectively and do not aker your or Microsofts rights relating to pre-updated
software or services). IF YOU COMPLY WITH THESE LICENSE TERMS, YOU HAVE THE RIGHTS BELOW.
BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS.

1. INSTALLATION AND USE RIGHTS.
) General. You may install and use one copy of the software to develop and test your

annlications. and solely for use on Windows You mav make ane hackin cony of the saftware
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server@C-Server:“$ sudo systemctl restart netuorking
server@C-Server:™s ip a
Loz <LDOPBACK,UP,LOWER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 1008
Link/loophack 00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
enpes3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:f5:12:55 brd ff frffffff
inet 192.168.50.2/30 brd 192.168.50.3 scape global enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fef5:f255/64 scope link
valid_Lft forever preferred_lft forever
enpess: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:7a:d6:24 brd Ff:ff:ffiffffff
inet 192.168.2.1/24 brd 192.168.2.255 scape global enposs
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fe7a:d624/64 scope link
valid_Lft forever preferred_lft forever
serverdC-Server:~s
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c-server@Server: ~ al=| x

c-servereserver:~$ sudo nano /etc/network/interfaces
[sudo] password for c-server
c-servereserver:~$ sudo systemctl restart networking

10:23

wety 25/02/2025
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c-server@Server: ~ al=| x

# and how to activate them. For more information, see interfaces(s
source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

auto enp@s3

iface enp@s3 inet static
address 192.168.50.2
netmask 255.255.255.252
gateway 192.168.50.1

auto enp@ss

iface enp@ss inet static
address 192.168.2.1
netmask 255.255.255.0

c-server@Server:~$

10:29
25/02/2025
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c-server@server: ~ al=

c-server@server:~$ sudo apt update & sudo apt install isc-dhcp-sexrver -y

10:46
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c-server@Server: ~ Q fl = s

c-server@server:~$ sudo apt update & sudo apt install isc-dhcp-server -y
[sudo] password for c-server
Ign:1 http://deb.debian.org/debian bookworm InRelease

Ign:2 http://security.debian.org/debian-security bookworm-security InRelease
Ign:3 http://deb.debian.org/debian bookworm-updates InRelease

Ign:2 http://security.debian.org/debian-security bookworm-security InRelease
Ign:1 http://deb.debian.org/debian bookworm InRelease

Ign:2 http://security.debian.org/debian-security bookworm-security InRelease
Ign:3 http://deb.debian.org/debian bookworm-updates InRelease

EIr:2 http://security.debian.org/debian-security bookworm-security InRelease
Temporary failure resolving 'security.debian.org

Ign:1 http://deb.debian.org/debian bookworm InRelease

Ign:3 http://deb.debian.org/debian bookworm-updates InRelease

0% [Connecting to deb.debian.org]

10:51
25/02/2025
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[ C - Server [Running] - Oracle VirtualBox -

File Machine View Input Devices Help
GNU_nar

# Generated by NetworkManager
search SERVI.com

nameserver 194.79.69.22§
nameserver 195.23.129.126
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[ C - Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

# Generated by NetworkManager
search SERVI.com

nameserver 8.8.8.8
nameserver 8.8.4.4]

14:49
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[ C - Server [Running] - Oracle VirtualBox - o

Fle Machine View Input Devices Help
c-servereserver:~$ sudo nano /etc/dhcp/dhcpd.conf
[sudo] password for c-server: ||

15:17
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[ C - Server [Running] - Oracle VirtualBox - o >

File Machine View Input Devices Help

subnet 192.168.12.0 netmask 255.255.255.0 {
Tange 192.168.12.100 192.168.12.200;

option routers 192.168.12.1;

option domain-name-servers 8.8.8.8, 8.8.4.4;
default-lease-time 600;

max-lease-time 7200;

15:28
25/02/2025
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4 Windows 10 Setup -

Choose which media to use

If you want to install Windows 10 on another parition, you need to create and then run the media to install t.

O USB flash drive
It needs to be atleast & GB.

® [is0 filel
You'l need to burn the SO fileto a DVD lter.

Microsoft  Support  Legal Back Next
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c-server@Server:~% nmcli connection modify "Wired connection 1" ifname enp@s3

c-server@Server:~$ nmcli connection modify "Wired connection 1" ipv4.dns "8.8.8.8 8.8.4.4"

c-server@Server:~$ nmcli connection down "Wired connection 1"& nmcli connection up "Wired connecti

Error: 'Wired connection 1' is not an active connection

Error: no active connection provided

c-server@Server:~$ nmcli connection delete "Wired connection 1"

Connection 'Wired connection 1' (foc7cf@8-4437-4648-b53e-e30e97d159ce) successfully deleted

c-server@Server:~$ nmcli connection add type ethernet ifname enp@s3 con-name "enp@s3-connection” ip

Connection 'enp@s3-connection’ (73a5@e33-ba69-48ac-983c-3008b65c512a) successfully added

c-server@Server:~$ nmcli connection modify "enp@s3-connection” ipv4.dns "8.8.8.8 8.8.4.4"

c-server@Server:~$ nmcli connection up "enp@s3-connection”

Error: Connection activation failed: No suitable device found for this connection (device lo not av

with device (connection type is not "loopback"))

c-server@Server:~$ ip link show dev enp@s3

2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP mode DEFAULT group de
link/ether 08:00:27:ef:6e:2e brd ff:ff:ff:ff:ff:ff

c-server@Server:~$ ping google.com

ping: google.com: Temporary failure in name resolution

c-servereServer:~$

16:46
25/02/2025
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Recycle Bin

C: \Users\mamau>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=lms TTL=128
Reply from 192.168.1.1: bytes=32 time<lms TTL=128
Reply from 192.168.1.1: bytes=32 time<lms TTL=128
Reply from 192.168.1.1: bytes=32 time=lms TTL=128

Ping statistics for 192.168.1.1

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = ims, Average = Oms

Users\mamau>

oo =

= 2045
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Microsoft Windows [Version 10.0.19045.3803]
(c) Microsoft Corporation. All rights reserved.

C:\Users\mamau>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

C: \Users\mamau>,

71
02/03/2025

W oC Partysumy A T Dz D)




image8.png
i Windows 10 Setup

Select language, architecture and edition
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19 Oracle VirtualBox 7.1.6 Setup

Welcome to the Oracle
VirtualBox 7.1.6 Setup Wizard

The Setup Wizard wil install Oracie VirtualBox 7.1.6 on your
computer. Cick Next to continue or Cancel to ext the Setup
Wizard

Next > Cancel
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3% Oracle VirtualBox 7.1.6 Setup. -

Oracle VirtualBox 7.16

Please wait whike the Setup Wizard nstals Oradle VirtualBox 7.1.6. This may take
Several minutes.

Status:
1

Verson 7.1.6 <Back Next > Cancel
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15 Oracle VirtualBox Manager - o X

& AR G%

Preferences  Import Export

File Machine Help

Welcome to VirtualBox!

‘The left part of application window contains global tools
and liss al virtual machines and virtual machine groups
‘on your computer. You can import, add and create new
corresponding toolbar buttons. You can popup
2 tools of currently selected element using corresponding
element button.
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Version 7.1.6

Oracle VirtualBox 7.1.6
installation is complete.

Clck the Firsh button to exit the Setup Wizard.

tart Orace VirtualBox 7. 1.6 afte installation

Finish
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5 Creste Virtual Machine - o x

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be used
throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used to install

o sesay

- g
( roer [ E
oY o (v =

Edition: | Windows Server 2022 Standard Evaluation (10.0.20348.587 /64 / en-US)

Tpe: | Microsoft Windows é‘é

Subtype:
Version: |Windows 2022 (64-bit)

ip Unattended Installation
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5 Creste Virtual Machine

[N

- a X
Summary
The following table summarizes the configuration you have chosen for the new irtual machine. When you
are happy with the configuration pressFinish to create the vitual machine. Akematively you can go back
and modty the configuraton.
€ Machine Name and O Type.
Machine Name s-oc
Machine Folder C/Users/AliuNirtualBox VM/S -DC
150 mage C/Users/Ali/Downloads/SERVER EVAL XBAFRE.en-usiso
Guest 05 Type Windows 2022 (64-bit)
Skip Unattended nstall  true
O Hardware
Base Memory 09
Processor(s) 2
EF Enable folse
@ pisk
Disk Sze 00068
Pre-allocte FullSize false
Back Fiish | [_Cancel
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Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either create a new hard disk fle or
ing one. Alternatively you can create a virtual machine without a virtual hard disk.

select an exi

@ Create a Virtual Hard Disk Now
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Y Crcicnrase

O Use anExisting Vsl Herd Disk i

Disk Size: |
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Empty
O Do Not Add a Vitus Hard Disk

Help Back Next Cancel
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({0 Audio
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Controller: _Intel HD Audio

& Network

Adapter 1: _Intel PRO/1000 MT Desktop (NAT)

5 use

USB Controller: xHCI

Device Filters: 0 (0 active)

(] Shared folders

None
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iso (470 GB)
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Language to insta!: Y URTsEeS

Time and currency format: R R U

Keyboard or input method

Enter your language and other preferences and click "Next” to continue.
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@ 1§y Microsoft Server Operating System Setup.

Applicable notices and license terms

YOU MUST ACCEPT THE SOFTWARE LICENSE TERMS. SEE BELOW.
Please read the full license terms provided at (aka.ms/useterms).

IMPORTANT NOTICE
Diagnostic and Usage Information. Microsoft collects this information
over the Internet to help keep Windows secure and up to date,
troubleshoot problems, and make product improvements, and may
associate the information with your organization. Microsoft server
‘operating systems can be configured to tumn diagnostic data off, send
Required diagnostic data, or send Optional diagnostic data. The default
setting s to send Required diagnostic data. Required diagnostic data
includes information to help keep the device secure, up-to-date, and
working as expected.

ccept the Microsoft Software License Terms.If an organization is licensing it, 1 am authorized
bind the organization.
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Select the operating system you want to install

Operating system Architecture
Windows Server 2022 Standard Evaluation

Windows Server 2022 Standard Evaluation (Desktop Experien.

Windows Server 2022 Datacenter Evaluation

Date modified
33202
33202
3/3/202

Description:

“This option installs the full Windows graphical environment, consuming extra drive space. It can be

useful f you want to use the Windows desktop or have an app that requires t.
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Where do you want to install the operating system?

Name Totalsize  Freespace Type

Drive 0 Unallocated Space 600GB 600GB
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@ 1§y Microsoft Server Operating System Setup.

Which type of installation do you want?

Upgrade: Install Microsoft Server Operating System and keep files, st
applications

The files, setings, and applications are moved to the new operating system with this option. This
option is only available when o supported version of the operating system isalready running on
the computer

Custom: Install Microsoft Server Operating System only (advanced)
The files, setings, and applications aren't moved to the new operating system with this option.
You want to make changes to partitions and drives, strt the computer using the instalation disc.
We recommend backing up your iles before you continue.

>
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U5 Creste Virtual Mack

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be used
throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used to install
the guest operating system.

D S
( foer [ oo .
VoY e Erermerem e —— o
Type: Microsoft Windows 5“&4

o

Version: [Windows 10 (64-bit)

Skip Unattended Installation

(® You hav selected o skip unattenid guest O nstall the guest 05 will eed o b nstalled manualy.

Help Back Next Cancel
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Hardware

You can modify virtusl machine’s hardwsre by changing smount of RAM and virtusl CPU count,Ensbling
F i slz0 possible.
Base Memory: [ (4096 mB[Z
! "
‘ ame s102me
Processors: [ ] E
-7 ‘
1cpu scpus

Enable EF (special OSes only)

Help

Back Next Cancel
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Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either create a new hard disk fle or
Select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

® Creste  Virtual Hard Disk Now
DiskSize v e

acoms 200m
Y Crcicnrase

O Use anExisting Vsl Herd Disk i
§ -DC.vdi (Normal, 60.00 GB)
O Do Not Add a Vitus Hard Disk

4

Help

Back Next Cancel





image34.png
3 Create Virtual Machine

[N

Help

a X
Summary
The following table summarizes the configuration you have chosen for the new irtual machine. When you
are happy with the configuration pressFinish to create the vitual machine. Akematively you can go back
and modty the configuraton.
€ Machine Name and O Type.
Machine Name Clients1-Win 10
C/Users/AliuNirtualBox VMs/Clients1-Win 10
Di/e-Portfolo/Personal Files/UWTSD/Software/Windows.so
‘Windows 10 (64-bit)
Skip Unattended nstall  true
O Hardware
Base Memory 09
Processor(s) 2
EF Enable true
@ pisk
Disk Sze 00068
Pre-allocte FullSize false
Back Finish | [_Cancel
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Enter your language and other preferences and click "Next” to continue.
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Select the operating system you want to install

Operating system

Windows 10 Home N
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Windows 10 Education N

Windows 10 Pro.

Windows 10 Pro N

Architecture
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Date modified
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Description:
Windows 10 Home
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@ ) Windows Setup.
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings and applications
The files, setings and applications are moved to Windows with this option. This option is only
available when o supported version of Windows s lready running on the computer.

Custom: Install Windows only (advanced)

The files, sttings and applications aren't moved to Windows with this option. If you want to
make changes to paritions and drives, start the computer using the installation disc. We.
recommend backing up your files before you continue.
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Where do you want to install Windows?

Name Totalsize  Freespace Type

Drive 0 Unallocated Space 40068 40068
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[ Account

Let's add your account

One account connects your device across Microsoft apps and services, like Office, OneDrive, Microsoft Edge, and the
Microsoft Store.

Privacy & Cookies Terms of Use
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Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be used
throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used to install

=

= S
( for [ oo orioy .
VoY e s e ——— o

Subtype: [Debian

Version: |Debian (64-6it)

Skip Unattended Installation

(® You hav selected o skip unattenid guest O nstall the guest 05 will eed o b nstalled manualy.

Help Back Next Cancel
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Hardware
You can modify vitual machine's hardware by changing amount of RAM and vitual CPU count. Enabling
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5 Creste Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either create a new hard disk fle or
Select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

@ Create a Virtual Hard Disk Now

] 20068

acoms 200m
Y Crcicnrase

O Use anExisting Vsl Herd Disk i
§ -DC.vdi (Normal, 60.00 GB)
O Do Not Add a Vitus Hard Disk

Disk Size: |

[N
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U3 Create Virtual Machine

[N

Help

Summary

“The following table summarizes the configuration you have chosen for the new virtual machine. When you
are happy with the configuration press Finish to create the virtual machine. Alteratively you can go back
and modify the configuration.

@ Machine Name and 05 Type
Machine Nome e
Machine Folder Di/e-PorfolioPersonalFiles/UWTSD/My Topology/C-Servr
150 1mage Di/e-PorfoioPersonalFiles/UWTSD/Software/debian-12.5.0-amd54-DVD- iso
Guest 05 Type Debion (64619
Sip Unattended nstall  true
@ Hardware
Sase Memory 208
Processor(s) 1
1 Enable =
@ oisk
Disk size 00068
bredlocsteFullsize flse
back | Fish | [Canest
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[l C-Server [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

@© debian 12

Select a language

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.

Chinese (Traditional) ~ - 0
Croatian R

czech - B
Danish R

Dutch - Nederlands L
Dzongkha . Em
N
Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - dobmyma

German - Deutsch
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i@ c-Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you

can make something up here.
Hostname:

[cserver]

>
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File Machine View Input Devices Help
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Configure the network

The domai

name is the part of your Internet address to the right of your host name. It is often something
that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make something up, but
make sure you use the same domain name on all your computers.

Domain name:
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Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or unqualified user with
root access can have disastrous resuits, so you should take care to choose a root password that is not easy to
guess. It should not be a word found in dictionaries, or a word that could be easily associated with you.

A good password
regular intervals.

contain a mixture of letters, numbers and punctuation and should be changed at

The root user should not have an empty password. If you leave this empty, the root account will be disabled
and the system user account will be given the power to become root using the “sudo* command.

Note that you will not be able to see the password as you type it.
Root password:

(] Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

(] Show Password in Clear

3
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Set up users and passwords

A user account will be created for you to use instead of the root account for non-adi

istrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails r

sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

(C-Server Debian Linux
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Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

gy
(] Show Password in Clear L

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify: L

e00cceece
(] Show Password in Clear
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,
you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:
Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual

>
1S @ Right ctt

10:10
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@© debian 12

Partition disks.

Note that all data on the disk you select will be erased, but not before you have confirmed that you really
want to make the changes.
Select disk to partition:

5CSI13 (0,0,0) (sda) - 21.5 GB ATA VBOX HARDDISK

[ofoD -

>
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Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes.

~ SCS13 (0,0,0) (sda) - 21.5 GB ATA VBOX HARDDISK

> 1ome FREE SPACE
> #1  536.9MB B f ESP

> %2 19.968 £ oexta i

> #3 1068 £ swap swap
> 1ome FREE SPACE

Undo changes to par
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Partition disks.

If you continue, the changes listed below
further changes manually.

be written to the disks. Otherwise, you will be able to make

The partition tables of the following devices are changed:
SCS13 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ESP
partition #2 of SCSI3 (0,0,0) (sda) as exta
partition #3 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

O No
© Yes
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Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to
install one or more of the following predefined collections of software.
Choose software to install:

[J Debian desktop environment

GNOME

Xfce

GNOME Flashback
KDE Plasma
Cinnamon

MATE

O ... 1xqe
[J web server
SSH server

standard system uti
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Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, 5o that you boot into the new system rather than restarting the installation.

Please choose <Continue> to reboot.
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er [Running] -

Debian GNU/Linux 12 C-Server tiyl

C-Server login: C-Server

Passuord:

Login incorrect
C-Server login:
Passuord:

Linux C-Server 6.1.6-18-amd64 #1 SHP PREEMPT_DYNAMIC Debian 6.1.76-1 (2024-62-01) x86_64

c-server

The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/«/copuright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.
c-server@C-Server:™$ sudo systemctl status ssh
[sudo] passuord for c-server:
» ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/1ibssystend/system/ssh.service; enabled; preset: enabled
Active: active (running) since Sat 2025-02-22 10:43:08 GMT; 5min ago
Docs: man:sshd (8)
man:sshd_config(5)
Frocess: 516 ExecStartPre=/usr/shin/sshd -t (codesexited, status=e/SUCCESS)
Main PID: 533 (sshd)

Tasks: 1 (limit: 2286)
Hemory: 6.7H
CPU: 10dms

CGroup: /system.slice/ssh.service
=533 "sshd: susr/shin/sshd -D [listener] @ of 10-108 startups"
Feb 22 10:43: Starting ssh.service - OpenBsD Secure Shell server...
Feb 22 1 08 C-Server sshd[533]: Server listening on €.6.0.@ port 22.
Feb 22 10:43:08 C-Server sshd[533]: Server listening on :: port 22.
Feb 22 10:43:08 C-Server systemd[1]: Started ssh.service - OpenBSD Secure Shell server.
c-server@c-Server:™% _

87 C-Server systend[1] :

)
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Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be used
throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used to install

=

e S
( foer [ vty .
VoY e Erermre e ————— o

Subtype: [Debian

Version: |Debian (64-6it)

ip Unattended Installation

(® You hav selected o skip unattenid guest O nstall the guest 05 will eed o b nstalled manualy.

Help Back Next Cancel
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5 Creste Virtual Machine

[N

Help

Summary
The following table summarizes the configuration you have chosen for the new irtual machine. When you
are happy with the configuration pressFinish to create the vitual machine. Akematively you can go back
and modty the configuraton.
€ Machine Name and O Type.
Machine Name ClientC1
Machine Folder Die-Portfolo/Personal Files/UWTSD/MyTopology/ClentC1
150 mage Di/e-Portfolo/Personal Files/UWTSD/Software/debian-12.5.0-amdd-netinstiso
Guest 05 Type Debian (54-bi)
Skip Unattended nstall  true
O Hardware
Base Memory 20
Processor(s) 1
EF Enable e
@ pisk
Disk Sze 200068
Pre-allocte FullSize folse
Back Finish | [_Cancel

10:59
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Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location s not listed.
Country, territory or area:

India A
Ireland

tsrael

New Zealand
Nigeria B
Philippines

Seychelles

singapore

South Africa

United States

Zambia

Zimbabwe

other |

Wind warning
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Load installer components from installation media
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Configure the network
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you
can make something up here.

Hostname:
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Partition disks.

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning
Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes.

~ SCS13 (0,0,0) (sda) - 21.5 GB ATA VBOX HARDDISK

> 1ome FREE SPACE
> #1  536.9MB B f ESP
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Configure the package manager

stallation media finds the label:

Debian GNU/Linux 12.5.0_Bookworm_ - Official amd64 NETINST with firmware 20240210-11:27

You now have the option of scanning additional media for use by the package manager (apt). Normally t
should be from the same set as the one you booted from. If you do not have any additional media, this s
can just be skipped.

If you wish to scan more medi:
Scan extra installation media?
©No

O Yes

please insert another one now.
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Configure the package manager

Please select a Debian archive mirror. You should use a mirror in your country or region if you do not know
which mirror has the best Internet connection to you.

Usually, deb.debian.org is a good choice.
Debian archive mirror:
deb.debian.org
ftp.uk.debian.org
free.hands.com
ukdebian.mirror.anlx.net
mirror. positive-internet.com
mirror.Ichost.net
debian.mirror.uk.sargasso.net
mirror.sov.uk.goscomb.net
mirror.ox.ac.uk
fep.ticklers.org
mirrorservice.org
debian.mirrors.uk2.net

mirrors. coreix.net
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Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to
install one or more of the following predefined collections of software.

Choose software to install:

Debian desktop environment
GNOME

Xfce

GNOME Flashback

KDE Plasma

Cinnamon
MATE
LXDE

O ... 1xqe

n [ web server

SSH server

standard system ur
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Select and install software

Select and install software

Preparing to configure librasqal3 (amdé4)
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Finish the installation

Installation complete
installation is complete, o it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Please choose <Continue> to reboot.

[Screonshor R GoBack
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C: \Users\Administratorsnetsh interface show interface

admin state  state Type Interface Name
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