	Windows Operating Systems
Supporting information & 
CyberSecurity introduction



This document contains additional and in some cases more detailed and in-depth information on these topics, that have been introduced in the slides. The information below is for additional reading purposes, is beyond the module assessment. Some of these topics are also covered in other modules.
Table of Contents
Windows Boot Processes	1
Windows Startup	3
Layering in OSs:	5
Hardware Abstraction Layer:	6
User Mode and Kernel Mode	12
Windows Registry	18
Alternate Data Streams & malware(with cmd commands)	18
OS Vulnerabilities	22
System Hardening with CMD & Batch	24
System Hardening & testing with PowerShell	26
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When you power on a Windows device, a series of steps occur before Windows is fully loaded. This sequence is known as the Windows Boot Process.
Modern computers use one of two types of firmware:
Basic Input/Output System (BIOS):
· Introduced in the early 1980s.
· Initializes hardware and performs a Power-On Self-Test (POST) to verify device communication.
· Once the system disk is detected, BIOS looks for the Master Boot Record (MBR).
· The MBR contains a small program that locates and loads the operating system.
Unified Extensible Firmware Interface (UEFI):
· Designed to replace BIOS and support advanced features.
· Loads EFI program files (.efi) from the EFI System Partition (ESP).
· UEFI stores boot code in firmware, enabling secure boot and immediate protected mode.
Regardless of whether BIOS or UEFI is used, once Windows is located:
· Bootmgr.exe runs, switching the system from real mode to protected mode.           
· Boot Configuration Data (BCD) is read to determine if the system is resuming                                  from hibernation or performing a cold start.       
If resuming from hibernation:
· Winresume.exe loads and reads Hiberfil.sys to restore the previous state.
If starting from cold boot:
· Winload.exe loads, records hardware configuration in the registry, and verifies drivers using Kernel Mode Code Signing (KMCS).
· Then Ntoskrnl.exe starts the Windows kernel and initializes the Hardware Abstraction Layer (HAL).
· Finally, Session Manager Subsystem (SMSS) sets up the user environment, starts Winlogon, and prepares the desktop.

Windows boot process steps
+-----------------------------------------------------------+
| Step | Action                                             |
+-----------------------------------------------------------+
|  1   | Power button pressed                               |
|  2   | Firmware initialization: BIOS or UEFI             |
|  3   | BIOS: Perform POST and locate MBR                 |
|      | UEFI: Load EFI files from EFI System Partition    |
|  4   | Load Bootmgr.exe                                   |
|  5   | Read Boot Configuration Data (BCD)                |
|  6   | Check if resuming from hibernation                |
|      | Yes: Run Winresume.exe → Load Hiberfil.sys        |
|      | No: Run Winload.exe                                |
|  7   | Winload.exe:                                       |
|      | - Record hardware config in registry              |
|      | - Verify drivers using KMCS                       |
|  8   | Load Ntoskrnl.exe (Windows kernel)                |
|  9   | Initialize HAL (Hardware Abstraction Layer)       |
| 10   | Run SMSS (Session Manager Subsystem)              |
| 11   | Start Winlogon and prepare user desktop           |
+-----------------------------------------------------------+

[bookmark: _Toc217901875]Windows Startup
Windows uses two key registry locations to automatically start applications and services:
· HKEY_LOCAL_MACHINE (HKLM) -  Stores system-wide configuration settings, including services that start every time the computer boots.
In Windows information about your computer's boot configuration is included here, too.
· HKEY_CURRENT_USER (HKCU) - Contains settings specific to the logged-in user, including services and applications that start only when that user logs on.
Entries in these registry keys determine which programs and services launch at startup. Common entry types include:
Run, RunOnce, RunServices, RunServicesOnce, and Userinit.
Although these entries can be added manually, it is safer and easier to manage startup options using the Msconfig.exe tool.

Using Msconfig:
Search for Msconfig in the Windows search box to open the System Configuration window. This tool provides five tabs for managing startup settings:
· General: Choose the startup type:
· Normal: Loads all drivers and services.
· Diagnostic: Loads only basic drivers and services.
· Selective: Allows the user to choose what loads at startup.
· Boot: Select the operating system to start and configure options such as Safe Boot for troubleshooting.
· Services: Displays all installed services, allowing you to enable or disable them at startup.
· Startup: Shows applications and services configured to start automatically. This tab links to Task Manager for enabling or disabling items.
· Tools: Provides quick access to common system utilities directly from the tab.
--
Accessing HKEY_LOCAL_MACHINE
As one of the main registry hives, HKEY_LOCAL_MACHINE (HKLM) is easy to locate using the built-in Registry Editor in all Windows versions:
1. Open Registry Editor
· Press Win + R, type regedit, and hit Enter.
2. Locate HKEY_LOCAL_MACHINE
· In the left pane of Registry Editor, find HKEY_LOCAL_MACHINE.
· If other keys are expanded from previous use, collapse them using the left arrow key until you see the hive.
3. Expand the Hive
· Double-click HKEY_LOCAL_MACHINE or click the small arrow next to it to view its subkeys.
HKEY_LOCAL_MACHINE Subkeys
Common subkeys under HKLM include:
HKEY_LOCAL_MACHINE\BCD00000000
HKEY_LOCAL_MACHINE\COMPONENTS
HKEY_LOCAL_MACHINE\DRIVERS
HKEY_LOCAL_MACHINE\HARDWARE
HKEY_LOCAL_MACHINE\SAM
HKEY_LOCAL_MACHINE\Schema
HKEY_LOCAL_MACHINE\SECURITY
HKEY_LOCAL_MACHINE\SOFTWARE
HKEY_LOCAL_MACHINE\SYSTEM
(Your system may differ based on Windows version and configuration. For example, newer versions may omit the COMPONENTS key.)
Key Details
· HARDWARE
Stores information about BIOS, processors, and other hardware.
Example: HARDWARE\DESCRIPTION\System\BIOS contains BIOS version and vendor details.
· SOFTWARE
The most frequently accessed subkey.
· Organized alphabetically by software vendor.
· Applications store settings here for automatic configuration on next launch.
· Includes Windows UI details, file association data (Classes), and more.
· Useful for finding a user’s SID.
· Wow6432Node
Found on 64-bit Windows systems under HKLM\SOFTWARE\Wow6432Node.
· Used by 32-bit applications for compatibility.
· Mirrors HKLM\SOFTWARE but is isolated for 32-bit processes via WoW64.
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The OS is divided into layers such as: 
1. Hardware Layer – Physical components (CPU, memory, I/O devices).
2. Hardware Abstraction Layer (HAL) – Provides a uniform interface to hardware.
3. Kernel Layer – Core OS functions (process management, memory management).
4. System Services Layer – Higher-level services (file systems, networking).
5. User Interface Layer – Shells, GUIs, APIs for applications.
Each layer hides the complexity of the lower layers and exposes a simpler interface to the upper layers.

Why is Layering Important?
1. Modularity
Each layer can be developed, tested, and maintained independently.
2. Abstraction
Upper layers don’t need to know hardware details; they rely on lower layers for that.
3. Portability
Makes it easier to adapt the OS to different hardware platforms (thanks to HAL).
4. Security & Stability
Layers enforce boundaries, reducing the risk of errors propagating through the system.
5. Ease of Maintenance
Bugs can be isolated within a layer without affecting the entire OS.
Layering provides structure, abstraction, and modularity, making operating systems easier to design, maintain, and scale across different hardware.
--


[bookmark: _Toc217901877]Hardware Abstraction Layer:
Windows computers use many different types of hardware. The operating system can be installed on a purchased computer or a on computer that is assembled by the user. When the operating system is installed, it must be isolated from differences in hardware. The basic Windows architecture is shown in the figure.
The basic Windows architecture consists of several layers: applications at the top, followed by the Operating System kernel, then the Hardware Abstraction Layer (HAL), and finally the physical hardware at the bottom.
The Hardware Abstraction Layer (HAL) is a software component that manages communication between the hardware and the kernel. The kernel, which is the core of the operating system, controls the entire computer. It is responsible for handling input/output requests, managing memory, and interacting with all connected peripherals.
Although the HAL provides a level of abstraction, the kernel is not completely independent of the hardware. In some cases, the kernel communicates directly with hardware components. Similarly, the HAL relies on the kernel to perform certain functions, making them interdependent.
	[image: A diagram of a hardware abstraction layer
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Ref: This Photo by Unknown Author is licensed under CC BY-NC
The Hardware Abstraction Layer (HAL) in Windows OS is a critical component that acts as an intermediary between the system's hardware and the operating system kernel. Its main purpose is to abstract hardware-specific details, so the OS and applications can interact with hardware in a consistent way, regardless of the underlying architecture.

Hardware Abstraction Layer (HAL) is part of the operating system software.
It is not a separate piece of hardware or an external program—it’s a software layer within the OS kernel space that provides a standardized interface for hardware interactions. In Windows, HAL is implemented as a dynamic-link library (DLL), typically named hal.dll, and it loads during the boot process.
· HAL is bundled with the OS and works closely with the kernel.
· It is responsible for abstracting hardware-specific details so the kernel and device drivers can operate without being tied to a particular hardware architecture.
· While HAL is part of the OS, its implementation can vary depending on the hardware platform (e.g., x86, x64, ARM).
	Windows Boot Process Overview
1. Firmware Initialization (BIOS/UEFI)
· Performs POST (Power-On Self-Test).
· Loads the boot loader from the system partition.
2. Boot Loader (Windows Boot Manager)
· Loads the Windows OS loader (winload.exe).
· Prepares the system for kernel initialization.
3. OS Loader Phase
· winload.exe loads:
· The kernel (ntoskrnl.exe).
· The HAL (hal.dll).
· Essential boot drivers.
· These components are placed into memory before control is passed to the kernel.
4. Kernel Initialization
· The kernel uses HAL to interact with hardware during initialization.
· HAL sets up interrupt controllers, timers, and multiprocessor configurations.
5. Session Manager & User Mode Startup
· After kernel and HAL finish initialization, Windows starts system services and user processes.

Where HAL Resides:
· HAL is loaded very early in the boot process, right after the kernel is loaded by winload.exe.
· It operates in kernel mode and remains active throughout the system’s runtime.
· File location: C:\Windows\System32\hal.dll.

HAL is a core component loaded alongside the kernel during the OS loader phase, before Windows transitions to full kernel initialization.




Key Functions of HAL:
1. Hardware Independence
HAL provides a uniform interface for the kernel and device drivers, so they don’t need to know the exact hardware details (e.g., CPU type, interrupt controller, I/O bus).
2. Platform-Specific Implementation: While HAL offers a standard API, its implementation varies depending on the hardware platform (x86, x64, ARM). This allows Windows to run on different architectures without rewriting the entire kernel.
3. Manages Low-Level Operations
· Interrupt handling
· Direct memory access (DMA)
· Timer and clock management
· Multiprocessor support
4. Boot Process Role: During boot, HAL initializes hardware-specific components and provides the kernel with the necessary abstraction to start higher-level services.
Without HAL, the OS would need to be tightly coupled to specific hardware configurations, making portability and scalability difficult. HAL ensures that Windows can run on a wide range of devices—from desktops to servers—without major changes.

Windows OS Architecture (Simplified Layers):
1. User Mode
· Applications
· Subsystems (e.g., Win32, POSIX)
2. Kernel Mode
· Executive Services (Memory Manager, I/O Manager, Security)
· Kernel (Thread scheduling, synchronization)
· Device Drivers (Hardware-specific drivers)
· Hardware Abstraction Layer (HAL)
Sits between the kernel and the physical hardware.
3. Hardware
· CPU, Memory, I/O devices
HAL acts as the bridge between the kernel and hardware, providing a consistent interface for low-level operations like interrupt handling, timers, and multiprocessor communication.
--
We’ve learned that the Hardware Abstraction Layer (HAL) in Windows (and other operating systems) is a crucial component that provides a consistent interface between the operating system kernel and the physical hardware. Its main purpose is to abstract hardware-specific details, so the OS and device drivers can work without needing to know the exact hardware configuration.
HAL performs the following:
1. Hardware Independence: HAL allows the OS to run on different hardware platforms (e.g., Intel, AMD, ARM) without rewriting the kernel for each architecture.
2. Manages Low-Level Operations: 
· Interrupt Handling: Converts hardware interrupts into a standard format for the kernel.
· Direct Memory Access (DMA): Coordinates memory transfers between devices and RAM.
· Timer and Clock Management: Provides consistent timing functions across hardware.
· Multiprocessor Support: Handles communication between CPUs in multi-core systems.
3. Abstracts Hardware Details: Instead of the kernel dealing directly with hardware registers or bus protocols, HAL provides a uniform API for these tasks.
4. Boot Process Role: During system startup, HAL initializes hardware-specific components and ensures the kernel can interact with them in a standardized way.
* HAL acts as a translator and mediator between the OS kernel and the hardware, ensuring portability, stability, and easier maintenance. *
For example:
1. Application → Calls OS API (e.g., send data over network). 
2. Executive Services → Passes request to I/O Manager. 
3. Device Driver → Handles device-specific logic. 
4. HAL → Translates generic OS calls into hardware-specific instructions. 
5. Hardware → Executes the actual operation.
[image: A computer program with text
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Example: HAL and Device Drivers
Imagine you plug in a network card:
· The network driver calls OS functions to send/receive packets.
· These functions rely on HAL for:
· Interrupt handling: When the card signals data arrival, HAL translates the hardware interrupt into a standard format the kernel understands.
· DMA operations: HAL manages direct memory access so the card can transfer data without CPU intervention.
· The driver doesn’t need to know if the system uses an Intel or AMD processor—the HAL abstracts those details.
--
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Windows operates in two distinct CPU modes: User Mode and Kernel Mode. Installed applications run in user mode, and the OS / Operating System code runs in kernel mode.
Why do these modes exist:
· Security: Prevents applications from damaging the OS or hardware.
· Stability: Isolates user processes so one crash doesn’t bring down the system.
· Controlled Access: Hardware and critical resources are managed by trusted kernel code.
In summary:
· Kernel Mode = full control, high risk, OS-level code.
· User Mode = restricted control, safer, application-level code.

Deep dive: Here is a more detailed explanation:
In the architecture diagram below, User Mode consists of:
· Applications
· Windows API
· User-Mode Drivers
	User mode:
	[image: A diagram of a structure
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	Kernel mode:
	



Kernel mode includes:
· Other Kernel-Mode Drivers
· Operating System Kernel
· File System Drivers
· Hardware Abstraction Layer (HAL)
· Physical Hardware
How they differ:
· User mode
· Installed applications run in user mode.
· Programs in this mode have no direct access to hardware or memory addresses.
· They must interact with hardware through the operating system.
· Crashes in user mode typically affect only the application and are recoverable.
· Most Windows programs operate in user mode.
· Kernel mode
· Operating system code runs in kernel mode.
· Code here has unrestricted access to hardware and can execute any CPU instruction.
· Kernel mode can reference any memory address directly.
· Reserved for the most trusted OS functions.
· A crash in kernel mode halts the entire system.
Device drivers:
· Drivers enable communication between the OS and hardware.
· They can run in either user mode or kernel mode, depending on the driver type.
Memory and address space:
· All kernel-mode code shares the same address space, with no isolation between drivers and the OS.
· If a kernel-mode driver writes to an incorrect address, it can crash the entire system.
· User-mode code, however, runs in its own restricted address space within a dedicated process.
· This isolation prevents applications from modifying OS code or interfering with other applications.
· If a user-mode application crashes, it does not affect the OS or other programs.

User Mode and Kernel Mode are two distinct CPU privilege levels that determine what code can do on the system. They are part of the processor’s protection mechanism to maintain system stability and security.
What are these modes?
1. Kernel Mode (Privileged Mode)
· Highest privilege level on the CPU.
· Code running in kernel mode can:
· Execute any CPU instruction.
· Access all system memory addresses.
· Directly interact with hardware.
· Used by:
· Operating System kernel.
· Core system components.
· Some device drivers.
· Risk: If something goes wrong (e.g., a bug), the entire system can crash because there’s no restriction.

2. User Mode (Restricted Mode)
· Lower privilege level.
· Code running in user mode:
· Cannot directly access hardware or arbitrary memory addresses.
· Must use system calls (via the OS) to request hardware access.
· Used by:
· Applications (e.g., Word, Chrome).
· Some user-mode drivers.
· Benefit: If an application crashes, it only affects that app—not the whole OS.
CPU Privilege Levels in relation to the OS:
CPU privilege levels (also called protection rings) are hardware-enforced security boundaries that control what instructions and resources code can access. They are designed to prevent user applications from interfering with the operating system or hardware.
· Ring 0 (Kernel Mode)
· Highest privilege level.
· OS kernel and core components run here.
· Full access to hardware and all memory.
· Ring 3 (User Mode)
· Lowest privilege level.
· Applications run here.
· Restricted access—must use system calls to interact with hardware or kernel services.
Modern CPUs (like x86) support multiple rings, but most operating systems (including Windows) use two levels:
· Kernel Mode = Ring 0
· User Mode = Ring 3
This separation ensures security and stability by isolating user processes from critical system code.
2. How the cpu switches between modes during a system call
When an application in User Mode needs to perform an operation that requires hardware access (e.g., reading a file), it cannot do so directly. Instead, it uses a system call to request the OS kernel to perform the task.
Here’s a diagram:
[User Mode: Application]
       |
       |  (System Call via API, e.g., ReadFile)
       v
[Windows API / System Call Interface]
       |
       |  (CPU executes a software interrupt or syscall instruction)
       v
[CPU Switches to Kernel Mode]
       |
       |  (OS Kernel handles the request)
       v
[Kernel Mode: OS Kernel + HAL]
       |
       |  (Access hardware, perform operation)
       v
[Return to User Mode]
       |
       |  (Result passed back to application)
       v
[User Mode: Application continues execution]
Key steps:
· The CPU changes its privilege level from Ring 3 → Ring 0 when entering kernel mode.
· After the kernel completes the operation, the CPU switches back to Ring 3 for user mode execution.

The following is an example  flow of what happens inside the kernel during a system call, including the role of HAL and drivers:
System call flow inside the kernel:
[1] User Mode: Application
    - Application calls a Windows API function (e.g., ReadFile).
    - This API translates the request into a system call.
[2] Transition to Kernel Mode
    - CPU executes a special instruction (syscall or interrupt).
    - Privilege level changes from Ring 3 (User Mode) to Ring 0 (Kernel Mode).
[3] Kernel Entry Point
    - The system call dispatcher in the OS kernel receives the request.
    - Validates parameters and security checks.
[4] I/O Manager or Relevant Subsystem
    - The kernel component responsible for the requested operation (e.g., I/O Manager for file operations) processes the request.
    - Determines which device driver should handle the operation.
[5] Device Driver Interaction
    - The kernel calls the appropriate device driver.
    - If the driver runs in kernel mode, it executes directly.
    - If the driver runs in user mode, communication occurs via inter-process mechanisms.
[6] Hardware Abstraction Layer (HAL)
    - If the operation requires direct hardware interaction (e.g., disk read, interrupt handling), the driver uses HAL functions.
    - HAL translates generic OS calls into hardware-specific instructions.
    - HAL manages low-level tasks like DMA, interrupt routing, and multiprocessor coordination.
[7] Hardware Execution
    - HAL communicates with the physical hardware to perform the requested action.
[8] Return Path
    - HAL returns control to the driver.
    - Driver passes results back to the kernel subsystem (e.g., I/O Manager).
    - Kernel prepares the result for the application.

[9] Transition Back to User Mode
    - CPU switches from Ring 0 to Ring 3.
    - Application receives the result and continues execution.

Keys:
· Kernel mode handles validation, security, and coordination.
· HAL ensures hardware independence and manages low-level operations.
· Device drivers act as intermediaries between OS subsystems and hardware.
· The CPU switches privilege levels twice: User → Kernel → User.
--
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The Windows Registry is a hierarchical database used by the Windows operating system to store configuration settings and options. It acts as a central repository for information about:
System Configuration:
· Hardware details (e.g., connected devices)
· Installed drivers
· Boot and startup settings
· Security policies
Software Settings:
· Installation paths to exe files for programs
· Licensing and activation data
· Application preferences
User Profiles:
· Desktop appearance and themes
· Environment variables
· User-specific application settings

Key Components:
· Hives: Major sections like (system-wide settings) and (user-specific settings).HKEY_LOCAL_MACHINEHKEY_CURRENT_USER
· Keys and Values: Keys are like folders, and values are the actual data entries.
It provides a structured way for Windows and applications to access and update settings quickly. Ensures smooth system operation by centralizing configuration data. 
Warning: Incorrect changes can cause system instability or failure.
--
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The Microsoft Windows NTFS file system stores files as a collection of attributes, such as the file name and timestamps. The actual file content is stored in the $DATA attribute, known as a data stream. NTFS allows you to attach Alternate Data Streams (ADS) to a file, which some applications use to store additional metadata or information.
However, ADS can pose a security risk because it provides an easy way to hide data. Attackers can embed malicious code within an ADS and then execute it from another file, making detection more difficult.
How ADS Works:
In NTFS, a file with an ADS is identified by appending a colon and the stream name to the filename. For example:
Testfile.txt:ADS
This indicates that an alternate data stream named ADS is associated with the file Testfile.txt.
Example Commands:
· The first command writes the text “Alternate Data Here” into an ADS named ADS attached to Testfile.txt.
· Running dir shows the file exists, but the ADS is not visible in the standard directory listing.
· Another command confirms that data is stored in Testfile.txt:ADS.
· Finally, using dir /r reveals the ADS associated with the file.

 Why ADS is exploited by malware:
Alternate Data Streams (ADS) in NTFS allow additional data to be attached to a file without changing its visible size or standard attributes. This makes ADS attractive for attackers because:
· Stealth: ADS content does not appear in normal directory listings (dir).
· Persistence: Malicious code can remain hidden while the main file looks harmless.
· Execution: Malware stored in ADS can be executed by referencing the stream name.
Result: ADS is often used to hide payloads, scripts, or configuration files, making detection harder for traditional antivirus tools.
How to detect ADS
· Use the dir /r command in Windows Command Prompt to list alternate streams.
· Use PowerShell’s Get-Item or Get-Content with -Stream * to enumerate streams.
· Specialized forensic tools (e.g., Sysinternals streams.exe) can scan for ADS across directories.

Step-by-step example: creating and viewing ADS in windows
1. Create a file and add an ADS
echo Hello > Testfile.txt
echo Alternate Data Here > Testfile.txt:ADS
· The first command creates a normal file with “Hello”.
· The second command adds an alternate data stream named ADS.
2. Check the file
dir
· You’ll see Testfile.txt, but the ADS is not visible.
3. View the ADS content
more < Testfile.txt:ADS
· Displays the hidden text: Alternate Data Here.
4. List ADS using dir /r
dir /r
· Shows the file and its associated streams, including ADS.
5. (Optional) Delete the ADS
· Clears the alternate stream.

This demonstrates how ADS can hide data and why it’s a security concern.
Linux does not have the same Alternate Data Stream (ADS) feature as NTFS, so this specific problem is largely unique to Windows systems. 
Why linux doesn’t have ADS:
· Linux typically uses file systems like ext4, XFS, or Btrfs, which do not support NTFS-style ADS.
· These file systems store file data in a single stream, so there’s no built-in mechanism for attaching hidden streams to a file.
	· ext4 = Stable, widely used, good for general Linux systems. 
· XFS = High-performance, great for large-scale storage. 
· Btrfs = Modern, feature-rich, ideal for advanced storage needs.

Great question! ext4, XFS, and Btrfs are popular Linux file systems—they define how data is stored, organized, and accessed on disk. Here’s a quick breakdown:

1. ext4 (Fourth Extended File System)
· Most widely used Linux file system.
· Successor to ext3, offering better performance and reliability.
· Features:
· Journaling (helps recover from crashes).
· Large file and volume support (up to 1 exabyte).
· Extents (efficient storage for large files).
· Use Case: General-purpose Linux systems (desktop, server).

2. XFS
· High-performance journaling file system developed by SGI.
· Optimized for large files and parallel I/O.
· Features:
· Excellent scalability for large storage systems.
· Fast metadata operations.
· Online resizing.
· Use Case: Enterprise servers, high-performance computing, large-scale storage.

3. Btrfs (B-Tree File System)
· Modern Linux file system designed for advanced features.
· Features:
· Copy-on-Write (CoW) for snapshots and cloning.
· Built-in RAID support.
· Checksumming for data integrity.
· Dynamic subvolumes.
· Use Case: Systems needing snapshots, backups, and advanced storage management.

Here’s a comparison of ext4, XFS, and Btrfs, including their introduction dates, developers, and key characteristics. This table highlights when each filesystem was introduced, who created them, and their key features.

	File System
	Introduction Date & Kernel Version
	Key Developers / Origin
	Notable Features

	ext4
	October 10 2006 (Linux 2.6.19), stable October 11 2008 (Linux 2.6.28)
	Developed by Mingming Cao, Andreas Dilger, Alex Zhuravlev (Tomas), Dave Kleikamp, Theodore Ts’o, Eric Sandeen, Sam Naghshineh, and others.
	Journaling, extents, delayed allocation, up to 1 EiB volume and up to 16–256 TiB file size.

	XFS
	Created in 1993; first released with IRIX 5.3 in 1994; open-sourced under GPL in May 2000; Linux port in 2001, merged in 2004 (kernel 2.4.25 / 2.6) 
	Originally by Silicon Graphics, Inc. (SGI); Linux port led by SGI team under Steve Lord [ 
	64-bit journaling, high-performance and scalable I/O, delayed allocation, online defragmentation, extent-based, optimized for large files and multi-threaded workloads

	Btrfs
	Introduced March 23 2009 (kernel 2.6.29); initial design in 2007; marked stable November 2013 
	Created by Chris Mason (Oracle), with contributions from SUSE, Meta, Western Digital, Oracle, Fujitsu, Fusion‑io, Intel, The Linux Foundation, Red Hat, Strato AG 
	Copy‑on‑Write B‑Tree, snapshot and subvolume support, built‑in RAID, checksums for integrity, compression, deduplication, dynamic volume management







Is linux immune?
Not entirely. While Linux doesn’t have ADS, attackers can still hide data or malware using other techniques:
· Hidden files and directories (prefixing with .).
· Extended attributes (xattr): Linux supports metadata attributes that can store small pieces of data, though not as flexible as ADS.
· Symbolic links or hard links to obscure locations.
· Steganography: Hiding data inside images or other files.
· LD_PRELOAD attacks: Injecting malicious libraries at runtime.

Key:
· ADS-based attacks are Windows-specific because they rely on NTFS.
· Linux has its own attack vectors, but ADS-style hiding is not one of them.

--
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Operating systems often contain millions of lines of code, and installed software can add millions more. With such complexity comes the risk of vulnerabilities—flaws or weaknesses that attackers can exploit to compromise a system’s security. Exploiting an OS vulnerability typically requires a specific technique or tool, allowing the attacker to make the computer behave in ways outside its intended design. The ultimate goal is usually to gain unauthorized control, alter permissions, or manipulate or steal data.
Key Security Considerations: 
Virus or Malware Protection
· Windows includes Windows Defender by default for malware protection.
· Windows Defender offers a built-in suite of security tools.
· Disabling Windows Defender significantly increases vulnerability to malware and attacks.
Unknown or Unmanaged Services
· Many background services run silently on a system.
· Each service should be identifiable and verified as safe.
· Unknown or unmanaged services can create openings for attacks.
Encryption
· Unencrypted data can be easily intercepted and exploited.
· Encryption is critical for desktops and even more so for mobile devices.
Security Policy
· A well-configured and enforced security policy is essential.
· Windows Security Policy settings can prevent many types of attacks.
Firewall
· Windows Firewall is enabled by default to restrict network communication.
· Firewall rules can become outdated over time.
· For example, an open port may remain accessible when it should be closed.
· Regularly review and update firewall settings to ensure relevance.
File and Share Permissions
· Permissions must be correctly configured.
· Granting “Everyone” full control is risky and allows unrestricted access.
· Apply the principle of least privilege—give users only the permissions they need.
Weak or No Passwords
· Many users choose weak passwords or omit them entirely.
· Strong passwords are especially critical for privileged accounts like Administrator.
Logging in as Administrator
· Programs run under an Administrator account inherit its full privileges.
· It’s safer to log in as a Standard User and use the administrator password only when necessary.
--
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This is a brief Windows system hardening tutorial using Batch commands. This will focus on improving security by disabling unnecessary services, enforcing password policies, and applying basic restrictions.
Step 1: Enable Windows Firewall
netsh advfirewall set allprofiles state on
Explanation: Turns on the firewall for all profiles (Domain, Private, Public) to block unauthorized network access.

Step 2: Disable Guest Account
net user Guest /active:no
Explanation:  Disables the Guest account to prevent unauthorized logins.

Step 3: Enforce Strong Password Policy
net accounts /minpwlen:12
net accounts /maxpwage:30
net accounts /minpwage:1
net accounts /uniquepw:5
Explanation:
· /minpwlen:12 → Minimum password length is 12 characters.
· /maxpwage:30 → Password expires every 30 days.
· /minpwage:1 → Minimum age before changing password is 1 day.
· /uniquepw:5 → Cannot reuse last 5 passwords.

Step 4: Disable Remote Desktop (if not needed)
reg add "HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server" /v fDenyTSConnections /t REG_DWORD /d 1 /f
Explanation: Sets registry value to deny Remote Desktop connections, reducing attack surface.

Step 5: Disable AutoRun for USB Devices
reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer" /v NoDriveTypeAutoRun /t REG_DWORD /d 255 /f
Explanation: Prevents automatic execution of programs from removable drives, mitigating malware spread.

Step 6: Enable Windows Defender Real-Time Protection
powershell -Command "Set-MpPreference -DisableRealtimeMonitoring $false"
Explanation: Ensures Windows Defender real-time protection is active.

Step 7: Disable Unnecessary Services (Example: Remote Registry)
sc config RemoteRegistry start= disabled
Explanation: Disables Remote Registry service to prevent remote changes to the registry.

Step 8: Enable Audit Logging
auditpol /set /category:"Logon/Logoff" /success:enable /failure:enable
Explanation: Turns on auditing for logon events to track successful and failed login attempts.

Step 9: Disable LM & NTLM v1 Authentication
reg add "HKLM\SYSTEM\CurrentControlSet\Control\Lsa" /v LmCompatibilityLevel /t REG_DWORD /d 5 /f
Explanation: Forces NTLMv2 authentication, improving security against credential theft.
Step 10: Apply Changes & Restart
shutdown /r /t 0
Explanation: Restarts the system immediately to apply all changes.
--
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Part 1: System Hardening with PowerShell
This focuses on improving security posture on a Windows system you own or have permission to manage.
Step 0: Setup
· Open PowerShell as Administrator.
· Ensure Execution Policy allows running scripts: Set-ExecutionPolicy RemoteSigned -Scope CurrentUser Explanation:
· Set-ExecutionPolicy changes script execution rules.
· RemoteSigned allows local scripts and remote scripts signed by a trusted publisher.
· -Scope CurrentUser applies only to your user account.
Step 1: Update System
Install-Module PSWindowsUpdate
Get-WindowsUpdate
Install-WindowsUpdate -AcceptAll -AutoReboot
Explanation:
· Install-Module PSWindowsUpdate installs the module for managing updates.
· Get-WindowsUpdate lists available updates.
· Install-WindowsUpdate applies updates, -AcceptAll auto-accepts, -AutoReboot reboots if needed.

Step 2: Enable Firewall
Set-NetFirewallProfile -Profile Domain,Public,Private -Enabled True
Explanation:
· Set-NetFirewallProfile configures firewall profiles.
· -Profile Domain,Public,Private applies to all network types.
· -Enabled True turns the firewall on.

Step 3: Disable SMBv1
Disable-WindowsOptionalFeature -Online -FeatureName SMB1Protocol
Explanation:
· Disables SMBv1 (legacy protocol vulnerable to exploits like WannaCry).

Step 4: Enforce Strong Password Policy
net accounts /minpwlen:12 /maxpwage:30 /minpwage:1 /uniquepw:5
Explanation:
· net accounts sets password policies:
· /minpwlen:12 minimum length 12.
· /maxpwage:30 max age 30 days.
· /uniquepw:5 require 5 unique passwords before reuse.

Step 5: Disable Guest Account
Disable-LocalUser -Name "Guest"
Explanation:
· Disable-LocalUser disables the Guest account to reduce attack surface.

Step 6: Enable BitLocker (if supported)
Enable-BitLocker -MountPoint "C:" -EncryptionMethod XtsAes256 -UsedSpaceOnly
Explanation:
· Encrypts drive C: using AES-256 for data protection.


Part 2: Penetration Testing with PowerShell (Safe Lab Only)
Important: Perform these steps only in an isolated lab environment (such as a VM) with systems you own or have explicit permission to test.
Step 0: Lab Setup
· Create two VMs (Attacker and Target) in Hyper-V or VirtualBox.
· Configure Host-Only Network so they can communicate but not access the Internet.
· Install PowerShell 7 on both machines.

Step 1: Network Discovery
Test-Connection -ComputerName 192.168.56.101 -Count 4
Explanation:
· Test-Connection sends ICMP echo requests (like ping).
· -Count 4 sends 4 packets.

Step 2: Port Scanning
1..1024 | ForEach-Object {
    Test-NetConnection -ComputerName 192.168.56.101 -Port $_
}
Explanation:
· Loops through ports 1–1024 and tests connectivity using Test-NetConnection.

Step 3: Service Enumeration
Invoke-WebRequest -Uri http://192.168.56.101 -Method Head
Explanation:
· Sends an HTTP HEAD request to grab server headers (banner info).

Step 4: Credential Testing (Safe)
Enter-PSSession -ComputerName 192.168.56.101 -Credential (Get-Credential)
Explanation:
· Attempts remote PowerShell session using provided credentials (only for authorized systems).

Step 5: Reporting
Get-EventLog -LogName Security -Newest 50 | Format-Table TimeGenerated,EntryType,Message
Explanation:
· Retrieves recent security events for auditing.
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