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Name of the Team: Team Resit
Team Members 
	Student Name
	Student ID

	Carys Newing
	2014825

	Gareth Williams 
	1910285

	Kasey Ward
	2113329

	Sam Comley
	2023031

	
	



Team Evaluation (Self Evaluate your Team)
	
	Student 1  
	Student 2
	Student 3
	Student 4

	Student 1
	5
	
	
	

	Student 2
	
	5
	
	

	Student 3
	
	
	5
	

	Student 4
	
	
	
	5


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)
Student 1: Carys worked well within the team. She communicated well with us all throughout the task and input knowledge she had gained from her job role to help with the task. Carys created a team folder and then shared it between the group so we could keep our work up to date with each other.



Student 2: Gareth took a lead role within the team and set out from the start what was needed from us to complete the tasks. He made sure that we kept up to date throughout so that we did not fall behind at all. He was also able to input knowledge from his job role to help us. 



Student 3:  Kasey also took a lead role within the team when it came to the Virtual Machines. He was able to explain to us a few helpful tips on the best way about going about the task. He made sure that the VM’s were backed up regularly just in case they crashed at any point so there was less risk of us losing our progress. Kasey also discussed with me and Gareth the best way to present the screenshots and what we felt was needed and what we could leave out.





Student 4:  Was myself, I feel I contributed to the group as well as I could with making sure I communicated to them when we were having group discussions and also if I came across anything that may be useful when working on the Virtual Machines. I also discussed with Gareth and Kasey what the best way of presenting the screenshots were and what we needed to include.



[bookmark: _Toc129270638]Abstract
This report gives an insight into how to build, deploy, configure and manage a Type 2 Hypervisor platform based in a Virtualised network. It has been split into 2 tasks. Task 1 is a group based tasked where the practical work will take place. Using a Virtual machine the team will create the platform. Task 2 is an individual task where I write an observation on how task 1 went and what the findings were. I will explain the various technologies that we are installing and deploying within the practical work. 
To carry out task 1 we used Oracle VM Virtual Box and this was easy to install and configure the Virtual Machines. It allowed us to install the certain optimized machine settings, configure networks and install an active directory. In task 2 I was able to then back up the practical work completed with my knowledge and understanding in my own words.
We found a number of challenges whilst completing task 1 whilst working on the Virtual machines from easy to fixes to a few more complex issues but we were able to overcomes these together. After analysing the work undertaken in both tasks, we can say for certain that we were able to apply a systematic understanding of network operating system environments to deploy, manage and maintain critical network services and resources. We were also able to analyse a given network to produce suitable security audit/disaster recovery strategy.

[bookmark: _Toc129270639]Introduction
A type 2 hypervisor platform based in a Virtualised network, in this report we will look at what is required to build, deploy, configure and manage one. The task is split into two parts. Task one is the practical work of building and configuring the platform whilst working in a team. Task 2 is an individual observation on how task 1 went and how it was deployed. This is where the individual will explain their knowledge and views on the task. The main aim of this task is to understand how network operating systems work and what it takes to manage and maintain the services.










[bookmark: _Toc129270640]Part 1 (Group Work – Task 1 & 2 in Worksheet 1)
1. Part 1 - Group Work – Task 1 & 2 
 
This section describes how the group organised itself and setup collaborative working. This includes details of how work was backed up. 
 
1. Group Members 
The group had a mixture of skills that consisted of networking and cloud software skills. 
 
 
2. Group Diary 
The following table in figure x shows a brief diary of the group activities. 
 
	Date 
	Work/Tasks 

	2nd Feb 
	Agreed Ways of Working 
Built basic VMs using Virtual Box 
Shared email addresses 
Set up Shared Folder for group work 
 

	9th Feb  
	Added shared report doc in shared folder 
Set up network elements, backed up VMs, zipped up, examined snapshots for differential / efficient backups 
Discussed VM Backup Strategy 
 

	15th Feb 
	Promoted Server 1 to Domain Controller 
Debugged network problem between two servers – turnout to be typo in HyperV settings on server2 (the network name must equate to the ethernet card name in Windows2019). 
 
 

	22nd Feb 
	Task 4 and 5. 
Problem - DNS setting won’t allow client pc to connect to the domain. Having to change the DNS IP setting on the client to server private IP 172.16.1.1. After some thought and investigation, this is due to 10.10.10.1 being on a different network. 
The domain needs to be infront of the Administrator account? 
  
 

	2nd March 
	Group came together to finalise and agree group work section 


Figure 1 - Group Diary 
 
Shared Working 
The group discussed basic housekeeping and collaboration tasks. It was agreed to set up a simple shared folder structure in sharepoint. 
 
We created an email group to allow for communication between the members to communicate outside of the on-site day. 
 
A shared folder was used to create a folder to share notes and content 
 
https://uowtsd-my.sharepoint.com/personal/2014825_student_uwtsd_ac_uk/_layouts/15/onedrive.aspx?ga=1&id=%2Fpersonal%2F2014825%5Fstudent%5Fuwtsd%5Fac%5Fuk%2FDocuments%2FNOSS%2FGroup%5Fwork%2FOriginal%5FISO%5F02%5F02%5F2023 
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Figure 2 - Shared Folder 
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Figure 3 - Shared folder 2 
 
 
Backup Strategy 
The group discussed a number of backup methods for each aspect of the tasks, Documentation, VMs and network configuration. 
 
Backup of Documentation 
Documents to be saved to a SharePoint shared folder with version control enabled. This allows for previous versions to be pulled. 
 
Backup of Virtual Machines 
As well as simply manually shutting down, compressing the VM files, and saving to an offline storage, the team discussed the use of snap shots and looked at how this makes the backup routine more efficient and saving on downtime.  
 
 
[image: ] 
Figure 4 - Backups - VirtuaBox Snapshots 
 
[image: ] 
Figure 5 - Backup - Compressing Snapshot 
 
 
  
 
Task 1: Type 2 HyperV – Setting up Environment Hosts and Clients 
This section describes how the team used Type 2 Hypervisor software to set up the platform consisting of 2 VM Servers and 2 VM clients. 
  
VirutalBox 
VirtualBox was used as the Type 2 hypervisor as it is easy to install and configure. 
The media to create the VMs (Microsoft ISOs), were stored on the group shared folder to ensure we could return to the same version if required. 
 
Backup Strategy 
The group decided in the first instance to simply make manual copies of work, and version control manually. The group did consider version control tooling such and Git and GitHub, but the scope of the work outweighed the benefits. 
 
In addition, each week virtual appliance files were copied to an offline folder to allow for roll-back or recreation of the VMs in the event of failure. 
 

Windows 2019 Hosts – Server 1 & 2 
 
The following screen shots show the process of the Server installs. 
 
[image: ][image: ] 
 
During the install we accepted the default installation options for Windows 2019. This was repeated for Server 2. Screen shot 2 shows Server 1 up and running. 
 
 
  








Windows 10 Client Installs 
 
[image: ] 
As with the servers, ISOs were used to create a default install of Windows 10 for Client 1 & Client 2 
 
 
The following diagram shows the 2 Servers, and 2 Clients in VirutalBox and are set up with default out of the box configurations. 
 
[image: ] 
 
  














5. Optimise Virtual Machine settings 
 
[image: ]
VirtualBox allows the changing of HyperV configuration options to allow for things such as more memory or CPU threads. 
 
Figure n – shows an example of this for Server1 
 
It is important to note that Windows 10 would not take advantage of these optimisations as it does as it does not have PAE/NX to access more RAM as they are 64bit installations. 
 
 
We looked at other possible HyperV optimisations, but as a group it was decided we could revisit this at a later time once the core services are established and basic functionality working. 
 
 










 
 
 
 
  
 
 
 
6. Configure Network 
The next task was to set up the virtual network. This is done within the HyperV software to create a virtual network interface card for each machine. Note the correlation between the HyperV name and the network card name within the VMs. 
 
 
1. VM PublicNet & Private Network 
There were three networks established, two private and one public. The public network is only accessible from the Windows Servers. 
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2. Testing the virtual networks – Ping 
The team carried out simple testing of the network configuration by using simple Ping from the windows Command prompt. 
 
The follow screen shot shows and example of the ping between Client1 and Server1 
 
[image: ] 
 
 
The following shows the verification of pinging Client 2 to Server 2 
 
[image: ] 
 
7. Troubleshooting - Ping Problems 
Initially, some pings failed – however, upon double checking configuration on Server1 the Windows Firewall was still enabled blocking the ICPM Ping Port. 
 
We revisited each machine and double checked the firewall settings to ensure they were disabled and successfully retested with ping. 
  
3. Task 2: Network Directory Service 
This section describes deploying the Microsoft Active Directory Network Directory Service on to Server 1. 
 
1. Active Directory 
Before beginning the group checked that Server 1 had a static IP and that DNS was not already configured. 
 
[image: ] 
 
1. Change Server1 Computer Name 
The server’s name was changed from the default name. 
[image: ] 
 
[image: ] 
 
The following screen shot shows the new DMC1-MT name 
 
[image: ] 












 
2. Add AD Feature on Server 1 (DMC1-NT) 
The following screen shots show some of the installation steps of Active Directory services.  
 
[image: ] 
 
The following screen shot shows the features being installed. 
 
[image: ] 
 
[image: ] 
Figure n shows the location of the database, log and SYSVOL folders which are used to store the active directory Object attributes. 
 
 
2. Task 1.3 – Creating User Account Objects 
 
With the directory services feature of Windows 2019 installed, the Active Directory Users and Computers tools are available to manage objects on the network. 
 
[image: ] 
 
 
 
 


 
 
1. Create Failsafe Admin Account 
It is good practice to create a failsafe account, the following screenshot shows this with the NT-GW account. 
 
[image: ] 
 
 
2. Add Domain User 
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3. Domain User Logon Times
The team tested the domain user account by setting restrictions on permitted logon times as show in Figure n. 
 
[image: ] 
 
 
3. Task 5 – Adjoining the domain and testing user logins 
Joining Client 1 to the AD domain highlighted the misconfiguration of the network card settings as the DNS address for Client 1 was set to 10.10.10.1 as per instruction. This address is on the Public Network and Client 1 only had access to the private network Private1 i.e., 172.16.1.* so was unable to communicate. 
 
[image: ] 
 
 
 


1. Joining Client 1 to the Domain 
Once the network issue was resolved, we were able to successfully attach the client machine to the domain. 
[image: ] 
 
Note, to join the domain the Domain Administrator credentials are required. As the administrator password included the @ symbol, this proved problematic as out of the box keyboard input of Windows Server 2019. By chance, the issue didn’t arise with an Apple Mac host as it uses the same keyboard layout. 
 
[image: ] 








 
 
2. Login on to domain as non admin user  
The following screen shot shows the validation of a normal domain user logging in to the client VM but not being allowed to login to the Server. 
 
[image: ] 
 
As expected, attempting to login to Server 1 as a normal domain user presented the following error: 
[image: ] 
 














[bookmark: _Toc129270641]Part 2 (Individual Work – Task 3 (Observational Task) in Worksheet 1)
In task 1 we were required to build, deploy, configure, and manage a Type 2 Hypervisor platform-based Virtualised network. Using Oracle VM Virtual Box we built, configured and installed critical network services to achieve the task. We chose Virtual box as it is easy to install and configure. It took us approximately a month to carry out the work as team of 4 working together to achieve it. 
We started with building and installing Servers 1 and 2 in Virtual box. We accepted the default installation options for Windows 2019 (64bit) for both servers and followed the installation steps. Installing Clients 1 and 2 were the same process however we used the default install of Windows 10 (64bit). We set the hard drive space on the clients to 20GB to save physical hard drive space.
After installing both servers and clients we then looked at the optimised machine settings. Virtual box allows changing of HyperV configuration options so more memory or CPU can be added. However, Windows 10 does not have PAE/NX to access more RAM as it was 64GB installations. The Physical Address Extension (PAE) / NX determines whether the capabilities of the Host CPU will be exposed. It basically allows for more RAM if it is supported but the operating system and then enabled. A 32bit CPU could access up to 4GB more RAM.[1]
Configuring the network was done through using the HyperV software. It created a virtual network interface card for each machine. We created 2 private networks and one public, with the public network only being accessible from the Servers. We tested that the networks were working by pinging from clients to servers. We encountered an issue where some pings failed. Through checking the configurations, we notices the Windows firewall was still enabled so it was blocking the IPCM ping port. Once disable it we were able to ping from all machines.
We then started deploying the Microsoft Active Directory Network Directory Service. An Active directory is designed to store information about devices/objects on the network. The information is then designed in a structured data store to allow admins and users to be able to find and use it accordingly. Placing the devices/objects into a hierarchy and customise and mange accordingly.[2] We deployed the active directory and began installing features. We set the location of the database, log and SYSVOL folders to store the active directory object attributes. An AD is very useful in being able to control Domain Services and therefore if a domain controller fails, another one will pick up the load. [3]
As we had now set up the AD we were then able to create user accounts to manage the objects on the network. We tested the domain user account we had setup by setting restrictions on permitted logon times. However, when we joined client 1 to the AD domain there was a misconfiguration of the network card settings as the DNS address for Client 1 was set to 10.10.10.1 as per instruction. This address is on the Public Network and Client 1 only had access to the private network Private1 i.e., 172.16.1.* so was unable to communicate. We also came across an issue with the Domain administrator credentials when trying to join the domain. The password included an @ symbol and as the keyboard input was Windows Server 2019 it proved problematic. Gareth in our team was using an apple mac where it was not an issue as it uses the same keyboard layout. Once we overcome this issue by using the input keyboard option in Virtual Box we were able to connect the domain. We then signed into Client 1 as a normal domain user.


[bookmark: _Toc129270642]Conclusion
At the start of the task we were asked to build, deploy, configure, and manage a Type 2 Hypervisor platform-based Virtualised network as a team and the write and observation of the process individually. I believe that both tasks run smoothly and therefore allowed us to gain a greater understanding of network operating system environments and how to manage and maintain critical network services and resources. Throughout the task we encountered many challenges that as a group we worked together to overcome. One main challenge we faced was when entering the Domain Admin Credentials when joining client 1 to the domain. The administrator password included the @ symbol and this did not work when using the Window Server 2019 out of the box keyboard. However, it did work for Gareth as he was using an Apple Mac as it uses the same keyboard layout. Through discussing it as a team and going through it step by step, we were able to identify the issue and overcome it. I enjoyed the task and feel I gained knowledge and skills through working in a team and then making observation individually.

[bookmark: _Toc129270643]Reflection on collaborative work
Team work is a great way of meeting new people while improving and developing communication skills. It allows you to split complex tasks into parts and get a better understanding of tasks through discussions and explanations from other team members. As a team I feel we worked well and benefitted each other greatly.
[bookmark: _Hlk129270217]We started by introducing ourselves with an ice breaker that allowed us to get to know one another a little easier as we had not spoken much before the task. This was the first challenge we faced as a group. Once we were familiar with each other we set out what the aims of the task were and how we were going to complete it together to a high standard. We were achallenged when having to sort through what screenshots we should include in the report of the tasks we had carried out. This led to us having a group discussion and deciding on Gareth’s as his were most clear. I feel as though we handled the each challenge well by identifying the issue and then working together through communicating and problem solving to find a solution. I would not change much if we had to complete the task again as I feel we benefited each other the task process run smoothly. However, part of the task allowed us as a group to look at other possible HyperV optimisations. If we had more time as a group, then I would look at adding some of these.
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