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Abstract – 
Cybersecurity is a rising concern for businesses globally. This report is a tailored set of cybersecurity best practices and policies to ensure a reduced risk of threats causing damage to the company.

[bookmark: _Toc197864177]Introduction
Cybersecurity (CS) is globally recognised and due to only grow in prominence for companies, namely financial companies. The prevalence of cybercrime across the globe ensures that CS of devices and systems remains at the forefront of company interests. The growth between both crime and security is set to continue as every entity involved, company and criminal, aim to best the other to either protect or steal company data, assets and resources. 

Attack vectors are increasing, with the rise of remote work. Tablets and other personal devices increase the CS challenges faced by companies. An increasing pressure on companies is present to ensure IT managers, policy makers and all stakeholders understand their role in business CS. Without a holistic and up to date approach to CS internal and external threats and attack tactics will best weakened and outdated company approaches. FinSecure Ltd (FSL) has faced phishing attacks and unauthorised access attempts. The company requires the correct and up to date approach to CS with relevant standards, policies, and current literature enforcing and leading the design, creation and implementation of a unique FSL CS policy to mitigate internal and external threats. Throughout this report, a clear, relevant and effective demonstration of tailored advise will be displayed. 

A myriad of up to date information sources have been gathered to:
· Explore threat identification
· Develop security policy
· Demonstrate mitigation measures
· Highlight monitoring and response plans
· Produce aware employees with staff training programs.
[bookmark: _Toc197864178]Identification of Threats 
A variety of threats can face a financial company. Internal and external threats are possible from political, economic, social, technological, legal and environmental vectors. 

External threats consist of a large majority of recent years of cyber-attacks. In previous years, internal “insider” threats have proven to be a bigger threat. Comparing 2012 figures to 2022 this trend has reversed [1]. Although, to provide a comprehensive CS prevention plan both threats need to be considered.

[bookmark: _Toc197864179]Internal threats
· Weak Access controls is a common threat to CS [2]
· Unsecured devices and remote access [3].
· System error and flaws [4]. By “systematically reviewing and rigorously analysing the literature on software security patch management” this threat can be reduced or eliminated [5].
· Malicious insiders and other insider threats: employees or otherwise insiders can harm the organisation for personal gain  [6].
· Exploitation of privileged access: to mitigate risk a policy for user access is essential [6].
· Inadequate user awareness: a lack of training for employees leaves them unequipped to observe occurring security threats from a lack of awareness, knowledge and skills [6].
[bookmark: _Toc197864180]External threats
· Social engineering: FSL should consider this attack vector that affects the “physical, technical, social and socio-technical dimensions” [1]. This threat is the initial cause of “security breaches” [7].
· Phishing attacks: as this threat has influenced the company previously, this is an attack vector. This is when an email deceives an employee at any level of the company to, unbeknownst to the victim, reveal company credentials or enter online links through the email. These fake emails can appear from the company or otherwise legitimate. This can cause damage to the company, customer and data systems and is “based on social engineering” [8].
· Malware and Ransomware: software that can watch, manipulate or mimic user activity. It can view data, encrypt files with unknown passwords and even hold data ransom over the customer or company. In recent years, companies like FSL and others in the financial sector account for “19% of the total number of malware attacks” which indicate a need to evaluate this threat [1].
· Distributed Denial of Service (DDos) attacks: DDoS overloads company systems with traffic which can cause service outages and is prominent in the current climate [9]. The aim for these attacks are to pause or stop operations, break customer trust with system outage and can be an initial attack to weaken or otherwise disrupt systems.
· Third-party vulnerabilities: FSL may rely on other companies for their services. Poorly maintained CS from these companies can indirectly cause data loss which can “compromise considerably larger amounts of data” [10].
Fig 1 and 2 details further threats. Fig 3 details CS incidents per sector, namely finance. Other risks faced by a company can consist of budget, return on investment for CS implementations, culture and communication [11]. This list is not extensive, and with the speed of attackers’ advancements, will be outdated with time. A constant review of threats needs to be a part of FSL CS procedures. 
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Fig. 1. Further Threats to CS table [1]
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Fig. 2. Further Threats to CS pie chart by percentage [3].
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Fig. 3. Sector CS incidents as a percentage in charts [1].

[bookmark: _Toc197864181]Security Policies 
FSL require a complete and comprehensive set of security policies. This will form the foundation of the CS framework. This will align with best practices set up by a variety of standard authorities and governing bodies such as ISO/IEC 27001, NIST frameworks and other best practices. Not one policy covers the company entirely and the company should adopt a “complex of measures” containing “a number of” procedures and standards [4].  

The policies listed in Table 1 should be implemented in the following order of importance.
The company policies should include four aspects, and each policy should pair with at least one.
· Technical and physical controls
· Personal resilience
· Organisational measures 
· Collaborative efforts
 [4]

For further detail on the policies, refer to Table 1 in the appendix.

[bookmark: _Toc197864182]Mitigation Measures 
To reduce the aforementioned threats at FSL the following measures should be implemented as part of the CS plan.

[bookmark: _Toc197864183]Internal Threats
[bookmark: _Toc197864184]Weak Access Controls
Weak access controls which can be avoided by making sure that authentication procedures are robust [12] and policies for role-based access are enforced. According to a source, "compared to well-developed intelligent defensive systems, human beings are the weakest link in the digital system’s life cycle" [1]. highlighting how crucial it is to concentrate on educating staff members on how to recognise and handle security issues. Frequent security awareness training ought to be a top concern.
[bookmark: _Toc197864185]Insider Threat
Stressing the increased danger of insider attacks is crucial, as it highlights the necessity of creating thorough pre-employment, during employment, and post-employment rules for workers, contractors, and other workers. "Post-employment has been the most neglected policy in many big companies" [1]. Monitoring privileged access and putting strong confidentiality agreements into place are crucial.
[bookmark: _Toc197864186]Inadequate User Awareness
 FSL should make an investment in a "cyber-culture" that incorporates security knowledge at all organisational levels, since human mistake frequently leads to security breaches. The source emphasises that "cyber-culture and security awareness was recognised as the most effective solution," which involves regular CS training that addresses both technological and human dangers [1].
[bookmark: _Toc197864187]External Threats
[bookmark: _Toc197864188]Social Engineering
 This attack vector exploits human weaknesses. According to the paper, all staff members should participate in "comprehensive CS training programs" to get a greater awareness of attack vectors [1].The detection of questionable emails, phone calls, and other electronic communications should be the main goal of awareness campaigns.
[bookmark: _Toc197864189]Malware and Ransomware
 The employment of hybrid malware analysis techniques and strong anti-malware software is crucial to this CS strategy for FSL because malware attacks are on the rise. Additionally, it recommends using frequent server data backups to reduce ransomware impact [1].

By incorporating these recommendations and the defences from Fig.4. into FSL’s CS policies, internal and external threats can be effectively mitigated, enhancing the CS of the organisation. 

[image: ]
Fig. 4. Threats and the required defences [1].

[bookmark: _Toc197864190]Monitoring and Response 
FSL will put in place a centralised Security Information and Event Management (SIEM) system that will gather, examine, and correlate log data from several sources, including firewalls and endpoints, on a continuous basis. By facilitating "real-time behavioural anomaly detection" and "faster incident management," SIEM systems give users insight into possible dangers. FSL's proactive security measures and compliance will be strengthened by complementary tools like IDS/IPS, EDR, and email/web filters, which will further improve detection of suspicious activities including malware, unauthorised access, and phishing [13].
[bookmark: _Toc197864191]Monitoring tools
[bookmark: _Toc197864192]Intrusion Detection/Prevention Systems (IDS/IPS)
For “monitoring the events occurring in a computer system or network” [14] to ensure adherence to policy.
[bookmark: _Toc197864193]Endpoint Detection and Response (EDR)
This is a tool for suspicious activity across “multiple hosts” to analyse end point with “deep insight” [15].
[bookmark: _Toc197864194]Email and web filters.
To flag phishing and malicious content [12].
[bookmark: _Toc197864195]Incident Response Plan
As detailed in Fig, 5., the following steps discuss the incident response plan required for FSL.

Step one is the detection stage of the plan. This is to prepare, detect and receive alerts from monitoring tools assessed effectively by security analysts. 

Step two is “respond” and containment which entails sectioning devices or systems to prevent further damage to other systems and prevent spread. 

Step three is eradication which, once correctly identifying and removing the threat, is used to determine the root cause of the CS breach. 

Step 4 is recovery which restores systems from backups and tests are carried out to ensure the backups are clean. 

The final step, step 5, is a post threat analysis or “lessons learned” which is used to focus on how to improve CS aspects of the business from this threat [16].

[image: A diagram of steps going up
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Fig. 5. Incident response flow [16]

[bookmark: _Toc197864196]Training and Awareness
CS skills and skilled people have faced a “critical level of shortage”. Despite training being a “time-consuming task” it can lead to improved CS within the company [1].

An important part of every CS approach is awareness and is “the most important missing part in FinTech services [1]. To ensure compliance with FSL’s security policies, all staff will undergo mandatory CS training. New employees will receive onboarding sessions covering core topics like password policies, phishing, and acceptable use. Monthly microlearning modules and quarterly phishing simulations will reinforce learning. Staff in sensitive roles (e.g., IT, Finance) will receive tailored training. Policy acknowledgments will be required after major updates. 

[bookmark: _Toc197864197]Conclusion 
Demonstrated throughout this report, providing financial companies with a comprehensive CS approach is vital for business continuity and function through a dynamic cyber threat landscape. FSL previously expressed difficulty with attack vectors and was at risk of financial, business, operational, reputational and legal damages and consequences. By implementing this comprehensive FSL CS holistric policy CS threats can be minimised, reduced and otherwise mitigated.

Internal threats such as weak access controls, unsecured devices, system errors and insider threats have been identified and detailed. External threats including social engineering, phishing attacks, malware, ransomeware, DDoS attacks, and third-party vulnerabilities were considered whilst forming the unique FSL CS approach. Aligning to industry standards and best practices ensures strong foundations to FSLs security framework.

By including effective mitigation measures, monitoring and response plans, security incidents are minimised and so is the potential damage to the company. This damage is typically caused by employees more often than system issues. Empowering employees with adequate learning and security awareness can reduce the likelihood of an incident occurring improving the CS posture of the company. 










































[bookmark: _Toc197864198]Appendix


Table 1:

	No.
	Policy
	Importance Explanation
	Controls
	Aspect

	1
	Password and Authentication [8]
	Weak passwords can lead to unauthorised access and to breaches. This has been an issue for FSL previously so it’s required.
	Length and complexity rules i.e. 8 or more character with special characters and no names.
	Technical and physical – unauthorised access attempted on FSL have occurred.

	2
	Email and Communication [8] 
	Phishing attacks are reported attack vectors. Communication policies can prevent future cases.
	Email filters to flag phishing emails and train employees in identifying threats.
	Personal resilience – teaches employees to avoid and report social engineering attacks.

	3
	Access Control [8]
	Reduces access to those who require it only to do their job and nothing more.
	Role based access with defined roles for each employees.
	Technical and physical – limits exposure of technical and sensitive data.

	4
	Remote Work [3]
	Ensures correct and authorised access to company hardware systems from remote locations and personal equipment.
	Virtual private networks (VPNs) allow for protected remote access. Personal devices should meet minimum security standards such as antivirus.
	Technical and physical – Supports work from home environments

	5
	Incident Reporting [17]
	Encourages employees to report cybersecurity incidents such as data breaches and malware.
	Create an employee cybersecurity incident reporting system or call centre.
	Personal resilience – builds staff accountability and early threat detection.

	6
	Acceptable Use (AUP) [8]
	Restricts employees and sets guidelines on IT usage and sets boundaries so that employees only use work devices for work purposes.
	Restrict use of USBs and unapproved hardware. Prohibit software. Monitor usage
	Organisational measures – creates expected behaviour and system boundaries for employees

	7
	Patch Management [8]
	Regularly update software to protect against vulnerabilities.
	Automate patching for operating systems. 
	Technical and physical – prevents flaws from becoming attack vectors.

	8
	Data Classification and Handling [18]
	Ensures employees define data, files and other documents. Then specify handling procedures for each definition.
	Use public, internal, confidential and restricted tags to each file. Encrypt sensitive data. Access control to be placed on files based on classification.
	Organisational measures – creates expected behaviour and system boundaries for employees

	9
	Network Security [19]
	Focuses on firewalls, intrusion detection and other network security.
	Implement firewalls, network monitoring tools and regularly test vulnerability.
	Technical and physical – resilience can be build from the foundation of the IT systems.

	10
	Backup and Recovery [8]
	Set up data backups on occasional cycles to ensure business function is maintained if data is lost through an attack.
	Set up weekly backups of databases and data systems. Store these back-ups online and on the cloud
	Organisational measures – maintains business continuity after cybersecurity incident.
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