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Task 1
Threats
Mr. Skywalker, a threat is "the possibility of a malicious attempt to damage or disrupt a computer network or system" [1]. The reason for an intruder to cause a threat could be to exploit the system for their own gain or to steal the data from your people inside the system.
Some examples of threats are:
Phishing – this is usually done via emails, where the attacker pretends to be your company or someone from your company and uses a fake link that mimics your website, but it sends their email/password to the attacker.
Virus – these are malicious programs (malware) that infect and corrupt a computer system and are usually tied to a program that needs to be run before it can start.
Worm – similar to the virus, a worm is a type of malware that’s function is to self-replicate to infect other systems on the network, whilst remaining active on the previously infected PCs. 
“Some threats are designed to disrupt an organisation’s operations rather than silently gather information for financial gain or espionage. The most popular approach is called a Denial of Service (DoS) attack” [2].

Vulnerabilities
A system vulnerability is a type of structural weakness, like a loose brick in a wall. This vulnerability provides a primary target for an attacker to breach the system. Leaving vulnerabilities exposed is a sincere concern for an organisation Mr. Skywalker, so your internal cybersecurity team must ensure they find and deal with these issues as soon as they find them. One of the main ways to prevent vulnerabilities is by checking the system is up to date, and performing routine checks, conducted by the cybersecurity team.
Attacks
An attack, in simplest terms, is when an attacker follows up on a threat. They could do this for a multitude of reasons, to steal data, delete data, or for a display of their ability. They would conduct an attack by using your system’s vulnerabilities.


Task 2
1. Default Login credentials
[bookmark: _Hlk109748017]When a system or a product (like a router) get made, they are often made with specific default login credentials, and if these credentials get into the hands of an attacker, then they would be able to access all the products or systems that still use them. Default credentials are used as for initial testing of a product, installation, and configuration [3]. These credentials are used like a form of “skeleton key,” allowing an attacker unrestricted access to the system and by extension, a person’s details. This usually gets abused when a company or customer does not change the credentials after they have been bought/sold, leading to the vulnerability being on a network. As such they should be changed as soon as possible Mr. Skywalker to prevent an attack by causing the attacker to spend more time guessing credentials
2. A remote host is running a Telnet service allowing cleartext logins over unencrypted connections
The problem with running telnet is that it does not support encrypted connections, meaning if an attacker gets access to the data on your servers Mr. Skywalker, then they would be able to see the login names and passwords just by reading traffic going to the telnet service. “If you do not have valid Kerberos tickets, you cannot establish a secure and encrypted connection with our current telnet client or telnet server programs” [4]. The attacker can get this vulnerable data by using a sniffer on the traffic going to the telnet service.
3. A server is running with SSL/ TLS is prone to an information disclosure vulnerability
SSL is the Secure Socket Layer and is the technology that keeps a connection secure by protecting any private or sensitive data that is being sent in a network. TLS is the Transport Layer Security, which is an IETF (Internet Engineering Task Force) protocol that provides privacy, authentication, and increased data integrity in a network. Without SSL or TLS Mr. Skywalker, a person’s data or computer is vulnerable to breaches and phishing frauds – with the main problem being the potential for stolen data. One of the main ways to fix an SSL/TSL that is prone to information disclosure is to check if it is up to date, as older versions could have issues and vulnerabilities that have been patched or have just become unsupported by the server.
4. A possible usage of the deprecated SSLv2 and/or SSLv3 protocol on this system.
SSLv2/3 is a version of the Secure Sockets Layer that focuses on securing web transactions. This means Mr. Skywalker, that because your company is using a deprecated version of the software, which is no longer functioning as intended, as such it could be displaying confidential data about a customer or employee’s transactions. Similarly with the Information disclosure problem, the best way to solve this would be to update the system to a version that is supported by the server, providing secure encryptions to the transactions. Mr. Skywalker, you should prioritise this fix as it is a pretty serious data breach.

5. A remote SSL/ TLS server certificate and/or any of the certificates in the certificate chain is using RSA key with less than 2048 bits.
An RSA key is a 2048 bit key that gives 112bit security to a system. Since this key is using less than 2048 bits, it is considered unsafe as they are “obsolete” and not accepted by browsers. 2048 bits is the minimum amount you would need as it is the minimum that is supported – and any more than that will require more processing resources [5]
Task 3
[bookmark: _Hlk109838136].EDGEL
An EDGEL file extension is a type of file affected by the ransomware EdgeLocker. It will affect your operation Mr. Skywalker, by encrypting your users’ files and demand 0.1 BTC for the decryption key. As of today, the only way to recover from this ransomware is by paying for the decryption key and using it – which is taking a significant risk as you are not guaranteed to get the key. [6]

.RNSMWR
A RNSMWR file extension is another type of file afflicted by ransomware, but a different kind called Gremit Locker. Similarly, to EDGEL, it encrypts and renames a user’s files and offers the key for BTC – but an undetermined amount. These ransomwares cause critical problems to an organisation Mr. Skywalker, and the best course of action to prevent any form of acquisition would be to install a higher-grade antivirus to protect you and your employees’ files. [7]

Task 4
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Logical topology for your office Mr. Skywalker
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Your routers IP range, address and subnet mask
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Your Router is still using the default login credentials
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Nothing in the routers wireless settings have been altered

Since the router is using all the default settings, along with IP and login credentials, the cyber criminal can access the router wirelessly from anywhere. Doing this would give the criminal access to all of your network traffic – leading to further attacks.

Task 5
Most things I would recommend Mr. Skywalker are an increased quality of prevention protocols. Firewalls and VPNs would add some much-needed security. A firewall would monitor and filter the traffic going in and out of your organization and accompanied by a VPN, which would hide your employees public IP, will make your office a much more safe and secure place to work. 
Your system would also benefit from an Intrusion Prevention System (IPS), which expands off of a basic Intrusion Detection System (IDS) protocol which “is also a listen-only device.”  An IDS “monitors traffic and reports its results to an administrator, but cannot automatically take action to prevent a detected exploit from taking over the system.” [8] This could result in an attack as attackers could be quite capable of acting quickly once the system has been breached – rendering IDS inadequate. IPS on the other hand, adds the ability to block threats that try to exploit vulnerabilities as soon as they occur – adding to the prevention of an attack
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