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Introduction	Comment by Carlene Campbell: 
Very good introduction but it is lacking in-text citation (referencing)
This document outlines a framework and a solution to a potential real-life scenario in the form of the CoffeeCapulus Coffee Company. In this scenario, the introduction of a bring your own device methodology into a corporate network will be the focus of this document. It will address the three main aspects of modern computer security that our confidentiality integrity and accessibility. The use of modern IT devices introduces greater flexibility in how a workforce can undertake work for the company but at the same time can also expose the company to a wider range of on-line threats.
The fundamentals of corporate computer security were laid down in the 1970s and for the most part are highly effective. However, the advance of technology has introduced factors that were not around when the security principles were devised and will need to be addressed. An example of this is the introduction of wireless networking which provides a method in which local networks can be quickly installed with minimal infrastructure change i.e. wiring however as was discovered in World War I wireless transmissions can be intercepted and decoded. The use of modern encryption systems such as WPA2 can prevent casual eavesdropping but with suitable time and equipment can be defeated.
Although mobile phone technology has been around for some time it is only within the last 20 years that this technology has been combined with Internet technology with the result that mobile phones are now intelligent (smart) and connected. This is also led to an explosion in the development of apps that can be run on these devices. This software has been often developed with connectivity in mind and to a lesser extent security. This means that the unscrupulous, criminal and downright malicious segments of society can easily corrupt or modify these apps for the nefarious purpose in spite precautions taken by the vendor’s websites. A review of existing literature highlights this problem much discussion about endpoint security and related products. Surprisingly, the literature also highlights the user’s attitudes towards use of mobile devices in relation to vocational use in corporate networks. Unlike corporate issue devices, the use of personal mobile devices changes the user’s outlook towards use of the device on business networks, treating the device as ‘their own personal space’, users have been known to indulge in activities contrary to company policy based on the idea that it is ‘their device and they can do what they like with it’. These two factors can be the main source of threats to a corporate network and a bring your own device methodology needs to incorporate this in the solution.
In preparation for the presentation of the proposed framework, a few assumptions have been made about the company. 
1.	Firstly, the main operating system used would either be based on Linux or Windows Microsoft Windows. 
2.	The scenario states that the company has a global presence, it is assumed that there are local offices spread around the world to act as a contact point for that sales region.
3.	The main infrastructure of the company is based around wireless technology rather than a wired LAN and it is assumed that the company servers are connected to the wireless system via more traditional cabled LAN network, presumably at the head office premises. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
4.	The company also utilises cloud assets in the operation of day-to-day running, however it is assumed that the cloud is used mainly for web-based services aimed at service provision for client companies and the provision of public relations-based websites for use by marketing. 
5.	It is also assumed that the cloud has not been utilised as a facility to centralise data storage and communication.

Problem definition:
In order to define a framework, you must first analyse the requirements required to install a bring your own device solution. This can be broken down into two main parts firstly there is the benefit acquired integrating these devices into a corporate network. The second part is concerned with the security and accessibility downsides of including these devices. In general terms, bring your own devices revolve around the use of laptops mobile phones and tablets in the workplace, and to a lesser extent other Internet connected device which are grouped in the category Internet of things. This latter group has no real use in the business environment but is being connected to the Internet does represent a potential loophole in corporate security and must be considered. The introduction of these devices into the workplace has several benefits and a few disadvantages. 
Advantages: 
The advantages of using personal IT equipment are as follows: -
o	Reduced hardware cost
o	Reduced IT support costs
o	Increased worker productivity
o	Improved remote working capability
o	Workers more comfortable with own devices.
As can be seen from the list there are cost savings to be made within the company in the terms of reduced hardware and IT support as the company will not have to provide equipment or technical support for company-based hardware. As the workers are able to access company data on their own devices there will be less resistance to using the devices outside of traditional working hours this will result in greater productivity as users can integrate home life and working life with greater efficiency. The mobility of devices can also be leveraged for use in the sales force as representatives are not tied down to an office and can file orders and information requests from the client’s site.
Disadvantages:
Although there are benefits to having the workforce use their own devices there are drawbacks to implementing a BYOD system. As the IT department has no direct control over security measures included on the hardware the potential for a breach of security is magnified. As mobile devices are the most commonly used devices they are most prone to potential threats such as malware, Trojan attacks, Phishing attacks and less commonly spearfishing attacks all of which are designed to gain access to the device via various exploits and the use of social engineering. This also highlights the fact that users overall are not very security aware and whose behaviour is often contrary to good practice or common sense. With the implementation of security packages, it has been noted that use of the packages is often met with active opposition by a percentage of the workforce [2] often on the basis that it infringes on personal rights or other civil liberties reasons. This is one reason why older mobile device management packages are being dropped in favour of less intrusive mobile application managers instead. These managers are designed control information between installed apps rather than dictating the use of function of the entire device which was the purpose of the older MDM style managers. There is also the problem of data leakage [3]. This is where mobile device users can inadvertently release information that may affect company business for instance announcing preparations for new product launch prior to the launch date, this would provide any potential competitor with an advantage in relation to competitiveness with the company.
Proposed Solution:
The design of any security system can never be 100% effective, a good security principle is to assume that at some time an intruder will gain access. There are several methods that can be implemented to reduce the effects of an intrusion and to limit any potential damage. One method would be to use a Tiger team of ethical hackers to attempt penetration of the security system on behalf of the company. This method would be used to expose any vulnerability and provide a method of adjusting security to remove the loophole. A second method would be to use system analysis tools such as Nmap to analyse the settings and defaults on the operating systems of the computers to expose any potential exploits that can be used by a hacker to crowbar further access to the system. This method to be run on a regular basis to ensure tight security around client settings especially when there have been several updates and installations of new software and/or hardware. The most useful method however, is the introduction of intruder detection system and optionally an intruder prevention system, this would not only detect unusual activity caused by an intruder but will also automatically allow for actions that would inhibit or disconnect the attacker from the system. 
The Software:
The Cisco Meraki software suite includes an intruder detection and prevention system. This fully integrates into the Meraki architecture and provides administrative alerts whenever potential intrusion is detected and if programmed, can eliminate or limit including activity on the affected network. Use third-party software may be better solution however, this assumes that a potential intruder as already discovered the key operating software for network and would likewise formulate a strategy based on the software used on the network. Use of a third-party IDS would complicate the situation for a potential attacker and if undetected will raise a security alert and could foil any attack before it gains momentum.
The authors recommendation for inclusion into the BYOD framework would be the open source package called Surricata. This is a powerful open source software that can analyse data streams and packets from the network to look for unusual or meaningful patterns that would indicate an attempted attack on the network security and once tuned by the system administrators can be set to block data packets and/or accounts on the system proactively in the event of detection. This would protect the system without user intervention, minimising or defeating any potential attack and will provide data logs for later analysis to prevent recurrence of the attack. The choice of bring your own device management software will now be discussed.
Mobile Device Manager:
There are many good mobile device management packages on the market, notable vendors are IBM, Cisco, Microsoft and companies like Sophos who have previously been associated with antivirus and malware detection and prevention technology. The offerings available are of high quality and have very similar features and specifications. For the purpose of this document, the choice of software is from Cisco. Using Cisco Meraki network system, this solution allows for multiple devices from multiple manufacturers with different operating systems to be safely managed from a single control point. The software allows users to register their devices on a company managed portal, allow for the devices to scanned and configured to company specifications and policies and manage encrypted storage areas on the device. Once installed the device can be safely tracked and managed, remotely, authorise third-party applications and in the event of loss or theft can be locked down and have the entire secured cash erased by remote command. Other features include secure cut-and-paste management to prevent unauthorised copying of documents and text to unauthorised applications and the removal of screenshot facilities to likewise prevent unauthorised transmission of documentation. Further optional features of the system are outlined in the appendix at the end of this document. To complement implementation of the MDM software, the use of a group management tool such as Microsoft teams, Monday.com or other groupware available from Internet companies would also be advisable as this would focus the range of productivity tools into a smaller controllable group that would be universally used throughout the company improving conformity and exchangeability.
Implementation:
CoffeeCapulus is a global organisation operating over many sites. Implementation of the bring your own device system is not practical if it is installed from the central site. A better method would be to introduce the software over multiple sites typically regional offices and control access from the point of installation. The advantage of this is that the control is local and is not restricted by Internet availability, transmissions rates and connectivity. It also means that security of the networks is segmented and does not permit global access should one segment become compromised. This does mean however, devices used by travelling executives will need to be logged on to the local office on arrival. The Cisco product is marketed as a central control system for mobile devices, it is assumed that the software is implemented in a centralised network system probably cloud-based. As it is assumed that CoffeeCapulus does not leverage cloud-based systems for centralised networking, mobile device control will have to be local but, with suitable adaptation the software could be made to operate remotely from headquarters if required. Further details about implementation is outlined in appendix 2.
Discussion
At this juncture in the document, the results and findings of experiments and simulations are to be discussed. This unfortunately will not be possible. The reasons for this are:
1.	As the structure of the company is not known, it is not possible to cover all possible scenarios, and this could skew any possible conclusions.
2.	Given the timescale and that any testing will be done by one individual, any results obtained would not be statistically significant.
3.	In order to draw any insight, a broad long-term experiment would be needed to account for all the human variables i.e. usage, security violations, unsanctioned work, usability metrics et cetera.
To gain meaningful results, and experimental simulation could be run by a multidisciplinary group using between seventy and hundred volunteer subjects to operate a cutdown version of the corporate network over a period of two weeks. After this period analysis of system logs can be used to extract statistical information from which more definite conclusions can be drawn.
Conclusion

In conclusion, the introduction bring your own devices into the scenario network is quite plausible. Use of current commercial software would make the process very easy providing the basic infrastructure is solid and secure. The use of a signed personal device agreement by the company would ensure the security of privately held data, which is often a legal requirement, and make clear that any violation of corporate policy whilst using these devices is subject to penalties up to and including total exclusion from the corporate network ensuring greater cooperation with company security policy. The use of third-party workgroup applications could be further extended into a hot desk/remote desktop system which would allow workers to generate, update and file documents within the system. This would ensure greater file integrity, easier accessibility and improve confidentiality as the files will be held on the central system and not at the endpoints. This in effect would turn the bring your own device interface into a Chinese firewall with output being restricted to certain forms of documents and only through dedicated portals on the network an example of this would be corporate orders or sales confirmation documents. This also raises the possibility that improve security could be achieved with the use of the currently fledgling containerisation technology. The use of these virtual technologies on mobile devices is a workable proposition and with correct implementation can sandbox any files separate from the mobile devices main function thus ensuring greater integrity and confidentiality. The use of this technology and system redundancy at the data centre would increase availability as the container orchestrator would automatically spawn new containers in response to system load and functional failure of active containers, providing a near uninterruptable software service.
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Cisco Meraki – a BYOD Solution
The System
Meraki is a Cisco owned company that specialises in software and hardware that forms one of the world’s leading network appliance range. The system consists of a range of components including routers, switches and access points which combined with leading industry firmware/software to form one of world’s leading network operating systems.
Features
Hardware
· 802.11ax high performance Enterprise grade Wi-Fi 
· Access points that adapt to the wireless environment.
· Dedicated wireless channel for enhanced performance
· Cloud managed digital switches for zero touch provisioning
· Unique network technologies incorporating remote packet capture and web-based configuration
· Multigigabit Ethernet as standard
· Performance layer seven visibility for enhanced network metrics monitoring.
Software
· Insight management software for fast and efficient network management.
· Centralised Network, security and application control
· Software-defined Wide Area Networking capabilities for improved resource usage and optimised performance
· Fault Tolerant security software for WAN and Cellular networks maintaining maximum connectivity.
Choice of implementation
Meraki BYOD is the chosen option for Café Caplus.  The fully integrated solution offers a variety of ways to implement and evolve mobile device management, leveraging the inherent security and management features of the Meraki infrastructure.  Able to use Windows, IOS and Android based clients the MDM software allows an easy web-based monitoring and management which avoid the need for extra appliances or licenses and avoids complex VLAN network configurations.  The management software has the capabilities to take control of built in devices allowing the prohibition of cameras, screen captures and file attachments.  Applications too can be controlled from the central control dashboard which also provides metrics such as lost recorded location and user permissions.  In extremis, the device can be wiped remotely or locked on command providing the facility to protect company systems and data. As the Meraki MDM software’s fingerprinting technology can uniquely identify registered devices, it can equally apply customised network policies and can install pre-determined software packages using the patented backpack system allowing the best mix of protection and application tools to be installed and updated wirelessly.
Further details about Meraki can be found at:
https://meraki.cisco.com/
https://meraki.cisco.com/solutions/byod
https://meraki.cisco.com/products/wireless
https://meraki.cisco.com/products/insight

Full Technical information can be found at:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/BYOD_Design_Guide.html



Implementation Notes
Use of Citrix or VMware prior to conversion to Kubernetes
As mentioned, the implementation uses a data centric solution to restrict leakage by processing data in house on local systems and not permitting datafiles to leave the confines of the secured system.  This is achieved by using a virtualisation system to provide a remote desktop from which data can be processed remotely.  The most efficient system currently is to use containerisation system like docker and managed using an orchestrator like Kubernetes. This does have a problem in that the technology is still fairly new and problems like container resource contention has not been effectively solved.  The system does show great promise but until the system has been matured, a more reliable system would be preferred.  Two main contenders for this replacement system are Citrix and VMWARE.  These systems use the more traditional virtualisation framework and are less efficient than containerisation.  The do have the advantage that they are tried and tested solutions with good after market support and can be implemented into almost any server management system.
Segmentation of global infrastructure for extra security.
The main document states that the exact nature of system organisation was unknown.  The brief states that 95% of the infrastructure is wireless.  The inference is that the LAN infrastructure is Wi-Fi based with the server systems and backbones being the only cabled networks. The assumption that the cloud is not being leveraged to its full potential and is used as a communication medium only (Web sites and drop box storage). The Meraki BYOD system is capable of allowing the entire device management process to be controlled from a site any ware globally via cloud connection or dedicated VPN network.  The implementation for the BYOD management would be better served if control was distributed on a local or national basis.  This would have the advantage of segmenting the control structure offering no single point of failure or attack.  In the event that the control facilities were compromised then any damage incurred would be limited to the local control node making limitation and remediation a simpler matter.
Conversion to VDI infrastructure reduces hardware and running costs.
Bring your own device implementations can be installed in two ways.  The first method is to treat the devices as remote workstations with managed endpoint security with the ability to transfer files from local storage to servers and vice versa.  The problem from the security perspective is that there is more exposure to potential hazards than a conventional wired installation and thereby greater effort has to be made to defend against these threats and in doing so incur increased chances of failure.  The second method is to treat the mobile devices as dumb terminals that can connect to a secured network and process files and data remotely.  This has the advantage that there is less exposure of data to external sources of hazard and the storage infrastructure can be monitored and hardened more effectively.  The obvious solution is to adopt a Virtual Desktop Infrastructure or VDI that facilitates a remote connection from an external client and allows work to be carried out at convenient times from any location.  The VDI system also has the virtue of being local to the administrative server so implementation of access rules is simplified be it on an active directory (ISA server) or on a UNIX based solution that uses RADIUS to manage connection requests.
The most useful feature about this solution is that the servers can manage four or more desktops on a single piece of hardware. As hardware costs are usually the most expensive part of any new implementation the reduction in hardware requirements does offer significate reductions in overall cost. Another feature of this type of system is the running costs and maintenance overheads.  With the reduced amount of hardware, power usage in data centres is reduced as less cooling is required and the number of power-hungry processors is reduced.  An ideal option is to use a combination of blade servers and Network Attached Storage(NAS) servers which allows storage capacity and processing capacity to be managed separately according to need or requirement. From the maintenance perspective, software installation and updating is simplified as standard templates can be created and pushed to the servers on command once the revisions have been made to the current configuration.  The absence of physical PC means that there is no need to update each machine manually saving time, effort and administrative overhead.  The centralisation of the VDI servers also means that expansion of existing networks is easier and as Café Caplus has a mainly wireless network infrastructure the addition of extra terminals into the company’s facilities is reduced to providing suitable access point in the offices and basic configuration  of the terminal software. The use of terminals being cheaper than personal computers and having basic processor functions is less vulnerable to malware attacks and other endpoint vulnerabilities.

Requirement of file importing and malware scanning.
The use of mobile devices with a VDI type infrastructure does require addition consideration in respect to data importing from outside of the secure network. With the advent of mobile devices, job functions within businesses have changed as sales and marketing staff are more mobile and often work away from the office where the majority of facilities are traditionally based. To this end there is  a requirement for the posting of documents such as sales orders, design notes, amended plans and legal contracts into the company system.  As mobile devices can be infiltrated by malware, trojans and worms whilst being used for personal use, the use of an upload portal will be needed. This will act as a backup line of security for the BYOD infrastructure so that breaches in the devices security by zero-day software malware variants can be potentially blocked at he portal with the files being quarantined prior to filing on the main storage system.  This especially important for document that can have independent processing code embedded within its structure. Examples of this would include MS Word or the ubiquitous Adobe PDF format, the opening of which can automatically load malware onto the controlling computer and force a communication link to the outside or install a remote command trojan/bot into a hidden part of the storage network.
Wireless Security
Café Caplus is a wireless based company.  The use of wireless in the modern office environment is becoming more prevalent as it is easy to install and does not require installation of cabling and offers flexibility in deploying new workstations. It does, however, suffer from the problem of being a broadcast medium that can be intercepted by anyone with suitable equipment. Modern wireless networks have been the subject to increasingly sophisticated attacks over the years with security standards being updated as vulnerabilities are found.  The current security standard is WPA2 which uses EAP-TLS protocol as the main method of securing the connection from unauthorised connections.  While this standard is quite secure, the newly announced WPA3 standard does present an upgraded level of security over the previous standard and does ameliorate the shortfalls of that protocol.  Even with these precautions in place the wireless system can be prone to attack.  One such attack involves the use of a pineapple box.  This is specially modified wireless router that can mimic any existing access point and can with correct positioning, intercept, record and retransmit data packets effectively eavesdropping on the network in what is known as a man in the middle attack.  If the  system administrator has secured the access point properly, the use of a MAC (Media Access Code) address filter will prevent the  bandit router from making contact as the MAC address of the router is only broadcast to the client in an encrypted form as part of the TLS protocol.  The use of a MAC filter does make management of wireless system more difficult but does offer a better defence against intruders and eavesdroppers.
In context of the BYOD implementation, the Meraki product manages the clients using a variation of the MAC filter and will only allow connection based on the correct MAC address being received.  It should be noted that in cases where the registration is performed from a wired client, the MAC address can be changed to the wireless device address rather than the original devices address. This is particularly useful for laptops that can have both wired and wireless adaptors built in.  The use of the MAC address alone does not prove the identity of the device on its own as data packets sent by pirate platforms can be modified by crackers to mimic a targets device address in a technique called spoofing.  The Meraki software will record other items of information about the device such as the operating system type, OS registration code and processor ID and use this data to validate the devices authorisation certificate on registration to the system.  The certificate is then stored in the BYOD database for use by the Meraki Identity Services Engine and will be used to check status and validation details when a connection request is received. In the event that the details do not match, the certificate will be flagged as blacklisted and the connection refused.
Network Security principles
Meraki BYOD can be implemented a number or ways.  The chosen method would be to use a dual SSID provisioning system. The choice has the benefit of isolating the production BOYD net from the provisioning network, complicating the work required to attack this part of he network.  To further complicate cracking attempts, the provisioning net must validate incoming connections with a pre-existing account stored on an active directory or RADIUS server.
Café Caplus is stated as a growing coffee company which operates in multiple countries worldwide.  To reach this size, the company must have been running for several years and have a matured networking system.  It is assumed that he network security arrangements are based around the Kerberos protocol to secure access across internal networks. This combined with UNIX style user and group identity management would provide a good degree of security for internal nets.  The introduction of BYOD technology alters the ability to defend central file systems.  With the correct configuration, Meraki solutions would compensate for these changes. One additional change could be added to the security configuration.  
This would be to provide a Write down – Read up principle to the user groups within the company.  The object is to limit access to more secure levels within the company by preventing an intruder from writing files that could be read by a user from the higher security level.  This would prevent the planting of trojans and worms to create trapdoors within the system.  The intruder would only have the ability to create or copy file to a lower security tier. 


The Introduction of VDI architecture plus the Meraki BOYD solution allows for a near maximum security solution for mobile device access. The ability to control onboard devices like cameras and USB ports allows the minimisation of vulnerable endpoint connections and full control and availability of the storage capabilities on the mobile device.  To this end the BOYD solution can offer security standards near the UK governments TEMPEST2 standard which governs IT used in local offices and central administrative facilities. The system also has the advantage in that the data travelling along the link is no executable code making it unsuitable to the transfer of virus or worm-based malware.
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Company Bring Your Own Device (BYOD) Policy

Prerequisites
With the introduction of employee owned IT devices into the workplace, the company has introduced the following policy to clarify rights and limitations of the users within the workplace. The policy will define the scope of the company’s requirements and obligations with respect to the data protection requirements and corporate security considerations and will also outline the obligation of the company to the employee with respect to the protection of personal data and renumeration for use of the device on company business.
Corporate Requirements
In the event that the device is to be used to undertake company activities, the employee shall by agreement allow the following stipulations with respect of this usage policy.
1. The employee shall allow such software to be installed on to the device to ensure the protection of company networks and data in line with national and international data protection law. Said software to include device management tools, malware scanning and protection tools, utilities and approved company application software.
2. The employee shall allow unrestricted access to the device for the purposes of security policy enforcement and location tracking.
3. The employee shall understand and agree that the company can at any time and without prior notification, remotely delete company sourced information held on the device via the on-board management software. Company information shall be defined as:
· software,
· files
· protected caches
· directory structures,
· keys and certificates. 
The company may also have the right to delete such information that is construed as a direct threat to company network security or falls into the definition of corporate confidential or restricted information.
4. The Employee shall understand that it may be necessary to delete personal data when the device or software is compromised and when there is a serious risk that corporate data may be exposed. 
Employee Obligations
As part of the BYOD policy, the employee will undertake the following obligations in line with the needs and requirements of the company.
· The employee shall at all times ensure that the device be secured by password of pin to prevent access to stored information in the event of loss or damage. Where feasible, the use of two factor authentication will also be required.
· The employee shall on immediate discovery, report the loss or theft of the device to the company at the earliest opportunity. Failure to report the loss or theft may result in legal liability with respect to data security regulations and may also result in company sanctions in respect to company data security policy.
· The employee shall not make use of the device for company purposes, in public locations at any time or on unsecured public Wi-Fi networks. The use of the device in these locations may result in leakage of company information to unauthorised individuals or by individuals with criminal or malicious intent. In this event, the company will deem this action as a serious data breach and may result in sanctions and/or legal action in accordance with company policy.
· The employee shall at no time change or alter any company installed software or configurations on the device.  All alterations are to be made by the company IT department only. Any software that may interfere or bypass the security of the device is expressly prohibited, installation of such may result in de registration of the device and may result in company sanctions.
· Where the device is registered for company use, the employee may not access websites, chat rooms or other internet-based locations that may result in a violation of national or international law.  Such sites are defined as and not limited to porn sites, dark web facilities, pirated or non-authorised copyright material media sites and unregulated torrents.
· The employee shall take all reasonable steps to avoid accessing phishing emails, unsolicited software downloads or any communication that may result in viral or worm infection.  Where security software detects such illicit access attempts, deliberate access to suspect suspected malware communications or software deemed unsafe by security software shall be deemed as a serious violation of security policy. Sanctions applied will be dependant on the degree of damage to company security and in serious breaches may result in dismissal and legal action by the company.

Policy Violations
In the event of the violation of this policy, the company will apply sanctions against the employee based on the degree of the violation and potential or actual damaged caused.  The sanctions fall into three main categories of offence.
	Level of Offence
	Description of Offence
	Action to be Taken

	Minor Violations
	Minor violations of usage policy where no breaches of security are found, actions which may result in leakage of passwords or usernames or exposure of the company to possible legal action by third parties.
	Verbal Warning, 48hr Lockdown of device. Multiple violations will incur additional written warnings.

	Serious Breaches of Security or Data Protection Rules
	Violations that result in the exposure of company information to unauthorised individuals, corruption or destruction of company data, storage systems and related infrastructure, Activities in direct contravention of corporate rules and legal requirements. 
	Automatic Final Written Warning, suspension subject to review by disciplinary committee, permanent deregistration and wipe of the device. In very serious breaches, possible upgrade to Gross Breach status and legal action to recoup costs of remedial action.

	Gross Misconduct or Gross Data Breach.
	Violations that are the result of criminal activity or can result in criminal access to company systems. Activities construed as corporate espionage, sabotage, terrorist action. Theft of company data, wholesale destruction of company data, activities leading to exposure of data that causes harm or is against the public good.
	Dismissal subject to review by disciplinary committee, suspension, Arrest and subsequent prosecution under relevant laws, loss of company pension rights, full data wipe and deregistration of all devices subject to evidentiary requirements. Punitive legal action to recover losses incurred by the illicit activities.



Employee Renumeration
Wear and tear expense claim
In recognition of the employee’s provision of personal equipment for use on company activities, there shall be made available a facility to claim expense for wear and tear on a monthly basis. Reimbursement to be made at the end of the current pay cycle through the company’s payroll accounting process. The compensation is calculated per device with the formula of (hours worked x standard device rate). The Standard Device Rate to be agreed by management prior to implementation and to be reviewed on a regular basis. 


Interest free loan for device purchase. 
As an employee concession, the company shall make available facilities for the provision of an interest free loan for the express purpose of device and related accessory acquisition. Repayment of the loan to be made as a payroll deduction at the end of the current pay cycle and shall commence one calendar month after receipt of the loan for a period of no more than sixty months.  The loan shall be repayable in full in the event that the employee leaves the employ of the company and may be recovered at the company’s discretion  from any final payments due to the employee.
User Agreement
I, the undersigned, having read and understood the above policy, agree to abide by the requirements and obligations of the policy. I understand that violation of the policy may result in company and/or legal action against me and may result in dismissal with loss of benefits.  I further understand that I have the right to withdraw from this agreement at any time upon which all company software and data and access privileges will be removed from my devices. 
Employee Name
Date:
Signature:
Appendix 3. Outline BYOD Policy & Agreement






Appendix 4. Data Flow Diagrams




	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL][bookmark: _GoBack]Your work demonstrated that you have engaged with the appropriated academic peer review articles.  However, what is lacking is in-text citation in your work. Your references and bibliography demonstrated your engagement.  An excellent research work, try to reference more your content. (Grade mark: 83.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]12.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Your work demonstrated appropriated knowledge and understanding. See comment above. (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report discuss and evaluated the appropriate areas for the assignment.  All the relevant areas for this assignment; policy, very detailed DFD, no network design, etc. Very good conclusion, (Grade mark: 87.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]35

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have not submitted any practical design or include it in your report. (Grade mark: 0.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work written and flow excellently. Professionally done.  Minor grammatical errors, see report for further comment. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]70%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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