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[bookmark: _Toc224688713]Introduction

This report details the secure Site-to-Site VPN architecture connecting Birmingham and London. Using a virtualized environment with Debian and Windows clients and servers, the project established a robust IKEv2 IPsec tunnel. Key infrastructure tasks included deploying a central router, configuring a Domain Server, and setting up the IIS server and Remote Desktop Services to support enterprise web services.
​To ensure organizational connectivity, specific user accounts were managed under the waheeb.acca domain. By integrating DHCP and DNS, the final configuration provides a fully operational network where encrypted communication is maintained between all remote hosts.
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[bookmark: _Toc224688715]1.1RRAS Setup for Birmingham

The following figures (1-10) demonstrates the installation and configuration of the Routing and Remote Access Service (RRAS) on Windows Server to enable LAN routing [1].
The image below, Figure 1, shows the Add Roles and Features Wizard where the Remote Access role is ticked. This role is required to enable the routing engine on Windows Server.
[image: ]
Figure 1:Selecting Remote Access Role







The image below , Figure 2, shows the selection of .NET Framework 3.5 Features. These components are often required as dependencies to support the management tools and background services of the Remote Access Role.
[image: ]
Figure 2: Selecting .NET Framework Features

The image below, Figure 3, displays the selection of DirectAccess and VPN (RAS) along with Routing. Ticking both ensures the server can handle secure remote connections and forward traffic between subnets.
[image: ]
Figure 3: Selecting role services
The screenshot below, Figure 4, shows the Confirmation screen. This displays a final summary of all selected roles and features before the installation process begins.
[image: ]
Figure 4: Confirming Installation Selections

The image below, Figure 5, displays the Results screen. This confirms that the Remote Access role and Routing service have been successfully installed and are now ready for configuration.
[image: ]
Figure 5: Installation Progress and ResultsThe image below, Figure 6, shows the Windows Defender Firewall console. Here, Inbound Rules are accessed via wf.msc to enable specific Routing protocols, allowing traffic to pass through the server.
[image: ]
Figure 6: Configuring Firewall Inbound Rules

The image below, Figure 7, shows the Routing and Remote Access Server Setup Wizard. This was accessed through services.msc to begin the initial configuration of the routing engine on the server.
[image: ]
Figure 7: Launching Routing and Remote Access Setup


The image below, Figure 8, displays the Custom Configuration window where LAN Routing is selected. This allows the Windows Server to act as a router between different networks.
[image: ]
Figure 8:Selecting Custom LAN Routing

The image below, Figure 9, shows the final step of the Routing and Remote Access Server Setup Wizard. This confirms all settings are finalised and routing service is ready to start.
[image: ]
Figure 9: Completing the Setup Wizard.
The image below, Figure 10, shows the Routing and Remote Access console on the server WIN-JDA6LJL9.
[image: ]
Figure 10: Routing and Remote Access Console
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The following sequence (Figures 11-17) documents the routing configuration performed on the Debian and Windows systems, following standard administration practices [2].
The image below, Figure 11, shows the modification of the system configuration to set net.ipv4.ip_forward=1. This input allows the Debian system to forward packets between different network interfaces.
[image: ]
Figure 11: Enabling IPv4 Forwarding








The image below, Figure 12, shows the execution of sudo sysctl  -p. This command processes the configuration file and displays net.ipv4_forward=1 as the result, confirming that Debian kernel is now actively forwarding iPv4 traffic between interfaces.
[image: ]
Figure 12: Applying and Verifying kernel changes
The screenshot below, Figure 13, displays the command sudo ip route add 172.16.1.1/24 via 10.0.0.1. This manually updates the routing table to ensure that any traffic targeting the 172.16.1.0/24 network is correctly forwarded through the gateway at 10.0.0.1.
[image: ]
Figure 13: Configuring Static Routes
The image below, Figure 14 , shows the Windows Command Prompt being used to execute route -p add 172.16.2.0 mask 255.255.255.0 10.0.0.2. This command creates a persistent entry in the Windows routing table, ensuring any traffic aimed at the 172.16.2.0 subnet is redirected to the Debian gateway at 10.0.0.2.
[image: ]
Figure 14: Adding a Static Route on Windows Server.
The image below, Figure 15, shows the active iPv4 routing table., confirming the static route to the 172.16.2.0 network is correctly registered in the Windows Server’s memory.
[image: ]
Figure 15: route print -4 command

The image below, Figure 16, shows a successful ping to 10.0.0.2. This confirms that the Windows Server can communicate directly with the Debian gateway across the 10.0.0.0/24 link.
[image: ]
Figure 16: Testing Connectivity
The image below, Figure 17, displays a successful ping to 172.16.2.1. This confirms that the static routes are active and the Debian kernel is successfully forwarding packets between the 10.0.0.0/24 and 172.16.2.0/24 networks.
[image: ]
Figure 17: Validating End to End Connectivity
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The below figures (18-23) illustrate the step-by-step installation of DNS and AD DS roles, followed by the promotion of the server to a new forest named waheeb.acca [3].

[image: ]
Figure 18: Selecting the DNS Server role within the Server Manager Add Roles Wizard

[image: ]
Figure 19: Confirming the successful installation of the DNS Server role in Windows Server Manager


[image: ]
Figure 20: Dashboard view confirming active and healthy status for DNS and ADD DS roles

[image: ]
Figure 21: Selecting "Add a new forest" and entering the root domain name : waheeb.acca

[image: ]
Figure 22: Final verification of AD DS prerequisites confirming the server is ready for promotion

[image: ]
Figure 23: Opening Active Directory Users and Computers to manage the newly created : waheeb.acca domain
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The figures (24-31) below demonstrate the manual configuration of Host (A) records to map the Birmingham (b-dc) and London (l-cd) servers within the Waheeb.acca zone 

[image: ]
Figure 24: Accessing DNS Manager to verify the automatically generated Forward Lookup Zone folders for: waheeb.acca

[image: ]
Figure 25: Creating a new Host (A) record mapping the Birmingham server b-dc to  IP address 172.16.1.1

[image: ]
Figure 26: Creating a new Host (A) record for the London domain controller l-cd at IP address 172.16.2.1

[image: ]
Figure 27: Configuring the Host (A) record for clients1 Birmingham  with IP address 172.16.1.10 within DNS Manager

[image: ]
Figure 28: Adding the Host (A) record for clientl1 London with IP address 172.16.2.10 to the DNS forward lookup zone

[image: ]
Figure 29: Creating a Host (A) record for a web service mapped to the Birmingham server IP address.

[image: ]
Figure 30: Created an additional Host (A) record for RDS pointing to IP 172.16.1.1 to support remote connectivity.

The figure (31) below is a comprehensive view of the Waheeb.acca Forward Lookup Zone, displaying all configured Host (A) records for servers (b-dc, l-cd), clients (clients1, clientl1), and services (webs and rds) . 
[image: ]
Figure 31:Birmingham and London all Servers A Records.
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The figures (32-43) below show the setup and configuration of the Reverse Lookup Zones and the creation of PTR records for address to host name resolution [5], [6].

[image: ]
Figure 32: Starting the New Zone Wizard and selecting Primary zone to store the local DNS records

[image: ]
Figure 33: Setting the zone to sync with all domain controllers in waheeb.acca

[image: ]
Figure 34: Selecting the IPv4 option within the setup guide

[image: ]
Figure 35: Entering the Network ID 172.16.1 for the Birmingham subnet

[image: ]
Figure 36: Entering the Network ID 172.16.2 for the London subnet

[image: ]
Figure 37: List of both created Reverse Lookup Zones.





[image: ]
Figure 38: Adding a PTR record for the Birmingham server at 172.16.1.1

[image: ]
Figure 39: Adding a PTR record for Clients1 Birmingham at 172.16.1.10

[image: ]
Figure 40: Final list of records for the Birmingham reverse zone , including the SOA , NS and PTR entries

[image: ]
Figure 41: Configuring the PTR record for the London client (clientl1) at 172.16.2.10
[image: ]
Figure 42: Final list of records for the London reverse zone, showing the completed PTR entries for the server and client

The image (Figure 43) below, a Command Prompt window showing the nslookup utility being used to query the Birmingham Domain Controller (b-dc.waheeb.acca).
[image: ]
Figure 43: Testing Forward Lookup with nslookup



3. [bookmark: _Toc224688721]Site-to-Site VPN Configuration (Debian)

The images below , from Figure 44 to Figure 54, describe the end to end process of establishing and securing the Site to site VPN tunnel between the Birmingham and London gateways.

[image: ]
Figure 44: Installing the Strongswan VPN Service

[image: ]
Figure 45: Defining the IPsec tunnel configuration

The screenshot (Figure 46) below displays the secure authentication key configuration, which is essential for establishing a trusted connection between the Birmingham and London gateways [7]. 
[image: ]Figure 46: Configuring the IPsec Pre-shared key (PSK)



[image: ]
Figure 47: Enabling IPv4 Packet Forwarding

[image: ]
Figure 48: Starting and Verifying the Strongswan Service

[image: ]
Figure 49: Configuring the swanctl Versatile IKE Control interface (VICI)	

[image: ]
Figure 50: verification of Active IKEv2/IPsec Security Association

[image: ]
Figure 51: IPsec Preshared Key Authentication Configuration in Windows Server

[image: ]
Figure 52: Birmingham to London the 2 Endpoints


[image: ]
Figure 53: PowerShell Confirmation Output (Allow ICMPv4 in rule).




[image: ]Figure 54:Successful Ping In Windows Server
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The images below, from Figure 55 to Figure 60, describe the implementation of centralised user management within the waheeb.acca domain. This sequence documents the transition from a standalone server to a fully integrated Active directory environment.

[image: ]
Figure 55: Creating the “Domainusers” Organizational Unit

[image: ]
Figure 56: Active Directory Unit for waheeb.acca


[image: ]Figure 57: Documenting Domainusers Attributes to ensure accuracy during automation.

[image: ]
Figure 58:The deployment of a PowerShell script to automate user account

The image (Figure 59) below confirms that the user accounts were successfully created in the correct folder.
[image: ]
Figure 59: Confirmation of New User Accounts in Active directory


The screenshot (Figure 60) below shows the user account details to confirm the correct login name format.
[image: ]
Figure 60: Verifying the Username
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Figure 61 to 81 show the domain integration of the Windows Client and Debian systems. While Windows joined the waheeb.acca domain natively, Debian utilised Chrony, Realm and PAM for authentication, as verified within the Active directory. 

[image: ]
Figure 61: Starting Domain Membership changes to join the network

[image: ]
Figure 62: Successful Domain Integration

[image: ]
Figure 63: Domain login verification after restart process

[image: ]
Figure 64: A successful login to the managed domain desktop.



[image: ]
Figure 65: Verification of Client IP and DNS configuration

[image: ]
Figure 66: ClientS1 name  in Windows  Client

[image: ]
Figure 67: Final Verification of client identity and domain membership

[image: ]
Figure 68 : Configuring Kerberos Authentication

[image: ]
Figure 69: Setting the Hostname

[image: ]
Figure 70:  Installing and Enabling Chrony

[image: ]
Figure 71: Domain Discovered

[image: ]
Figure 72: realm already joined the domain

[image: ]
Figure 73: Configuring PAM profiles

[image: ]
Figure 74: DNS configuration in /etc/resolv.conf

[image: ]
Figure 75: installing the package

[image: ]
Figure 76: Setting Hostname

[image: ]
Figure 77: Time sync status

[image: ]
Figure 78: Realm Discover Output

[image: ]
Figure 79: Successful Domain Join Verification

[image: ]
Figure 80: PAM configuration - Enabling Home Directories

[image: ]
Figure 81:  Verification of Debian in Windows Server
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[bookmark: _Toc224688725]6.1 DHCP Server Configuration (Birmingham B-DC)

The images (Figures 82-93) illustrate the Birmingham DHCP server and London relay agent. These steps prove that clients now receive automatic IP addresses and can communicate across the network [8].

[image: ]
Figure 82: Installing the DHCP Server Role

[image: ]
Figure 83: Finalising the DHCP Role Installation
[image: ]
Figure 84: Naming the Birmingham DHCP Scope

[image: ]Figure 85: Defining the IP Address Range

[image: ]
Figure 86: finishing the new scope setup
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[image: ]
Figure 87: Naming the London DHCP Scope

[image: ]
Figure 88: Defining the London IP Range

[image: ]
Figure 89: Configuring DNS Options for the London Scope

[image: ]
Figure 90: Overview of Birmingham and London Scopes.
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[image: ]
Figure 91: Configuring Client for Automatic IP Addressing

[image: ]
Figure 92: Verifying IP Allocation via Command Prompt  ( ipconfig /all).

[image: ]
Figure 93: Testing connectivity after disabling the Firewall


[bookmark: _Toc224688728]7.Test the network for Connectivity.

All project tasks were completed, including successfully configuring DHCP and DNS services for the local hosts. Extensive ICMP testing in both directions across the WAN confirmed 0% packet loss, while successful pings to the 172.16.2.1 subnet demonstrate that the IKEv2 tunnel is fully operational and correctly encrypting all data between the two remote subnets.
​Troubleshooting: If LAN pings fail, verify the Scope tab in the Windows rule. Both local and remote subnets must be explicitly defined to permit tunnel traffic.
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Figure 94–101 below show the approximately 2GB installation, mounting it to Birmingham Files, and configuring permissions so Domainusers have full control. By using this setup, files stay protected from unauthorized changes. It also keeps important data secure while allowing teams in both Birmingham and London to work together easily [9]. 
[image: ]
Figure 94: Adding a second hard disk to the virtual machine VM settings

[image: ]
Figure 95: Creating the virtual hard disk file

[image: ]
Figure 96: attaching the new virtual disk file to the server's controller

[image: ]
Figure 97: Initializing the Disk with GPT partition style

[image: ]
Figure 98: Specifying the volume size of 2030 MB (approximately 2GB).

[image: ]
Figure 99: Final Disk management status and volume creation.

[image: ]
Figure 100: The new Birmingham Files drive visible

[image: ]
Figure 101: Configuring Network share permissions




















9. [bookmark: _Toc224688730]IIS Server Setup

Figures 102– 109 prove that the website is set up correctly and safely. It shows how the server was configured to recognize domain users automatically and how the firewall was opened to allow secure connections using HTTPS. 

[image: ]
Figure 102: Creating the Website Root Directory and index File

[image: ]
Figure 103: Accessing IIS manager for site configuration

[image: ]
Figure 104:Configuring the new website in IIS

[image: ]
Figure 105: Verification of the created web service

[image: ]
Figure 106: Browser verification of webs.waheeb.acca

[image: ]
Figure 107: Configuring sites bindings

[image: ]
Figure 108: Final site bindings for webs.waheeb.acca

[image: ]
Figure 109: Configuring Firewall Inbound Rules for HTTPS




















10. [bookmark: _Toc224688731]Remote Desktop Services 

Figure 110 – 113 below show the remote login system was built and secured. By setting up the web portal, a custom domain and opening the firewall. The configuration ensures that staff can securely access the network from any remote workstation [10].
[image: ]
Figure 110: Deployment of Remote Desktop Role Services

[image: ]Figure 111: Completing Remote Desktop Role Services Installation

[image: ]
Figure 112: The login page for Remote Desktop Services

[image: ]
Figure 113: Enabling Firewall Rules UDP / TCP  for Remote Desktop Traffic. 
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The project successfully established a secure, enterprise-grade link between the Birmingham and London sites. By integrating Windows and Debian systems with DHCP, DNS, and Remote Desktop Services, we verified full site-to-site connectivity. The waheeb.acca domain and IIS server are now operational, with all traffic effectively encrypted through the IKEv2 tunnel, meeting all security requirements.

























[bookmark: _Toc224688733]References
[1] Microsoft Learn , “How to set up Routing and Remote Access for an Intranet,” Microsoft,2026.[Online].Available:https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/set-up-routing-remote-access-intranet [Accessed: 3 Mar 2026].
[2] Debian Project, “Debian GNU/ Linux Administration Manual,” Debian.org, 2026 [Online].Available:https://www.debian.org/doc/manuals/debian-admin-guide/.[Accessed: March 4, 2026].
[3] Microsoft, “Install Active Directory Domain Services ,” Microsoft Learn, 2025 [Online].Available:https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/install-active-directory-domain-services--level-100- [Accessed: 6Mar 2026].
[4] Microsoft , “Manage DNS Host (A) Records ,” Microsoft Learn, 2023 [Online] . Available: https://learn.microsoft.com/en-us/windows-server/networking/dns/manage-resource-records?tabs=powershell [Accessed : 7 Mar 2026].
[5]Microsoft, “Reverse Lookup,” Microsoft Learn , 2025 [Online]. Available: https://learn.microsoft.com/en-us/windows-server/networking/dns/reverse-lookup [Accessed :7 Mar 2026].
[6]Microsoft, “Create a DNS PTR Records,” Microsoft Learn, 2025 [Online]. Available: https://learn.microsoft.com/en-us/azure/dns/dns-reverse-dns-hosting.[Accessed:7Mar 2026].
[7] S. Ullah, J. Choi, and H. Oh, "IPsec for high speed network links: Performance analysis and enhancements," Future Generation Computer Systems, vol. 107, pp. 112-125,Jun.2020.[Online].Available: https://librarysearch.uwtsd.ac.uk/discovery/fulldisplay?docid=cdi_elsevier_sciencedirect_doi_10_1016_j_future_2020_01_049&context=PC&vid=44WHELF_UWTSD:44WHELF_UWTSD_VU1&lang=en&search_scope=MyInst_and_CI&adaptor=Primo%20Central&tab=Everything&query=any,contains,strongswan . University of Wales Library . [Accessed : 9 Mar 2026].
[8]Microsoft, “Enabling DHCP network configuration for Windows Server 2022 Instances,”Scaleway,Docs,2025.[Online].Available: https://www.scaleway.com/en/docs/instances/reference-content/enabling-dhcp-network-configuration-windows-server-2022/.  [Accessed : 12 Mar 2026].
[9] B. Dauti, Windows Server 2025 Administration Fundamentals: A Beginner's Guide to Managing and Administering Windows Server Environments, UK: Packt Publishing, 2025.
[10] ​Microsoft Learn, “Remote Desktop Services overview in Windows Server,”. [Online].Availableat:https://learn.microsoft.com/en-us/windows-server/remote/remote-desktop-services/welcome-to-rds (Accessed: 13 March 2026).



 


























2

image89.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

New Scope Wizard
‘Scope Name
You have to provide an dentiying scope name. You also have the option of providing
a descipton.
Type 2 name and descrption fortis scope. This infomation helps you quickly identfy.
howthe scope i o be used on your network. A \ver
Name: [LondonScopel »

Descrgtion: [

age

lud services

Hide

grovpsTT
AD DS 1 DHCP 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

=] i & & [¥] right Cul
¥ Q search - e i m ﬂ - @ \‘fg ﬂ a A G & NG A dx @ 11/03/121:;2





image90.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

s . _ @1 |V. Manage  Tools

New Scope Wizard

1P Address Range
You defnethe scoe address ange by dentfying a se of consective P addresses.
‘Configurato setings or DHCP Server
Erterthe range of addresses tha the scope disrbutes. &ver
Stat P address: [ 172 16 2 10 4
EndPaddess: 17216 2 20
Configuraton setings that popagate to DHCP Clent age
Length: =]
Subnetmask: [ 255255255 0 lud services
Hide
<
<Back Cancel
grovpsTT
AD DS 1 DHCP 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results N

H P Type here to search

=] i 1] & [¥] right Cul
Bl Q search cuw CB2Za0O VG ida SR LY





image91.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input

Devices Help

New Scope Wizard

Domain Name and DNS Servers
“The Domain Name System (DNS) maps and ransiates domain names used by clerts
on your network

You can specify the parent domain you want the client compters on your network fo use for

[T
000.1

SRS

'DNS name resoluton. o ver
Poret domain: [aheebacea R
o confgure scope clents o use DNS servers onyour network,ente the IP addresses for those
Server name: P address:
age

lud services
Hide

AD DS

DHCP 1

@ Manageability
Events
Services
Performance

BPA results

H P Type here to search

@ Q Search

L CHB2 g Q0@ B

Manageability
Events
Services

Performance

BPA results

& o= i &/ @2 right ctrl

14:54

= 7
ENG & dx @ 055006




image92.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File

Machine View Input

@ Q Search

Devices

Help

B Server Manager

r Manager > Dashboard

)
Fle Acion View Hep

e ambcz BmBe

Manage  Tools

| P

F orce
vi ",‘i'*“{‘jﬁ”‘“ 17 Scope [17216.20] LondonScope. | pva
v iﬁ ! oo | I scope 17276101 Biminghamscope
2 seore| G vercptens
5 polcies

) Fiters
e

Contents of DHCP Server st|[ Actions

A ver

lage

Hide

Roles:6 | Server groups: 1 | Servers total: 1

AD DS 1

11 DHep

Manageability

®

Events
Services
Performance

BPA results

H P Type here to search

@ Manageability
Events
Services

Performance

BPA results

L CHBe2y S0 GiEa

= & & & [#] right cul

14:58

= 7
D@D 0372026




image93.png
&5 Waheeb Windows Client [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

A )& « Networkand Internet > Network Connections v G Search Network Connections 2
dge - —_letion___Rename this connection > - O 0
Internet Protocol Version 4 (TCP/IPv4) Properties b3
| e
General  Alternate Configuration
Ca
You can get IP settings assigned automatically if your network supports
€ this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
™ (© Obtain an IP address automatically
{ [R  Ouse the folowing IP address:
]
]
(]
0
]
]

D) Obtain DNS server address automaticaly
4 ©Use the folowing DNS server addresses:

Preferred DNS server: 172.16 . 1 . 1
L
Alternate DNS server:
| (O validate settings upon exit Advanced...

waheeb.acca

; Cox ) o No internet acces

421PM
e I Qe 6T\ = @ NS RNE

Qokh@y EiEil® 3 rightcu

1521
11/03/2026

A G & ING 2@ dx @

.QSearch - k= eimd-@





image94.png
& Waheeb Windows Client [Running] - Oracle VirtualBox - =) X

file  Machine  View  Input  Devices  Help

= Command Prompt x4 v

C:\Users\Waheeb>ipconfig /all
Windows IP Configuration

Host Name DESKTOP-PGIS3R2
Primary Dns Suffix

Node Type - . . . : Hybrid

IP Routing Enabled .. P No
WINS Proxy Enabled No

DNS Suffix Search List. . PR waheeb.acca

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : waheeb.acca

Description . . . - . . : Intel(R) PRO/1060 MT Desktop Adapter
Physical Address. . . . . . . . . : 08-00-27-07-98-B6

DHCP Enabled. 5o oo Yes

Autoconfiguration Enabled ..t Yes

Link-local IPv6 Address . . . : feB0::9d3a:3£78:4c03:206%9(Preferred)
IPv4 Address. . . . . . . . ... : 172.16.1.10(Preferred)

Subnet Mask . . . . . . . ....: 255.255.255.0

Lease Obtained. . 5 o . . : Wednesday, March 11, 2626 4:12:49 PH
Lease Expires . . - . . : Thursday, March 19, 2026 4:12:49 PM
Default Gateway . . . . . . . .. : 172.16.1.1

DHCP Server . . . . . . . . ...:172.16.1.1

DHCPv6 IAID . . . 55 . . : 101187623

DHCPv6 Client DUID. . . . . 01-31-15-89-8C-08-00-27-07-98-B6

o) i 424PM
Qe S Ccaoam= L Ll eniits

Wl @ [#] right Ctl
/ B B = 1524
> €8 & @0 & NG w e R g





image95.png
@ Waheeb Windows Client [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

F] Command Prompt X +

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::9d3a:3f78:Uc03:1206%9(Preferred)
IPvl Address. . . . . . . . . . . : 172.16.1.10(Preferred)

Subnet Mask . . . . . . . . . .. 255.255.255.0

Lease Obtained. . . . . . . . . . : Wednesday, March 11, 2026 4:12:49 PM
Lease Expires . . . . . . . . . . Thursday, March 19, 2026 4:12:49 PM
Default Gateway . . . . . . . . . 172.16.1.1

DHCP Server . . . . . . . . . . . :172.16.1.1

DHCPv6 IAID . . . . . . . . . . . 101187623

DHCPv6 Client DUID. . . . . . . . 00-01-00-01-31-15-89-8C-08-00-27-07-98-B6
DNS Servers . . cc oo oo oo oo g TG

NetBIOS over Tcpip. . . . . . . . : Enabled

C:\Users\Waheeb>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reply from 172.16.1.1: bytes=32 time=4Oms TTL=128
Reply from 172.16.1. bytes=32 tim

Reply from 172.16.1. bytes=32 tim

Reply from 172.16.1.1: bytes=32 time<lms TTL=128

Ping statistics for 172.16.1.1:

Packets: Sent = U4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds

Minimum = @ms, Maximum = 4Oms, Average = 27ms

C:\Users\Wahee

4:38 PM
Q = “ o= N BNB
@l @ (3] Right Ctr
© / o pad . 15:38
Q Ssearch - > 8 & o 2 % ENG 2 dx & 1030006





image96.png
\3 Oracle Virtual ager — a X
| {5 Waheeb WS Server - Settings - [u] X
Basic M Search settings O
B General Storage
Devices Attributes

= preview

System

&l E Y Name _SATA
Type AHCI v | labi
= ! Display ype i bit)
bl (2) SERVER_EVAL x64FRE_en-us.iso Pocont 2 =
(O Use Host 1/O Cache Waheeb WS Server

Audio avirtualization

Network

Serial Ports

&
uUss
Shared Folders Audio
Enable Audio E
User Interface 1B .
Host Audio Driver Default - AL x64FRE_en-us.iso (4.70 GB)

Cancel Help

[ Controller:  Intel HD Audio

@ Network

Adapter 1:  Intel PRO/1000 MT Desktop (NAT)
Adapter 2:  Intel PRO/1000 MT Desktop (Internal Network, ‘Birmingham noss')
8= Adapter 3: Intel PRO/1000 MT Desktop (Internal Network, ‘internet-WAN')

EQLei@d—@\‘fﬁ_ﬁ ASQ“ENG%\Q"@H/O;SEZ





image97.png
Hard Disk Selector — (m)
tings &

] —
3 [2f| Create Virtual Hard Disk = o X | S—

M| preview
[ s na (Hard Disk File Location and Size ————————

Nam) /""’W Isers\deers\VirtualBox VMs\wasa \Waheeb WS Server 1.vd¥ [ v abi
v A =
Ry . e—
& u\\ DiskSize T TR T 268 =

400 MB 20078 Waheeb WS Server

avirtualization

Il ~Hard Disk File Type and Format ——————————

VDI (VirtualBox Disk Image) () Pre-allocate Full Size

(O) split Disk Into 2 GB Parts

Help Cancel

i8)
AL x64FRE_en-us.iso (4.70 GB)

Search By Name v a% Help

(Choose ) conce

[P Network

Adapter 1:  Intel PRO/1000 MT Desktop (NAT)
Adapter 2:  Intel PRO/1000 MT Desktop (Internal Network, ‘Birmingham noss')
8= Adapter 3: Intel PRO/1000 MT Desktop (Internal Network, ‘internet-WAN')

'Ql.eiﬂﬁ/-@&%@ﬂ ASQ“ENG%\Q"@M/W;%;Z





image98.png
& ‘e.a

WS Server - Settings - [u]

[2F| Waheeb WS Server - Hard Disk Selector - O X
Basic ftings &
4 Medium Selector

-Ger@@@ _

Add  Create = Refresh

M| preview

Name Virtual Size Actual Size v abiy
v Attached B
Waheeb Debian Servervdi  20.00 GB 184GB
Waheeb Windows Client.di 80.00 GB 17.98 GB Waheeb WS Server
Waheeb-Debian Clientvdi  20.00 GB 872GB P ation
wasa_vdi 50.00 GB 272168
' Not Attached
| Waheeb WS Server Tvdi  2.00 GB 200 MB
i8)
AL X64FRE_en-us.iso (4.70 GB)
Hel
Search By Name v/ QAP P
= F

[P NeTwork

Adapter 1: Intel PRO/1000 MT Desktop (NAT)
Adapter 2 Intel PRO/1000 MT Desktop (Internal Network, ‘Birmingham noss’)
8= Adapter 3:  Intel PRO/1000 MT Desktop (Internal Network, ‘internet-WAN')

EQLeiﬂﬁ/—@VE@ﬂ ASQ“ENG%\Q"@n/os/lz%;g





image99.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

r > Dasl @1V erage  Took
ashboard - ¢
Local Server | Fle Action View _Help
e mEm XD LE3E0
ot [iegourr[Fiype [ o system™ [ISotis [ Capocity [ Free Spars [ e Free
- () Simple. Basic NTFS Healthy (B... 49.39GB 371768 T5%
= DiskOpartion3)  Smple  Basic Healthy (R... 524ME 2AME 100%
5SS UGAFREE EN-... Simple - 0%
c = SystemReseed | Simple| Intisize Disk x| an
% File and Storagd
- Yourmust neze a dik befre Logica Disk Managercan access .
fo s Selct dsks:
=l Remote Access. Disk 1
Hide
Use theflowing pation s forthe selcted diks:
(O MBR (Master Boot Record) —
=piko  |NENENNEN ©GPT(GUID Pation Tabi) —
Basic System Res
Note: The GPT partition style is not recognized by all previous versions of
5000 GB. 100MBNTH e 1o M8 -
Online Healthy lthy (Recovery Partition)
Corce
oniskt | —
Unknown
20068 20068
Not Intialzed | Unalocated
W Unallocated Bl Primary partition

H P Type here to search

& o = i & @ # right cul
Qheiﬂﬁ/-@\‘p@@ ASQ“ENG/@Q"@M/W;%;Z





image100.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

hboard - ¢
Local Server | Fle Action View _Help
e mim 0o
Volume [tovout  [Type  [FileSystem [ Status [ Capacity Free Spa.. | % Free
= | New Simple Volume Wizard X | 371768 T5%
= 2AME 100%
2 DNs ‘Speciy Volume Size omE 0%
0 1 Gudcac a vome sz thtsbeween the masim and i s, aMe 7%
% File and Storagd
fo s
=l Remote Access!
Masimum ik space n MB: 2
Virimum ik space n ME: s
Hide
‘Simpe vokame size i VE: B
- T
B
50 s24MB
o 1 || Heslthy (Recovery Partition)
b = o |
18
Onfine Unallocsted
W Unallocated Bl Primary partition

H P Type here to search

= & &) & [#] Right cul
Qheiﬂﬁ/-@\‘ﬁ@ﬁ ASQ&ENG@Q"@n/oa/Iz%;g





image101.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

Manage  Tools

Dashboard. - o x

File Action View Help

B Local Server
e mim 0o
ot [iegourr[Fiype [ o system™ [ISotis [ Capocity [ Free Spars [ e Free
- () Simple. Basic NTFS . 4939GB 371768 T5%
= (DiskOportiton3) Simple  Basic s24MB sAME 100%
O o3 ngham Files .. Simple  Basic  NTFS 19868 19668 9%
0 CSSS XGHFREE EN-.. Simple  Basic  UDF an0ce oms 0%
& File and Storagq = System Reserved  Simple. Basic NTFS 100 MB GTMB  67%
fo s

&l Remote Access

Hide

= Disk 0 | Y

Basic System Reserved ©
50,00 GB 100 MB NTFS 4939 GB NTFS 524M8
Online Healthy (System, Acth || Healthy (Boot, Page File, Crash Dump, Primary Partition; | Healthy (Recovery Partition)

= Disk 1 |

Basic Birmingham Files
198 GB 1.98 GB NTFS
Online Healthy (Basic Data Partition)

B Unsllocated I Primary parttion

H P Type here to search

= & &1 & [#] Right cul

16:35
11/03/2026

»

dx &

IQLeimd-@\\F@@ ~ Q@ G & ;N




image102.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

=gl Manage  This PC - X

=T ’5 @ [ & Uninstall or change = program

182 System properties
Properties Open Rename  Access Map network Add anetwork ~ Open
media~  drive Tocation Settings [ Manage

Dive Toals )

Loaation Network System

© v o4 E ThseC

~ Folders (7)

s Quick access

[8) Documents Downloads Music
&) Pictures

5 This PC h Videos
o CD Drive (D) §55_X6¢

& Network  Devices and drives (3)
Local Disk () D Drive 0) Birmingharm Files (E)
— 555 X4FREE_EN-US_DVS
362 GB free of 493 GB Obytes free of 469 GB ™ 196 GB free of 1.96.GB

10items 1 item selected

PQok@s =il @@ -right cul
g w0 B a&E A G G & I A dx & 1638

11/03/2026





image103.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help
== Manage 7 X
Computer  View Drive Tools ]
& Uninstal or change 2 program
EEEL N
roperties Open Rename  Access Map network Add a network ~ Open
media~  drive Tocation Settings [ Manage
Loation Network System

« © 4 @, ThiseC v o £

# Quick access  Folders (7) ' Birmingham Files (E) Properties X

I Desktop 30 Objects ] Desktop. .

& Downloads 7 Pemmissions for £ X

] Documents Downloads
&) Pictures

5 This PC h Videos
o CD Drive (D) §55_X6¢

& Network ~ Devices and drives (3)
Local Disk () D Drive 0)
— 555 XG4FREE_EN-US_DVO
362 GB free of 493 GB Obytes free of 469 GB

10items 1 item selected

Share Pemissions

Group or user names:

Pemissions for Domain Users

Rl Cari
Crange
Read
N o] opy
oK oy

& 0| [= i & @ # right cul

16:42
11/03/2026

ENG A dx @&




image104.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Server Manager .

View

« v 4 [ > ThisPC > Local Disk (C) > inetpub > webs v O | Searchwebs P

I Desktop ~ Name Date modified
3 Downloads
) Documents

Tpe Size

& ons @ indechtmi VIVAASAM  MicrosoftEdge e

% File and Storage Se &) Pictures
o s [ inetpub.

=l Remote Access s C

3 30 Objects

1 Desktop

5] Documents

& Downloads

B Music

= Pictures

B videos

‘i Local Disk (C:)
| inetpub
| Petlogs
1| Program Files
1 Program Files
e N ,

1item

H P Type here to search

Hide

=] i 1§ &[] right Cu
QuB2e T © 5 & & e . L=

11/03/2026





image105.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices Help

B Server Manager

Local Server

WELCOME TO SERVER MANAGER

Hide

[
€5 Internet Information Services (1IS) Manager - o X
G (6] » WIN-IDAGLILOTSS » Sites » Exhe-
Fie View Help
& DNs 5 @ 5
= Connections mosi Actions
R File and Storage Serl@ - [.] |2 | @, ) sites @ Add Website
o s W5 Start Page. Set Website Defaults.
c Fitter: - % 6o - EShawAll
= ve vt 2 Hllg
i Remote Access ' YN IDASLILSTES (wehect\A o || @ vep
2 Application Pools Neme D Status Bind
(& Stes @ Default WebSte 1 Started (ht... 20
< >
. ;| Elmmver e e ven
Ready %
PR eSS BPA eSS

H P Type here to search

Qu BP0 VA&

= & & (¥ Right cul

17:04

= 7
D@ 0372026




image106.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

e it

Select...
Local Server

Content Directory

Ll Physical path:
c [Cunetpubiwes
Pass-through authentication
File  View
e Connectas.. | | Test Settings..
W% File and Storage Ser| @-H |2
fo s W snpd | Binding it
_ v wNag Tee 1P address: Port: S
Remote Access
= 2t e < [ Unesignea -
s sitq
Host name:
[rebswahechaccd ]

Hide

Example: www.contoso.com or marketing.contoso.com

tart Website immediately.

o

H P Type here to search

=] i 1§ B [¥] right Cl
Qu B2y T 0O VGaR = . e

11/03/2026





image107.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

B Server Manager

=gz [
€5 Internet Information Services (1IS) Manager - o X
G (6] » WIN-IDAGLILOTSS » Sites » Exhe-
Fie View Help
Connections @ si Actions
R File and Storage Serl@y - ] |21 |@, ; Sites P ~
o s W5 Start Page. Set Website Defaults.
Fitter: - % 6o - EShawAll
A M= wat 5 |
i Remote Access ' YN IDASLILSTES (wehect\A . EditSite
2 Application Pools Neme D Status Bind ==
(& Stes @ Default WebSte 1 Stated (.. 8 || 3
Basic Settings.
@ webs 2 Started (ht.. web: R
B Explore vide
Edit Permissions.
X Remove
Rename
v Applications.
rtual Directories
Manage Website ~
2 Restort
. s
< > 2
Browse Website
< 5| [ Festures View |1 Content View @) Srope mebswahechacaa
Ready %

N
‘ BPATESUTS BPA fesUTs L

. 507PM
H P Type here to search i & 026

& 0| = i & @ # right cul
Qheiﬂﬁ/-@\‘f‘:’s@@ ’\SQ“ENG@qxll/oa/lzng





image108.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help
v @ webswahesbacca x 4+ — =} X
& G | A Notsecure webswaheeb.acca/ Ay v 8 - O cha
Welcome to my website

10pM
H £ Type here to search q

Qob@y EiEil® 3 right
EQLeiﬂﬁ/-@\‘ﬁ@ﬁ ASQ‘\ENG@Q"@H/WIZ(;Z





image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




image109.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input

Devices

Help

B Server Manager

Local Server

9 iteret nformation

WELCOME TO SERVER MANAGER

ices (I5) Manager

o @ » VIN-DAGLIOIES > Sites » wehs »
‘Add Ste Bindi T X

L "

o Site inl

= NS | Connect Tpe: 1P address: Port:

m 9 Tpe | [tos [All Unassigned

fo s P | Hostname

S Remote Access [webs.weheeb.acca ]

) Require Servr Name ndication

[ Disable TLS 1.3 over TCP O isable QUIC

] Dissble Legacy 1L [ Dissble HTTP/2

] Disable OCSP Stapling

SSL certfcate:

webs-wa ][ select..

Hide

Ready

H P Type here to search

BPA results

e ] [ Festures View I Content View

BPA results

View... [
Cancel
T

QueBPy IO VaB

= & & (¥ Right cul

17:30

=
® G 11/03/2026




image110.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Server Manager

Local Server

Wy Intemet Information (115) Manager o
< @ » WINDAGLILSISS » Sites » webs » @
File
& DNs Site Bindings ? X
B& Fileand Storage Sen@, - ful| [ype  HostNome Port 1P Address Binding Informa... Q
fo s G e wetmatecbaca @
A RemoteAccess | VW | nttps  webswaheshaacca 443+
- E=n
Browse Hide
Close cca
[ [[ Advanced Settings.
g | ElFertrm i 1 Comeeiew e .
Ready b

‘ BPA results BPA results

H P Type here to search

=] i’ 1§ B [¥] right Cl
Qheimﬂ/-@\‘ﬁaﬁ A G G & ING B dx @ 17:30

11/03/2026





image111.png
gz Waheeb WS Server [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices Help

@ Windows Defender Fiewall with Advanced Securty

& Windows Defender Frewall wi
&2 Inbound Rules
3 Outbound Rules
Connection Security Rles
% Monitoring

@ hitps
@ Active Directory Domain Controller - Ec.
@ Active Directory Domain Controller - Ec.
@ Active Directory Domain Controler - LD.
@ Active Directory Domain Controler - LD.
@ Active Directory Domain Controler - LD.
@ Active Directory Domain Controller - Net,
@ Active Directory Domain Controler - SA.
@ Active Directory Domain Controler - SA.
@ Active Directory Domain Controler - Sec.
@ Active Directory Domain Controler - Sec.
@ Active Directory Domain Controler - .
@ Active Directory Domain Controller (RPC)
9 Active Directory Domain Controler (RPC.
€ Active Directory Web Services (TCP-In)
@ Alloyn Router (TCP-In)
@ Alloyn Router (UDP-In)

Border Gateway Protocol (BGP-In)

BranchCache Content Retreval (HTTP-In)

BranchCache Hosted Cache Server (HTTP...

BranchCache Peer Discovery (WSD-In)
0 Castto Device functonlity (qWaveTCP...

9 Castto Device functionalty (qWave-UDP...

1 Castto Device SSDP Discovery (UDP-In)

9 Castto Devicestreaming server (HTTP-St
1 Castto Device streaming server (HTTP-St
@ Castto Devicestrea

9 Castto Devicestreaming server (RICP-St

Active Directory Domain Ser.
Active Directory Domain Ser

Active Directory Dor
Active Directory Domain Ser
Active Directory Domain Ser
Active Directory Web Services
Allioyn Router

Allioyn Router

Border Gateway Protocol (B,
BranchCache - Content Ret
BranchCache - Hosted Cach,
BranchCache - Peer Discove...
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality

. Castto Device functionality

Cact o Device functinnality

Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Domai.

Al
Al

Al

Al
Private..
Private..
Public
Domain
Public
Private
Domain

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

§55%%

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Actions
Inbound Rules

@ NewRule..
T Fitter by Profile
T Fitter by State
T Fitter by Group.

View

G Refresh

& B i {1 @3] right Cu

17:34

= 7
D @ 0372026




image112.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

B Server Manager

s Add Roles and Features Wizard

LE  Select role services [

Before You Begin Select the role services to installfor Remote Desktop Services

Instalation Type Role services Description

Server Selection Remote Desktop Web Access (RD
Web Access) enables users to access.

RemoteApp and Deskiop

] Remote Desktop Connection Broker
Server Roles [ Remote Desktop Gateway
(0] Remote Desktop Licensing

R Fil Festures Remote Desktop Session Host Connection through the Start menu
io s Remote Desktop Services Remote Desktop Virtualization Host or through 2 web browser.
© remote Destiop web accec] Remorehpp ana Detton

Confirmation

Connection provides users with a
customized view of RemoteApp.
programs, session-based desktops,
and virtual desktops.

Hide

<orevow | [ Net> |
Services Services
Performance Performance
BPA results. BPA results.

M
H P Type here to search N s N

Q@ | |E T @ R Right ct
Qheiﬂﬁ/-Q\‘p&_@ ASQ&ENG%\QX@H/ONZEE





image113.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

erManager —

s Add Roles and Features Wizard

) sesmvon seaveR
BE  Installation progress N-IDAGLL91ES aheehace

View installation progress

A\ Festure nsalation

Arestart s pending on WIN-JDABLILO185.waheeb.acca. You must restart the destination server
to finish the installation.

NET Framework 4.8 Features
ASPNET 48
Remote Desktop Services
Remote Desktop Session Host
Remote Desktop Web Access
Remote Server Administration Tools. Hide
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Licensing Diagnoser Tools

Weh Server (1S)

You canclose this wizardwithout interupting ring tasks. View task progressor open this
EI page again by cicking Notficatins i th command bar and then Task Detls

Export configuration settings

<Previous | [ Next> Cancel

Services Services
Performance Performance
BPA results BPA results

H P Type here to search

= & & @ [#] right cul

17:41
11/03/2026

D)

dx &

-Qheiﬂﬁ/-Q\‘{%@@ ~ Q@ G & ;N




image114.png
File

Machine

View

Input

Waheeb WS Server [Running] - Oracle VirtualBox

Devices Help

v @ Roweb Access x  +

& G (CEEEEED 1:55//1ocalnost/RDWeb/Pages/en-US/login.aspx?ReturnUrl=/RDWeb/Page...

[ .| Work Resources

2%) RemoteApp and Desktop Connection

Y —

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your organization's

ecurty py

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. Ifyour session ends, refresh your browser
and sign in again.

H P Type here to search

Qued2 & =0\

)

QT W@ (%] Right Ctrl

[

ENG

2 dx &

17:54
11/03/2026




image115.png
& Waheeb WS Server [Running] - Oracle VirtualBox - =) X

Fle  Machine  View  Input  Devices  Help

WP Windows Defender Frewall with Advanced Security - o x
e e o
e 2@ s BE

[

s Name Goup Profle  Erabed  Acton
v sty e | Feormance Logs st s (C7n) Poomnce ogrand s Doman Mo &low
£ Pesormance Logs snd s (CP-e)  Permince Logssnd s Pivte Mo Ao

@ Remete Acces Management OCOM-)  RemeteAcces: A e mow
@ emete Acces Mansgement (V- Femete Accest M ve Ao
@ RmeteAcces Management (WS-APC..._ RemeteAccess M e Bew
@ Remete Acces Managemen: (RASFOC... RemeteAcces: A e mow
1 Remete Acces Mansgemens e . Remete Accest M ve Ao
O RemeteAcces Management (W) RemeteAcces M e Mo
O RemeteAces Quisnine (D) RemareAcces Quanntne AL Ve Alow
Remote Destop-Sndow (CP-n)  RemoteDesiop AN e
@ Remete Dsiop - User Miode (D) Remte Deskcn A e iew
ol o
@ femcte estap- (0P} RemoteOekop (Wepsoceet) A e Adow
@ RemeteDestop - (CP-USn) RemoteDekiop Websocke) A Ve Adow
@ FemeteDesktop Senics - Shadow (P... RemeDeskopSenices Al Ve Alow
© Remcte Do Senices - Ve o (. Remte Dekon Servces Al Voo Aow
@ RemeteDestop Senices - UsrMode (U RemteDukcpSenices Al Ve llow
© RemeteDesktop Senics - WM DCOM... RemareDeskopSenices Al Ves  Alow
© Remcte Do Senices - WA (P n)  Remte Dekop Servces A Voo o
@ RemeteDestop Senics (-1 RemotedakiopSevices Al Ve Adow
@ FemeteDeseop Semices () RemotedekopSevices Al Yes  Alow
© Remcte Do Senices (C-PWAP)  Remte Dekop Servces Al Vew o
RemoteEventLog Mansgement (-1 RemoteEventLog Mansge.. Al No Rlow,
RemoteEvneLog Mansgement (PC)  RemoteEvencLog Mansge.. Al No  Alow,
RemoteEent Log Mansgemert (PC-E5... Remote EvntLog Mansger. A1 Mo Ao,
RemeteEventMritor () RemoteEreblontor Al No  Aow
RemoteEvne onr (OCEPUA)  RemoteEvencMontor AL No Alow
RemoteScheuied Tk Maragement (1. RemoteSchedied kMo A1 Mo low,
3

£ 18 @0 G B cu

o 1802
w0





image2.png




image3.png
File

Machine

View

Input

Waheeb WS Server [Running] - Oracle VirtualBox

Devices

Help

Add Roles and Features Wizard

Select server roles

Before You Begin
Instalation Type
Server Selection

Features
Remote Acces:

Role Services

Select one or more roles to install on the selected server.
Roles

I Actve Directory Domain Services (nstalec)
[ Active Directory Federation Services
[ Active Directory Lightueight Directory Servces.
[ Active Directory Rights Management Services.
[ Device Hesith Attestation
] DHCP Server intalled)
/I DNS Server (nstalled)
[ Fax Server
(] File and Storage Servces (2 of 12 installed)
[ Host Guardian Service
O Hyper-v
O Network Controller
(] Network Policy and Access Services

Print and Document Services

mote Ac

[ Remote Desktop Services
[ Volume Activation Services.
[ Web Server (is)
] Windows Deployment Services
(] Windows Server Update Services

DESTINATION SERVER
WIN-IDAGLILS 5 Birmingham noss

Description

Remote Access provides seamiess
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
Services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilites, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

[<rion | [ Net>

P Type here to search

Qu @8 =

ROLES AND SERVER GROUPS

Roles:4 | Server groups: 1 | Servers total: 1

73}

8l <

Mouse integration ... )

39 Don't show again

OuE@s  EWRG®RsH o

'Y

ENG

2 dx &

1514
25/02/2026




image4.png
Waheeb WS Server [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

52 8l <

Mouse integration ... )

‘Add Roles and Features Wizard
39 Don't show again

Select features s S

Before You Begin Select one or more features to install on the selected server.

Instalation Type Features Description

Server Selection ERENCT Framewort 3.5 Featur NET Framework 3.5 combines the

Server Roles © [ .NET Framework 4.8 Features (2 of 7 installed) power of the .NET Framework 20
_ [ Background Intelligent Transfer Service (BITS) APIs with new technologies for
[ Bitocker Drie Encryption building applications that offer
Remote Acc ] BitLocker Network Unlock appealing user interfaces, protect
[ rarehache your customers' personal identity
[ Client for NFS information, enable seamless and
[ Containers secure communication, and provide
7] Data Conter Brdging the abilty to model a range of
[ Direct iay business processes.
(] Enhanced Storage
] Failover Clustering
I Group Policy Management (installed)
] Host Guardian Hyper-V Support
0] 1O Qualit of Service
[ 11S Hostable Web Core
(] Internet Prnting Clent
(] 1P Address Management (PAM) Server
71 LPR Port Monitor

Role Services

[<rion | [ Net>

ROLES AND SERVER GROUPS

Roles:4 | Server groups: 1 | Servers total: 1

er 2022 Datacenter Evaluation
valid for 152 days

P Type here to search

OuE@s  EWRG @R o

15115
25/02/2026

A G G & NG 2 dx &

QrLe@2u0 &





image5.png
& Waheeb WS Server [Running] - Oracle VirtualBox - =) X

File ~ Machine  View  Input  Devices  Help

P Add Rolsand Festures Wi

f— Descrpion
T e—re) outing v sppot o AT
b ‘ R, W o ing 8

P Prom

ROLES AND SERVER GROUPS

Foes: 4 | Severgoups 1 | Sevrs a1

2 Type here to search

DI SO oLy

= 1521
G & 06 ToE





image6.png
Waheeb WS Server [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

Add Roles and Features Wizard

Confirm installation selections s S

Before You Begin o instal the following roles, role services, or features on selected server, click Instal.

Instalation Type [ Restart the destination server automatically f required
Ype req

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
Remote Acces: RAS Connection Manager Administration it (CMAK)
Remote Access

DirectAccess and VPN (RAS)

Routing

Role Services

Web Server Role (IS)

Remote Server Administration Tools
Role Administration Tools.
Remote Access Management Tools.
Remote Access GUI and Command-Line Tools:
Remote Access module for Windows PowerShell

Web Server (I5)

Export configuration settings
Specify an alterate source path

Bl [ v

ROLES AND SERVER GROUPS

Roles:4 | Server groups: 1 | Servers total: 1

er 2022 Datacenter Evaluation
valid for 152 days

P Type here to search

@k a s | =i {l @@ right cu

1527

I = i
N @& NG RIXED 00

QrLe@2u0 &





image7.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File ~ Machine  View  Input  Devices  Help

[T ———

nstallation progress [T
[ T—

@ Fessesinsatation
ot

s on WIN- DAGLAD185 i
Remote ecess

[
Conpwa hero
Open e Geting S Wi
futing
45 Conection Narsgr Adntation K CHAX)
e e 1 sk Conmarc i Tk

Remote Acces module for Windans PowerShll

Vo can s thiiard wihutneruping gtk Vi ek rogrss o cpen his
1 pogeagan by ccing Ntficatons e command o, and hen Tk Do

2 Type here to search

BONFS 18 ERMSHrionc
= 1530
@ & e DdE




image8.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

M Windows Defender Firewall with Advanced Security - o X
File Acion View Help

e 2w = B

& Windows Defender Firewall ] Actions

3 Inbound Rules.

3 Outbound Rules
Connection Security Rules || Remote Desktop - (TCP-WS-In) Remote Desktop (WebSocket)

%, Monitoring Remote Desktop - (TCP-WSS-In) Remote Desktop (WebSocket)
Remote Event Log Management (NP-In)  Remote Event Log Manage...
Remote Event Log Management (RPC)  Remote Event Log Manage..
Remote Event Log Management (RPC-EP... Remote Event Log Manage..
Remote Event Monitor (RPC) Remote Event Monitor
Remote Event Monitor (RPC-EPMAP)  Remote Event Monitor
Remote Scheduled Tasks Management (R... Remote Scheduled Tasks Ma...
Remote Scheduled Tasks Management (R... Remote Scheduled Tasks Ma...
Remote Service Management (NP-In)  Remote Service Management
Remote Service Management (RPC) Remote Service Management
Remote Service Management (RPC-EPM... Remote Service Management
Inbound Rule for Remote Shutdown (RP... Remote Shutdown
Inbound Rule for Remote Shutdown (TCP... Remote Shutdown
Remote Volume Management - Virtual Di... Remote Volume Management
Remote Volume Management - Virtual Di... Remote Volume Management
Remote Volume Management (RPC-EPM... Remote Volume Management

€ Routing and Remote Access (GREn)  Routing and Remote Access

€ Routing and Remote Access (L2TP-In) and Remote Access
€ Routing and Remote Access (PPTP-In)
 Routing Information Protocol (RIP-In)  Routing Information Protoc.
Secure Socket Tunneling Protocol (SSTP-L.. Secure Socket Tunneling Pr.
€ World Wide Web Services (HTTPS Traffic-... Secure World Wide Web Ser.
€ World Wide Web Services (QUIC Traffic-In) - Secure World Wide Web Ser.
‘SNMP Trap Service (UDP In) SNMP Trap
‘SNMP Trap Service (UDP In) SNMP Trap
Software Load Balancer Multplexer (TCP... Software Load Balancer

O st Start

TOM Virtual St Card Manserment 0... ToM Vit Srart Card M.

{
H

Inbound Rules
@ NewRule..
T Fitter by Profile
T Fitter by State
Fitter by Group.

Group

View
Refresh
Export L
Help
Routing Iformation Proto.
Disabe Rule

*
&
X
B
7]

557 R0 A Fr558855555%88555%3%3%

5

<

P Type here to search

& =i & @3 Right Curl

15:42
25/02/2026

A G G & NG 2 dx &





image9.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

83 Remote Access Management Console

<
DirectAccess and VPN Remote Access Setup

Routing and Remote Access Server Setup Wizard

% Manage a Remote Server
O % hinstalled Roles

Welcome to the Routing and Remote Access
Server Setup Wizard

“This wizard helps you set up your server so that you can
‘connect to other networks and alow connections from
remote clerts.

To cortinue. clck Next .

lervices|
Hide

ROLES AND SERVER GROU
Roles: 6 | Server groups: 1 |

H P Type here to search

@b @ =@ @R Right cul
& o~ 1555
V-] ﬂ 5 & ARG B NG RXE 0





image10.png
BB Waheeb WS Server [Running] - Oracle VirtualBox - o X

B Remote Access Management Console -
DirectAccess and VPN Remote Access Setup General @

Routif Manage a Remote Server
z Routing and Remote Access Server Setup Wizard <

E_win-iDasL| o b nstalled Roles
Custom Configuration
Whenthis wizard loses. you can configure the selected services i the Routing
and Remote Access console.

‘Select the services that you want to enable on his server.
I™ VPN access

I™ Diabup access Jick
™ Demand-ial connections (used for branch offce routing )
I NAT

¥ LANrouting

lervices|

Fa e =

Hide

F

ROLES AND SERVER GROUPS
Roles: 6 | Server groups: 1 | Servers total: 1

H P Type here to search

= & & & [#] right cul
Qheiﬂ—@ﬁ/\‘p@@@ ASQ&ENG%\QX@ZS/OZ}Z%%





image11.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

8 Remordyccess Monsgement Console

<
DirectAccess and VPN Remote Access Setup

Routing and Remote Access Server Setup Wizard

% Manage a Remote Server
O % hinstalled Roles

Completing the Routing and Remote Access
Server Setup Wizard "
sty cnpatve s I

Access Server Setup wizard »

‘Summary of selectons:
[ANrouting Jick

E win-pasuffS

fiteryou close tis wizard, configure the selected senvices
inthe Routing and Remote Access console

To close this wizad, click Fish.

lervices|

N
e )

ROLES AND SERVER GROUPS
Roles: 6 | Server groups: 1 | Servers total: 1 v

. s02om
H O Type here to search i @@ e B

@@ =i &@®right cui

16:02

I = i
N B & NG RXED L0





image12.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help
2 Remote Access Management Console -
< >
M L
recticcess and VPN Remote Access Setup Ez=) )
BT Routing and Remote Access - o x Manage 2 Remote Server
P serf File Action View Help o h nstalled Roles
e 2/ XE G| @
"B Routing and Remote Access
5 Server Status
v [ WIN-IDAGLILI18S (local) Routing and Remote Access Is
B Network Interfaces. Configured on This Server
3 Remote Access Logging| | iy server has already been configured using the Routing and
u Bew Remote Access Server Setup Wizard. To make changes to the
M current configuration, select an ftem in the console tres, and then
A E%"“&ml on the Action menu, click Properties.
A E Static Routes
g
q Enable DirectAccess on this Server
d You are currently using only VPN for providing remote access to
Your cients. You can use rich remote access experience based on
il DirectAccess by enabling DirectAccess on this server. Using
DirectAccess, your domain-joined clents can seamlessly connect
0 your corporate network, To enable DirsctAccess on this server,
you can run the "Enable DirectAccess” wizard by selecting the
*Enable DirectAccess...” option on the action pane on the right or
. ||| on fsht-clicing te rachine node on th Iekt ~lervices|
= Hide
ROLES AND SERVER GROUPS
Roles:6 | Servergroups: 1 | Serverstotal: 1
. 402PM
H P Type here to search i = 6 S =}

= & & & [#] right cul
QLOiG-Qd\‘p@@&_ ASQ&ENG@Q"@zs/oz/Iz%gZ





image13.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

GNU nano 6.4 /ete/susctlocon
et . ipva. ip_foru

9
L]
m
Ll
&

Right Ctr

P = . 1647
Lk €8 2 a e V= I@&G ARG & NG R XE 0





image14.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Juaheebadebian: ~s sudo susctl -p
et . ipva. ip_foruard = 1
juaheshadehian:~s _





image15.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Juaheebadebian: ~s sudo susctl -p
et . ipva. ip_foruard = 1
Juaheebedebian:~$ sudo ip route add 172.16.1.1/24 via 10.0.0.1_





image16.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

B Administrator: Command Prompt - o x

[ Y= = & oo T

©
=
3
g
z
@
5
8
I
o

@ @ [¥]Right Ctr
(2] \ / o =L ~ ~ \ 17:10
[ > B - o & ~ e @ ENG & dx @ 0055006





image17.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

B Administrator: Command Prompt - o x

n-link
on-link
on-link
n-link
on-link
on-link
n-link
on-link
on-link
n-link
on-link
o
n-Link
on-link
on-link
n-link
on-link
on-link
n-link
on-link

505 oM
= & 5o B

©
=
3
g
z
@
5
8
I
o

@ @ [¥] Right Ctr
2] N\ / a = ~ ~ o 17:16
(= > @ - o & ~ e @ ENG & dx @ 005006





image18.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

B Administrator: Command Prompt - o x

Minimum = 1

dmin

s10P
m ko= = & 5o B

©
=
3
g
z
@
5
8
I

@ @ [¥] Right Ctr
(2] \ / o =L ~ ~ \ 17:22
[ > B - o & ~ e @ ENG & dx @ 0055006





image19.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

B Administrator: Command Prompt - o x

1

un,
Minimum = ims

dministrat

511PM

- = & 5o B

©
=
3
g
z
@
5
8
I
o

@l @ [¥] Right Ctr
(2] \ / o =L ~ ~ \ 17:23
[ > B - o & ~ e @ ENG & dx & 0050006





image20.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

52 8l <

Mouse integration ... )

erManager —

Mo TR U= G 0 Don't show again

B Local Server —
All Servers T Add Roles and Features Wizard - o X
AD DS
ossrivaTioN serveR
5 File and Storage Se - Select server roles WIN-19AGLIL185 Biminghamnocs
fo s
) Pt e Select one or more roles o instal on the selected server.
Installation Type Roles Description
Serversekcion [ Active Directory Certficate Services Domain Name System (DNS) Server
| Active Directory Domain Serices (Instalec) provides name resolution for TCP/IP
N — £ Actve Direciry Feserstion Sersecs netuorks. DNS Server s esier to
[ Actve Diectory Lightweight Diectory Servces menage when tsnsaledonthe |
ONS Server [ Actve Directory Rights Management Services same server a5 Active Directory
] Devee Health Attesaton Domsin Servces. fyou select the
Cenfirmation (] DHCP Semer Active Directory Domain Services
3 o, you can nsall and configure
JoNs Serve]
£ Pox Serer DNS Server and Actve Directory
8] File and Storage Senices (2 of 12 instaled) Domsin Servces to work together.
[ Host Guardian Senvice
O Hyper-v

O Network Controller
(] Network Policy and Access Services
O Print and Document Services

© [®] Remote Access (2 of 3 installed)
(] Remote Desktop Services
O Volume Activation Services.

0 [®] Web Server (IIS) (10 of 43 installed)
] Windows Deployment Services.

H P Type here to search

= & & @ (2] right cul
® B Qs e L CB @ & WO AEV A6 e s BaE 0





image21.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

52 8l <

Mouse integration ... )

B Server Manager .

39 Don't show again

LocalServer —

T Add Roles and Features Wizard - o x
& ONs Installation progress W IOASLLS e Srmnapam s

1§ File and Storage Ser
o s View installation progress

=l Remote Access @ Fesrureinstaliation

Installation succeeded on WIN-JDAGLILO18S Birmingham.noss.

DN Server
Remote Server Administration Tools.
Role Administration Tools
DNS Server Tools:

jde.

You canclose this wizardwithout interupting ring tasks. View task progressor open this
EI page again by cicking Notficatins i th command bar and then Task Detls

Export configuration settings

<Previous | [ Next>

Cancel

H P Type here to search

& o = i &/ @ [# right cul
m Q Search 2 L QB @ E @ Q @ @ ‘\{J A~ G @ e AxED 04/03/121:;32





image22.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

s Server Monager - X

Local Server

6 Configure this local server

& DNS

W& File and Storage Services b
fous

=l Remote Access

2 Add roles and features
3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS
Roles:5 | Server groups: 1 | Servers total: 1
AD DS 1 £ DNS 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

H P Type here to search

& o = i &/ @ # right cul
m Q Search 2 = @CHB 2 E @ Q &_ @ v{: A~ G ® e R 04/03/121:;;2





image23.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

- o X
File Machine View Input Devices Help

erManager

) ) TARGET SERVER
Deployment Configuration WIN-JDAGLILO18S Birminghaminoss

Select the deployment operation

. Add s domain controle to an existing domin
& D kR Opiorc) Add s new domsin to an existing forest

R Fil Paths Add 3 new forest

i Review Options

fo s . Specify the domain information for this operation
& Re Prerequisites Chack.

Hide

More about deployment configurations

< Previous

Install
Services Services

Performance Performance

BPA results BPA results

H L Type here to search
>

= & &} @ [#] Right cul

1451
A G ® NG AED

[ 4 B Q se de L CB P W0 a R





image24.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Server Manager

e Active

tory Domain Services Configuration Wizard

TARGET SERVER
ingham.noss

Prerequisites Check WIN-IDAGLILOTES

[(© Al perequsi chcespsed sy Gk ol 1 begn salsion Srowmoe X

Deployment Configuration
Prerequisites need to be validated before Active Directory Domain Services s installed on this

Domain Controller Options | computer

R Fil DNS Options Rerun prerequisites check

fo iis Additional Options
@ Viewresits

Paths S . .
cryptography algorithms when establishing security channel sessions.

Review Options

For more information about this stting, see Knowledge Base artcle 942564 (httpi/
‘gomicrosoft.com/fulink/ZLinkid=104751)

A\ This computer has atleast one physical network adapter that does not have static IP "
‘address(es) assigned to it IP Properties, If both IPv4 and IPV6 are enabled for a network. iae
adapter, both [Pvé and IPv6 satic P addresses should be assigned to both IPvé and
1Pv6 Properties of the physical netvwork adapter. Such static IP acdress(es) assignment
should be done to all the physical netvork adapters fo relable Domain Name System
(ONS) operation.

A\ A delegation for this DNS server cannot be created because the authoritative parent

A Fyou clcknstall, the server automatically reboots at the end of the promotion operation.

More about prerequisites

S [T | [l
Services Services
Performance Performance
BPA results. BPA results.

H P Type herelcfear(h

& =i & @3 Right Curl

14:58

Q search 2 L QB @ E @ Q @ @ ‘\{J A G ® NG RED





image25.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Manage  Tools

1 Active Directory Users and Computers - o x
e Acton View Help
e Mo BmTaETES S
] Active Directory Users and Com) | Name Tpe Description
o (] Saved Queries ] Saved Queries Folderto store your favo...
2 ONs 5 wahesbacea Fiwshecbaccs  Domsin
B3 File and
fo s
& Remote
&
Date and Tin
347202623
< > fervices 3/4/2026 23,
347202622
WIN-IDAGLILO18S 1202 Error  ADWS Active Directory Web Services 3/4/2026 22
WIN-JDAGLILO185 3041 Warning Microsoft-Windows-ActiveDirectory_DomainService. Directory Service 347202622
WIN-JDAGLILO18S 2886 Warning Microsoft-Windows-ActiveDirectory_DomainService Directory Service 347202622

H P Type here to search

= & & & (%] right cul

15:07

‘ 88 Q search 2 L QB @ E @ Q @ @ \\{J AN G ® NG RED





image26.png
& Waheeb WS Server [Running] - Oracle VirtualBox

- o X
File Machine View Input Devices Help
Fa Server Manager
£, DNS Manager o X
File Action View Help
Neslam oz Bm i@
1 & ons Name Type Status DNSSEC Status
vi ;‘“:"‘5;‘:“‘“: . [ msdes waheeb.acca Active Directory-Integrated Pr... Running Not Signed
rward Lookup Zones e .
waheeb.acca Active Directory-Integrated Pr...Runni Not Signed
- ReverseLoakup Zenes || -4 fectonintegrat " .

(5] Trust Points
[ Conditional Forwarders

B % &P

Hide

Events Events
Services Services
Performance Performance
BPA results BPA results

. P Type here to search

= & & & ¥ right cul
u Q search *L eimd-@@ @\‘{g A G @ ING 7 dx @ =

04/03/2026





image27.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

erManager —

& ONS Manager

File Action View Help
Nes @z Bml E 8
£ DNs mestar
L & o Timestarm|
¥ 3 winpasLiLoes New Host x
Al < 7 Fomard Lookup Zones _— P
A g mstcsaaheehacas | 4 ]
D [ Reverse Lookup Zones ||| Fuly qualfied domain name (FQDI):
Fi [ Trust Points [de.mahecb.acca. ]
(5 Conditional
i — | win-jda6ij9185 wahe.. static
[wed ] oSl ohechac.. st
0215 3472026
[ creste associted ponter (PTR) record b6t o
[]low any authentcated user to update DNS records with the {901 3472026 ]
semeunernans (17625 03m0002:8804:..  3/4/2026 ]
0215 static Hide
R61T static
1001 static
(17625:037:0002:8804:..  static
Cancel
< 5|« >
Events Events
Services Services
Performance Performance
BPA results BPA results

. . 719AM
H P Type here to search i -

= & & & [#] right cul
88 Q search 2 B QOB @ E @ Q &_ @ \\{:l A~ G @® N A 04/03/125(;32





image28.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

erManager —

& ONS Manager

File Action View Help
Nes @z Bml E 8
£ DNs
[ Timestam|
¥ 3 winpasLiLoes New Host x
Al < 7 Fomard Lookup Zones _— P
A g mstcsaheshacas|| g ]
D [ Reverse Lookup Zones ||| Fuly qualfied domain name (FQDI):
Fi [ Trust Points [Fedwaheeb.acca. ]
(5 Conditional
i — | win-jda6ij9185 wahe.. static
[t ] oSl ohechac.. st
0215 3472026
reate assosated ponter (PTR) record b6t o
] Alow any authenticated user to update DNS record withthe 00,1 3472026 ]
semeunernans (17625 03m0002:8804:..  3/4/2026 ]
0215 static Hide
R61T static
1001 static
(17625:037:0002:8804:..  static
oone | g1
< 5|« >
Events Events
Services Services
Performance Performance
BPA results BPA results

H P Type here to search

= & & & [#] Right cul
‘ 88 Q search 2 B QB @ @ @ Q @ @ \VZ] A~ G @® N A 04/03/125(;52




image29.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

erManager —

& ONS Manager

File Action View Help
Nes @z Bml E 8
£ DNs
[ Timestam|
¥ 3 winpasLiLoes New Host x
Al < 7 Fomard Lookup Zones _— P
A g mstcsaaheshacas || (oot ]
D [ Reverse Lookup Zones ||| Fuly qualfied domain name (FQDI):
Fi [ Trust Points [[entswaheeb.acca. ]
(5 Conditional
i — | win-jda6ij9185 wahe.. static
[z 10l ] oSl ohechac.. st
0215 3472026
reate assosated ponter (PTR) record b6t o
[]low any authentcated user to update DNS records with the {901 3472026 ]
semeunernans (17625 03m0002:8804:..  3/4/2026 ]
0215 static Hide
R61T static
1001 static
(17625:037:0002:8804:..  static
oone | g1
=) wr 1621
< 5|« >
Events Events
Services Services
Performance Performance
BPA results BPA results

H P Type here to search

= & & & [#] right cul
‘ 88 Q search 2 B QOB @ E @ Q &_ @ \\{:l A~ G @® N A 04/03/125(;52




image30.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Server Manager

& ONS Manager

File Action View Help

e amEbc=z Bm EEa

£ DNs
[ Timestam|
¥ 3 winpasLiLoes New Host x
~ [ Forward Lookup Zones — e
[ _msdeswaheeb.acca
dienti1 ]
a [
(5] Reverse Lookup Zones Fully qualified domain name (FQDN):
g i (1 Trust Points ‘dﬂllﬂ.m.m. ‘
= (5] Conditional .
fon — | win-jda6ijo1Es wahe.
[2w2nl ] eSS mohechac..
0215
R61T
[JAllow any authenticated user to update DNS records withthe {001
semeunernans [17:625c:037:0002:8804:
0215 Hide
R61T
1001
(17625:037:0002:8804:..  static
oo | isia
=] = 1621
Elclientst Host (4) 172.16.1.10
< 5|« >

Events Events
Services Services
Performance Performance
BPA results BPA results

H P Type here to search

@ | = T @ R Right
Q search *L eimd-@a ﬁh A G @ ING 7 dx @ =

04/03/2026




image31.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

B Server Manager -

& ONS Manager

File Action View Help

e amEbc=z Bm EEa

T ons ~
L & o Timest
¥ 3 winpasLiLoes New Host x
~ [ Forward Lookup Zones — e
[ _msdeswaheeb.acca
= J
&
51 Reverse Lookup Zones || Fully qualied domain name (FQDN):
g i (1 Trust Points ‘ ‘webs.waheeb.acca. ‘
= (5] Conditional N
fon — | win-jda6ijo1Es wahe.
[t ] eSS mohechac..
0215
R61T
[JAllow any authenticated user to update DNS records withthe {001
semeunernans [17:625c:037:0002:8804:
0215 Hide
R61T
1001
[17:625c:037:0002:8804:..
Done | pigia
=] = 1621
Flclientst Host (4) 172.16.1.10
Elclientit Host (A) 172.16.2.10 v
< >l >
Events Events
Services Services
Performance Performance
BPA results BPA results

H P Type here to search

@ = T @ R Right
Q search 2 CBPE IO & BEH G A~ G ® e R 04/03/125(;32





image32.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

&, DNS Manages -

File Action View Help

e a@XEz Bm 8

Lo [r— T x Timestamp
3 wnmasLisies
v [ Forward Lookup Zones Host (A) Securty
(5] _msdcswaheeb.acca
B A ———
1 Reverse Lookup Zones || [E ]
e et || st e ooy
[eewabesbacca [ —
f—— IS
s prp——
S0 70000 M
Update associated pointer (PTR) record 3/4/2026 7:00:00 AM
Toozesds. 42025 100000
o
Cancel oply | |3T:0002:88d4:.. static

< >

H P Type here to search
T

= & & & ¥ right cul
m Q Search ﬁth e\ s _Q &_ \‘ﬁ@ A G ™ N AxE 07/03/02%;2





image33.png
WS Server [Running] - Oracle Virtu

DNS Manger -
Fie Acion View Help
e amEbc=z Bm EEa
£ DS Name Type Data Timestamp
v § WIN-IDAGLILI1ES
T e | B
(01 msdeswaesbaces | =7
-] wahesb.acca -

) Reverse Lookup Zones || V9P

8 e Toonaorszons

o rords | lrorcsonszons
[l same ss parent folder)  Start of Authority (SOA)  [28], win-jdatiiSi85ahe... static
[Flsame ss parent folder) ~ Name Server (NS) winjda69185.waheeb.ac... static
[Fltame ss parentfolder)  Host (8) 100215 3472026 70000 AM
[Flsame ss parent folder) ~ Host (4) 721611 3/4/2026 70000 AM
[Fltome ss parentfolder)  Host () 10001 3/4/2026 70000 AM
[Flsame ss parent folder)  1Pv6 Host (AAAR) fA1T25CHOIT00028504.. /412026 70000 AM
[lvin-jdssiores Host (4) 100215 static
[win-jdssiores Host (4) 721611 static
[Elwin-jdasijlo1es Host (4) 10001 static
[Elwin-jdasijlo1es IPv6 Host (AAAA) d17:625¢037:0002:88d4:....  static
Flb-dc Host (4) 172.16.1.1
Fli-cd Host (4) 1721621
Flclientst Host (4) 172.16.1.10
Elclientit Host (4) 17216210
[Flwebs Host (4) 172.16.1.1
Elras Host (4) 172.16.1.1

H P Type here to search

= & & @ [#] right cul
o 88 Q search 2 L QB @ E @ Q @ ﬁ \VZ] A~ G @® N A 04/03/125(;32





image34.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help
8 -
New Zone Wizard x
4 zoneType E.
- The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

@Prinry zone
Creates a copy of » one that can be updated diecly on s sever.

< to be divided into zones. Each zone stores information about one o more contiguous

O Secondary zone
Creates a copy of a zone that exiss on another server. Tis option helps balance
the processing load of primary servers and provides fait tolerance.

Ostub zone

Creates a copy of  zone containing orly Name Server (NS), Start of Authority
(508), and possibly glue Host (4) records. A server containing a stub zone s not
authoritative fo that zone.

[ Store the zone in Actve Directory (avaiable only if DNS server is @ writeable domain
controllr)

N o

< >

H P Type here to search

= & & @ (2] right cul
m Q Search 2 2 CEB @ & @ Q @ @ ‘\{g A~ G ® e R 04/03/125(;2





image35.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

New Zone Wizard X

4| Active Directory Zone Replication Scope
- You can select how you want DNS data replicated throughout your network.

Selecthow you want zone datareplcated:
(O)To oI DNS servers rurving on domain conralers in tis forest: wahe.acca

< to be divided into zones. Each zone stores information about one o more contiguous

(®)To ol DNS servers ruing on domain contrlers i thisdomain: waheeb.acca

Ooal domain i tis domain (for 2000 compatity): wehesh.acca

To all domain controllrs specified in the scope of this drectory par iton:

o [ ] | o

< >

H P Type here to search

Qi@ =il R ®Right cti
m Q Search 2w CB 2 E @ @ &_ % \\{:l A~ G ® e R 04/03/125(;2





image36.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

New Zone Wizard X

4| Reverse Lookup Zone ame
Areverse lookup zone translates [P addresses nto DS names.

Choose: You want to create lookup zone for IPv4 or Pv6.
addresses.
< to be divided into zones. Each zone stores information about one o more contiguous

©Pv4Reverse Lookp Zone

OV Reverse Lookup Zone

o [ ] | o

>

<
r Yy
H £ Type here to search q =

@ | = T @ R Right

15:40

Q search s B @EH 2 E a2 @ &_ % \\{g AN G ® NG AED 0





image37.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help
8 -
New Zone Wizard x
4 Reverse Lookup Zone ame E.
- Areverse lookup zone transiates P addresses into DN names.
i

Todenty thereverse lookup zone, type the network ID o the name of the zone.
©NetworkD:
< to be divided into zones. Each zone stores information about ane or more contiguous

2z 36
The network D s th portionof the P addresses that belongs to tis zone, Enter the
network IDin s normal (ot reverse) order.
1 you use a 7o n the network D, it il appear n the zone name, For exangle,
netiwork ID 10 would create zone 10.1n-2ddr.arpa, and netnork ID 10.0 vould reate
Zone 0. 10.n-2ddr arpa.
OReverse lookup zone name:
1.16.172.n-addr 2rpa

o [ ] | o

< >

H P Type here to search

= & &1 & (¥ Right cul

1540
a 4
ENG & dx & 035006

M CB2E WO & @ W ~Ge

o Q Search




image38.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help
8 -
New Zone Wizard x
4 Reverse Lookup Zone Name
- Areverse lookup zone transiates P addresses into DN names.
v Status DNSSEC Status  Key Master
Todenty thereverse lookup zone, type the network ID o the name of the zone. edPr...Running Not Signed
©NetworkD:
iz 16 4
The network ID i the portion of the IP addresses that belongs to th zone, Enter the
network IDin s normal (ot reverse) order.
1 you use a 7o n the network D, it il appear n the zone name, For exangle,
netiwork ID 10 would create zone 10.1n-2ddr.arpa, and netnork ID 10.0 vould reate
Zone 0. 10.n-2ddr arpa.
OReverse lookup zone name:
2.16. 172.n-ader.arpa
<gack Cancel
< > N

H P Type here to search

= & & & [#] right cul

15:42

m Q Search 2 o @CEEB @ g @ Q a_ % \\{:l AN G ® NG AED





image39.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

£, DNS Manager

Fie Acion View Help
e amoz Bm EES

3 ;N?” A Nome e Status DNSSECStatus ey Master
~ [ Forward Lookup Zones
& _msdesaheeb.acca
] wahesbacca
1 Reverse Lookup Zones
] Trust Points
1 Conditional Forwarders

v 6172in-sddrarpa Adtive Diectory-negated Pr. Running ot Signed
Tle672in-sddrarpa Adive Directory-Inegrated Pro. Running ot Signed

< >

H P Type here to search

@b @ =@ @@ Right cul
m Q Search 2 o @CEB @2 g Q@ Q @ @ \‘{:l A~ G ® e R 04/03/125(;32





image40.png
& Waheeb WS Server [Running] - Oracle VirtualBox — a X

File Machine View Input Devices Help

Fe— - s

File Action View Help

e amEbc=z Bm EEa

2 ons Name e Data Timestamp.
v i;‘h:'”ﬁ;':“‘“: N [Elssme as parent folder) Start of Authority (SOA)  [1], win-jda6iji9185.wahee... static
¥ 3 Forvard ook 202 | (] came as parent fldes N ) fnidaiI01ES waheeh ac._stat
g;,ammu;ﬁm -acca New Resource Record x
v [ Reverse Lookup Zones Painter PTR)
(1 116.172in-addrarpa
(] 216.172in-addrarpa Host P Adaress:
e — [z :
Ful qualfied domain name (FDN):
[1116:172in2ddrapa ]
Host name:

e —

(] Alow any autherticated userto update al DNS records wih the same.
name. This seting appies only to DNS records fo a new name.

< >

H P Type here to search

= & & & [#] Right cul
m Q Search 2 B QB @ @ @ Q @ @ \VZ] A~ G @® N A 04/03/125(;32





image41.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

& DNS Manage
File Action View Help

e amEbc=z Bm EEa

£ ons Name Type Data Timestamp
v B WIN-DAGLIL918S [Elsame as parent folder) Start of Authority (S0A) (1], win-jda6ll01eSwahee... static
¥ 3 Forvard ook 202 | [ came as parent fldes N ms inidali0185 uahech.ac..._stat
g;‘a m;f:m | = [T RTRR) New Resource Record X
[ Reverse Lookup Zones Poiter PTR)
(2] 116.172in-addr.arpa
[l 216.172in-3ddr.arpa Host IP Address:
[ Trust Points ‘mwsun

[ Conditional Forwarders
Fuly qualfied domain name (FQDN):

[101.16.172in addrapa ]

Host name:

[cients 1 waheeb acca| Browse.

(] Alow any autherticated userto update al DNS records wih the same.
name. This seting appies only to DNS records fo a new name.

< >

H P Type here to search

= & &) & (¥ Right cul
B Q seacn 2k CB PR T @& & B A~ G ® e R 04/03/125(;22





image42.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

£ DNS Manager - X

File Action View Help

e amEbc=z Bm EEa

£ ons Name Type Deta Timestarmp
v B WiN-DasLILoT8S [l same s parent folder) Startof Authority (SOA)  [1], win-jds6li9185.wshee... static
~ 5] Fomard Lookup Zones || [ e o prent folder)  Name Server (NS) win-dasli9185maheeb.ac..  sttic
(5] _msdcswaheeb.acca
[ Pl Elim2ts11 Pointer (PTR) b-dc wahesb.acca
Elim2is110 Pointer (PTR) clentslwahesb.acca

v [ Reverse Lookup Zones
(1 116.172in-addrarpa
(] 216.172in-addrarpa

[ Trust Points
[ Conditional Forwarders

< >

H P Type here to search

@b @ =& @@ Right cul

15:53

m Q Search 2 o @CEH 2 E @ Q @ % “{:l AN G ® NG AED 0





image43.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help
& anage -

File Action View Help

e amEbc=z Bm EEa

2 ons Name e Data Timestamp.
v B WIN-IDAGLIL918S [Elssme as parent folder) Start of Authority (SOA)  [1], win-jda6iji9185.wahee... static
¥ 3 Forvard ook 202 | [ came a parent fldes N ms - ida1 uabehac.._siat
S;,a"‘f.;ﬁa 22| 121621 New Resource Record x
v [ Reverse Lookup Zones Painter PTR)
& 116.172in-addrarpa
(] 216.172in-addrarpa Host P Adress:
e - (2o
Ful qualfied domain name (FDN):

[102:16.172in addrapa ]

Host name:

T — =

(] Alow any autherticated userto update al DNS records wih the same.
name. This seting appies only to DNS records fo a new name.

< >

H P Type here to search

= & & & [#] Right cul
m Q Search 2 B QB @ @ @ Q @ @ \VZ] A~ G @® N A 04/03/125(;22





image44.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

£ DNS Manager - X

File Action View Help

e amEbc=z Bm EEa

£ DNS Name Type Data Timestamp
v B WiN-DasLILoT8S [l same s parent folder) Startof Authority (SOA)  [1], win-jds6li9185.wshee... static
va gwi';?wk::i::l [Elsame asparentfolder) ~ Name Server (NS) win-dasli9185maheeb.ac..  sttic
& s 21621 Pointer (PTR) I-dcwaheeb.acca
216210 Pointer (PTR) clienti1waheeb.acca

v [ Reverse Lookup Zones
] 116.172in-addrarpa
(] 216.172in-addrarpa

[ Trust Points
[ Conditional Forwarders

< >

H P Type here to search

@b @ =@ @@ Right cul

15:58

Jl? m Q Search 2 o @CEB @2 g Q@ Q @ @ I AN G ® NG RED 0





image45.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

File Action View Help

e nFBo=HmE

g

B Administrator: Command Prompt - o x

"

2o
v i

>

<
. . 800AM
H O Type here to search @ s B

Qi@ =il R @R Right c
Q search Hhe B e i a2 3 @ & ﬂ V5] 2 G @& NG Ao Em 04/03/12%22





image46.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

curity/pr
ity
curity/pr

ity

curity/p
ity

e or try with --fix-mi;

K

= & @ [#] right ct

~ = T 1646
- U= Ié%j V= ~ G ® N BB 40

9 Q Search ALk © B »





image47.png
il Waheeb Debian Server [Running] - Oracle VirtualBox =) X

file  Machine  View  Input  Devices  Help

G pano 5 oo/ locec conlz

L ] = & W] & (& right Ctl

¢ - > i ot
B2 T @ & EWG NGB NG DD





image48.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

GNU nano 8.4 /etc/ipsec. secrets

10.0.0.1 : P!

[ Read 2 lines ]

9
L]
m
Ll
&

¥ Right Cti

01:49

o B F (x64) =
Q search a = Ké% \VZ) N @ ® NG TDE 0





image49.png
1 Server [Running] - O

File  Machine Input

L CB @Y D0 &EE B ~G e




image50.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

= & @ & [#] right Ctr

K

o Q Search G v ] “ \‘,:, A (o @ NG 2 Q) @ 0503

05/03/2026





image51.png
il Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

GNU nano 8.4 /ete/suanctl/swanct L cont

IKE communication, com

for IKE o

mun i

pt for IKE.

yls

C = & @ (¥ right ctrl
o " z ~ P - 02:24
Q search C 8 > = (w | a5 5 N~ G @ NG DD ® 0000





image52.png
fill Waheeb Debian Server [Running] - Oracle VirtualBox =) X

file  Machine  View  Input  Devices  Help

Joic st et Lot

G v 5

16 snionets
r.cont

G 2 © i & & [#] Right u

) Qe CEHB 2= O & & A6 e me A 08




image53.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

i@
Fie Acion View Help

e zamE = BE
& Vindows| @@ =

p - b comsmms e
L oy ——" ] |t
MO e ahentcaton Second auhentcation ' Filterby Profile »
‘Specy computer authertication methods to use duing IPsec. ‘Specy user authentication methods or a heath certfcate to use. 7 Filter by State 4
negotatons. Those hgher nth st aretied ft. ‘g IPsec negotisions. Those Higherin th it are tred rst View R
@ Refresh
First authentication methods: ‘Second authentication methods: o
[ Exportlist..
Method Addtonal Ifomtion Method Addtonal fomation g v
Presharedkey ‘S3oure VPN Key-Noteboo. "
d
[ Frst authentication is optional
A second authertication canmat be pecfied when a preshared
keyis inthe frst authentcation methods s
Corce

<Back Next> Cancel

H P Type here to search

= & &) & (¥ Right cul
Qheiﬂd_@&_\‘{:@ ASQ&ENG@Q"@H/W%;Z





image54.png
& Waheeb WS Server [Running] - Oracle VirtualBox

Fle  Machine  View  Input  Devices  Help

[T —r— ~ o ox
Pl Acion Vew Heip
e 26 BE
s
s o a2 Anetononmoce || Conmeten SRk &
B e | BB DN K P e Vo 0AD1 1007 Reqeinbomdod.. || Nonhie.
L Monitoring 'V Fiter by Prcfile >
7 ety e .
& nen
5 o
b

- e

L Ok &s =S ®-rohtcu
0 IQLQ‘“‘.@‘_“;& A G G & N Adxad 1607

17/03/2026




image55.png
gz Waheeb WS Server [Running] - Oracle VirtualBox = [u] X

File Machine View Input Devices Help

@
File Action View Help
e nE = o)

@ | 3 Administrton Windows Powershell - o x

. — 05 P
H O Type here to search t ® w@ o0 O

T

@@ =W @R Right cti
[ Q L e i m ‘ . @ a v’g % & S Q ‘\ ENGER RS @ 17/03/126(;;2





image56.png
& Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

@

Fle Acion View Help
o lm

B Administrator: Command Prompt

n » 41
H P Type here to search i - P e

@@ =il WG R Right cti

16:33

Q L e i m ﬂ - @ &. ‘!g @ o S @ & NG w dx @ 17/03/2026





image57.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Server Manager

New Object - Organizational Unit X
TR
Name: rontainer for up...
‘Dﬂnm!ﬂ!‘
T ————
et | [
. ,
Performance Performance
BPA results BPA results

H P Type here to search

= & & & [#] Right cul

18:20

Qhei@d-Q\‘g@@ AN B G ® NG RE 0





image58.png
g5 Waheeb WS Server [Running] - Oracle VirtualBox = (=] X

File Machine View Input Devices Help

B Server Manager .

[ Active Directory Users and Computers - o X
Fle Acion View Help
e 2@ 0/ XO6E Bm3aaTE%
] Active Directory Users and Com|| Name Tpe Description
(] Saved Queries
=i There are o tems to show i thisview:
[ Builtin
1 Computers
[&] Domain Controllers.
(1 ForeignSecurityPrincipal
[ Managed Service Accour
5 Users
(5] Domainusers.
ide
< >
ervices ervices
Performance Performance
BPA results. BPA results.

= & & & [#] Right cul

18:23
11/03/2026

2 dx @





image59.png
& Waheeb WS Server [Running] - Oracle VirtualBox - =) X

Fle  Machine  View  Input  Devices  Help

@ Vdows it mr— c
Pl Acion Vew Hol
«s 2@
@ Virdow e e
8 ound
oo = p—— "0 x e
B Montorns | Fie gt Fomat View Help JPokicy..
Loport.Hodule Activedirectory -
Susers = Import-Csv "C:\Temp\users.csv" [/ Repse
foreach (Suser 1n Susers) { b
‘SouPath - "OJ-Doasinusers, DC-vaheeb, DC-acca’| e

New-ADUser *
Name "§(Suser. Firsthane) §(5user. Lastiane)
“Glvenliase Suser. Firsthome *
~Surnane Suser. Laschane *
-Samiccountilane fuser.Usernase *
“UserPrincipallians °§(Suser.Usernane)@uaheeb. acca”
-AccountPassuord (ConvertTo-SecureString Suser. Password -AsPlainText -Force)
~Enabiled strue

e cas 100% Windens(CRE UTFS
View and create frewall ules

. U

2 Type here to search

L Ok @s =S ®-riohtcu

5 183
@ & e DdE 5





image60.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

a2

Administrator: Windows PowerShell - o x

indows P
right (C) Mic

ments! https://aka.ms/PSWing

= Birmingham File

& Network o >

2items 1 item

629pm
s

5 © m & [} ==&

@ @ [¥]Right Ctr

18:29
11/03/2026





image61.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help
@ RE-
File Action View Help Home  Share  View (]
e dliall 7lod € 5 v 4> ThisPC > LocalDisk(C) v | © | | searchLocal Disk (c. » L
& Windows
53 bound 1 AciveDiectory Users and Compuers - o x e E
3 Outbou File Action View Help
i*;°""= LRI T TR SR 35 Y
3 Active Directory Users and Com) | Name Tpe Description
= Soved Queres @ JohnSmith  User
v 3 wehesb.acca A o
(1 Builtin & Very a1 v
1 Computers
Domain Controllers
1 ForeignSecurityPrincipa
1 Managed Service Accou
[ Users
Domainusers
>
< >
< >l
O Type here to search g E == @ =

Qi@ =il R G R Right c
QuéB2ega®vaas ASG‘\ENG@Q"@n/os/lz%%





image62.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Server Manager

Active Directon d Computers - a
:
Local Ser! = 'n Smith Properties !
e nm 4ol
] Active Directory Users and @ ==
e Renotecortrol | Remote Destop Servies Pofle | COM=
R Generdl | Addess | Acoort | Prfle | Tokphones | Organzation
[ Builtin Userlogon name:
[ Computers. v
) Domain Controlers
= Domainusers Userlogon name fpre-Windows 2000)
[ ForeignSecurityPringi [aheeb\ ] fismen
[ Managed Service Ac
1 Users Logon Hours. LogOn To.
A ook accourt
Hide
Socourtapans:
[ User must change password at next logon ~
[ User cannot change password
[ Password never expires.
[ Store password using reversible encryption v
Aocoun expies
@Mever
OFEndof: Sunday . Aprl 12,2026
<
Cancel Posly tep

BPA results BPA results

H O Type here to sehrch

= & & @ (2] right cul

00:13

m Q Search ML 9 82 & - @ @ “P @ ARG & NG A X E®





image63.png
5 Waheeb Windows Client [Running] - Oracle VirtualBox

File Machine View Input Devices Help

. - o x = o X
< = Settings Q
System Properties X SearchHome  Q
Computer Name/Domain Changes X |

iew v ees (B Details

You can change the name and the membership of this computer.  Iputer on
Changes might affect access to network resources.

Computer name: s

Downloads
N DESKTOP-PGIS3R2 Stored locally
o »
Full computer name:
DESKTOP-PGIS3R2 Pictures
More. ork ID. »
fember of Videos
© Domain: u Stored locally
waheeb.accal »
(O Workgroup:
'WORKGROUP
coea

Apply
> -
o

P Q o_ei(:}’_‘ A&Qq”)@yfﬁgg

QT W@ (3] Right Cl
Qheimﬂ/-Q%@ A G G & ING 2 dx & 18:49

11/03/2026





image64.png
[ Waheeb Windows Client [Running] - Oracle VirtualBox - [u] X

File Machine View Input Devices Help

{ ¢ = settings Q - = &3 - o <
System > About Search Home Q@
( 6E420CAB-650D-40CC-93DB-5CEDT659EI0C few v e (B Details
Product ID
7
E 00329-20000-00001-AAO18
System type Downloads
; S e s e Stored locally
»
Pen and touch ®J Computer Name/Domain Changes X
N h { Pictures
o pen or touch input i B Stored locally
»
n ‘Welcome to the waheeb.acca domain.
Related links  Domain or w Videos

*

Advanced sy:

Windows specifications Copy ~

= Edition

N Windows 11 Enterprise Evaluation

\lnreinn

Quouemd » ~ e gm0

QT W@ (%] Right Ctrl

18:51
11/03/2026

A G G & NG 2 dx @&

QeEeCBRy =0 VaEH




image65.png
&5 Waheeb Windows Client [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

Other user

j-smith@waheeb.acca

Sign in to: waheeb.acca

How do | sign in to another domain?

Other user

= & @ [#] right ctr

/ s o 1857
vo s Qe B2 & O ‘Duﬁ ARG & NG R E g





image66.png
Waheeb Windows Client [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

gs, and documents

Pinned Al >

¢ =2 6 @8 B @

Edge Outlook (new) ~ Microsoft 365  Microsoft Store Photos Settings
(Office)

& E ®» 9% @

Calculator Notepad Snipping Tool  File Explorer

Recommended

7:00PM
t £d
N BD® e &

= & & @ (2] right cul

19:00

~ a 4
N e B & NG RIXED





image67.png
Waheeb Windows Client [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

= Settings Q

Network & internet > Ethernet

rai
IPv4 DNS servers:

1721611 (Unencrypted)

Aggregated link speed (Receive/
Transmit):

1000/1000 (Mbps)
Link-local IPv6 address:
fe80:9d3a:378:403:1206%9
1Pv4 address:
17216110

1Pv4 default gateway:
1721611

IPv4 DN servers:
1721611 (Unencrypted)
Primary DN suffix:
waheeb.acca

Manufacturer:

Quosue@E® ~sewns Vs

ReoEas W @ [&] right Ctrl

01:31

I ’
N fe G & N RXED 00

Q search 2 B e i o ] d - @ @ ‘tg





image68.png
&8 Waheeb Windows Client [Running] - Oracle VirtualBox

Fle  Machine  View  Input  Devices  Help

1 = setings Q N 2 C
System propetes x Search Home @
Computer Name/Domin Changes x|

e B Detis
Vou anchange ha nam snd h mermbershi of s compuer. pulron

’H Changes Mgt sFactactass o abork esources.

— E —
e Nl siorec ocaly
] >
—
] B :
= :
O Workgroup:
 Ccanc Apply
]
25H2
—— 3

Gitems.

N ELE L

e HQueBRYE0O& VE ~

BOk@s 18 @RS M -rghtcy




image69.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Server Manager

H Actve Dirctor
e action ven 1

Local S qn ap [ 21 & 1]

CLENTS1 Properties 70X

General | Operating System  MemberOf  Delegation  Location  Managed By  Dialin

T ActiveDirectory Users| B CLENTST
(5] Saved Queries
~ i waheebacca
9 Buitin Computer name ore-Windows 2000):  [SHEIES)
] Computers
5] Domain Contrd  DNSname:  [CientSTwaheeb.acca
&) Domainusers.
£ o | e
e [ —
[ Users
Oeen [ ]
Hide
< | I
Services Services
Performance Performance
BPA results BPA results N

H P Type here to search

= & &) & [#] Right cul

14:16

Qheiﬂﬁ/-@@\ﬁ@ AN BB R NG RE 0

- 10°





image70.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

| Configuring Kerberos Authentication |
rhen users attempt to use Kerberos and specify a principal or user name without specifying uhat administrative Kerberos realm that principal belongs to,
the system appends the default realm. The default realm may also be used as the realm of a Kerberos service running on the local machine. Often, the
default realm is the uppercase version of the local DNS domain.

Default Kerheros version 5 realm:

= & @ [¥] right ct

16:03
16/03/2026





image71.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

1 GNU/Linux
6.12. 69+

@ @ [¥]Right Ctr
2} / a A - " 1625
Q . > 8 & - O ~ e @ ENG & dx @ ¢ 035006





image72.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

10 kB
705 kB / 17.4 GB

0010)
D conf i
(0%0010)
D conf i
(0%0010)
D conf i
(0%0010)
D conf i

0010)

onf iy

%0018)

y.conf with new
u.keys with new

Qor@e =i right cl

16:31

I 7 b
N ke B & NG BIXED 0





image73.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

ctary

9
L]
m
3
&

#] Right Cti

22:56
16/03/2026





image74.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

juaheebel-cd:~s sudo realm join waheeb.acca -U Administrator
realn: Already joined to this domain
Juaheebal-co: ™8 _

(= i 11 B (¥ Right il

23:16
16/03/2026

dx &





image75.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File

Machine

View

Input Devices Help

| PAM configuration

configuration of additional actions to take uhen starting user sessions.

indicate which of these behaviors you wish to enable.

PAM profiles to enable:

Pluggable Authentication Modules (PAM) determine how authentication, authorization, and passuord changing are handled on the system, as uell as allowing

Some PAM module packages provide profiles that can be used to automatically adjust the behavior of all PAM-using applications on the system. Please

<cancel>

#] Right Cti

01:16
17/03/2026




image76.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

GNU nano 8.4 /etc/resoly cont

this line

this line

@ @ [¥]Right Ctr
0o / a A - " 01:25
Q . > 8 & W O ~ e @ ENG & dx & ;05500





image77.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

mmon-hin

@l @ [¥]Right Ctr
01:34
2 Q = > B8 & - O 5 ~R B NG A dx @700 006





image78.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File Machine View Input Devices Help

sudo hostnamectl set-hostname clientll

(= i 11 B (¥ Right il

01:37
17/03/2026

dx &





image79.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

ript with /usr

ript with /usr
y

B @l @ [¥]Right Ctr

/ a | B o 01:42
2 Q = > B8 & = O ~R B NG A dx @ 700006





image80.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

not knoun

@l @ [¥]Right Ctr
2 Q - & B o o =L NG I S e 01:46
(= o) e . 17/03/2026





image81.png
[l Waheeb Debian Server [Running] - VirtualBox

File Machine View Input Devices Help

juaheebel-cd: ™ sudo realm join waheeb.acca -U Administrator
fsudo: unable to resolve host clientli: Name or service not known
realn: Already joined to this domain

Juaheebal-co: ™8 _

Right Ctil

01:50
17/03/2026





image82.png
[ Waheeb Debian Server [Running] - Oracle VirtualBox

File

Machine

View

Input Devices Help

| PAM configuration

configuration of additional actions to take uhen starting user sessions.

indicate which of these behaviors you wish to enable.

PAM profiles to enable:

Pluggable Authentication Modules (PAM) determine how authentication, authorization, and passuord changing are handled on the system, as uell as allowing

Some PAM module packages provide profiles that can be used to automatically adjust the behavior of all PAM-using applications on the system. Please

<cancel>

#] Right Cti

01:58
17/03/2026




image83.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

B Server Manager

[ Active Directory Users and Computers - o X
Fle Acion View Help
e 2@ FO0/XOD6E Bm3euTE%
5 Active Directory Users and Com| [ Name. Tpe Description
: "’":';‘:*"5 IICLENTS]  Computer
v el -accs ‘Computer
[ Builtin P
7 Computers
[&] Domain Controllers.
(] Domainusers.
(1 ForeignSecurityPrincipal
[ Managed Service Accour
5 Users
ide
< >
ervices ervices
Performance Performance
BPA results. BPA results.

H P Type here to search
N

= & & & [#] Right Ctrl

02:03
17/03/2026

)

)
J

A G G & NG % dx @

QCueB2d=OA& S





image84.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

erManager —

Manage Tools View  Help

B Local Server —
Al Servers T Add Roles and Features Wizard - o X

AD DS

2 ONs Select server roles [

1§ File and Storage Ser

fo iis N Before You Begin Select one or more roles to install on the selected sever.
=l Remote Access Installation Type Roles Description
server Selection /I Active Directory Domain Services (Instaled) Dynamic Host Configuration
[ Active Directory Federation Services Protocol (DHCP) Server ensbles you
5] Active Directory Lightweight Directory Services to centrally configure, manage, and
Festures [ Active Directory Rights Management Services provide temporary P addresses and
A — ] Device Health Attestation relted information for cient de
computers.
@n Tl I DN Server (nstaled)
] Fax Server

o B File and Storage Services (2 of 12 nstaled)
[ Host Guardian Service
[ Hyperv
O Network Controller
(] Network Policy and Access Services
O Print and Document Services

» [®] Remote Access (2 of 3 installed)
(] Remote Desktop Services
O Volume Activation Services.

© [®] Web Server (IIS) (10 of 43 installed)
(] Windows Deployment Services
(] Windows Server Update Services

H P Type here to search

@b @ = iER @R Right cul

14:30
11/03/2026

A G & ING 2@ dx @

,ir == Q Search - k= e i @ d - @





image85.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox

- o X
File Machine View Input Devices Help

B Server Manager

r > Dasl

Manage  Tools

LocalServer —
o AddRolsand Festures Wi

Installation progress DESTIATION SERVER

WIN-IDAGLILS 85 naseb.accs

1§ File and Storage Ser
fo s

View installation progress

@ Festure instalation
&l Remote Access

Configuration required. Instalation succeeded on WIN-JDAGLILO185 waheeb.acca.

DHCP Server
Launch the DHCP post-install wizard jde
Complete DHCP configuration

Remote Server Administration Tools.
Role Administration Tools
DHCP Server Tools

You canclose this wizardwithout interupting ring tasks. View task progressor open this
EI page again by cicking Notficatins i th command bar and then Task Detls

Export configuration settings

g e - e
I

H P Type here to search

11°

QOkEms | =il Rl ®-Rght cti
.QSearch -Leimd-@\\{gag ~ G ©

14:31

= 7
ENG & dx @ 035006




image86.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

New Scope Wizard
Fie| Scope Name
= You have to provide an dentfying scope name. You also have the opfion of providing
a descrpton.
Type 3 name and descripton forthis scope. This nfomation heps you uickly derty
howthe scope s to be used on your network. a\ver
Name: [Biminghambcope N

Descrgtion: [

age

lud services

Hide

Fa e =

groupsTT
il ADDs 1 0 DHcP 1
@ Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results

H P Type here to search

= i &1 & [ right crl
m Q Search o e 8 ® s - @ ‘\{g ﬂ & A G ™ N R 11/03/121:;32





image87.png
&4 Waheeb WS Server [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help

s . _ @1 |V. Manage  Tools

New Scope Wizard

1P Address Range
You defnethe scoe address ange by dentfying a se of consective P addresses.
‘Configurato setings or DHCP Server
Erterthe range of addresses tha the scope disrbutes. &ver
Sat P address: [172. 16 1 10 4
EndlPaddess: 17216 1 20
Configuraton setings that popagate to DHCP Clent age
Length: =]
Subnetmask: [ 255255255 0 lud services
Hide
<
<Back Cancel
grovpsTT
AD DS 1 DHCP 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

= & & (2] right cul

14:47

= 7
D@ 0372026

a Q Search





image88.png
Waheeb WS Server [Running] - Oracle VirtualBox — =) X

File Machine View Input Devices Help

& —

, Manage
New Scope Wizard

Completing the New Scope

Wizard

You have successfuly completed the New Scope wizard i
A ver
»

“To provide high avalabilty for tis scope, corfigure faoverfor age

the newly added scope by rght clicking on the scope and
cicking on configur falover.

o lose tis wizard, cck Fish
lud services
Hide

AD DS

DHCP 1

@ Manageability

Manageability

Events Events
Services Services

Performance Performance

BPA results BPA results N

H P Type here to search

BOkE@s | = iEd @ right cu
o ei@d-@\‘{:@ ’\Q“ENG@‘]"@n/os/lz%gg

m Q Search




